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PeanbHocTb coBpeMeHHbIX KOPMOPaTUBHbIX CETeR COCTOMT B HE,OCTAaTOYHOW COrNIacOBaHHOCTU M MHTErpaLLMmn MEXAY NpoLyKTaMu,
NpUHaANeXalMmn K pasinMyHbIM MHENKaM. 3T0 03HAYaET, YTO NOb30BATENAM NPUXOAUTCS BbINONHATL H0MbLUe NOBTOPSOLLMXCS
LencTBuii 1 paboTaTb ¢ MeHbLLel addekTUBHOCTbIO. [laxe Takas npocTas 3ajaya, kak HasHadeHue IP-agpecos, MOXeET cTaThb
HYHOW M YTOMWUTENbHON, €CNN ee NPUXOAUTCS BbIMONHATL AN [eCATKOB YCTPONCTB. Byfyun n3BecTHOM CeTEBOW KOMMNaHWew,
KOTOpasi CTPeMUTCS NPeLNoXNUTb CBOUM KIIMEHTaM ONTUMasbHble pellenus, ZyXEL paboTtaeT Hap, aToi npobnemoi 1 cTaBuT
CBOEW LieNblo BbIBECTM KA4eCTBO ceTel s Bu3Heca Ha HOBbIN YPoBEHb C NMoMoLLbio TexHonorun ZyXEL One Network.

[encTtBysa B pamkax KoHUenuuun obbeanHeHHoro Mupa, ZyXEL npepnaraet KOMnnekcHble peLleHuns Afis KopnopaTUBHbIX CETer, HaunHas

C KOMMYTaTOPOB 1 3aKkaH4MBast 6ecnpoBogHbIMY N0KasIbHBIMU CETAMM, YCTPOUCTBaMM Ans obecneyeHns Be3onacHOCTY 1 LLH3aMU.
OTka3oycTonumBoe, HafiexxHoe ceTeBoe obopynoBaHue ot ZyXEL - ogHoOM 13 HEMHOTMX KOMMAHWR, KOTopas BNageeT BCEMU OCHOBHbIMU
TEXHONOMMSAMM, HEOBXOAMMBIMU A5 CO3LaHWs IMHeeK NPOLYKTOB, 0XBATbIBAIOLLMX BCE COCTABASIOLLME KOPMOPATUBHbIX CETEN, — MO3BONSET
06ecneynTb BCECTOPOHHIO MHTErpaL/Mio KOMMYTaTOPOB, HeCNPOBOAHbBIX TOUEK LOCTYMA M LLIKO30B C UCMOJb30BAHUEM MHHOBALMOHHbIX
TexHonoruin. Obnagas nepeymcieHHbIMU BO3IMOXHOCTAMU, ZyXEL yxe co3paeT v npofo/mkuT co3faBaTth B byayLlem no-HacTosLeMy
MHTerpuposaHHoe pelueHne One Network, oxBaTbiBaloLLEe BCE CETEBbIE CEMMEHTbI, OT JIOKasIbHbIX CETel [0 BeCnpOBOAHbLIX CETEN U LLO30B.

MonHas nuHenKa pelueHuin

¢ BkntouyaeT B cebsi Bce TMbI KOMMYTATOPOB, OT
HeynpaBfseMbIX 10 MOSHOCTLIO YNPaBASEMbIX

¢ PelueHns Ha ocHoBe TexHonoruu PoE pns 6ecnpoBofHbIx
JIOKaNbHbIX CETEN U CUCTEM BUAEOHAbM0aeHUA

¢ KOHKypeHTOCMoCOBHbIe TMHENKN MHTENNEKTYaNbHbIX KOMMYTaTOPOB

¢ KauecTBeHHbIe peLleHnst Ha OCHOBE MOJSTIHOCTBIO YNpaBAsieMblX
KOMMYTaTOpPOB BTOPOrO M TPETLErD YPOBHEN

e CkopocTb nopToB BapbupyeTcs oT FE n GbE po
10 GbE, pns ontoBONOKHa M BUTOM Napbl

KommyTaTopbl ZyXEL noctaBasiioTcs co cneuuanusMpoBaHHOM
onepauunoHHON cucTeMoi cobcTBeHHOM paspaboTku
¢ OnTMMM3aums paboTbl C ANCKOBOW NoACUCTEMON
L1591 NOBbILIEHNS CKOPOCTW KOMMYTaL/n
* BbicTpoe pearmpoBaHue Ha NoTpebHOCTU pbiHKa
e HapexHo 3alumiLeHHas nporpaMMHas ninatpopma
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YnoBneTBopeHMe caMbiX HacyLLHbIX NOTpebHOCTEN KNUEHTOB

e MaccoBas ycTaHOBKa, HaCTPOMKa, yrpaBneHue
¥ MOHUTOPUHT PaboTbl TOYEK JOCTyNa

e CokpalleHue Tpy[o3aTpaT Ha NoLAePXKKY U KOMYeCTBO
TenedoHHbIx obpaLleHnii B ciyxby nopaepxku

* BbicokonponsBofuTenbHble, 0TKa30yCTONYMBbIE
MOZLENIN ToYeK [OoCTyrna

e [MooxoAsT KaK 41 UCMONb30BaHUS B Masblx/cpefHux
dvpMax, obpazoBaTenbHbIX YUPEXAEHUSAX U FOCTUHULAX,
TaK W 41 OpraHu3aumm nybiiMyHbIX XOT-CMoToB

e KoHTponnep becnpoBofHOM N0KanbHOM ceT cobcTBEHHOM
paspaboTku, obecneunBaoLLMn MUHUMaNbHbIE




YCUIWS NPU HAcTpoike, LIEHTpanM3oBaHHoe
ynpaeneHue 1 rubkue onummn passepTbiBaHUS

e LlInpokas nuHemnka To4ek JocTyna

* YHuduumpoBaHHas cepust Todek JOCTyna, MOXeT
paboTaTb B @aBTOHOMHOM PEXMME WU MOf YpaBieHneM
KoHTponnepa. PasHoobpasune popM-dakTopos nossonser
aAanTUpoBaThCs K OKPYXXaIOLLLUM YCIIOBUSIM

BecnnatHas ytunurta gns obneryeHus ycTaHoBKU
o ZyXEL Wireless Optimizer
e ZyXEL AP Configurator

bBesonacHble, oONTUMU3MPOBAHHbIE YCIYTK
ang busHeca

MakcuManbHas Bbiroga A KOMNaHuin
He6onbLLIOro U cpegHero pasmepa
* Jlngep B cermente SOHO/marnoro busHeca
e Cpepncra yHUOULMPOBaAHHOMO NPOTUBOAENCTBUS Yrpo3am
(UTM), obecneumnsatoLLme 6e30macHOCTb AaHHbIX 1
VIHTENIEKTYasbHOWM COBCTBEHHOCTU Mabix/CpesHux
npeanpusTiin bnarogaps 3aluTe No BCEM HamnpaBieHUsM
¢ [lo3BONAET B35Tb NM0J, KOHTPOJIb TPAadUK NOIb30BATENBCKUX
NPWIOXKEHUI, NpefoTBpaLLas 3/10ynoTpebneHne pecypcamu

WUckniounTenbHo BbicoKasi TPOM3BOAUTENBHOCTb
® Peanusauus Ha 0OCHOBe COBPEMEHHBIX NIaTGopM, MO3BONSIOLLMX
LOCTWYb MaKCUManbHOWM NPOU3BOAUTENBHOCTU ANist bBr3Heca

Bepywue texHonorum VPN
¢ VPN-TyHHEenMpoBaHue ¢ UCNob30BaHWEM NEPELOBOro
anroputMa SHA-2, obecrneunBatoLero npeBocxogHoe
KauyecTBO M 6e30MacHOCTb KOMMYHWMKALLMIA

BcTpoeHHbIit KoHTponnep 6ecnpoBoAHOM NoKanbHOM CeTU
o CpefcTBa LEHTPann3oBaHHOro ynpaeneHus 6ecnpoBogHbIMU
NoKanbHbIMU CeTsIMU, obecnedynBatoLLme cokpallleHne
KanuTasibHbIX M OMepaLMoHHbIX 3aTpaT

Mo6uIbHbIN LLMPOKOMONOCHbIW AOCTYN
¢ Bo3MOXHOCTb aBapuiHOIo Nepekto4eHnst Ha MOBUITbHbIN
LLIMPOKOMOMOCHBIN AOCTyN € ucnonb3oBaHmeM 3G n 46
ans obecneyeHns becnepeboiHolt paboTtbl busHeca

PeweHune ONE Network ot ZyXEL

ZyXEL ONE - a0 Halua komnnekcHasi, nporpeccuBHas pa3paboTka,
npv3BaHHas obnerynTb HaCTPOWKY W KCMyaTaLmio ceTel, caenaTb
ceTu bonee adpdeKTUBHLIMU U YHUOULMPOBAHHBLIMU 3a cUeT
CO3AaHUS MHTENNeKTYaNbHbIX GYHKLMIA, CBA3LIBAOLLMX Pa3fnyHble
YCTPOWCTBA, YNPOLLEHMS NpoLiecca 0bHapy>KeHUs YCTPOCTB 1
BHeAPeHUs1 UHHOBALMOHHbIX METOAOB YAANIEHHOIO A0CTYNa.

PeweHune One Network ot ZyXEL o6ecneuuBaeT:
¢ [ToBbiweHWe 3PpPeKTUBHOCTM YCTaHOBKM CETH
o CokpallieHre CpoKoB YCTaHOBKMW U 0bbeMa noBTopsioLLMXCs paboT
* YnpoLueHure akcnayaTaunm u AMarHocTukm npobnem
* 3almTy UHBECTULMI B KPOCCHYHKLMOHANBHYIO MHTErpaLuio
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KomMyTaTopbl Ethernet
CeopHasg Tabnumua KOMMyTaTopoB

nctukn/
PYeMoCTb

A

6

Cepusa
1100

XapakT
MacCLLITa

Llenesas chepa
MPYMEHEHMS

Cepus
Cepus 1920
Cepus 1910 EEr———
1900 DR

_ Heyn paBiiseMble KOMMYTaTopbl MH'renneKTyan bHble KOMMYTaTOpPbI

MpousBoan-
TeNbHOCTb

Yucno noptoB

48 -
ES1100-24E
2 ES1100-24G 6S1100-24
ES1100-16
1 ES1100-16P 651100-16
12 B
8 ES1100-8P
ﬂononumenbuble
NpUHaANIeXHOCTN

GS1100-8HP

6G51900-48
G51900-48HP KOS
6S1900-24E

GS1900-24 XGS1910-24

GS1900-24HP

GS1900-16 —

GS1900-8
GS1900-8HP

EM-412/EM-422, MC-1000-SFP-FP, PoE12-HP, RPS300, RPS600-HP

GS51920-48
GS1920-48HP

GS1920-24
GS1920-24HP

X51920-12



KomMyTaTopbl Ethernet
CsogHas Tabnmua KOMMyTaToOpOB

KoMmMyTaTopbl
YpOBHS1 3
YnpaBnsieMble KOMMYTaToOpbl YPOBHS 2 Cepus
Cepusa 4700
Cepusa 4500

Cepus 3900

CucteMbl BugeoHabniogeHus (CCTV)

lFocypapcTBEHHbIN CEKTOp

O6LuecTBEHHbIE yYpe)XaeHUs

KommMmyTaTopbl goctyna KoMMyTaTopbl ypoBHS arperauum KoMMyTaTOpbl onopHoi1 ceTn
Cepumsa 2210 Cepmsa 3500 Cepus 3700 Cepumsa 3900 Cepms 4500 Cepums 4700

Uplink Uplink Uplink Uplink
1000 MéwuT/c 10/100 M6uT/c 1000 M6but/c 10 F6uT/c 10 Fbut/c 40 T6uT/c 10 F6uT/c 10 F6uT/c
652210-48 653700-48 XGS3700-48
652210-48HP - GS3700-48HP  XGS3700-48HP - A53900-48F - -
652210-24 MES3500-24 6S3700-24 XGS3700-24 I B B -

G6S2210-24HP ES3500-24HP GS3700-24HP XGS3700-24HP

G6S2210-8

652210-8HP ES300-6PD - - - - - -



KoMmMyTaTtopbl Ethernet
BeeneHnune

KomMMyTaTopbl ZyXEL

PeweHua pns
npoayKTUBHOW paboTbl

CoBpeMeHHbIM OpraHV3aLmMaM NPUXoaNUTCs
paboTaTb B ycnoBusix BbICTPbIX TEMMOB

1 OVHaMUKK pa3BuUTUS rnobanbHon
3KOHOMUKM. [Ins opraHn3aLumM CoBMECTHOM
paboTbl Ha pa3NUYHbIX obbekTax 1
yKpenneHus pocTa brusHeca UM HeobxoauMsbl
06nayHble NpUNoXKeHUs, colmanbHble
MeAMa, MoBUbHbIE PeLLeHNs N GYHKLMK
YHUOUUMPOBAHHBLIX KOMMYHUKaLWiA. B
nofobHbIX YCNIOBUSX NPUOPUTETHOW 3aayen
LJ15 OpraHm3aLnii CTaHOBUTCS NMOCTPOEHNE
CeTeBOM MHPPACTPYKTYpbI, cnocobHom

nogaep>XunBaTb pa60Ty BCEX 3TUX TEXHONOMNI.

KopriopaTueHble ceTu B HaLUW AHW BOXKHbI
BbITb BLICTPLIMM, PACLUMPSEMBIMY U
NpOCTLIMW B pa3BepTbiBaHWUU U yNpaBneHNMN.

KommyTaTopbl ZyXEL no3sonstoT 3anoxuTb
OCHOBY A1 3dPeKTUBHOM paboThl
opraHusauwmu. bnarogaps cBoei BbICOKOW
CKOPOCTM, FTMBKOCTM 1 yNpaBnsieMoCT! OHM
MoryT 0bcnyxuBaTb paboTy NpUIOXKEHUN

roN0COBOM CBSA3M, nepegavv Bngeo n LeHTpoB

06paboTkyM AaHHbIX B YCNIOBUAX pacTyLLero
Br3Heca. MoaenbHbIN pag KOMMYTaTopoB
ZyXEL BkntoyaeT B cebst LUIMPOKMI CNeKTp

YCTPOICTB OT HeynpaBnsieMbIX KOMMYTaTopoB

[,0 KOMMYTaTOPOB YPOBHS 3, C MOLAEPXKKO
GYHKLMIA NUTaHWS YCTPOMCTB MO BUTON Nape
(PoE) n nntepdeiicos 10 Gigabit Ethernet

L1 YAOBNETBOPEHUS CaMblX Pa3INYHbIX
TpeboBaHMI K MOCTPOEHMIO CETU.

BbICOKOCKOPOCTHbIE
NHTEpdEncol

CKopocTb Nepefayn faHHbIX,
nofaep>xxvBaemasi kommytatopamm ZyXEL,
NO3BOISIET CPABAATLCS CO BCMECKaMu
ceTeBoro Tpaduka n obecrneumnsatb
paboTy NPUNOXeHUN, NPeAbIBASIOLLMNX
BblCOKMe TpeboBaHUs K MPOMYCKHOM
cnocobHocTtu. MNopaepxka HTepdecos
Gigabit Ethernet nosBonsieT npumeHaTb
KommyTaTopbl ZyXEL ons noctpoeHus
BbICOKOCKOPOCTHbIX JIOKaJIbHbIX CeTel,
NOALEPXMBAIOLLMX GYHKLMM FrOIOCOBOA
CBSI3UW, Nepefayun BUAEO 1 faHHbIX. Kpome
Toro, Hannune uHtepdericos 10 Gigabit
Ethernet nosBonsieT NnpuMeHsTb MX Ha
YPOBHe arperaumu, Ans opraHusaumm
BbICOKOCKOPOCTHOrO JOCTyNa B MIHTepHeT,
L1591 BbICOKOCKOPOCTHbIX MOAKIIOYEHNI K
CUCTEMAM XpaHEeHWs AaHHbIX UK CepBEpaM.

HarnapHoe
ynpaBneHue

B kommyTaTopax ZyXEL nognepxxumsatotcs
Pa3nnyHble BO3MOXHOCTM YNpPaBeHNs 1
byHKUMK, obneryatoLme pa3BepTbiBaHWe
ceTu. YnpaBrieHne KOMMyTaTopamm

ZyXEL MoxeT ocyLecTBNATLCS Yepe3
rpaduyecknin Beb-nHTepdelic, nHtepdeic
KoMaHgHow cTpoku nnu SNMP. UHTynTMBHO
NOHATHBIY rpaduyecknit HTepdenc
komMyTaTopoB ZyXEL no3sonsieT cnpaButhbCs
C HaCTPOMKOW AaxKe HerMoAroTOBMAEHHbIM
noNb30BaTeNsM, B TO BPeMs Kak efuHbli
nHTepdENC KOMaHLHOM CTPOKM ANs

BCEro MofeNbHOro psiia KOMMyTaTopoB
ZyXEL no3BonsieT CHN3UTb 3aTpaThl

Ha nogrotoBky M T-nepcoHana.

Bnaropaps nonaepxke NpoTokonoB

LLDP un LLDP-MED koMmmyTaTopbl ZyXEL
MOTyT aBTOMaTUYeCku obHapyxmBaTb
Lpyrue ycTpoicTBa AJi1si COCTaBNEHMUS
MOHSITHOM CXeMbl CETEBOMO OKPYXKEHMUSI.




MutaHue no suToi nape (PoE])

ZyXEL npepnaraeT nofiHbIN MoLenbHbI psf,
KOMMYTaTOPOB C NOLAEPXKKOW CTaHAAPTHOM TEXHONOrMK

MUTaHWa yCTPONCTB no BuToi nape (PoE), uTo ynpowaet

LJ15 OpraHm3aLmii noctpoeHne 6ecnpoBoAHbIX
NOKanbHbIX CETEN, CUCTEM UHTEPHET-TeNeoHUN
(VoIP) v IP-BnaeoHabniogeHns. B accoptmenTe
yctpowicTts ZyXEL c nogaepxxkoit PoE nmetotca
HeynpaBsJisieMble KOMMYTaTOPbl, MHTENNEKTYasbHble
KOMMYyTaTOpbI ¥ yripaBnsieMble KOMMyTaTopbl

2 ypoBHsi. Bce oHn 0bnagatoT nHTennekTyanbHbIMm
BO3MOXHOCTSIMW MUTaHUS YCTPOWCTB NO BUTOM Nape
1 yrpaBneHus noTpebnsieMoin MOLLHOCTbIO, YTO
No3BONSET NPeanpUaTUaAM 3G EKTUBHO OpraH130BaTh
anekTpocHabxeHWe ycTponcTs 1 obecneymnTb
MaKCMMarbHyto AOCTYMHOCTb CETEBbIX CNYXKO.

WHTennekTyanbHoe ynpaBneHne NUTaHMEM
no BUTOM Nape

B kommyTaTopax ZyXEL c nopaepxxkon PoE
peann3oBaHbl MHTENNEKTyanbHble TEXHON0MMM
yrpaBneHus NUTaHneM yCTPOMCTB No BUTOW Nape,
KOTOpble MO3BONSIOT aBTOMATUYECKM ONpefensTh
MOLLIHOCTb, MOTPebnsieMyo KaXabIM U3 NUTaeMbIX
YCTPOWCTB, 1 NofaBaTb Ha HEro Wb HeobxoaMMbIN
YPOBEHb MOLLHOCTU. 3TN UHTeNNEeKTyaNbHble GYHKLMM
cnocobcTBytoT Bonee 3pdeKTUBHOMY pacxofoBaHMIO
3Heprum B kommyTaTopax ZyXEL c noppepxxkown PoE,
a TakKe NMoMoratoT OpraH1M3aLnaM 3KOHOMUTb JeHbIU.

LleHTpanusoBaHHoe ynpaBsieHue J1eKTPonuTaHmeM

B kommyTaTopax ZyXEL c nogaepxkoin PoE
NpeaycMOTpeH LieHTpanun3oBaHHbI MHTepdec

LS5t OTCNEXUBaHUS NoTpebasieMoi MOLLHOCTY 1
HaCTPOMKM cxeM nogayun nutanus. Bnarogaps Takum
LUIVPOKNM BO3MOXHOCTSM MOHWUTOPUHIA U yNpaBieHuns
3HeprocHabxeHnem VT-nepcoHany 3HaunTeNbHO Nerye
ynpaBasTe NUTaeMbIMU YCTPoCTBaMM 1 obecneunsatsb
MaKCMMaslbHYt0 AOCTYMHOCTb CETEBbIX CNYXD.

PeleHnsa pns sKonornyecku
cbanaHcMpoBaHHbIX ceTeun

KommMmyTaTopbl ZyXEL He Tonbko obecneunsatoT
BblCOYaWALLYIO MPOU3BOAUTENBHOCTb, HEObXoaVMYtLO
B151 PYHKLMOHMPOBAHUS CETEBbIX MPUIOXKEHUI
HOBOTO MOKOJIEHWS, HO U SIBASIOTCS 3KONOrnyecku
cbanaHcMpoBaHHbIMU 1 3HEPro3dEKTUBHBIMU
ycTpoiictBamMu. Bnarogaps bonbLuomy yncny
bYHKUMIA CHUXKeHUS 3HepronoTpebneHus oHn
MOMOratoT COKPaTUTb PACXOf, SNEKTPOIHEPT UM

W 3KCTTyaTaLMoHHbIe 3aTpaThbl.

KoMmMyTaTtopbl Ethernet
BeeneHue

IP Camera IP Phone

652210-24HP
Gigabit PoE Switch

L ~
7 IP Phone

GS1900-24HP GbE Trunk

Gigabit Switch

o Gigabit
PoE Switch
GbE Trunk
XS3900-48F XGS-4728F
10G Switch 10G Switch 106 Fiber
GbE Fiber
! GbE Copper
Unified Security FE
Gateway
ZyXEL /
7 -
| IEEE 802.3az - Energy Efficient Ethernet

ﬂ,aHHaﬂ TeXHOJ1I0rnMA NO3BONAET CHU3UTD 3Hepron0Tpe6neHme

EnergyEfﬁcier;( B Nepuoabl HU3KOW 3arpy3kn KaHal0B nepenadn AaHHbIX.

Ethernet

G
1’
Cable Length
Detection

OnpepeneHue NpoTsHXKEHHOCTU kabens

[aHHas TexHonorus perynupyet notpebnsemyto
MOLLHOCTb B 3aBUCMMOCTM OT NPOTSHKEHHOCTU
nogknoveHHbIX kabenen Ethernet.

[aHHas TexHonorus perynupyet notpebnsemyro MOLLHOCTb

7 R
W’ O6Hapy)keHMe HeaKTUBHOCTM KaHana
B 3aBMCMMOCTM OT YMCJIa aKTUBHbBIX CETEBbIX YCTPOWCTB.

T

Inactive Link
Detection

(T
il

Power On/Off
Switch

Bbikntoyatenb nuTaHus

npeﬂ,OCTaBJ'IFIeT BO3MOXXHOCTb 1€rko OTK/IIO4YUTb KOMMYTaTop
Ha TO BpeM4, Korga oH He UCMOoNb3yeTcd.



KoMmMyTaTtopbl Ethernet
YnpaBnsieMble KOMMyTaTOpbl YPOBHS 3

KommyTtatop cepum 4000

YrnpaBnsieMbll KOMMYTaTOp YPOBHA 3
- 10 Gigabit Ethernet

BbicokonponsBoauTenibHble KOMMYTaTOpbI
ypoBHa 3 ana ceteit 10 M6ut/c

e (Cpepnctea bezonacHOCTM NOPTOB
¥ paclwunpeHHas ayTeHTUdrKaL s NopToB

e CoBpeMeHHble MPOTOKONbI MapLLpyTU3aLmMm
yposHsa 3, OSPF un RIP
 YnpaBieHue KayecTBOM 06CyXMBaHNS Ha ocHose 802.1x
Ha OCHOBE MOJIUTUK LNA MYNbTUCEPBUCHBIX KOHPUTYPaLIM * OtkasoyctonynBas apxuTekTypa
e [lopfepkKa MHOMOa[pPeCHON pacchiky
¢ ncnonbsosarvvem DVMRP n IGMP
e QOyHKUMM BE30NacHOCTM CO CNUCKaMK KOHTPOS A0CTyNa
Ha yposHax L2/L3/L4 n ontuMmuzaumun Tpaduka

C pe3epBUpOBaHMeM, Nnogaepxka npotokonos RSTP,
VRRP v rpynnupoBaHng nopTos

8 ouepepen NPUOPUTETOB AN KAXAOr0 NOpTa ANs PasnyHbIX TUMOB Tpaduka, YTo

XGS-4728F M03BO/ISIET NPOBANAEPaM YCIyr MaKCUMasbHO UCMONb30BaTh OrpaHUYEHHbIE CETeBbIE
YnpaBnsiembiit kommyTaTop 10-Gigabit Ethernet yposHs 3, pecypcbl U 40bWBaTLCS HavyyLLeit MPOM3BOAMUTENBHOCTY 3@ CHET OTPaHUYEHUs CKOPOCTM
24 coBMelLeHHbIX nopTa, 1 cnot gns 2-noptosoro Mogynst 10G 1 2 nopta Ha 0CHOBe MpaBuJL.

cTekupoBaHus Ha 12 M6ut/c, yctaHoska B 19-410/MOBYIO CTOMKY

XapakTepucTuku
KoMMyTupylowwas MaTpuua 144 T6uT/c, Hebnokmpyemas (XGS-4728F)
96 ['6uT/c, Hebnokupyemas (XGS-4526)
Tabnuua MAC-appecos 16 000 (XGS-4728F), 8000 (XGS-4526)
T n VLAN 100 4
YnpaBnsieMbiit kommyTaTop Gigabit Ethernet yposHs 3 OAAEpKKa 0 cratuueckmx, 4000 AuHamueckix
€ MarucTpanbHbIM uHTepdeiicom 106, 20 noptamu RJ45, Ta6nuua IP-appecos 8000 (XGS-4728F), 2000 (XGS-4526)
4 coBMeLL,eHHbIMY NopTamu, 1 cBobofHbIM cloToM Anst AByxnopToBoro Moayns 106, Mepepaya AaHHbIX U 802.1p (8 ouepeneit npropuTeToB Ha nopT),
ycTaHoBKa B 19-[101IMOBYI0 CTOMKY npuopuTU3auus IP-mapupyTusauus, RIP-1/2, 0SPF, WFQ/WRR/SPQ,
kappbl Jumbo, DVMRP, otcnexwusanue IGMP, MVR,
VLAN Ha ocHoBe Teros 802.1Q, GVRP, ynpasneHue
ﬂpeMMyu.l.echa MPOMYCKHOM CNocoBHOCTbI0
. PesepBupoBaHue Arperauus kaHanos 802.3ad, VRRP, RSTP
KoMMyTauus ypoBHsi 3 Ha NOJIHOI CKOPOCTM CPeAbl NePeAayu faHHbIX 802.1w, MSTP 802.1s
O D A e BesonacHocTb AyteHTndukaums no RADIUS 802.1x, SSH, SSL,

KommyTaTtopbl cepum 4000 nopaepkmBatoT Bce GyHKLUM AUHAMUYECKON
|P-MapLupyTM3aLmm Ha ckopocTu cpefbl nepefayn, Takue, kak OSPF u RIP,
C CMoJIb30BaHWEM anmnapaTHoro npoLieccopa |P-MapLupyT3aLmum 1 yHuKanbHom -

- - o o MHaMuyeckoii Tabnnusl MAC-appecos
MHOrOypOBHEBOI OMepaLMOHHOi cucTeMbI. MTOMUMO AMHaMUYECKO MHOr0aAPECHOM gCTaqueCK o CTeKMuosaHme VﬁpAN
paccbinku Ha ocHoBe |P, B koMMyTaTopax Anst ropofickux ceTeit cepuu 4000 peannsoBaHsl TACACS+ RiDYIUS P ’
NPOTOKO/ MapLUpyTM3aLM1 MHOroaapecHoro Tpaduka “sektop-gauHa” (DVMRP) u ’

3alluTa OT BTOPXEHWH, Nepecsiaka/¢puasTpaLms
Ha ocHoBe MAC-aapecos, npeobpasoBaHie

MesKceTeBoi NpoTokon ynpasnenus rpynnamu (IGMP) ans onTumansHoi o6paboTku Pacwmpenns iStacking, BO3MOXHOCTb ynpaBneHus rpynnoi
pasHoobpa3sHoro Tpaduka, bnarogapst yeMy kommytatopbl ZyXEL cepun 4000 naeansHo B COCTaBe /10 24 KOMMYTATOPOB Yepes OfNH
NoAXOAAT ANS COBPEMEHHbIX CeTeil. IP-appec

YnpaBnenune SNMP v3, RMON, DHCP, koHconb RS-232, nHtepdeiic

PacwupeHHble MexaHN3Mbl ynipaBieHns Ka4ecTBoM o6cny)kmBaHms koMaHgHow cTpokm Telnet, Beb-nHTepdeiic,
ANA BOKHbIX ycnyr 3epKanbHoe aybnupoBaHwe nopTos

B kommyTatopax ZyXEL cepuu 4000 npepycMoTpeHbl GyHKLMM ypaBneHKs NOTOKOM Ha

CKOPOCTM Cpefbl Nepefiayy, obecneymnsatoLime KNaccuGrKaLImio, MPUMeHeHe NONNTIK s TV EETET MOp,ynb co croramu )E::(é Ha 11% Il:ngéc [IIIEE'I\\A/I-—Z%]]

1 NPUOPUTM3aLMIO BXOASILLMX NaKETOB B COOTBETCTBUM C YCTaHOBIEHHbIMM NpaBUaaMm1 ORyIe CO ChioTamu Ha A
YcraHoBKa YcTaHoBKa B 19-AtoiiMoBYto CTOIKY, BbicoTa 1U

nns napameTpos QoS B 3aBUCMMOCTM OT NoTpebHoCTel Nposaiaepa ycnyr. Mpu
KnaccudukaLmm 4Ns onpeseneHms NpyuopuTeTa NOCTyNaKwLMX NakeTos UCMONb3yTCs UcTouHuK nuTaHus
nons kogosoro Mapkepa DiffServ (DSCP) v knacca o6cnyxusanus 802.1p (CoS).

100—240 B nepem. Toka, 50—60 Iy

Mopsigok knaccudukaLmmn 1 peknaccudukaLmm ycTaHaBIMBaeTCs NpaBuiIaMu, B KOTOPbIX
Y4uTbIBalOTCSA Takne KpuTepuu, kak IP-agpeca, MAC-appeca, uneHTnukatopsl ceteit
VLAN v Homepa noptos TCP/UDP. [inst ynpaBneHus npomnyckHoM CnocobHOCTbI0 B
KoMmmyTaTopax ZyXEL cepuu 4000 npegycMoTpeHbl
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HapctoeuHbin (top-of-the-rack) kommyTaTop
C KparHe HU3KUM YPOBHEM 3afepXKKu ans
LLeHTpoB 06paboTKM AaHHbIX

e Hebnokvpyemas koMMyTMpYyiOLLLas MaTpMLa e BeHTunatopHble Mogynu 1 6aoku NuTaHms
C nponyckHoi cnocobrocTtbio 1,28 Tout/c C NoALEePXKKON pe3epBMpoBaHNg 1 ropayelt 3aMeHb
e Copok BoceMb noptoB 10 GbE SFP+ 1 yeTbipe * B03MOXHOCTb MO3TanHOM YyCTaHOBKM HOBbLIX MOAYEN
MarnmcTpanbHbix nopta 40 GbE QSFP+ n cToek
e ONTMMKU3MPOBAH A5 LLeHTPOB 06paboTkM AaHHbIX e ApxuTekTypa, obecneurBatoLlas H13Koe
c nogaepxkon npotokonos DCBX, 802.1Qaz (ETS) aHepronoTpebnexue

1 802.1Qbb (PFC)

RN T PSR OISO RIS EN SR

XS3900-48F
YnpaBnseMmblii KoMMyTaTop ypoBHs 2, 48 noptos 10 GbE SFP+, 4 nopta
40 GbE QFSP+, ycTaHoBka B 19-At0iMMOBYtO CTOMKY

MpeumylyecTBa XapaKTepucTuku

Mogpenb ZyXEL XS3900-48EI‘IpE,D,CTaBHRET coboit HaACTOE:-IHbIVI [top-of-the-rack, KoMMyTUpytoLLias MaTpHLa 1280 T6uT/c, Hebriokupyeman

ToR) KOMMyTaTOp C BbICOKOIA MIOTHOCTbIO MOPTOB, KOTOPbIN OBecneunBaet GbICTPOE,

noMofynbHoe BHefpeHue NpUKNaaHbIX peleHnii B LieHTpax 06paboTku AaHHbIX CkopocTs nepechinki nakeTos 9524 M7 nakeros/c

cnepytoLero nokonexusi. OH noaaepxusaet npotokonsl DCBX, 802.1Qaz (ETS) n Tabnuua MAC-appecoB 128 000 3anuceit

802.1Qbb (PFC) u nogxntoueHme Ha ckopoctax 10 GbE 1 40 GbE, obecneunsas Bbicokyo MopAepxka GpyHKLMIA MocTa YnpaBnieHne NOTOKOM Ha 0CHOBE NPUOPUTETOB
MPOoMyCKHYI0 CNOCOBHOCTb 1 KpailHe HU3Koe BpeMst 3a[iePXKKi /15 KOHBEPreHTHbIX ceTei LIS LeHTPOB 06paboTKM AaHHBIX B COOTBETCTBMM co cTaHpapToM |[EEB02.1Qbb

11 BUPTYaNnn3npoBaHHbIX NPUoXeHuit. Bnarofaps nopaepxke pe3epBUpoOBaHUS 1 (DCB) [PFC), IEEE 802.1Qaz Enhanced Transmission,
ropsiyeit 3aMeHbl BEHTUASITOPHBIX MOAyNelt 1 6510koB NUTaHus ycTporcTao XS3900-48F Selection (ETS), IEEE 802.1Qaz, npotokon
no3BosfeT 0becneyunTs ypoBeHb Pe3epBUPOBaHUS W JOCTYMHOCTY, OCTATOuHbIA ANs oBMeHa uHdopMaLmelt o BoamoxHocTsix DCB
becnepeboitroro npeaocTaBneHys ycayr. (npennoxeHHbIit komuccueit no DCB B pamkax
KpaiiHe Hu3Kasi 3agepxKKa paboyeii rpynnel, 3aHMalOLLLEACS CTaHAAPTOM
Mogenb ZyXEL XS3900-48F npeacTasnaet cobon HaacToeuHbii (ToR) koMmyTaTop IEEE 802.1)

C BbICOKOW MIOTHOCTbIO MOPTOB, KOTOPbIV 0becrneymBaeT KpaiHe HU3KYI 3aaepXKKy Be3onacHocTb |EEE 802.1x, cpepcTBa 6e30nacHocTvt NopTos,

1 NOAAePXKMBAET GyHKLMM MOCTa ANst LieHTPpoB 0bpaboTku AaHHbix (DCB). ayTeHTudUKaums no MAC-agpecam, unstpaums
OH ocHalLieH copoka BoceMbto nopTamu 10 GbE SFP+ 1 yeTbipbMs MarucTpanbHbiMm no MAC-appecaM Ha ypoBHe 2, unstpauus no |P-
noptamu 40 GbE QSFP+, no3sonstoLymMu obecneynTs BbICOKMIA ypoBEHb agpecaM Ha yposHe 3, dunsTpaums no coketam TCP/
NpoM3BOANTENBHOCTH U MacluTabupyemocTu. Kommytatop XS3900-48F cosnaH UDP Ha ypoBHe 4, npo3payHocTts BPDU, nepeckinka
Ha 0CHOBe HeboKVpyeMoii apXMUTeKTypbl KOMMyTaLMKU. OH nopaepXuBaeT cKopocTb Ha ocHoBe cTaTuuyeckix MAC-aapecos, nopepxka
KkoMMyTaLm 1,28 TuT/c 1 ckopocTb Nepechinkin AaHHbIX 952,4 MAH NakeToB/c Heckonbkux cepsepos RADIUS, nopaepxka

C JONONHUTENbHbBIM NaKeTHbIM Bypepom obbemom 9 Mbaitr. Yetpoiicteo XS3900-48F Heckonbkwx cepsepos TACACS+, BUpTyanbHbie
obecneunBaeT kpaiiHe HU3Koe BpeMsi 3aAep>KKn Npy koMMyTaLmu |P-nakeTos Ha Bcex NokanbHble ceTy (VAN IEEE 80'2.1x W BbiAENIEHME

noptax, 6J1arop,apﬂ 4yeMy 3To yCTpOﬁCTBO ABNIAeTCA uaeasibHbIM KaHAWOATOM Ha poJib

pecypcoB nonockl nponyckaHus cepsepom RADIUS,
Ha/ICTOEYHOro KOMMyTaTopa B LieHTpax 06paboTkn AaHHBbIX.

ayTeHTUMKaLA NPY BXOAE B CUCTEMY MO NPOTOKONY

B03MOXKHOCTb NMO3TaNHOMN YCTAHOBKM HOBbIX MOAYINE U CTOeK RADIUS, ayTeHTudMKaLms Npy BXOAe B CUCTEMY NO
YTo6bl y0BNETBOPSITH NOTPEBHOCTY B YCIOBHSIX BbICTPO MeHsitoLLMXCs TpeboBaHuit npotokony TACACS+, yueT fieicTBMiA Nonb3oBaTens
6u3Heca, coBpeMeHHble LieHTpbl 06paboTku AaHHbIX BOMKHbLI 06naaaTs bonbLuei yem no npotokony TACACS+, y4eT feiicTBUiA
Koraa-nmbo rubkocTbio. CneyyanbHo paspabotaHHoe ANs UCMONb30BaHNS nonb3oBatens no npotokony RADIUS, aBTopu3auus
B KayecTBe HafiICTOEYHOro KoMMyTaTopa, ycTponcTo ZyXEL XS3900-48F obecneunsaet no npotokony TACACS+, SSH vi/v2, SSL
BO3MOXHOCTb MO3TANHOM YCTAHOBKW MOfy/eit B LieHTpax 06paboTkv AaHHBbIX, YcTaHoBKa B 19-atoimoByto cToviky, Bsicora 1U

4TO NO3BONIIET OMEPATUBHO BbIMOMHATL 3aMeHy I MOAEPHI3aLI0 CepBEPOB

B MOC/Ie,0BATENbHOM PEXMME, CTOiKa 3@ CTOMKOW. HafcToeuHble pelleHns ans
LIeHTpoB 06paboTku AaHHbIX HE TONbKO CHUXKALOT TpeboBaHMA K KonMYecTBy kabenew n
YNpOLLAtoT ynpaBsieHne UMK, HO U NO3BONISIIOT COKPATUTb CPOKW BHEAPEHUS 1 yNIPOCTUTb
MacLUTabupoBaHye ceTeBbIX MPUTOXKEHUIA.

WUcTOYHMK nuTaHna 100—240 B nepem. Toka, 50—60 Iy
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[Mpon3BOANUTENBHOCTL Ha YPOBHE
cpegbl nepepayun gis BUpTyanausaumm
W KOHBEPreHTHbIX PeLLUeHui

e [ubkocTb nofkmoyeHnin Ha ckopocTty T0GbE yepes 12 e bBnoku nUTaHWs 1 BEHTUNATOPHbIE MOAYN C
noptos SFP+, 8 noptos 106G BASE-T n 4 coBMeLLeHHbIX BO3MOXHOCTbIO FOpsyeit 3aMeHbl
nopta SFP+ e KomnnekcHbI Habop cpefcTB 6e30nacHoCTN AN
e Habop ¢yHKUMI YPOBHSA 2+ C MOALEPXKKON CTAaTUYECKIX obecrneyeHns LOCTYMHOCTU CETH
MapLUpyTOB, MapLLpyT13aLm Ha OCHOBE MOJNTUK U
VRRP

e AnnapaTtHoe u nporpamMMHoe obecnedeHue be3
KPUTMYECKMX 31EMEHTOB, 0TKa3 KOTOPbIX MOXET
NPMBECTU K 0TKa3y BCEN CUCTEMBI

ZON Utility Web GUI Neighbor Device
Redirection Discovery
XS3700-24
Ynpasnsiemblii KOMMyTaTop ypoBHs 2, 12 noptos SFP+ Ha 10 F6ut/c,
8 nopTos BASE-T Ha 10 6uT/c, 4 coBMeLLeHHbIX nopTa Ha 10 [6uT/c,
ycTaHoBKa B 19-At01iMOBYIO CTONKY
MpeumylyecTBa
HoBsoe nokoneHve ynpaensieMbix koMmmyTtatopo 10GbE yposHs 2 ot ZyXEL, XS3700- nBa obpasa nporpaMMHoro obecrneyeHs Ha OTAENbHbIX 3NeMeHTax GA3LL-NaMsTH, a Takke
24, NpoeKTNPOBANOCk C PacYeTOM Ha HeMpeB30ieHHYI0 0TKa30yCTOMYMBOCTb U nporpaMmHoe obecneyeHme ¢ NoafePXKoi GYHKLMIA BLICOKOI AOCTYNHOCTM, Tak1X Kak
NPOV3BOANTENBHOCTH KOMMYTaLMV 6e3 B1oKMpOBaHWS 1S NCMONb30BaHWS NPK MpOTOKON pe3epBMpOBaHUs BUPTyanbHoro MapLupyTusatopa (VRRP). MocnepHsia gpyHkums,
BUPTyann3aLmMu cepeepoB, a Takxe As ynpasnenus Tpadukom Gigabit Ethernet Ha VRRP, no3BonseT inHaMU4ecku UCnonb30BaTh OAMH 1 TOT Xe |P-aapec HeckonbkuM
rpanuuie cetn. Kommytatopbl XS3700-24 nopaep>nBaioT He TobKo NOoMHbINA Habop BMPTyasbHbIM MapLLpyTM3aTopaM NepBoro Nepexoya, 3a CHeT Ha3HaYeHUs OHOMY U3 HIX
GYHKLMI YpOBHS 2, HO 1 CMIOCOBHbI BbINOMHSTL Ha3oBble GYHKLMM MapLLpYTU3aLN POJIM TNABHOTO MapLLPYTU3aTOpPa, @ OCTasIbHbIM — POSI PE3EPBHbIX.
TPETbEro ypoBHsi. B 1x uncno BXoasAT kak cTaTuyeckue MapLUpyTbl, Tak 1 MapLIpyTU3aLms
Ha 0CHOBe NoAUTUK ANs obecneyenns rbkocTu pa3sepTbiBaHNA 1 becnepeboiiHoii
pabotbl ceTi. Bnarosapst pesepB1poBaHmio annapaTHoro 1 NporpaMMHoro obecneyeHms
komMyTaTopbl XS3700-24 peanbHo NOAXOAST AN1S MPUMEHEHNS B MarncTpasbHbIX CeTAX XapaKTepm:TMKM
10GbE kopnopaTunBHoro knacca.
KoMMyTupylowlas MaTpuua Hebnokwvpyemas, 480 F6ut/c
MbKocTh MHTepdencos Ansa obcnyxMBaHUs ceTeil B NepexoaHbIi nepuon CKOPOCTb NepechbINKM NaKeToB 357,14 MAH nakeToB/c
KommyTaTop XS3700-24 obecneynsaeT rMbKOCTb MOAKIIOYEHMI 3@ CYET Pa3NNYHbIX Tabnuua MAC-agpecos 16 000
nHTepdeiicos, BKtoyas BoceMb nopToB 10GbE ans BuToii napel, 12 noptos 10GbE SFP+ Mepenava u Kappbl Jumbo, otcnexmsatie IGMP, MVR, VLAN Ha
AN MATVCTPaIIbHbIX OAKIIIOHEHITA U HeTbIpe coBMeLeHHbix nopTa 10GbE SFP+ ans NPUOPUTH3ALMSA AaHHBIX ocHoBe 802.1Q, no6aBneHue Teros, MarucTpanbHbie
OMTOBOSIOKOHHbIX MOAK/IOYeHMIA. Bnarofaps 3ToMy opraHW3aLmi MoryT UCMosb30BaTh coeavteris VLAN, GVRP, yrpagneHve nponyckHoit
MoAKIIOYEHNs MO BUTON Nape K CyLLEeCTBYloLLMM cepBepaM ¢ uHTepdeiicamn 10GbE. CMocobHOCTLIO
Pelenue ctaHoBuTCS bonee rubkiM, Tak Kak NosiBNAETCH BO3MOXHOCTL pearuposaTh Ha PesepeupoBaHue Arperauus kaHanos 802.3ad, RSTP 802.1w, MSTP
pacTyLme TpeboBaHMs K NPoMyCcKHO CMocoBHOCTY 3a CYeT arperaLiy i CyLLEeCTBYIOLLMX 802.1s, MRSTP, noaaepska pe3epeHOro AUTaHMs
kommyTaTopos 10GbE npv noMoLLM 0NTOBONOKOHHbIX NOAKMIOYEHWIA K 3TOMY 24-MOPTOBOMY Be30onacHocTb Aytertudmkaums no RADIUS 802.1x, ciucki KoHTponst
KommyTaTopy 10GbE. [0CTyNa Ha pa3nnyHbIx ypoHsax (2/3/4), SSH, SSL,

610KM1POBKa BTOPXKEHWIA, Nepecbinka/puasTpams
Ha ocHoBe MAC-appecos, npeobpa3oBaHue
IvHaMuyeckoi Tabanusl MAC-agpecoB B cTaTvyeckyto,
TACACS+, RADIUS

Ynpasnexue SNMP v3, RMON, DHCP, nopt Anst BHenonocHoro
ynpaBneHus, KOHCOMbHbIA nopT RS-232, KoMaHAHas
cTpoka yepes Telnet, Beb-uHTEpdeiic, 3epkanvipoaHue

0TKa30yCcTOM4YMBOCTb U AOCTYNHOCTL AN obecneyeHns HenpepbiBHOCTH 6U3Heca
B koMMyTaTopax XS3700-24 kak Ha annapaTHOM, Tak U Ha MPOrpaMMHOM YpOBHe
OTCYTCTBYIOT KPUTUYHBIE 3NIEMEHTbI, 0TKa3 KOTOPbIX MPUBOANT K OTKa3y BCEN CUCTEMBI,
Bnaropaps YeMy AOCTUraeTCcs HafleXXHOCTb, HeobxoauMas Ans becnepeboiiHoi paboTbl
opraHusauuin. 3o CTano BOIMOXHbIM 3@ CYET annapaTHOM apxXMUTEKTYpbI C BbICOKON
CTeneHblo pe3epBMpOBaHMs, KOTOPas BKIIOYAET B cebsi iBa BCTPOEHHbIX Bioka nuTaHws,

nopToB
YcraHoBKa YcTaHoBKa B 19-AtoiiMoByto cTolKy, BbicoTa 1U
UCTOYHUK NUTaHUA 100—240 B nepem. Toka, 50/60 Iy



e [lonHblt Habop QyHKUMIA ypoBHSA 2, GYHKLMM YPOBHS
3 BKAtoYatoT B cebs nogaepXKky cTaTmyeckon
MapLlpyTM3aumm, MapLpyTM3aLumnm
Ha OCHOBE MOANUTUK, MOLLEPXKY MPOTOKOI0B
VRRP n ECMP

e Bbibop MarncrpanbHbix MHTepbencos:

4 nopta 1 GbE SPF nnu 10 GbE SFP+

KoMmMyTaTtopbl Ethernet
YnpaBnsieMble KOMMYTaTOpPbl YPOBHS 2

KommyTtatop cepunm 3700

YnpaBnsieMble KOMMYTaTOPbl YPOBHS 2
- Gigabit Ethernet

ObecneyeHune HenpepbIBHOM paboThl
Hanbonee BaXkKHbIX pnsi bUsHeca
MPUOXKEHUN

* 24 vnn 48 noptoB Gigabit Ethernet ona nopknyeHus
HaCTO/IbHbIX KOMMbIOTEPOB

e BeHTUNATOpHbIE MOAYN U BAOKM MUTAHUS
C NOALEPXKKON ropsiyer 3aMeHbl

* BHyTpeHHMe pe3epBUpyeMble NCTOYHUKY MUTaHUA

e Bubicokuin brogxeT mowHoctn PoE: oo 1000 BT

ZyXEL One
Network

XGS3700-24
KommyTaTop Gigabit Ethernet ¢ MarucTpanbHbiM noptoM 10 GbE, ynpansiembiit
YPOBHS 2+, 24 nopTa RJ-45, yctaHoBKka B 19-4101MMOBYI0 CTONKY

XGS3700-48
KommyTaTop Gigabit Ethernet c MmarncTpanbHbimM noptom 10 GbE, ynpaBnsieMblit
YPOBHS 2+, 48 nopToB RJ-45, ycTaHoBKa B 19-L101MOBYIO CTOIKY

XGS3700-24HP
KommytaTop Gigabit Ethernet c MaructpanbHeimM noptom 10 GbE, ynpaensiembiit
ypoBHS 2+, 24 nopTa RJ-45 ¢ PoE, yctaHoBka B 19-at0/iMOBYt0 CTOVKY

MpeumMylecTBa

Yrnpaensiemble rurabutHble KommyTatopsl ZyXEL cepun XGS3700 ypos 2+ (3 lite),
obnapatoLLme pacluMpeHHoN GYHKLMOHaTbHOCTbIO, MAEabHO NOAXOAAT ANs ceTel focTyna
B LieHTpax 06paboTky AaHHbIX, MCMONb30BaHMs B OMOPHOM CETWU/Ha YPOBHE arpernpoBaHms
B CETAX MaJiblX U CPEHVX NMPEeANpUsTUR, a Takke Ans paboTbl B HGpacTpykType PoE,
MMeloLLel BaXKHoe 3HayeHne ans busHeca. [laHHas cepus BKtoyaeT B cebs 4 Mogenu,
OCHalLeHHble 24 unu 48 noptamu, ¢ nopaepxkor nnm 6es nogaepxku PoE,

¢ MarucTpanbHbiM noptoM 1 GbE nnm 10 GbE.

[JlononHuTenbHbie NporpaMMHble GYHKLVK AJ1S YNy4LLIEHUS KayecTBa paboTbl ceTu
KommyTatopel ZyXEL cepum XGS3700 nopaepxwsatot npotokonbl ECMP (Equal Cost
Multipath Routing) n VRRP (Virtual Router Redundancy Protocol), obecneuusaiowime
NoBbILLEHWe AOCTYMHOCTU U HafexXHoCTW ceTn. bnarogaps nogaepxke ECMP
KOMMYTaTOpbI 3TOV CEpUM MOryT pacnpeaensiTb Tpaduk Mexay AByMs v bonee
BbICOKOCKOPOCTHbIMW COEAUHEHUSIMU A5l YBENMYEHWS LOCTYMHOCTI PECYPCOB MONOCh
nponyckanus. Mpotokon VRRP peanusyeT AnHaMnyeckuit, aBToMaT4eCKUil MexaHN3M
pe3epB1pPOBaHUS BUPTYaslbHbIX koMMyTaTopoB. OH M03BONSET B AMHAMUYECKOM peXxuMe
BbIENNTb HECKOMbKWM BUPTYasibHbIM KOMMyTaToOpaM nepBoro nepexoda obwumii IP-agpec,
NPy 3TOM OfWH U3 KOMMYTaTOPOB CTAHOBUTCS OCHOBHBIM, @ OCTaslbHble — PE3ePBHbLIMMU.
IMpy cboe ocHOBHOrO KOMMyTaTOpa ero GpyHKLMM aBTOMATUYECKM HAUMHAET BbIMOMHSTL
pe3epBHbIii KOMMyTaTOp. Takas cxema No3BOJISIET NOBLICUTH 0TKA30yCTOMYNBOCTb CETU

1 COKPaTUTb aAMUHUCTPATUBHbIE Hak/1aAHble PAcXOfbl MO CPABHEHWMIO C MOAXOAO0M,
npeaycMaTpyBaloLLMM UCMONb30BaHWe NPOTOKO0B AMHAMUYECKO MapLLpyTHU3aLmMm

1NN MeXaHU3MOB 06HapYXEHUS KNUEHTOB.

TmbKocTb Npy BHEAPEHUM U 3aLUMUTa UHBECTULIMIA

KommyTatopbl ZyXEL cepum XGS3700 MoxHO 1Cronb30BaTh s Pa3iNyHbIX Lieneil.

OHW MOTYT, B 4aCTHOCTH, BbICTyMaTh B Ka4eCTBE KOMMYTaTOPOB OCTYNa B LieHTpax
06paboTky fAaHHbIX, BbINOHSATL GYHKLMW KOMMYTATOPOB OMOPHOI CETU/arperupoBaHms B
CEeTsX NPeAnpuUsTAA Manoro u cpefHero busHeca u obecneunsatb NopaAePXKY KPUTUUHBIX
Is brusHeca nHdpacTpykTyp PoE. YcTpoiicTea 3Toi cepumn o6napatoT LOMONHUTENbHOW
rmbKoCTbio B NnaHe MapLupyT13aLmm bnarosaps NogaepskKe CTaTUieckon MapLupyTU3aLmum
11 MapLupyTV3aLmMm Ha ocHose nonautuk (PBRJ; Hanuume nonHodyHKLMOHabHOMo
rpapuueckoro UHTepdeiica nonb3osatens, MHTepdeiica KOMaHLHON CTPOKM 1 Hasbl

XGS3700-48HP
KommyTaTop Gigabit Ethernet ¢ MarncTpanbHeiM noptom 10 GbE, ynpasnsiembiii
ypoBHsi 2+, 48 nopToB RJ-45 ¢ PoE, yctaHoBka B 19-At0iMOBYt0 CTOVIKY

MIB ynpoLuaeT npoLiecc ynpaseH1s YCTPOACTBOM 1 NO3BONSIET NPUMEHATL
YHUULMPOBAHHbIE KOHPUTYPALIUM.

YctpoiicTea cepum XGS3700 ot ZyXEL rapaHTvpyioT 3aLuTy MHBECTULWIA. Bbicokas
MAOTHOCTb MOPTOB Y 60MbLLIO BoAXKET MOLLHOCTM CO3Aal0T 3aAen ANs byaylero
paclumpeHus 1 n3baBnsioT oT NoTpebHOCTM B NPUOBPETEHNN AOMNONHUTENBHOMO
obopynosaHus. Hanuune 4 noptos 10 GbE Ha Mopensix cepum XGS3700 obecneunsaet
nerkuin nepexop k ceTeBoit nHdpactpyktype 10 GbE B LeHTpax 06paboTku faHHbIX 1
KOPNOPAaTUBHbIX CETAX, @ NoHas NoAAepxka npotokona IPv6 - npekpacHbIi 3anen Ha
Oynywee.

XapakrepucTuku

128 ['6uT/c, Hebnokupyemas (XGS3700-24/24HP)

176 ['6uT/c, Hebnokmpyemas (XGS3700-48/48HP)

16 000 3anuceit

Kappbl Jumbo, otcnexxusanue IGMP, MVR,

BMpTyanbHble NokanbHble cetn 802.1Q, fobasneHne
Teros, MarucTpanbHole coeguHennst VLAN, GVRP,
ynpasneHue NporyckHoi cnocobHoCTbIo

Arperauus kaHanos 802.3ad, 802.1Tw RSTP, 802.1s,
MSTP, MRSTP, noaaep>ka pe3epBHOM CUCTEMbI NUTaHUS
AyTeHTUdUKALMS C UCMONb30BAHWEM NPOTOKONA

RADIUS 802.1x, MHOroypoBHeBbI€ CMIMCKU KOHTPOSIS
poctyna [yposHu 2/3/4), SSH, SSL, 6510kvpoBka BTopXXeHMA,
¢unbTpaums/nepecsinka no MAC-agpecam,
npeobpa3soBaHue AnHaMuyeckoit Tabnuubl MAC-apnpecos
B cTatnyeckyto, TACACS+, RADIUS

SNMP v3, RMON, DHCP, nopt anst BHenonocHoro
ynpaBneHus, KOHCOMbHbIA NopT RS-232, KoMaHAHas cTpoka
yepes Telnet, Be6-uHTEpdEiic,

3epKanupoBaHu1e nopTos

B 19-proiimoByto cToiiky, Bbicota 1U

100—240 B nepem. Toka, 50—60 Iy

KoMMyTUpytowaa MaTpuua
Tabnuua MAC-appecoB
Mepenaya faHHbIX M
npuopuTU3aLms

Pe3sepeupoBaHue

Be3onacHocTb

YnpaBneHue

YcraHoBka
WUcTouHMK nuTaHus




KoMmMyTaTtopbl Ethernet
YnpaBnsieMble KOMMyTaTOPbl YPOBHS 2

e [lonHbit Habop QyHKUMI ypoBHA 2, GYHKLMM YPOBHS
3 BKAtoYatoT B cebs nogaepXKky cTaTmyeckon
MapLlpyTM3aumm, MapLpyTM3aLumnm

Ha OCHOBE MOANUTUK, MOLLEPXKY MPOTOKOI0B

VRRP n ECMP

24 nnn 48 noptoB Gigabit Ethernet ana nogknoueHms
HaCTONbHbIX KOMMbIOTEPOB

KommyTtatop cepunm 3700

YnpaBnsieMble KOMMYTaTOpPbl YPOBHS 2

- Gigabit Ethernet

OTKa30yCcTONYMNBOCTD

N 0OCTYNMHOCTb Ang obecneyeHus

HenpepbIBHOCTU BM3Heca

© BeHTMJ’IQTOpHMe MOLYITN N bnoky nuTaHus ¢ ﬂonﬂ,ep>\<\<o%

FOpﬂHel;\ 3aMeHbl

* BHyTpeHHVe pe3epBUpyeMble UCTOUHMKY NMUTAHUS
e Bubicokunin brogxeT mowHoctn PoE: oo 1000 BT

ZyXEL One
Network

GS3700-24
KommyTaTop Gigabit Ethernet, ynpaBnsiembliit ypoBHsi 2+, 24 nopta RJ-45
1 4 nopta SFP, yctaHoBka B 19-At0/iMOBYt0 CTOVIKY

GS3700-24HP
KommyTaTop Gigabit Ethernet, ynpaBnsiembliit ypoBHst 2+, 24 nopta RJ-45 ¢ PoE
1 4 nopta SFP, yctaHoBKa B 19-atoliMOBYi0 CTONKY

MpeumMylecTBa

Yrnpaensiemble rurabutHble KommyTatopsl ZyXEL cepun GS3700 yposhsi 2+ (3 lite),
obnapatoLLme pacluMpeHHoN GYHKLMOHaTbHOCTbIO, MAEabHO NOAXOAAT ANs ceTel focTyna
B LieHTpax 06paboTky AaHHbIX, MCMONb30BaHMs B OMOPHOM CETWU/Ha YPOBHE arpernpoBaHms
B CETAX MaJibiX U CPEAHVX NMPEANpUsTUR, a Takke Ans paboTbl B HGpacTpykType PoE,
MMeloLLel BaXKHOe 3HaYeHne ans 6usHeca. [laHHas cepus BKtoyaeT B cebs 4 Mogenu,
OCHalLeHHble 24 unu 48 noptamu, ¢ nogaepkor nnm 6es nogaepxku PoE.

0TKa30yCTOMYMBOCTb M AOCTYNHOCTb A1 06ecnevyeHms HenpepbIBHOCTM
6usHec-npoueccos

AnnapaTtHas 1 MporpaMMHas apxutekTypa ycTpoiicTs cepum GS3700 ot ZyXEL He umeet
KPUTUYHBIX 3N1EMEHTOB, 0TKa3 KOTOPbIX MPUBOAMT K 0TKa3y BCeit CUCTeMbI. 3To No3BonseT
,U,OGVITI:CH OTKa30yCTOIﬁHMBOCTM, HeOGXO}J,VIMOPI Aansa obecneyeHns HernpepbIBHOCTN
6u3Heca. AnnapaTtHasi apXMTeKTypa C BbICOKMM YPOBHEM pe3epBMpOBaHMS BKIIIOYAET

B cebs Noafep>KKy ABYX BHYTPEHHUX UCTOYHWKOB MUTAHMUS — 3TO HE TONbKO MO3BOASIET
rapaHTupoBsaTtb 100-npoLeHTHyt0 paboTocnocobHOCTb YCTPOWCTBa B Clyyae 0TKasa
6510Ka NUTaHMS, HO M SKOHOMUT MPOCTPAHCTBO B CTOKE MO CPABHEHMIO C BHELIHUMM
MCTOYHWKaMW NuTaHus. KpoMe Toro, 1 Mopynb BEHTUNATOPA, U 60K NUTaHWs!
NoAAep>XMBAOT ropsayyto 3ameHy, ¢ TeM yT0bbI 06ECneunTh YyCTpaHeHue
HeuncnpasHocTeit 6e3 npocToes..

Bbicokuit 610fKeT MOLLHOCTU M BbICOKas AOCTYNMHOCTb 06ecneynBaloT noaaepxxKy
KPUTUYHbIX AN 6usHeca peleHuii Ha ocHoBe PoE

Cepus GS3700 BkntouaeT B cebsi 4 Mogeny ¢ noaaepxkoit PoE BbICOKo MOLLHOCTY B 24-
1 48-nopToBbIX KOHGUIypaLmsx. Becb MofenbHbIN psag ¢ nofaepxkoii PoE obecneunsaet
MolHocTb Ao 30 BT Ha nopT B cooTBeTCTBUM cO cTaHaapToM IEEE 802.3at PoE Plus; kpome
TOro, YCTPOWCTBa 3TOM cepun 0bnafatoT 0bpaTHON COBMECTUMOCTbIO Co cTaHAapToM IEEE
802.3af. Bce Mopenu obecneunsatoT ayyLnii B otpaciv bromkeT MolHocTh PoE fo 1000
BT npu ncnonb3oBaHum agyx 6nokos nutaHus unu 460 BT npy ocHalleHun oaHWM BaokoM
nuTanws. bnarogaps annapaTHbIM U MPOrpaMMHbIM 3eMeHTaM, obecrneynBatoLLmM
BbICOKMI YPOBEHb 0TKa30yCTOMUMBOCTM, KOMMyTaTopbl cepum GS3700 ¢ nopaepskkoi PoE
UfeanbHo NOAXoaaT NS NOLAe KKK KpUTUYHBIX Ans Bu3Heca cucTeM BugeoHabopeHns
Ha ocHoge IP, 6ecnposogHbix ceteit (WLAN) v VolP-npunoxeHuit, obecneymsaroLmx
BbICOKOKAYECTBEHHYIO FO/I0COBYHO CBA3b.

GS3700-48

KommyTaTop Gigabit Ethernet, ynpaBnsiembiit yposHs 2+, 48 nopToB RJ-45
1 4 nopta SFP, yctaHoBka B 19-At0/iMOBYtO CTOVKY

KommyTatop Gigabit Ethernet, ynpaBnsiembiit yposHs 2+, 48 noptoB RJ-45 ¢ PoE
1 4 nopta SFP, yctaHoBka B 19-AtoiMoBYt0 CTONKY

XapaKTepucTuku
KommyTUpylowwas MaTpuua
Tabnuua MAC-appecoB
Mepepaya paHHbIX M
npuopuTU3aLms

PesepBupoBaHue

Be3onacHocTb

YnpaBneHue

YcraHoBKa
WcToYHMK nuTaHus

56 [6uT/c, Hebnokmpyemas (GS3700-24/24HP)

104 I6ut/c, Hebnoknpyemas (GS3700-48/48HP)

16 000 3anucein

Kappbl Jumbo, otcnexusanue IGMP, MVR, BupTyansHble
nokanbHble cetv 802.1Q, nobaBneHwe Teros,
MaructpanbHble coeguHenus VLAN, GVRP,

ynpaBJieH1e npomnyckHoi cnocobHoCTb0

Arperauus kaHanos 802.3ad, 802.1w RSTP, 802.1s
MSTP, MRSTP, noaaepxka pe3epBHO CUCTEMbI NMUTaHUS
AyTeHTUdMKaLMS ¢ Ucnonb3oBaHKeM npotokona RADIUS
802.1x, MHOroypoBHEBbIE CMUCKN KOHTPONS

poctyna lyposHu 2/3/4), SSH, SSL, 6nokupoeka
BTOPKEHWN, GuibTpaLms/nepecsinka no MAC-agpecam,
npeobpa3oBaHue AMHaMuyeckon Tabnuupl
MAC-agpecos B ctatuyeckyto, TACACS+, RADIUS

SNMP v3, RMON, DHCP, nopT A5t BHEMOA0CHOTO
ynpaBneHusl, KOHCONbHbIA NopT RS-232,

KOMaHpaHas cTpoka yepes Telnet, Be6-nHTepdeiic,
3epKkan1poBaHue nopToB

B 19-gtoiiMoByto cToliKy, BbicoTa 1U

100—240 B nepem. Toka, 50—60 I,



Tabnuua Ha 16 Teic. MAC-anpecos

YnpaBneHune Kka4ecTBOM 00CNy>XMBaHUA HA OCHOBE
NONUTUK ANS MYNbTUCEPBUCHbBIX KOHbUTypaLni
Otcnexusanune IGMP v1, v2, v3, MVR

Cnucky KOHTpoOAs AocTyna, obecneymnsatouimne
be3onacHoOCTb Ha BTOPOM, TpeTbEM U YeTBEPTOM YPOBHSAX

ES3500-8PD
YnpaBnsiembiit kommyTaTop Fast Ethernet yposHs 2, 8 noptos RJ-45,
2 COBMeLLEHHbIX NOPTa, HAaCTosIbHAs YCTaHOBKa

MES3500-24
YnpaBnsieMbli komMmyTaTop Fast Ethernet ypoBHsi 2, 24 nopta RJ-45,
4 coBMeLLeHHbIX MOpTa, ycTaHoBKa B 19-A10/IMOBYO CTOWKY

MpeumMylecTBa

PaclumpeHHble GyHKLUM yNpaBneHUs [OCTYNOM ANS 3alMThbl AAHHbIX
nonb3oBaTenew

B ceTsix HebONbLLMX 1 Manbix NPeANpUATA OAHON U3 OCHOBHbIX 3afa4 SBASETCS
cO3[3@H1e YCNoBUiA, MPY KOTOPbIX N0b30BaTeN, paboTaloLme ¢ 0bLLMMU ceTeBbIMM
pecypcaMu uam ycTpoiicTBaMu, He Mewatot apyr apyry. Cepws 3500 ot ZyXEL npegnaraet
NOMHbIN cnekTp YHKLWiA 6e30MacHOCTU AAS 3aLlUmUTbl JAHHbIX Mob30BaTeNe

B NpoLLecce afiMUHUCTPUPOBaHUS ceTeBoro Tpaguka. K uncay Takux GyHKLMI oTHOCSTCS
cpefcTBa 6e30MacHOCTY MOPTOB, ayTEHTUGUKALMS B COOTBETCTBUM CO CTAHAAPTOM
802.1X v yueT pencTauii nonb3osarteneit no npotokony RADIUS, koTopble no3sonstor
MpefoTBPaTUTL HECAHKLMOHMPOBAHHbIM AOCTYN 1 06ecneymnTb HaAeXHbIA KOHTPOSL

33 AOCTYMOM K KOHBEPreHTHBIM CETAM.

YcTpoiictea cepun 3500 cogepkaT Lenbli psg, GyHKLMIA ypaBneHns [OCTyrNoM Ha
BTOPOM, TPETHEM 1 YETBEPTOM YPOBHSIX. OHY BKITI0YIOT B CEGSH CNOXKHbIE MEXaHU3Mbl
KOHTPO/IS Ha OCHOBE MOJIUTUK, KOTOPLIE MPEAMPUSTUS MAsoro U cpegHero busHeca MoryT
1CMob30BaTh AN NPEAOTBPALLEHNS GHOMAJLHOMO TN HE3AaKOHHOTO AOCTYNa K CETH.

J1ByXCKOpOCTHbIe MarucTpanbHble uHTepoeiicbl SFP, 06ecneunBaloLime HapeXHYO
cBA3b B pacnpepeneHHbIX UHGPacTpyKTypax

YcTpoiictea cepuu 3500 npeanbHo NOAXOAAT TeM NPeAnpusTUsIM Manoro 1 CpefHero
613Heca, KOTopbIe XOTAT CO3/1aTh KOHBEPreHTHYIO CeTb, 0XBaTbIBAIOLLY0 HECKONbKO
01COB MNK 3TaxeN. 3TM yCTPOICTBa NOAAEPXKMBAIOT IBYXCKOPOCTHbIE MarkcTpasibHble
nHTepdericsl (100/1000 M6uT/c) Ha ocHoe SFP, obecneyunsas LONONHUTENbHYIO
rMBKOCTb NPY CO3[}aHNN BbICOKOCKOPOCTHBIX, HAAIXHbIX KaHas108B B pacripefeNeHHbIX
CETAX M CeTAX, NPOCTUPAIOLLMXCS Ha BoNbLune PacCTOSHNS.

KoMmmMyTaTtopbl Ethernet
YnpaBnsieMble KOMMYTaTOpPbl YPOBHS 2

KommyTtatop cepmnm 3500

YnpaBnsieMble KOMMYTaTOpPbl YPOBHS 2
- Fast Ethernet

KommyTaTop Fast Ethernet ypoBHs 2
C NoAAepP>XXKOM CMMCKOB KOHTPONSA AOCTYNa

e (OTKa30yCcTOMYMBaAsS apXUTEKTYPa C BbICOKMM YPOBHEM
pe3epBMPOBaHUA 1 noaaepxkorn npotokona RSTP m
rpynnvpoBKM MOPTOB

e [lopnaepxka ynpasneHus no npotokony IPvé

e Cranpapt IEEE 802.3at PoE Plus (ES3500-24HP)

* YayyweHHas aHeproadpPekTUBHOCTb B peXnMe
notpebnennsa PoE (ES3500-24HP)

ES3500-24HP
YnpaBnsieMbiit kommyTaTop Fast Ethernet yposHs 2, 24 nopta RJ-45 ¢ PoE,
4 coBMeLLeHHbIX NopTa, ycTaHoBKa B 19-[101MOBYI0 CTONKY

XapakTepucTuku

KommMyTupylowas Matpuua 12,8 M6ut/c, Hebnokupyemas (MES3500-24/ES3500-24HP)
5,6 [6uT/c, Hebnokupyemas (ES3500-8PD)

Tabnuua MAC-appecoB 16 000 3anuceit

Mopnepxxka VLAN VLAN Ha ocHoe noptos, VLAN Ha ocHoBe Teros 802.1Q.
KonnyectBo VLAN: MakcMyM 4 Thic., 1 TbiC. CTaTUYECKMX,
GVRP ans [vHaMuyeckoi perncTpaumm, LBoiHbIe Teru ans
ctekmposanms VLAN (QinQ), usbupatensHoe crekuposaHue
QinQ, TpaHcnsums VLAN (gng BxogsLiero u ucxogsiero
Tpaduka), cet VLAN Ha ocHoBe npotokonios, cetn VLAN
Ha ocHoBe IP-noaceTeit, yacTHble cet VLAN

Mepepaya paHHbIX 802.1p c 8 knaccamun CoS Ha kaxjoM nopry,

W NpUopUTM3aLua C BO3MOXHOCTbI0 KOMOUMHMpoBaHKS MexaHn3mos WRR, WFQ,
WTD n WRED, ynpaBneHve npomnyckHol cnocobHoCTbI0 Ha
ocHoBe npasw (yyet/oTbpackiBaHue Bxogsiero Tpaduka
¢ warom 64 Kéur/c), sepkanvposatue Tpaduka
Ha ocHose npasu, otcnexusanue IGMP (IGMP v1/v2/v3,
noggdepxka o 16 ceteit VLAN - HacTpansaeTcst
nonb3osatesem), nogaepxka MVR, ynpasnexue
notokoM 802.3x, oTobpaskeHwne mapkepos DSCP
Ha npvopuTeTsl 802.1p

Pe3epBupoBaHue [lBa obpaza 10

BesonacHocTb ®unbTpaums no cTaTU4eCcKVUM agpecam, Nepechisnka Ha 0CHoBe
cTaTUyecknx aapecos, npeobpasosaHme AYHAMUYECKO
Tabnnusl MAC-afpecoB B cTaTMyeckyto, ayTeHTUdMKaLms
nopToB Ha ocHoBe 802.1X, orpaHnyeHue konuyecTsa
AVHaMUYecK1x afpecoB Ha ofHoM nopty, PPPoE-IA B none
Option 82, SSH v1/v2, SSL, nopaepxka HECKOIbKUX CepBepoB
RADIUS, nonaepxka Heckonbkux cepsepoB TACACS+,
HasHaueHue cetvt VLAN v nponyckHol cnocobHocTn
no ctaHpapty 802.1X, 3awmTa ot noameHsl IP-agpecos

YnpaBnenue KoHconb DB-9 RS-232, SNMP v2c/v3, Syslog, 802.3ah
OAM, 802.1ag CFM, 3aLuyTa oT 0bpa3oBaHus netens,
IIMarHocTuKa kabenei

YcTaHoBKa B 19-atoiiMoByio cTOKY,

Bbicota 1U (MES3500-24/ES3500-24HP)
[ins HacTonbHow yctaHoskw (ES3500-8PD)
WUcTOYHMK NuTaHna 100—240 B nepem. Toka, 50—60 Iy




KoMmMyTaTtopbl Ethernet
YnpaBnsieMble KOMMyTaTOPbl YPOBHS 2

KommyTtatop cepum 2210

YnpaBnsiemble KOMMyTaTOPbl YPOBHS 2
- Gigabit Ethernet

KoMMyTaTop goctyna ypoBHS 2 ¢ rubkumm
BO3MO)XHOCTSIMU 151 KOHBEPreHTHbIX ceTen
nepefayv ronoca, BUAEO U AAHHbIX

MopTtel GbE RJ-45, coBmeleHHble nopTel GhE
(RJ-45/SFP) n dukcmposaHHble nopTel GbE SFP
Mogenu c noaaepxkon PoE cooTBeTCTBYIOT CTaHAAPTY
I[EEE 802.3at PoE Plus n nmetot brogxxeT MOLLHOCTW [0
375 Bt

MHoroagpecHas pacchifika Ha ypoBHe 2, oTCiexuBaHume
IGMP v nopnepxka MVR ans KoHBEepreHTHbIX ceTel
HononHuTenbHbI YpOBEHb 3alLWThl ceTu bnaronaps

GS2210-8
YnpaBnsieMbiit kommyTaTop Gigabit Ethernet yposHs 2, 8 noptos RJ-45,
2 COBMeLLeHHbIX MOPTa, HACTO/bHAsA YCTaHOBKa

GS2210-8HP
YnpaBnsieMmbiit kommyTaTop Gigabit Ethernet yposHs 2, 8 noptos RJ-45 c PoE,
2 COBMeLLEHHbIX MOpTa, HaCToNbHas yCTaHOBKa

TakuM GYHKUMAM, KakK 3aliuTa oT MogMeHbl
IP-apgpecos, otcnexusarnne DHCP, aHanus ARP
M 3aWmTa npoueccopa

e QunbTpauuns Ha ypoBHAX 2, 3 1 4, npeobpa3oBaHue
OvHamunyeckor Tabnnubl MAC-agpecos
B CTaTM4eckyio, M3014umMa nopToB, roctesble cetn VLAN
ans bonblen n3onaumm 1 bosee cTpororo KOHTPONs

AOCTyna

GS2210-24HP
YnpaBnsieMbiit kommyTaTop Gigabit Ethernet yposHs 2, 24 nopta RJ-45 ¢ PoE,
4 coBMeLLeHHbIX nopTa GbE, ycTtaHoBka B 19-A0/iMOBYIO CTOWKY

GS2210-48
YnpaBnsiembiit kommyTaTop Gigabit Ethernet yposHs 2, 44 nopta RJ-45, 2 cnota SFP,
4 coBMelLeHHbIX nopTta GbE, yctaHoBka B 19-f10/iMOBYI0 CTOIKY

GS2210-24
YnpaBnseMsbii kommyTaTop Gigabit Ethernet ypoBHs 2, 24 nopta RJ-45,
4 coBMelLeHHbIX nopTa GbE, yctaHoBka B 19-A10/MOBYIO CTOVKY

MpeunmMyliecTsa

MbKMe MHCTPYMEeHTbI ynpaBeHUs TpPaduKoM Al KOHBEPreHTHbIX CeTeBbIX
NPUNOXKEHNIA

lMpenHasHaueHHbIe AN5 NOAAEPXKKI KOHBEPTEHTHbIX MPUNOXKEHMI Nepeaayu AaHHbIX,
BW[E0 U rofioca Ha ypoBHeE CeTW JoCTyna, ycTpoiictea cepumn GS2210 ot ZyXEL ocHalueHbl
LieNbIM psAoM GYHKLWIA YPOBHS 2, KOTOPbIe NMO3BOASIIOT YNPaBASTh CKOPOCTLIO TpaduKa Ans
pasnuuHbIx npunoxeHuit VolP, BugeokoHdepeHuuit, IPTV u cucteM BupeoHabnoaeHus

Ha ocHoge |P. Bnarofapsi BO3MOXHOCTSIM MHOTOa[PECHO PacChiIKN Ha YPoBHE

2 v otcnexviBaHus IGMP yctpoiicTa cepun GS2210 MoXHO 1CMonb30BaThb B KPYMHbIX
nHdpactpyktypax IPTV anst adpdekTBHOrO ynpasneHus nponyckHom cnocobHoCTbIo

3a cYeT NepechIKi MHOroaipecHoro Tpaduka TobKo Mo agpecam aboHeHToB.

®yHKuma pernctpaumm 8o VLAN-ceTu MHoroaapecHoi pacchinku (Multicast VLAN
Registration, MVR) noBbiwwaet ypoBeHb 630MacHOCTY CETU 3a CYeT OpraHu3aLmum obLero
pocTyna k pecypcaM oaHoi cett VLAN MHoroagpecHoii pacchliiku, B To BpeMs Kak aboHeHTb!
ocTatotcs B oTAeNbHbIX ceTix VLAN. Bnaropaps paclumpeHHbiM GyHKLMSIM KOHTPONS

3a TpadukoM ycTpoiicTs cepun GS2210 rocTUHMLbI, KOMMepUYeckue NpeAnpusTUs

1 obpa3oBaTesnbHble yUpexAeHNs Noy4aloT B CBOe pacropsbikeHue bonee rnbkuit

1 3G PEeKTUBHBIN MHCTPYMEHT yripaBieHus TpapuKoM Ansi COBPEMEHHbIX

KOHBEPreHTHbIX MPUNOXKEHNN.

Bbicokuii ypoBeHb 6€30MacHOCTH ceTh U KOHTpons AocTyna

Yctpoiictea cepun GS2210 ot ZyXEL nopaepkuBatoT Lienblid psia GyHKLuiA

KOHTpONst focTyna, be3onacHoCTY Tpaduka 1 3aLLMTbI OT LIMPOKOBELLATENBHOIO LUTOpPMa
1 obecneynBaloT pacLUMpeHHbIe BO3MOXHOCTY KOHTPONS U U30ASLWMN 4K YydLLIeHUs
KOHBEPreHTHOCTY NMPUNOXKEHUI Nepeaayy BUAEO, rofoca U AaHHbIX. Takue MoLLHble
MexaH13Mbl 6e30MacHOCTH, KaK 3aLuuTa oT noaMeHsb! |P-agpecos, oTcnexwvBaHue DHCP
1 aHanu3 ARP, no3sonstoT 0bHapyxuBaTth 1 b1okv1poBaTh NpeaHaMepeHHble aTaku Ha
cetb. DyHKUMS 3aLLMTLI NpoLieccopa obecneynBaeT HopMabHyio paboty KoMMyTaTopa

GS2210-48HP
YnpaBnsieMsbli komMmyTaTop Gigabit Ethernet ypoBHs 2, 44 nopta RJ-45 ¢ PoE,
2 cnota SFP, 4 coBMelLLeHHbIx nopTa GbE, yctaHoBKa B 19-atoiiMoBYto CTONKY

3a cyeT 6710KMPOBKY BPEAOHOCHOTO TPaduKa, CTaBSILLEro LeNbio BbIKYeHNEe
KoMMyTaTopa. Bnarogaps coyetaHnio MexaHU3MoB GUILTPALN Ha BTOPOM, TPETbEM

11 YeTBEPTOM YPOBHSIX C TAKUMU MOJIE3HBIMU AN 06pa3oBaTeNbHbIX U FOCTUHNYHbIX
yupexaeHuit GyHKLMsMK, kak npeobpasoBaHue auHamMuyeckon Tabnuubl MAC-agpecos
B CTaTU4ecKyto, U3onsLus nopTo. v roctesble ceT VLAN, ycTpoiicTea cepum GS2210 ot
ZyXEL obecneunBaloT BbICOKWIA ypoBEHb 6€30MacHOCTH, TMBKOCTY W yNpaBAseMocTh Ans
pa3nnyHbIX BapUaHTOB MHGPACTPYKTYpbI OCTYNA.

XapakTepucTuku

KommyTupyiowas Matpuua 20 [6ut/c, Hebnokupyemas (6S2210-8/8HP)
56 [6uT/c, Hebnokupyemas (652210-24/24HP)
100 [6ut/c, Hebnoknpyemas (6S2210-48/48HP)

Tabnuua MAC-appecoB 16 000 3anuceit

Mopnepxxia VLAN 1000 cratnyeckux, 4000 guHaMmuyeckmnx

Mepenaya AaHHbIX 1 802.1p (8 npuopuTeTHbix o4epenen Ha nopt), SPQ/WRR/WFQ,

npuopuTU3aLmA MHOroaipecHas pacchiika Ha ypoBHe 2, otcnexuBanne IGMP,
MVR pnst KoHBepreHTHbIX ceTeit, gobasneHue Teros VLAN
802.1Q, MaructpanbHble coeguHenns VLAN, GVRP,
ynpaBneHue NponyckHoi cnocobHocTbio 1 MVR ans
KOHBEPreHTHbIX ceTelt

BesonacHocTb AyteHTndukaums no RADIUS 802.1x, SSH, SSL,
610KMpoBKa BTOPXKEHUI, duibTpaLys/nepecsinka Ha ocCHoBe
MAC-apgpecos, npeobpasosaHue fuHaMu4eckoit Tabnunupl
MAC-agpecoB B cTaTyeckyt

YnpaBneHue SNMP v3, RMON, knunent DHCP, koHconb RS-232,
Beb-uHTepdeiic, 3epkannpoBaHme NopToB, KOMaHAHasH CTPOKa

MutaHue ycTpoiicT Mopaepxka PoE 802.3at, broppkeT MowwHocTv 180 Batr

no BUTOM nape (6S2210-8HP), 375 BatT (652210-24HP, GS2210-48HP)

WUcToYHMK nuTaHua 100—240 B nepem. Toka, 50—60 I'y



KomMyTaTopbl Ethernet
% HTeJIJ1eKTyallbHble ynpaBideMble KOMMYTATOpPblI

KommyTtatop cepumn 1920
MHTeﬂﬂeKTyaﬂbele ynpasJideMble
KOMMYTaTOpbl C paClUMpPeEHHbIMN
BO3MO>XXHOCTAMMU

- 10 Gigabit Ethernet

NHTennektyanbHbin koMMyTaTop 10 Gigabit
Ethernet, ynpoLiatowmn MogepHU3aLnio ceTen
Ha NpegnNpuUATUSX Manoro n cpepgHero busHeca

e [lpocToi 1 Hefoporol cnocob MoaepHM3NpPoBaTh e [bkocTb NopktodeHnin Ha ckopoctu 10 TonT/c
ceTb ana nogaepxkn 10GbE K cepBepaM 1 CETEBbIM CUCTEMAM XpaHeHUs AaHHbIX
e YnobHasa HacTpolika bnarogapsa NOHATHOMY no BWTOM Nape 1 ONTOBOIOKHY
Beb-uHTEpDeiiCy e [lBa obpasa BCTpOeHHOro nporpaMMHoro obecneyeHuns

v KoHbUrypaumnin ans obecneyeHns LOCTYNHOCTU CeTH

ZON Utility Web GUI Neighbor Device

Redirection Discovery
XS1920-12
VHTennekTyanbHbIn ynpasnseMblit kommyTatop, 10 noptos BASE-T Ha 10 [6ut/c,
2 coBMeLLeHHbIx nopTa Ha 10 F6uT/c, yctaHoBKa B 19-4t0MOBYI0 CTOMKY
ﬂpeuMymeCTBa XapaKTepMCTMKM
B coBpeMeHHOM BbICTPO MeHsitoLLeMcst M pe 061auHbIX NPOAYKTOB U YCNYT KPYMHBIM KoMMyTupyiowwas MaTpuua  Hebnokvpyemas, 240 Mout/c
NPeANpUATUSM, PaBHO KaK W NPeAnpUsTUSIM Manoro 1 cpeaHero busHeca, TpyAHo BbbpaTh CKopocTb nepechiku
Hauny4Lwmnin cnocob, KOTopbIvA NO3BoAWA bbl CNPABUTLCS C PACTYLLUMMU 06beMaMU AaHHBIX nakeToB 178,6 MAH. nakeToB/c
1 NOTPEBHOCTAMY Taknx MPUIOKEHNIA, KaK MHTEPHET-TenedoHMs, NOTOKOBOE BULEO0 Ta6nuua MAC-appecoB 16 000
 |P-BuaeoHabntofeHe. B aTX ycnoBusix ceTv OMKHbI CTAHOBUTLCS OAHOBPEMEHHO Mopnepxxka VLAN 1000 cratuuyeckux, 4000 AMHaAMUYECKUX
BbicTpee 1 HagexHee, a Takke obecneymBaTb NPOCTOTY HACTPOMKM M 0bCnyMBaHMS. YTobbl Mepepava n Kappbl Jumbo, otcnexusanue IGMP, MVR, nobaenenue Teros
NOMOUYb B peLLieHnm 3TUX 3afad, koMnanueit ZyXEL 6bina BbinyLieHa Mogens XS1920-12, NPUOPUTM3aLUA AAHHBIX VLAN Ha ocHose 802.1Q, GVRP
UHTenneKTyanbHblii koMmyTatop 10GbE ans npeanpustvii Manoro u cpesHero 6usHeca, Be3sonacHocTb AyteHTndukaums 802.1x RADIUS, SSL, dunstpaums n
No3BONAIOLLMIA NPU MUHMMANbHBIX 3aTpaTax MOAepPHU3MPOBaTH Jltobble ceTv Ao nepecbinka Ha ocHoBe MAC-aapecoB, npeobpasoBaHue
ckopoctu 10 [6ut/c. IvHaMuyeckoi Tabanusl MAC-afpecoB B cTaTuyeckyto,
TACACS+, RADIUS
[ocTtynHoe pewenune ans cet 10GbE Ha ManbIx U cpefiHUX NpeanpUATUAX YnpaBnenue SNMP v3, RMON, DHCP, Beb-uHTepdeiic, 3epkanvpoBaHue
[MbiTasich yR0BAETBOPUTL COBPEMEHHBIE MoTpebHOCTY B BonbLueil NponycKHo cnocobHocTy, nopToB
NPeANpUATUS Manoro 1 cpefHero buHeca 3a4acTylo CTaNK1BaIoOTCS C PacTyLUMM YcraHoBka YctaHoBka B 19-atoiiMoByto cToliky, BbicoTa 1U
pacxofamu, CNOXHOCTAMU B Pa3BepTbIBAHWUM W ApYrMMW HEMPOCTbIMU 3afadamu. Mogenb WUcTouHnK nutanus 100—240 B nepem. Toka, 50/60 'y,

XS1920-12 npoekTnpoBanach C pacyeToM Ha peLleHune 3Tux 3apay bnaroaapst HOBoM
TEXHONOTWW UHTeNNeKTyanbHoit kKoMMyTaLmu 10GbE ot ZyXEL. [laHHas Mofenb ocHallaeTcs
10 noptamu 10GbE gns BuToi napbl 1 2 coBMelLeHHbIMU nopTamu 10GbE SFP+ ans
OMTOBOIOKOHHbIX MOAKIOYEHMI Ha ckopocTy 10 FBuT/c, 4To faeT [OMONHUTENbHYO TMBKOCTL
L1l CIOXKHBIX KOHUTypauuii. Braronaps HebombLLIOMY KONMYeCTBY MOPTOB MOAENb
XS1920-12 npeanbHo NOAXOAUT ANst ManbIX NPEAnpUSTUIA, KOTOpbIM TpebyeTcs Hefoporoi
KOMMyTaTop.

MopepHU3aLumsa ceTH ¢ 3aLUTON MHBECTULIMIA

MopaepHuamnpoBaTh ceTb Npu noMoLy kommyTtatopa XS1920-12 oyeHb npocto. Bnaropaps
obpaTHoi coBMecTUMOCTM ¢ ceTamu Gigabit Ethernet Manble u cpefHue npegnpusTus
MOTyT UCMONb30BaTh CYLLECTBYHOLLYIO MHGPACTPYKTYpY Ha OCHOBE BUTOV Napbl KaTeropuu
5/5e. Kpome Toro, Mogenb XS1920-12 6bina cozpaHa ¢ 3anacom Ha byayluee, obnagas
nopaepkkoit IPvé 1 npepnaras MansiM 1 CPEHAM NPEANPUSTIASM BO3MOXHOCTb Nepexoaa
Ha 10GbE npw 3aMeHe kabenbHoit MHGPACTPYKTYpbl Ha BATYIO Napy KaTeropuu 6A v BbiLLe.
B kabenbHoit MHdpacTpykType kaTeropum 6A 1 BbilLie MOXHO UCTONb30BaTh pasbeMbl RJAS,
uTo No3BonsieT Lo6UTbCS Bosee BbICOKOM MpomyckHom crnocobHoctn 10 [uT/c no BuToM
nape npoTskeHHocTbo Ao 100 M.



KoMmMyTaTtopbl Ethernet
NHTennektyanbHble KOMMYTaTOPbI

KommyTtatop cepumn 1920

NHTennexkTyanbHble KOMMyTaTOPbI
- Gigabit Ethernet

JKOHOMUYHOE peweHune onqa
rMrabuTHbIX ceTen

e Cpepctsa be30MacHOCTM NOPTOB M pacluMpeHHas
ayTeHTMdMKauma nopToB Ha ocHoBe 802.1x

e Mopgenn c nognepxkor PoE cooTBeTcTBYOT
ctaHpapTy IEEE 802.3at PoE Plus
N MMetoT DoaxeT MolHocTn go 375 BT

e 8 annapaTHbix NpuopuTeTHbIX ovepeaei IEEE 802.1p
e AnropuTmbl opranusaunn odepegen WEQ,
WRR n SPQ

GS1920-24
WNHTennekTyanbHblii koMmyTaTop Gigabit Ethernet, 24 nopta RJ-45,
4 coBMeLLeHHbIX nopTa GbE, yctaHoBka B 19-A0/IMOBYIO CTOVKY

GS1920-48
WHTennekTyanbHblii koMmyTaTop Gigabit Ethernet, 44 nopta RJ-45, 2 cnoTa
SFP, 4 coBMeLLeHHbIx nopTa GbE, yctaHoBka B 19-At01MOBYIO CTOVKY

GS1920-24HP
WHTennekTyanbHblii koMMyTaTop Gigabit Ethernet, 24 nopta RJ-45 ¢ PoE,
4 coBMeLLeHHbIX nopTa GbE, yctaHoBKa B 19-A0/IMOBYIO CTOVKY

MpeumMyLiecTsa

Cepwusi yctpoiicTa ZyXEL GS1920 BrtouaeT B cebsi nosHOdYHKLMOHAbHBIE KOMMYTATOPbI
Gigabit Ethernet, npegnaratoLye pacluMpeHHble BO3MOXHOCTU KOMMyTaLMW

ypoBHs 2. Bnarogaps nognepxke ynpaenexus Yepes |Pvé, 3almiieHHoro goctyna,
VHTesNeKTyanbHbIX GYHKLMI yripaBneHus kayectsoM obcnyxkusatust (QoS), pacumpeHHbix
bYHKLMI NpropuTU3aumm n GyHKLUMIA MOHUTOPUHIa Tpaduka komMyTaTopbl ZyXEL cepum
GS1920 npeansHo NOAXOAST 1S UCMONb30BaHMS B Ka4eCTBE MPaHNYHbIX KOMMYTAaTOPOB
KOPMOPAaTUBHbIX CETel A/ MOCTPOEHUS BbICOKOMPOU3BOANTENLHO 1 HafleXKHOW CeTeBo
nHpacTpykTypbl. YcTporctea GS1920 apantupoBaHbl A1s NPUMEHEHNS B TUMUYHBIX
0pUCHBIX cpeaax, TpebytoLLmMX HU3KOro YpoBHS LyMa, bnarofaps cBoeit BbICOKOW
3HeproaddekTMBHOCTM 1 bonbLuoMy uncry nopTos Ethernet. Kpome Toro, B Mopensix
6S1920-24HP/48HP noppepxusaetcs nUTaHye ycTpoicTs no BuTor nape (PoE) Ha Beex
24/48 noprax 10/100/1000BASE-T; kaxabli 13 nopToB oTBeYaeT TpeboBaHMsiM CTaHAapTa
|EEE 802.3at v cnocobeH BbigaBath o 30 BT Ha nopT, noka He MpeBbiLLeH COBOKYMHbINA
6iofPKeT MOLLHOCTH.

GS1920-48HP
WHTennekTyanbHblii kKoMMyTaTop Gigabit Ethernet, 44 nopta RJ-45 ¢ PoE,
2 cnota SFP, 4 coBMeLueHHbIx nopta GbE, yctaHoBKa B 19-At0/MOBYIO CTOMKY

XapakTepucTuku

KoMMyTupyiowwas Matpuua 56 F6ut/c, Hebnoknpyemas (GS1920-24/24HP)

100 I'6uT/c, Hebnokmpyemasn (GS1920-48/48HP)

16 000 3anuceint

4000 guHamMmyeckmx

802.1p (8 npuopuTeTHbIX ouepeneit Ha nopt), SPQ/WRR/WFQ,
MHOroafipecHast paccbisika Ha ypoBHe 2, oTciexwviBaHue IGMP,
MVR pnist KoHBepreHTHbIX ceTeit, fobaneHue Teros VLAN
802.1Q, marvcTpanbHble coeguHenus VLAN, GVRP,
ynpasneHue npomyckHoit cnocobHocTbio u MVR anst
KOHBEPreHTHbIX CeTel

Ta6nuua MAC-appecoB
Mopnepxka VLAN
Mepepaya AaHHbIX

W NpyopuTU3aLms

Be3onacHocTb Aytentndukauwms no RADIUS 802.1x, SSH, SSL,
6/10K1pPOBKa BTOPXEHUIA, GULTpaLs/nepeckinka Ha OCHoBe
MAC-aapecos, npeobpasoBaHue ArHaMUYeckoii Tabnauupl
MAC-apnpecoB B cTaTnyeckyto

PesepBupoBaHue Arperauus kaHanos |IEEE 802.3ad, npotokon STP |EEE 802.1D,
npotokon RSTP 802.1w, npoTokon MSTP 802.1s

YnpaBneHue SNMP v3, RMON, knuent DHCP, koHconb RS-232,
Beb-nHTepdeiic, 3epkanvpoBaHme NopToB

MutaHue ycTpoiicT Mopaepxka PoE 802.3at, bropkeT MoLLHOCTH,

o BUTO nape 375 Batt (GS1920-24HP, GS1920-48HP)

WcTouHMK nuTaHua 100—240 B nepem. Toka, 50—60 Iy,



KoMmMyTaTtopbl Ethernet
NHTennekTyanbHble KOMMYyTaTOpPbI

KommyTtatop cepum 1910

KoMMyTaTOpbl C paclumpeHHbIMU BO3MOXKHOCTAMM
M ynpasneHnem yepes Beb-nHtepdenc
- 10 Gigabit Ethernet

KommyTaTtop ctaHpapta IEEE 802.3az
c MarucTpanbsHbIM nHTepdencoM 10 GbE

e PaclupeHHble BO3MOXHOCTM KOMMYTaLMUK YPOBHS 2 e [Moppnepsxka npotokosnos LLDP/LLDP-MED

e [loppepxka ynpasneHus yepes IPvé cornacHo IEEE 802.TAB gng ynpolueHus

e [lopaepxka ctaHgapTta IEEE 802.3az Energy Efficient COCTaBJIEHWS MNNaHa CeTu B MPUAOKEHMAX CETEBOMO
Ethernet (EEE) ona poctuxeHnsa Hawnydwei ynpasieHus
3HeproadpdekTUBHOCTH e [logaepxka SNMP v3

XGS1910-24

WHTennekTyanbHblii kKoMMyTaTop Gigabit Ethernet ¢ MmarvcTpanbHbimM noptom 10 GbE,
20 noptoB RJ-45, 4 coBMeLLEeHHbIX nopTa, 2 cnota SFP+ 10 GbE,

ycTaHoBKa B 19-A101MOBYI0 CTOKY

BT T - - - - & o e
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XGS1910-48

WHTennekTyanbHbli koMMyTaTop Gigabit Ethernet ¢ marvcTpanbHbiM noptoM 10 GbE,
44 nopTa RJ-45, 4 coBMelLLeHHbIX nopTa, 4 cnota SFP+ 10 GbE,

ycTaHoBKa B 19-AtoiiMOBYI0 CTOMKY

MpeumMyLliecTsa XapakTepucTuku

KommyTatopbl ZyXEL cepun XGS1910 npenctasnsioT coboit kommyTaTopl Gigabit KoMMyTupyiowwas Matpuua 88 M6ut/c (XGS1910-24), Hebnokupyemasn

Ethernet ypoBHs 2 ¢ pacLuvpeHHbIMW BO3MOXHOCTAMU U MHTENNEKTYabHbIMU GYHKLMAMU 176 T6ut/c (XGS1910-48), Hebnokmpyemasn

ynpaeneHus kauectsoMm obcyxusaHus (QoS). Mogenu cepum ZyXEL XGS1910 omnuaet Tabnuua MAC-appecos 32 000 3anuceit

BbICOKas MIOTHOCTb MOPTOB, NpoK3BOAUTENbHOCTL Gigabit Ethernet Ha ckopocTu cpepipl Mopnepxka VLAN 4000 (cTatnyeckmx)

nepeaayn, Bblcokas AOCTYNHOCTb U MarucTpanbHble nHTepdeiicl 10 Gigabit Ethernet. Mepenaya AaHHbIX U 802.1p (8 npropuTeTHbIX 0uepenei Ha nopt), WFQ/SPQ,
npuopuTM3aLma Kappbl Jumbo, MVR, otcnexvisaHune IGMP, VLAN Ha ocHose

MaructpanbHbie noptbl 10 GbE Teros 802.1Q, MarucTpanbHbie coeguHenns VLAN,

B kommyTaTopax cepun XGS1910 npenycMoTpeHo 2 nam 4 MaructpanbHbix nopta 10 yNpaBieHue MPOMyCKHON CMOCOBHOCTbI0

GbE, paboTaloLnx Ha cKopocTV cpefibl Nepeaayy 1 npeaHasHaueHHbIX AN1S CHUKEHUS PesepaupoBatue Arperauvs kaHanos |EEE 802.3ad, npotokon STP IEEE
neperpy3ok 1 obecneyeHns apdeKTVBHO LOCTABKM Tpaduka B MPUNOXKEHUAX, TPEDyIOLLmX 802.1D, npoTokon RSTP 802.1w, npotokon MSTP 802.1s
BbICOKOW MPOMYCKHOM cnoco6HoCT. OHW nAeansHo NOAXOAST A OpraHW3aLMii Manoro 1

v ! Be3onacHocTb AyTenTndukaums no RADIUS 802.1x, SSL,
cpeaHero pa3Mepa, Npeanaras 3anac 4ns 6yayLuux pacluMpeHnin v 3aLUmUThl IHBECTULMIA. dunbTpaLvs/nepectinka Ha ocHose MAC-agpecos,
ayTeHTUUKaLms 1 aBTopu3auwms no TACACS+
Skonoruuecky c6anancupoBanHoe pewierme Ynpaenenue SNMP v3, RMON, kvenT DHCP, koHcons RS-232,

Brnarogaps nopaepxke cranaapta Energy Efficient Ethernet (EEE) IEEE,

aKonornyeckn cbanaHcupoBaHHble koMMyTaTopbl cepun XGS1910 obnagatot Bbicokoi
MPOU3BOANTENBHOCTbIO A/ UCMOb30BAHUS B CETSX HOBOO MOKOIEHUS Hapsizy C
3HeprocbeperamoLmMm GyHKLMAMM, 0becneunBaloLLMmM CHIXKEHNE SHepronoTpebneHns
1 3KCMyaTaLmMoHHbIX pacxofos. OTBevas TpeboBaHusM ctaHpapTa [EEE 802.3az,
KoMMyTaTopbl cepun XGS1910 cnocobHbl aBToMaTUYecku obHapyxuBaTh ceTeBoi Tpaduk
1 AMHaMUYeCKN YNpaBNsiTe NOTPebAREMOit MOLLIHOCTBIO B COOTBETCTBIM C HArpy3KoM.
KpoMme Toro, 3Ta TeXHONOrMs MO3BONSIET CHU3UTL 3HEPronoTpebaeHue B Nepuoabl H13Koi
3arpy3ku KaHanoB nepefaynt iaHHbIX.

Beb-uHTepdeiic, 3epkannpoBaHye NopTos,
cTekmpoBaHue no 106

0Ocobble BO3MOXKHOCTH IPvé nosepx Ethernet, IPvé-appecauus, pasmepsl MTU ans
nytv IPvé6, ICMPvé, nBoitHoe cTekunposaHue DualStack,
obHapy>keHwe okpyxeHusi, knneHT DHCPv6, peTpaHcnsiums
DHCPvé, IEEE 802.3az

YcraHoBka B 19-gtoiiMoByto cToliky, BbicoTa 1U

WUCTOYHMK NUTaHKA 100—240 B nepeM. Toka, 50—60 Iy



KoMmMyTaTtopbl Ethernet
NHTennektyanbHble KOMMYTaTOPbI

KommyTtatop cepum 1900
MHTeﬂﬂeKTyaﬂ bHbl€ yrNpaBideMble KOMMYTaTOPbI
C pacwnpeHHbIMX BO3MOXXHOCTAMU

- Gigabit Ethernet

MpocTble, BbICTPbIE U UHTENNEKTYaNbHbIE
ynpaBnsieMble KOMMyTaToOpbl NS CETeN
HebonbLINX NpeanpUaTUI

® YnobHbl nHTepdenc ana ynpasaeHmns KOMMYTaTOpOM e [lopaepxka ctaHpapTa Green Ethernet IEEE
B OkHe bpay3epa 802.3az n nHTEeNNeKTyanbHble 3KONOTUYHbIE

e [lowaroBbln MacTep AA9 NPOCTOM U BbICTPOM HAaCTPOMKHK byHkumn ZyXEL

e PaclwupeHHble cpefcTBa NpefoTBpaLleHus owmnbok e [lopfepxka NUTaHWs yCTPOMCTB MO BUTOM Nape
B ceTu (NpenoTepalleHne neTens, Asa obpasa M0, (PoE) ¢ Bbicokoit MoliHocTbio IEEE 802.3at
3alMTa OT WMpoKoBeLlaTensHoro wropma, DoS n SSL (GS1900-8HP/24HP/48HP)

e bBes seHTunatopos (GS1900-8/8HP/16/24/24E)

PEYR VTRV

GS1900-8

MHTennekTyanbHbIn KOMMyTaTOp
Gigabit Ethernet, 8 nopTos
RJ-45, HacTonbHas ycTaHoBKa

GS1900-8HP

MHTennekTyanbHbli KoMMyTaTop Gigabit
Ethernet, 8 noptos RJ-45 c PoE,
HacToNbHas ycTaHoBKa

MNMpeumMyLiecTsa

ViHTennekTyanbHble koMmytatopsl cepun GS1900 ot ZyXEL ¢ 8/16/24/48 noptamn GbE

1 YBOBHBIMM MHCTPYMEHTaMW afMUHUCTPVUPOBAHMS NO3BOAST CAENATb BaLly KOPNopaTHBHYIO
ceTb bonee rnbkoii n ynpasnsemoi. Bnarofaps TakuM ocobeHHocTsM komMyTaTopoB Gigabit
Ethernet, Kak ¢pyHKLMM 3HEprocbepexeHws, 0TCYTCTBUE BEHTUASTOPOB W MOJIHasH MOAREPXKa
IPvé, 3T Mogenu obecneynBatoT OTMYHBIN 3a4en Ans ByayLmx pacluMpeHuin ceTu.

YHuBepcanbHoCTb U rM6KOCTb ANA yaoBneTBopeHUs pa3HoobpasHbix noTpebHocTen

Cepwusa GS1900 ot ZyXEL comepu1T NosHbIil acCOPTUMEHT KOMMaKTHbIX 8/16/24/48-nopToBbix
KOMMYTaTOPOB, NPeAHa3HaueHHbIX 15l YCTAaHOBKM B CTOMKY WX HACTOMNbHOI YCTaHOBKM,
oCHalLeHHbIx noptamu Gigabit Ethernet. Bce Monenw nopep>vBatoT pasnnyHele cnocobbl
YCTaHOBKU B HebonbLUKnX 0¢VIC3X W coBellaTe/ibHbIX KOMHaTaxX, Takue, Kak HaCcTeHHas
YCTaHOBKa, YCTaHOBKA MOJ, CTONIOM 1 HACTOMbHAs YCTaHOBKA, a Takke YCTaHOBKA B CTOMKY.
Tenepb MOXHO bbICTPO 1 Nnerko, 6e3 kakux-nmbo cBepxycunui, cosaatb MHGPacTPyKTypy Anst
NofAePXKKM BbICOKOCKOPOCTHbIX B13Hec-npunoxeHuit. Kpome Toro, yctpoiictea GS1900-
24/24HP/48/48HP ocHaleHb! ABYMA LoNoNHUTENbHBIMK cnoTamu SFP, obecneunsatowmmm
BO3MOXXHOCTb MOAK/IOYEHNS K COBAMHEHWSAM C MPONYCKHO crocobHocTbio 100 MéuTt/c

1 Gibabit Ethernet B uHppacTpykTypax, oxBaTbliBatoLLMX boNbLLME PACcCTOSHUS.

Ycrporictea 6S1900-8HP/24HP/48HP, noppepxvisatowme ctangapt IEEE 802.3at PoE Plus,
ocHalLeHbl 8 noptamu PoE MolHocTbio Ao 30 BT kaxablid. 3T0 NO3BOASIET C 1EMKOCTHIO
HaxXoAMTb BapUaHTbl PacLUMPEeHUs CETeBON MHPPACTPYKTYpbI, 0COBEHHO B Tex Cly4yasx, koraa
OHa BKJltoyaeT B cebs Takve aHeproemkime ycTpoiicTea, Kak Touku foctyna Wi-Fi, IP-kamepel
n IP-TenedoHbl. Mopaepxka cTaHpapta 802.3at PoE Plus fienaeT Takve KoMMyTaTopbl
1peasbHbIM peLleHneM ANs NMOAKITIYEHUs Lieoro psifa 3anuTbiBaeMblX YCTPOACTB

1 MOCTPOEHUS 3PPEKTUBHON KOPNOPATUBHOMN CETU.

GS1900-16

MHTennekTyanbHbI KOMMyTaTOp
Gigabit Ethernet, 16 noptos RJ-45,
HacTosbHas yCcTaHoBKa

GS1900-24E

WHTennekTyanbHbIi KoMmyTaTop Gigabit
Ethernet, 24 nopta RJ-45, HacTonbHas
ycTaHoBKa

GS1900-24
NHTennekTyanbHbI koMMyTaTop Gigabit Ethernet, 24 nopta RJ-45
1 2 MarucTpanbHbix nopta Gigabit Ethernet, yctaHoska B 19-floiiMoBYto CToiKY

GS1900-24HP

MHTennektyanbHbIi KoMMyTaTop Gigabit Ethernet, 24 nopta RJ-45 ¢ PoE

1 2 MarucTpanbHbix nopTa Gigabit Ethernet, yctaHoBka B 19-froiiMoByto cTolKy
XapakTepucTuku

KoMMyTupylowas MaTpuua 16 [6uT/c, Hebnokupyemas (GS1900-8/8HP)
32 I'6ur/c, Hebnokupyemas (GS1900-16)

48 ['6uT/c, Hebnokmnpyemas (GS1900-24E)

GS1900-48
MHTennekTyanbHbiit KoMMyTaTop Gigabit Ethernet, 48 noptoB RJ-45
1 2 MarvcTpanbHbix nopTa Gigabit Ethernet, yctaHoska B 19-floliMoBYto cToiiKy

GS1900-48HP
MHTennektyanbHbiit KoMMyTaTop Gigabit Ethernet, 24 nopta RJ-45, 24 nopta RJ-45
¢ PoE 1 2 MarncTpanbHeix nopta Gigabit Ethernet, yctaHoska B 19-atoiimMoByto cToiky

52 6ut/c, Hebnoknpyemas (GS1900-24/24HP)

100 I6ut/c, Hebnokupyemas (GS1900-48/48HP)

8000 3anuceit

|IEEE 802.1x, cpepcTBa be3onacHocTv NopToB,

dunbTpaums no MAC-agpecam Ha ypoBHe 2,

3awwymta BPDU, nepecbinka Ha ocHoBe CTAaTUYECKUX

MAC-agpecos, RADIUS, TACACS+, SSL, VLAN

ynpaeneHus, npegoTspaLleHue atak Tuna DoS

Kagpbi Jumbo (6aiit) 9 Kbar

Ynpasnenue SNMP v3, ynpaBneHue yepes Beb-uHTepdeiic,
3epKkannpoBaHue nopTos

MuTaHue ycTpoiicTB No BUTOI Nape 8 nopToB MoLHOCTbo 30 BT Kaxabiii Mpu cOBOKYMHOM
BlomkeTe MowHocTy 70 BT (GS1900-8HP)
24 nopta MotuHocTblo 30 BT kax bl Npu COBOKYMNHOM
6romkeTe MowHocTy 170 BT (GS1900-24HP/48HP)

Tabnuua MAC-appecoB
Be3onacHocTb



KoMmMyTaTtopbl Ethernet
HeynpaBnsieMble KOMMyTaTOPbI

KommyTtatop cepum 1100

HeynpaBnsiemble kKOMMyTaTOp®I
- Gigabit Ethernet

[ocTynHoe peLleHune N NogKo4YeHNs
HACTONbHBIX CUCTEM CO CKOPOCTbIo oT 1 [ouTt/c

e HebnoknpyeMas apxuTekTypa, KOMMyTaL s e [Mopaepxka knaccos obcnyxmsarms (CoS)
Ha CKOpOCTW Ccpefbl Nepefayy B cooTBeTCTBMM co cTaHaapTom |[EEE 802.1p
e ABToMaTuyecknit Bbibop pexmma MDI/MDI-X e [Moanepxka kagpos Jumbo [pasmepom o 9 Kbant)
e CoBmMecTuMOCTb co cTaHaapTom IEEE 802.3az e [lopaepxka craHpapTta IEEE 802.3at PoE Plus,
e OTcyTcTBME BEHTUNATOPOB obecrneynBaeT c brogxetom MouiHoctr 30 BT Ha oomH nopT
becuwymHyto paboTy (GS1100-8HP)

e [lopaepxka ynpaBneHus NoToKOM
B COOTBEeTCTBMM co cTanaapTom |[EEE 802.3x

GS1100-8HP GS1100-24
HeynpasnsieMblit kommyTaTop Gigabit Ethernet, 4 nopta RJ-45, HeynpasnsieMblit kommyTaTop Gigabit Ethernet, 24 nopta RJ-45,
4 nopta RJ-45 ¢ PoE, HacTonbHas ycTaHoBKa 2 cnota SFP Gigabit Ethernet, yctaHoBka B 19-AtoiiMoByto cTOMKy

GS1100-16
Heynpasnsiemblit kommyTaTop Gigabit Ethernet, 16 noptos RJ-45,
HacTonbHas ycTaHoBKa

MpeumMyLliecTsa XapakTepucTuku

Kommytatopbl cepun GS1100 ot ZyXEL npepcTaBnstoT coboit naeansHoe pelueHne KoMMyTHpylowwasi MaTpuua 16 [6ut/c, HeBnoknpyemas (651100-8HP)
[ BbICTPOro Co3faHus r1rabuTHo MHPpPaCTPYKTYpbl B oducax — Tam, rae Tpebyetcs 32 F6wr/cv HeBrokupyemas (651100-16)
6ecluymHasi paboTa 1 Bbicokas aHeproapdekTMBHOCTB. YcTpoiictsa cepumn GS1100, koTopble 52 |—6VIT/C' HeBrokupyemas (651100-24)

oTnnyatoTcs aHeprocbeperatoLMm GyHKUMAMY, noaaepxkoit Gigabit Ethernet Ta6nuua MAC-agpecos 8000 3anviceit

W OTCYTCTBUEM BEHTUIATOPOB, MOXHO MUCMNOJIb30BaTh ANA NOALEPXKKM CETeBbIX Eyd)epuaﬂ naMmaTb 256 K6aiT [GS1 1[]0-8HP/GS”00-16]
NPUNOXEHNHA, aKTUBHO NOTPebASIOLLYMX PecypChl NONOCHI NPONYCKaHWS, — ANs 3TOr0 525 K6anT (6S1100-24)

COCIETDSL OJIROCIRI RO IED BRNCETLE Mepefiaya AaHHBIX U PaboTa B nonyaynaeKkcHOM 1 AyrnekcHOM pexxiMaX, Kaapb!
Cepus GS1100 ot ZyXEL BrtoyaeT B cebst Tpu HeynpaensieMblx koMmyTaTopa: GS1100-8HP, npuopuTU3aLUa Jumbo, knaccbl obcnyxusanus 802.1p, ynpaenenue
GS1100-16, GS1100-24. Mopenb GS1100-16 ocHatueHa 16 noptamu Gigabit Ethernet. noTokamu 802.3x

Mopgenb GS1100-24 npepctasnsieT coboii 24-nopToBblit KoMMyTaTop Gigabit Ethernet YnpaBneHue Plug & Play

€ 1BYMS! I0N0HUTENbHBIMK cBobofHbIMM cnoTamu SFP Gigabit Ethernet; Mogens Ocobble BO3MOXXHOCTH OTcyTCTBME BEHTUNSTOPOB, COBMECTUMOCTb CO CTAaHAAPTOM
GS1100-8HP - 370 8-nopToBbIit kommyTaTop Gigabit Ethernet, koTopbiit cootBeTCTBYET |EEE 802.3az

cTaHpapty |EEE 802.3at Power over Ethernet (PoE) Plus n ocHauwen 4 noptamu PoE MuTaHue ycTpoicT 4 nopTa MoLHocTbio 30 BT kaxzblit, 06wwimii GlopxeT
MoLLHocTbio 0 30 BT kaxapii. 0 BUTOI nape MouHoctn 75 BT (GS1100-8HP)

KommyTaTtopsi cepin GS1100 ot ZyXEL N03BOASIOT C MUHIMaNbHBIMIA 3aTPaTaMi YBENMUNTL YcraHoeka HacronbHas ycraHoska (651100-8HP), kpenniene Ha creny,

ycTaHoBKa B cToiiky (6S1100-16),

ycTaHoBKa B 19-atoiMoByIo cToiky, Beicota 1U (GS1100-24)
UCTOYHUK NUTaHUS 100—240 B nepem. Toka, 50—60 Iy

54 B noct.Toka, 1,66 A (GS1100-8HP)

eMKoCTb ceTu Hebonbluoro oduca Ha 8, 16 nnw 24 nopta Gigabit Ethernet. Mogens
GS1100-24, kpoMe TOro, ocHalLeHa ABYMS LOMONHUTENbHbIMU cnoTamu SFP

11 NOAAePXXVBAET ABa CKOPOCTHbIX peskuma (100 M6ut/c v Gigabit Ethernet), nossonsioLumx
C03/1aBaTb OMTOBOJIOKOHHbIE COeNHEHNS 60obLLOW NpoTsixkeHHOCTH. Braroaaps
NOAAEPXKKE rMrabUTHBIX COELMHEHNI 1 BbICOKOK 3ddEKTUBHOCTH C TOUKM 3peHus 3aTpaT
yctpoiictsa cepumn GS1100 npgeansHo NoaxoasT ANis pasfvyHbIX 33y, CBA3aHHbIX

C VIHTEHCMBHbBIM UCMO/Ib30BAHWEM PECYPCOB NPONYCKHOW CMOCOBHOCTH, TaKMX, KakK
nepechbinka GoTon306paxkeHiA BbICOKOrO paspeLLeHis, NoTokoBas nepegada

11 3arpy3Kka BIAEO 1 3ByKa, @ TaKxKe MOAKITIOYEHe K CETU rpynn CEpBepoB.



KoMmMyTaTtopbl Ethernet
HeynpaBnseMble KOMMyTaTOpbI

e Hebnokvpyemas apxuTekTypa, KOMMyTaLUMs Ha CKOPOCTY
cpefbl Nepefayu

e AsTOMaTu4eckuit Boibop pexmma MDI/MDI-X

e CootseTtcTBue cTaHgapTy IEEE 802.3az
(ES1100-8P/ES1100-16P/ES1100-16/ES1100-24E)

e OTcyTcTBME BEHTUAATOPOB rapaHTMpyeT becluyMHyto
paboty (ES1100-8P/ES1100-16/ES1100-24E/
ES1100-24G])

ES1100-8P
Heynpasnsiembiit koMmmyTaTop Fast Ethernet, 4 nopta RJ-45,
4 nopta RJ-45 ¢ PoE, HacTonbHas ycTaHoBKa

ES1100-16P
Heynpasnsiemblit kommyTaTop Fast Ethernet, 8 nopTos RJ-45,
8 noptoB RJ-45 c PoE, HacTonbHas yctaHoBka

ES1100-16
Heynpasnsiembit kommyTaTop Fast Ethernet, 16 noptos RJ-45,
HacToNbHas ycTaHoBKa

ES1100-24E
Heynpasnsiemblit kommyTaTop Fast Ethernet, 24 nopta RJ-45,
HacToNbHas ycTaHoBKa

ES1100-24G
Heynpaensiemblit kommyTaTop Fast Ethernet, 24 nopta RJ-45,
2 coBMelLEeHHbIX NOpTa, ycTaHoBKa B 19-Al0/AMOBYIO CTOMKY

KommyTtaTtop cepum 1100

HeynpaBnsieMble KOMMyTaTOp®I
- Fast Ethernet

KomMmyTaTOp € onTMManbHOM

NPOM3BOAUTENLHOCTLIO ANA ceTen paboumnx rpynm,
cooTBeTcTBYoWwmn ctaHpapTy IEEE 802.3az

e [lopaepxka ynpaBaeH1s NOTOKOM B COOTBETCTBUM
co ctaHpapTtom |[EEE 802.3x

* [ogpepsxka knaccoe obcnyxnearus (CoS)
B cooTBeTCTBUM co cTaHfapTom IEEE 802.1p

e [lopaya NUTaHUA Ha 4/8 MOPTOB B COOTBETCTBUM
co ctanpapTom |[EEE 802.3af (ES1100-8P/16P)

MNpeumMyLliecTsa

LocTtynHoe pewenune ans ceteit Fast Ethernet

KommyTatopbl cepumn ES1100 npeanbHo NoaxoAsT Ans pasnuyHbIxX 3afad, CBA3aHHbIX

C VHTEHCUBHBIM UCMO/Ib30BAHWEM PECYPCOB NPOMYCKHOW CMIOCOBHOCTH, TaKMX, Kak
nepecbinka GoTon3obpaxkeHNit BbICOKOTO paspeLLeHis, NoTokoBas nepeaada 1 3arpyska
BMIEO0 1 3BYKA, @ TaKXXe NOAKIYEHNe K CeTn prI'II'I cepaepos.

Bonee Bbicokuii ypoBeHb NPOM3BOAUTENbHOCTM U 3G HEKTUBHOCTH

Bce kommyTaTopsl Ethernet cepun ES1100 paspaboTaHsbi s obecneyeHnst MakcMManbHow
NpOU3BOAUTENBHOCTY U 3G dEKTUBHOCTY ceTh. Bnaroaaps ¢pyHKLMM aBTOCOrNacoBaHs
mogenu cepun ES1100 BbI6MpatoT HanBbICLLYIO BO3MOXHYIO CKOPOCTb ANt COEAUHEHNS C
NOAKITIOYEHHbIM YCTPONCTBOM 1 aBTOMATUYECKM aKTUBUPYIOT PEXWM Ayniekca.

XapaKTepucTuku

KommMyTupylowas Matpuua 1,6 [6uT/c, Hebnokupyemasi (ES1100-8P)

3,2 [6uT/c, Hebnokupyemas (ES1100-16/ES1100-16P)
4,8 T6ut/c (ES1100-24E), Hebnoknpyemas

8,8 r6ut/c (ES1100-24G), Hebnoknpyemas

1000 3anucett (ES1100-8P)

8000 3anucen (ES1100-16/ES1100-16P/
ES1100-24E/ES1100-24G)

96 K6ar (ES1100-8P),160 Kbawt (ES1100-16P)

256 Kbaur ([ES1100-16/ES1100-24E)

320 K6aitt (ES1100-246)

Pabota B pexwuMax aynnekca 1 nonyaynnekca, knacchl
o6cnyxuanms (CoS) 802.1p, npropuTn3aLys ynpasneHus
notokoM 802.3x, obHapy>eHuWe neTenb

Tabnuua MAC-appecoB

BydepHas namsaTb

Mepepaya AaHHbIX
W NpuopuTU3aLms

YnpaBnenue Plug & Play

Ocobble GyHKLUMN CoBMecTMOCTb co cTaHaapToM |EEE 802.3az (ES1100-8P/
ES1100-16P/ES1100-16/ES1100-24E)

Mutanue ycTpoiicT 8/16 noptos MowwHocTbio 15,4 BT Kaxabii, 061Lmit bromkeT

no BUTOM nape MowHocTy 64 BT/130 BT (ES1100-8P/ES1100-16P)

YcTaHoBKa HacTonbHas ycTaHoBKa, KpenaeHue Ha CTeHy 1 ycTaHoBKa
B CTOKy, BbicoTa 1U (ES1100-8P/ES1100-16P/ES1100-16/
ES1100-24E), ycTaHoBka B 19-At0/MOBYI0 CTOAKy, BbicoTa 1U
(ES1100-246)

WcTouHMK nuTaHua 100—240 B nepem. Toka, 50—60 Iy



KoMmMyTaTtopbl Ethernet
ID,OI'IOJ'IHI/ITeJ'IbH ble MPUHaANEXXHOCTA

PoE12-HP

NH>xekTOp NUTaHms yCTPOMCTB
Nno BUTOW nape

[pocTon MexaHW3M nogaym NUTaHus
C noMoLLbio TexHonorum PoE,
cooTBeTCcTBYIOLLEen cTaHaapTy IEEE PAEIZLE

802_3at [MOLUlHOCTb L .u‘o 30 BT] 1-nopToBbI MHXekTOp NUTaHWs PoE ana Gigabit Ethernet

e B03MOXHOCTb YyCTaHOBKM YCTPOMCTB B NtoboM MecTe XapakTepucTmku
6na rofaps TexHonornm PoE y CeTeBble UHTepdeiichl 1 nopt Base-T Ha 1 [6ut/c

o [] pPOCTOTa yCTaHOBKWM TOYeK A0CTyMa becn poBoaoHoOM 1 nopt Base-T Ha 1 ['6uT/c ¢ nogaepxkoi PoE
cetm u \P—BMﬂ,eOKaMep, COOTBETCTBYIOLLMX CTaHAapTy Cranpapt PoE Monaepxka ctaHaapta 802.3af, MaKcuManbHas

YAaneHHOCTb 3anuTbiBaeMoro ycTpoictaa — 100 M

IEEE 802.3at Ocobble BO3MOXHOCTH 3aLnTa 0T CKayKoB HaMpsKEHNS U KOPOTKOro

e MakcumanbHas anunHa kabens kateropuun 5 ans 3aMbIKaHus

- - WUCTOYHMK NUTaHUSA 100—240 B nepem. Toka, 50—60 'y

nopkntoyerus ycrpoiicts — 100 m Ta6apwTbi 207 x 65 % 385 M (LLIXTXB)

MC1000-SFP-FP

MennakoHBepTep
[Mbkoe peweHne ana cMeLaHHbIX
(BuTas napa + onToBONOKHO)
MC1000-SFP-FP

NH q) pa CTPYKTyp MeguakoHBepTep onToBosiokHo/Gigabit Ethernet, 1 uxtepdeitc SFP, 1 nopt RJ45
e [lpeobpasoBaHue Mexay pasinyHbIMY CKOPOCTAMM Xapakrepuctuku

nepefadnt AaHHbIX 1 TnamMin cpebl CeTeBble MHTepdENchl 1 nopt Base-T Ha 1 [6ut/c, 1 SFP-cnot 1 Féut/c
e Cra HOAQPTHbIE ONTNYeCKMe CNOTbl 414 Ocobble BO3MOXXHOCTH DyHKuys oMoBeLLEeHWs 0 paspbiBe coeauHerui (LFS),

SFP-TpaHcKBepoB crieLmanbHash KOHCTPYKLWS KOpMyca A 3aLuuThl
e OtobpaxeHune nHdopMaLmm 0 HepaboTatoLmx Ve E‘;Lﬁ?f;::aﬁe“y

COeAMHEeHNAX C MOMOLLLbIO CI)yHKu,VIVI onoBelleHn4q WcTouHMK nuTaHmus BHewwHwnit Mogynb nuTaHns

100—240 B nepem. Toka, 50—60 'y,

0 paspeige coepuHennii (LFS) FabapuTbi 194 x 129 x 25 MM (LLIXTXB)

e Bo3MoxHOCTb KpernjaeHna Ha CTeHy



KoMmMyTaTtopbl Ethernet
TpaHcuBepsbl

e CooTBeTcTBUE OTpacyieBblM CTaHOapTaM

Moaynu SFP

ONTOBONIOKOHHbIE TPAHCMBEPDI
n kabenun Direct Attached

,D,OCTYI'I K onTunyeckmm cetdm

e CootsetcTeue TpebosaHuamMm SFP MSA (Multi-Source Agreement)
e [lognepxka ropayero nogkoueHns obecneynsaeT MakcUManbHyl rmbKocTb

e KoMnakTHble pa3mMepbl Mpn BbICOKOM MIOTHOCTU NMopTOB
* Huzkas paccernBaeMad MOLWHOCTb

MpeunmMyLecTBa

CoBMecTnMocCTb 6naropaps nopaepXkke oTpacieBbiX CTaHAAPTOB

CeMeiicTBo TpaHcuBepoB ZyXEL cooTBeTCTBYeT BceM 0TpacneBbiM CTaHAapTaM s
obecrneyeHuns COBMECTUMOCTH C KOMMYTaTopaMy pyrx Npovn3BoauTeneil bes kakux-nmbo
OrpaHNyeHuiA, CBA3aHHBIX C BHYTPUGUPMEHHBIMU 0COBEHHOCTAMM.

MonHbii MopaenbHbIN PAA AJIA Pa3NIMYHbIX YCJI0BUI NPUMEHEHUS

Bnaropapst nonHomy MogiensHoMy psipy TpaHcusepoB Fast Ethernet, Gigabit Ethernet

110 GE ot ZyXEL MoxHo nerko nogobpaTb NOAXOASALLYIO MOAENb ANS YBENNYEHNS
MPOTAXKEHHOCTU CoeaMHeHW. [ins coeanHeHus nHtepdeiicos 10G B ofHoM cToike yRobHO
ncnonb3osatb kabenb Direct Attached, koTopblit 06xat no kpasim SFP-TpaHcvBepamm.

Jlerkasi 3aMeHa Aans ynpolueHus 06¢cny)kuBaHms

BbinonHeHHbIe B BIAE HE3aBUCUMbIX YCTPOICTB, TPAHCMBEPLI NPEANAraloT MakCUMalIbHYI0
rMbKoCTb Npy 0bCy>KMBaHWUK CeTU. VX nerko MoxHo [ob6aBnsTh Mo Mepe HeobxopnMocTy,
pacLUMpsist 1 MOAEPHU3UPYS HGPACTPYKTYPY, @ TakKe 3aMeHsist BblLLeaLue U3 CTpost
TpaHCKBEpbl BMECTO 3aMeHbl BCEro YCTPONCTBA.

Mopnepykia TexHonorum guarHoctuku DDMI B TpaHcuBepax ans yaoberBa
ynpaBnieHus

WHTepdeiic MoHUTOpUHTa U LdPOBOIA AUArHOCTUKM NO3BONSAET OCYLLECTBAISATS MOHUTOPUHT
KOMMOHEHTOB, 06Hapy>U1BaTb 1 U30/IMPOBaTb HEMCMPABHOCTH, @ TakKe MPOrHO3MpoBaTh
BO3MOXHble cbou B KaHanax nepefayun AaHHbIX Ha 0CHoBE TpaHcuBepoB. C NoMoLLbio
[laHHO GyHKLMKM obneryaeTcs npopunakTnyeckoe obcayxnsaHmne cetn n obecneyeHne
HenpepbIBHOCTY paboTbl OpraHM3aLmm.

MapameTpbl MOHUTOpUHra Yepe3 DDMI:
* Paboyas TemMnepartypa TpaHcuBepa

¢ HanpsixeHue nutaHus

* OTKNOHEHVe Toka Nasepa

* /3nyyaemas onTMyeckas MOLHOCTb

o MpyHMMaeMasi onTYeckasi MOLHOCTb

[lns Bcex nepeducsieHHbIX napameTpoB BO3MOXHO OfpesesieHue MoporoBbiX 3HaueHuii as
CHrHasoB TPEBOIY U NPERYNPEXAEHUA.

Pasbem SFP+ B SFP+ SFP+ B SFP+

[nuHa kabens ™ 3M




XapakTtepucTmku

Tun TpaHcuBepa

FTLX8511D3
(XFP-SR)

PasbeMbl LC LC
850 1310

[nvHa BoNHbI . .

Makc. npoTsixkeHHOCTb 300 m 10 km

coeauHeHUsa

Moppepxika yHKUUIA

DDMI e pa

Tun TpaHcuBepa

PasbeMbl RJ-45 LC

[LnnHa BosHbI - 850
HM)

Makc. NpoTsxkeHHOCTb 100 550 M

coefuHeHNs

Mopmepxka GpyHKUuMiA

DDMI -

10G-XFP-LR

LC LC
1550 1550
HM HM
40 kM 80 km
Ha Ha

GE SFP

SFP- SFP-LX- SFP-BX1310-
1000T 10 10/40/60
C

LC L
1310 1310 M (TX)
HM 1490 1M (RX)
10 kM 10/40/60 kv

106-
XFP-BX1270-
10/40/60

LC

1270 1M (TX)
1330 Hm (RX)

10/40/60 km

Ha

SFP-BX1490-
10/40/60

LC

1490 1M (TX)
1310 1M (RX)

10/40/60 km

106-
XFP-BX1330-
10/40/60

LC

1330 1M (TX)
1270 1M (RX)

10/40/60 km

Ha

SFP-LHX1310-
40
c

L

1310
HM

40 kM

LC

850
HM

300 M

Ha

10G-SFP-LR

LC

1310
HM

10 km

Ha

SFP-ZX-
80
C C

L L
1550 Hm 1550 1M
80 km 2KM

10G- 10G-
SFP-BX1270- SFP-BX1330-
10/40/60 10/40/60

LC LC LC LC
1550 1550 1270 um (TX) 1330 Hm (TX)
HM HM 1330 1M (RX) 1270 Hm (RX)
40 kM 80 kM 10/40/60 kM 10/40/60 km

Ha Ha Ja Ha

Fast Ethernet SFP

SFP- SFP-
100TX 100LX-20
(o}

RJ-45 L
1310
HM

100 ™ 20 km

SFP- SFP-
100BX1310- 100BX1550-
20 20
c c

L L
1310 1M (TX) 1550 1M (TX)
1550 1M (RX) 1310 Hm (RX)
20 km 20 km




KomMyTaTopbl Ethernet
CpaBHuTenbHas Tabnaumua xapakTepncTmk

KommyTatop KommyTatop KommyTaTtop
- cepvm 4700 | cepun4500 | cepuv 3900 KoMmyTaTop cepuu 3700
opnenb

YpoBeHb 2+ YpoBeHb 2+ YpoBeHb 2+ YpoBeHb 2+ YpoBeHb 2+
YposeHb 3 lite YposeHb 3 lite YposeHb 3 lite YpoBeHb 3 lite  YpoBeHs 3 lite

Knacc kommyTaTopa YpoBeHb 3 YpoBeHb 3 YpoBeHb 2
CyMMapHoe Konu4ecTBo nopToB 28 26 52 24 28 28 52 52
MopToB RJ45 Ha 100 MéuT/c - - - = = o - -
Moptos RJ45 PoE Ha 100 M6ut/c - - - - - - - -
Cnotos SFP Ha 100 M6uTt/c - - - o o 5 - -

Moptos RJ45 Ha 1 T6ut/c - 20 - - 24 - 48 -
MopT 1000Based-T/10G Based-T = = = 8 = = = =
Moptos RJ45 PoE Ha 1 6ut/c - - - - - 24 - 48
Cnotos SFP Ha 1 Téut/c - - - - - - - -
CoBMeLueHHbix noptos GE (RJ45/SFP) 24 4 - - - - - -
MoptoB CX4 Ha 12 [6ut/c 2 - - - - - - -
Mopyneit 10G nop, 2 nopta 1 - - - - - - -
Cnotos SFP+ Ha 10 6ut/c - 1 48 - - - - -
Cnor dual rate ansi SFP+ TpaHcueepa 106G \1G Ethernet SFP - - - 12 4 4 4 4
CoBMelLeHHble KoMBo-nopTbl RJ45 161106 /SFP (dual rate) B ~ ~ 4 ~ ~ B B
161106
Cnotos QSFP+ Ha 40 ['6ut/c - - 4 - - - - -
TMponyckHas cnocobHocTb KoMMYTUpYtoLeil MaTpuub (M6uT/c) 144 96 1280 480 128 128 176 176
CKopocTb Nepecbisiku nakeTos (MAH nakeTos/c) 107 71,5 952.4 357 95 95 131 131
Tabnuua MAC-appecoB 16K 8K 128K 16K 16K 16K 16K 16K
IPvé Oa Ja Oa Oa JIE] Ja Oa Oa
gl:gev?rﬁzl;;gr:aﬂnﬂom CTpOKM, Da la Oa Da la la Da Da
iStacking (ynpasnenue yepes oguH IP-agpec) Oa Ha JIE} Oa Ha Ja Oa Oa
MopT ynpaBnenus out-of-band Oa Ja Oa Ha Ja Ja Oa Oa
OSPF la la - - - - - -
RIPv1,v2 Ha Ha = = = = = =
CraTuyeckue MapLupyThl Ha Ha - Ha Da La Na Na
VRRP Oa Ja - Ja Oa Ja Oa Oa
MokpoiBatowee pepeso (STP/MSTP/RSTP) Da/0a/ba Da/Da/ba Da/Da/ba Da/ba/0a Da/Da/ba Da/Da/ba Da/fa/ba Da/fa/ba
CucTteMa pe3epBHOro NUTaHUs Ja Ja Oa Ja Oa Ha Ha Ha
Oyepeav NpuopuUTeTOB 8 8 8 8 8 8 8 8
g’f;'[? "TRV,'fR,,';‘”"]"a"""'X Da/fa/fa La/fa/fa Da/fa/Pa Da/fa/fa La/fa/Ba La/fa/fa [Da/Ba/Pa [Da/Ba/ba
Guest VLAN Ha Ja Oa Ja Oa Oa Oa Oa
Otcnexwusanue IGMP (v1/v2/v3) Da Da Oa Da Oa Da Da Oa
MVR Ja Ha Ha Ja Oa Oa Ja Ja
Mepecbinka kappos Jumbo ik} La Oa Ja Oa Oa Ja Ja
DVMRP la Na - - - - - -
Knaccbl o6cnyxuBanus 802.1p Ja Oa Oa Ja Oa Oa Ja Ja
Tah
B c-ra-rmecxyno/ﬁnoxupoaka aﬁg;xeuww Intrl'\:ljégnaﬂ)[’cicoa Ha Aa Aa Ha Aa Aa Ha Ha
AyteHTudukaums Ha ocHose 802.1x Ja Oa Ha Ja Oa Oa Ja Ja
TACACS+/RADIUS JiE] ba La fla Na na fa fa
e R e A et g o o e o o e e
sFlow Oa Oa Ja Oa Ja Oa Ja Ja
CPU Protection La Oa ik} Oa Ja Ja Ja Ja

OTCYTCTBVIe BEHTUNATOPOB - - - - - - - -

|EEE Energy-Efficient-Ethernet - - - Oa Ja Oa JIE] JIE]
Fabaputbl (MM) (LU x T x B) 438x310x 44  438x310x44  4LAOX 455 x 44 44O X 43T x 44 440 X 437 x b4 440 x 437 xbb  LLOX 43T xbb 44O X 437 x b4
Macca (kr) 4,9 4,8 10,2 7.4 7,27 7,55 7,57 8,02



KomMyTaTopbl Ethernet
CpaBHuTenbHasa Tabavua xapakTepucTmk

KommyTatop cepum 3700 KommyTaTop cepum 3500
Mopgenb

GS3700-24 GS3700-24HP GS3700-48 GS3700-48HP MES3500-24 ES3500-24HP ES3500-8PD

YpoBeHb 2+ YpoBeHb 2+ YpoBeHb 2+ YpoBeHb 2+
YposeHb 3 lite YposeHb 3 lite YposeHb 3 lite YposeHb 3 lite

Knacc kommyTaTopa YpoBeHb 2 YpoBeHb 2 YpoBeHb 2

AnnapatHoe o6ecneuyeHue

CyMMapHoe Konn4ecTBo MopToB 28 28 52 52 28 28 10
MopToB RJ45 Ha 100 M6uT/c - - = = 24 -

MopToB RJ45 PoE Ha 100 M6uT/c - - - - - 2%

Cnotos SFP Ha 100 Méut/c - - a o - - -
Moptos RJ45 Ha 1 T6ut/c 24 - 48 - - - -
Mopt 1000Based-T/10G Based-T - - = o 5 - -
Moptos RJ45 PoE Ha 1 6ut/c - 24 - 48 - - N
Cnotos SFP Ha 1 [6ut/c 4 4 4 4 4 4 2
CoBMeLueHHbIx noptos GE (RJ45/SFP) - - - - - - -
Moptos CX4 Ha 12 [6ut/c - = o o - - _
Mogayneii 10G nop 2 nopta - - - - - - N
Cnotos SFP+ Ha 10 [6ut/c - - - = 5 - -
Cnor dual rate gns SFP+ TpaHcueepa 10G \1G Ethernet SFP - - - - - - -
CoBMeLueHHble KoM6o-nopTbl RJ45 1G|106G /SFP (dual rate) 16106 - - = = - - -
Cnotos QSFP+ Ha 40 [6ut/c - - - - - - _

TMponyckHas cnocobHOCTb KOMMyTUpYtoLeit MaTpuubl (M6uT/c) 56 56 104 104 12.8 12.8 5.6
CKopocTb Nepecbiku nakeTos (MAH nakeTos/c) 42 42 77 77 9,6 9,6 417
Tabnuua MAC-agpecos 16K 16K 16K 16K 16K 16K 16K
IPv6 JIE] JIE] JIE] JIE] Ja JIE] Ja
WHTepdeiic kKoMaHAHOMN CTPOKK, Beb-UHTEpdeiic Ja Ja Ja Ja Ja Ja Ja
iStacking (ynpaBneue yepes oguH IP-agpec) Ha Ha Ha Ha Ha ik} ik}
MopT ynpaBnexus out-of-band Ja Ja Ja Ja - - -
OSPF - - - - - - -
RIPv1,v2 - - - - - - -
CraTuyeckue MapLupyTbl Ja Ja Ja Ja - - -
VRRP Ja Ja ik} ik} - - -
MokpebiBatowee aepeso (STP/MSTP/RSTP) DNa/fal/fa DNa/fal/fa DNa/fal/fa DNa/fal/fa DNa/fal/fa DNa/fal/fa DNa/fal/fa
CucTteMa pesepBHOro NUTaHUs Ja Ja Ja Ja - - -

YnpaBneHue Ka4ecTBoM 06cny>KUBaHUA

Ouepeau NpuopuTeTOB 8 8 8 8 8 8 8
MpuopuTtusaums gaHHbIx (SPQ/WRR/WFQ) Da/fa/ba Da/fa/ba Da/fa/ba Da/fa/ba Da/fa/ba Da/fa/ba Ha/0a/0a
Guest VLAN Ha Ha Ha Ha Ha Ha Ha
Otcnexxusanue IGMP (v1/v2/v3) la la la la Da Da Da
MVR Oa Oa Oa Oa Oa Oa Oa
Mepecbinka kappos Jumbo Ha Ha Oa Oa Oa Ha Ha
DVMRP - - - - - - -
Knaccel o6cnyxusanus 802.1p Oa Oa Oa Oa Oa JiE] [a
MpeobpasoBaHune anHamuyeckoii Tabnuusl MAC-appecos

B cTaTUyeckyto/6nokuposka BTopkeHui Intrusion lock Aa Aa Aa Aa Aa Aa Aa
AyTeHTdMKaLMA Ha ocHoBe 802.1x Oa Oa Oa Oa Oa Oa Oa
TACACS+/RADIUS Ha Ha Ha Ha Oa Oa Oa
DunbTpaLus No cnMckaM KOHTPOSIS AocTyna ansi obecneyeHus

6esonacHocTy (Ha yposHsix L2/L3/L4) Aa Aa Aa Aa Aa Aa Aa
sFlow Oa Oa Oa Oa Oa Oa Oa
CPU Protection Oa Oa Oa Oa Oa Oa Oa
KoHcTpyKTHBHBIE 0cO6EHHOCTH

OTCyTCTBUE BEHTUNSTOPOB - - - - Oa - Oa
|EEE Energy-Efficient-Ethernet Oa Oa Oa Oa Oa - Oa
Fabapusl (Mm) (L x I x B) LLO X 437 x 44 LLO X 437 x 44 440X 437 x b4 440X 437 x b4 438x200x 445  440x330x44 216 x 123 x42
Macca (kr) 7,24 7,44 7,55 8 2,6 43 1,04

N
~o




KomMyTaTopbl Ethernet
CpaBHuTenbHas Tabnaumua xapakTepncTmk

KommyTatop cepumn 2210
Mopgenb
652210-24 652210-24HP GS2210-48 6S52210-48HP m 652210-8HP
Knacc kommyTaTopa YpoBeHb 2 YpoBeHb 2 YpoBeHb 2 YpoBeHb 2 YpoBeHb 2 YpoBeHb 2

AnnapatHoe o6ecneyeHue

CyMMapHoe Konn4ecTso NopToB 28 28 50 50 10 10
Moptos RJ45 Ha 100 M6uT/c = = o - - _
Moptos RJ45 PoE Ha 100 M6uTt/c - - - - - -
Cnotos SFP Ha 100 Méut/c = = g - - -
MopToB RJ45 Ha 1 [6uT/c 24 - A - 8 -
Moptos RJA45 PoE Ha 1 [6ut/c = 24 = 4Lt = 8
Cnotos SFP Ha 1 [6ut/c - - 2

CoBMeLueHHbIX noptos GE (RJ45/SFP) 4 4 4 4 2 2
Moptos CX4 Ha 12 [6ut/c - - - - - -
Mopyneit 10G nop 2 nopta - = = 2 - -
Cnotos SFP+ Ha 10 [6ut/c - - - - - -
Cnotos QSFP+ Ha 40 6ut/c - = o . - -

MponyckHas cnocobHocTb KoMMyTUpYtoLLeit MaTpuubl (M6uT/c) 56 56 100 100 20 20
CKopocTb nepeckinkv nakeTos (MaH nakeTos/c) 41,7 41,7 74 74 15 15
Tabnuua MAC-appecoB 16K 16K 16K 16K 16K 16K
IPvé JIE] Ja Ja Ja Ja Ja
WHTepdeiic kKoMaHAHON CTPoKK, Be6-UHTepdeiic Jda Ja Ja Ja ik} ik}
iStacking [ynpaBnenue yepes oauH IP-agpec) la Da Da Da ha ha

Mopt ynpaenexus out-of-band - - - o - -

MapuipyTusaums/pesepBupoBanue

OSPF - - - - - -

RIP v1,v2 = = = = = =
CraTuyeckue MapLupyTbl - - - - - -
VRRP E - E E E E
MokpoiBatowee pepeso (STP/MSTP/RSTP) Da/fa/ba Da/fa/ba Na/fa/ba Da/Da/ba Da/Da/ba Da/Da/ba

Cuctema pe3epBHOro NUTaHnsA = - - - - =

YnpaBneHue Ka4ecTBoM 06cny>KUBaHUs

Oyepeav NpuopuTeTOB 8 8 8 8 8 8
NMpuoputusaums aanHbIX (SPQ/WRR/WFQ) Da/Da/la Da/Da/la Da/Da/la Da/la/la DNa/Da/lla Da/la/fa
Guest VLAN ik} Ja Ha Oa Oa Oa
Otcnexwusanue IGMP (v1/v2/v3) na na na Na Na Na
MVR Ja Ja Ja Oa Oa Oa
Mepechbinka kappos Jumbo Ja ik} Ja Ja Ha Oa
DVMRP - - - - - -
Knaccel o6cnyxuBanus 802.1p JIE] Ja Ja Ja Oa Oa

BesonacHocTb

‘

EETaTﬁuecxle/ﬁn;KMposka 5:;;);%“% Intmgi%—na&e:ekcoa fa fa Ha Ha Ha Ha
AyTeHTUdUKaLums Ha ocHoBe 802.1x JIE] JIE] Ja Ja Ja Ja
TACACS+/RADIUS Ha Ja Ja Ja ik} Ha
Al S R o ha ha ha ha ha ha
sFlow - - - - - -
CPU Protection Oa Ja JIE] Ja Ja Ja

KoHcTpyKTUBHBIE 0co6eHHOCTH

OTCyTCTBUE BEHTUNISITOPOB Oa - - - Ha -
|EEE Energy-Efficient-Ethernet Oa Oa Ja Ja Ja Ja

Dusnyeckue xapaKTepucTukn

[rl_auﬁzpr“;‘g][””] 441 x 131 x 44 440 x 330 x 44 440 x 200 x 44 440 x 330 x 44 250 x 150 x 44 330 x 230 x 44
Macca (kr) 2,62 4,79 3,04 513 1,43 2,7

w
o



KoMmMyTaTopbl Ethernet
CpaBHuTenbHasa Tabavua xapakTepmucTmk

KommyTaTop cepuu 1920 KommyTatop cepum 1910
Mogenb

XS1920-12 GS1920-24 GS1920-24HP 651920-48 GS1920-48HP XGS1910-24 XGS1910-48

Knacc kommyTaTopa WHTennekTyanbHbl
CyMMapHoe Konn4ecTso NopToB 12 28 28 50 50 26 52

Moptos RJ45 Ha 100 M6uT/c - - - = = o -
MopToB RJ45 PoE Ha 100 M6uT/c - - - - - - -

Cnotos SFP Ha 100 M6ut/c - - = o . - -
Moptos RJ45 Ha 1 T6uTt/c - 24 - J7A - 20 4t
Mopt 1000Based-T/10G Based-T 10 = - - - - -
MopToB RJ45 PoE Ha 1 M6ut/c - - 24 - 4h - -
Cnotos SFP Ha 1 [6ut/c - - - 2 2 - -
CoBMeLueHHbIX nopTos GE (RJ45/SFP) - 4 4 4 4 4 4
Moptos CX4 Ha 12 [6ut/c - = = = - - -
Mopyneit 10G nop, 2 nopta - - - - - - -
Cnot dual rate gns SFP+ TpaHcusepa 106 \1G Ethernet SFP 2 - - - - 2 4
Cnotos QSFP+ Ha 40 [6uT/c - - - - - - -
IMponyckHasi cnocobHocTb KoMMYTUpYtoLLeit MaTpuubl (M6uT/c) 240 56 56 100 100 88 176
CKopocTb nepecbiiki naketos (MnH naketos/c) 178,6 41,7 41,7 74 74 65,5 131
Tabnuua MAC-appecos 16K 16K 16K 16K 16K 32K 32K
IPvé Ja Ja Oa Oa Oa Oa Ja
WHTepdeic koMaHaHOI cTpoku, Be6-uHTepdeiic -/ha -/Da -/Da -/ha -/ha -/ha -/0a
iStacking (ynpaBneHve yepes oaut IP-agpec) Ja Ja Ja Ja Ja Oa Oa

MopT ynpaBnexus out-of-band - - - = = - -

MapuipyTusaums/pesepBupoBanme

0SPF - - - - - - -
RIP v1,v2 - = = = = - -
CraTuyeckue MapLupyTbl - - - - - -
VRRP - - = o = - -
Mokpeisatowee aepeso (STP/MSTP/RSTP) Da/Dalla Na/Dalfa IEVIEVAIES IEVIEVAIES Na/fal/ba DNa/fa/ba DNa/la/ba

Cucrema pe3epBHOro NUTaHus - - - - - - =

YnpaBneHue Ka4ecTBoM 06cny>KUBaHUA

Ouepeav npuopuTeToB 8 8 8 8 8 8 8
Mpuroputnsaums gaHHbix (SPQ/WRR/WFQ) Da/fa/la Da/Da/la Da/Da/la JIEVIEVIES JIEVIEVIES DNa/fa/fa DNa/fa/fa
Guest VLAN Ja Ha Ha Oa Oa Na Na
OtcnexusaHme IGMP (v1/v2/v3) Da Ha Da it} fla fla la
MVR Ja Ja Ja Oa Oa Oa Oa
MNepecbinka kappos Jumbo Ja Ja Ja Oa Oa Oa Oa
DVMRP - - - - - - -
Knaccbl o6cnyxuanus 802.1p Ja Ja Ja Ja Ja Ja Oa
Ercrawlruecmx;g;lﬁigmpoaka a::;xzzgﬂmzltméﬁaﬁﬁiicoa fa Ha Ha Ha Aa - :
AyTteHTdMKaLMA Ha ocHoBe 802.1x Ja Ja Ja Ik} Ja Ja Ja
TACACS+/RADIUS Na la la la la la la
s SR o s o po o so s s s
sFlow - - - - - - -
CPU Protection Oa Oa Oa Ha Ha = =

KoHcTpyKTUBHbIE 0cO6EHHOCTH
OTCyTCTBME BEHTUNSATOPOB - Oa - - - - -

|EEE Energy-Efficient-Ethernet Oa Oa Oa Oa Ja Da Da

®u3mnyeckmue xapaKTepUCTUKN
Fa6aputel (MM) (L x T x B) 441 x 131 x b4 441 x 131 x b4 440 x 330 x 44 440 x 200 x 44 440 x 330 x 44 430x 180 x 44 430 x 250 x 44
Macca (kr) 4,2 2,17 4,79 3,04 5,13 2,1 31




KomMyTaTopbl Ethernet
CpaBHuTenbHas Tabnaumua xapakTepncTmk

KommyTaTop cepuu 1900
Mopgenb
GS1900-8 GS1900-8HP 651900-16 GS1900-24E 6S1900-24 GS1900-24HP GS1900-48 GS1900-48HP

Knacc kommyTaTopa WHTennekTyanbHbl

AnnapatHoe o6ecneuyeHue

CyMMapHoe Konn4yecTso NopToB 8 8 16 24 26 26 50 50
Moptos RJ45 Ha 100 M6uT/c - - B o o - - _
Moptos RJ45 PoE Ha 100 M6uTt/c - - - - - - - -

Cnotos SFP Ha 100 Méut/c - B - = - - - -
Moptos RJ45 Ha 1 T6ut/c 8 - 16 24 24 - 48 2%
MopToB RJ45 PoE Ha 1 M6ut/c - 8 - = o 24 - 24
Cnotos SFP Ha 1 [6ut/c - - - - 2 2 2 2

CoBMeLueHHbIx noptos GE (RJ45/SFP) - - = = = - - _
Moptos CX4 Ha 12 [6ut/c - - - - - - - -
Mopyneit 10G nop 2 nopta - - - = = 2 - -
Cnotos SFP+ Ha 10 [6ut/c - - - - - - - -
Cnotos QSFP+ Ha 40 [6ut/c - - = = & 5 - -

MponyckHas cnocoBHOCTb KOMMyTUpYtoLLeit MaTpuLbl (MBuT/c) 16 16 32 48 52 52 100 100
CKopocTb nepeckinku nakeTos (MaH nakeTos/c) 11,9 11,9 23,8 35,7 39 39 74 Tk
Tabnuua MAC-appecos 8K 8K 8K 8K 8K 8K 8K 8K
IPvé JIE] Oa Oa Ja Oa Ha Ja Ha
WHTepdenc KoMaHaHOI CTPokM, Be6-nHTepdeic -/ha -/ha -/ha -/ha -/ha -/0a -/ha -/ha

iStacking (ynpaBnetve yepes oguH IP-agpec) - - - - - - - -

Mopt ynpaenexus out-of-band - - - - o o o -

MapuupyTusauus/pesepenposaHue

OSPF - - - - - - - -
RIPv1,v2 = - = = = = = =
CraTuyeckve MapLupyThl - - - - - - - -
VRRP - - - - - - - -
Mokpbisalowee aepeso (STP/MSTP/RSTP) [Jla/Da/fla Na/Da/fa Da/ha/fa [lla/Da/lla Da/ha/fa la/Pa/lla [La/Pa/lla Da/fa/fa

Cuctema pe3epBHOro NUTaHUA = - - - - - - =

YnpaBneHue KkayecTBoM o6cny>KuBaHus

Oyepeav npuopuUTeToB 8 8 8 8 8 8 8 8
MpuopuTnzauns aaHHbIx (SPQ/WRR/WFQ) Da/-/Da Da/-/ha Da/-/ha Da/-/Da Da/-/ha Da/-/ha Da/-/0a Da/-/ha
Guest VLAN Oa Oa Ja Oa Ja ik} Oa Ja
Otcnexknsanue IGMP (v1/v2/v3) Ja Da iE] na a JIE] Da Da
MVR - - - - - - - -
Mepecbinka kappos Jumbo Oa Oa Ja Oa ik} Ja Oa Ja
DVMRP - - - - - - - -
Knaccel o6cnyrkmanmus 802.1p Oa Ja JIE] Oa Ja Ja Oa Ja
MpeobpasosaHue f Koii Tabnuusl MAC-appecos B ~ ~ _ ~ ~ ~ N ~
cTaTnyeckyto/6nokuposka BTopxeHuit Intrusion lock

AyTeHTUdUKaums Ha ocHose 802.1x Oa Ja Ja Oa Ja JIE] Oa Ja
TACACS+/RADIUS -/ba -/Pa -/Da -/ha -/Da -/ha -/ha -/ha

®unbTpaLms Mo cnvckaM KOHTPONs AOCTyna Ans obecnieyeHns
6e3onacHocT (Ha ypoBHsix L2/L3/L4)

sFlow - - - - - - - -
CPU Protection - - = o - - - -

KoHcTpyKTMBHbIE 0cO6EeHHOCTH

OTCyTCTBME BEHTUNSTOPOB Ja Ja Ja Ja Ja - Oa -
|EEE Energy-Efficient-Ethernet Ha Ja Ja Ha Ja Ja Oa Jda

®Dusnyeckue XxapaKTepucTUkn
Fabaputbl (MM) (LU x T x B) 250x 104x27 250x 104x27 216x133x44 267x162x 44 440x131x 44 440x310x 44 440 x 200 x 44 440 x 330 x 44
Macca (kr) 0,65 0,66 0,97 1,56 2,09 4,03 2,9 4,24



KoMmMyTaTopbl Ethernet
CpaBHuTenbHasa Tabavua xapakTepmucTmk

KommyTatop cepum 1100
Mopgenb

GS1100-8HP m GS1100-24 ES1100-8P ES1100-16P m ES1100-24E ES1100-24G

Knacc kommyTaTopa Heynpasnsiembiit

AnnapatHoe o6ecneyeHue

CyMMapHoe Konn4yecTBo NopToB 8 16 26
Moptos RJ45 Ha 100 M6uT/c - B =

Moptos RJ45 PoE Ha 100 M6ut/c - - -

Cnotos SFP Ha 100 Méut/c - B = a - - - -
MopToB RJ45 Ha 1 T6uT/c 4

Moptos RJ45 PoE Ha 1 [6ut/c 4 - = = 5 = - -

Cnotos SFP Ha 1 [6ut/c - - 2 - - - - -

CoBMeLueHHbIx noptos GE (RJ45/SFP) - - = = - - - 2

Moptos CX4 Ha 12 [6ut/c - - - - - - - -

Mopyneit 10G nop 2 nopta - - - = 2 = - -

Cnotos SFP+ Ha 10 [6ut/c - - - - - - - -

Cnotos QSFP+ Ha 40 [6ut/c - - = = . & - -

MponyckHasi cnocobHocTb KoMMYTUpYtoLLeit MaTpuubl (M6uT/c) 16 32 52 1.6 3.2 3.2 4.8 8.8

16 24 24

N~ B

CKopocTb nepeckinkv nakeTos (MaH nakeTos/c) 11,9 23,8 38,7 12 2,4 2,4 3,6 6,6
Tabnuua MAC-appecos 8K 8K 8K 1K 8K 8K 8K 8K

Ynpasnenune

IPvé - - - - - - - -
WHTepdeiic komanaHOM cTpokK, Be6-uHTepdeiic - - - - - B 5 -
iStacking (ynpaBnetue yepes oguH IP-agpec) - - - - - - - N

MopT ynpaBnexus out-of-band - - = = = - - -

MapuupyTusauus/pesepeuposaHue

OSPF - - - - - - - -
RIP v1, v2 - - B B - - - .
CraTnyeckue MapLupyThl - - - - - - - -
VRRP = - = - - - - -
MoxpeiBatowee aepeso (STP/MSTP/RSTP) - - - - - - N _

Cuctema pe3epBHOro NUTaHUA = - - - - - - =

YnpaeneHue Ka4ecTBoM ob6cny)KMBaHUs

Ouepeau Np1opuTETOB 4 8 8 4 8 8 8 8

Mpuroputnzaums aaxHbix (SPQ/WRR/WFQ) = = = = = = = =

Guest VLAN - - - - - - - -

Otcnexxusatme IGMP (v1/v2/v3) = o ° o = o o =

MVR - - - - - - - -

Mepechbinka kappos Jumbo Ja Oa Ja - - Oa Ja -

DVMRP - - - - - - - -

Knaccbl o6cnyxuanus 802.1p Ja Oa Ja Ja Ja Oa Ja Ja

BesonacHocTb

Npeobpazosanue AnHamnyeckoi Tabnnusl MAC-aapecos
B cTaTUyeckyto/6nokuposka BTopkeHui Intrusion lock

AyTeHTUdMKaLums Ha ocHoBe 802.1x - - - - - B 5 -
TACACS+/RADIUS - - - - - - - -

DunbTpaLma Mo CNMCKaM KOHTPONSA [oCTyna Ans obecnedeHns
6esonacHocTy (Ha ypoBHsix L2/L3/L4)

sFlow - - - - - - - -

CPU Protection - - = = = - - -

KoHcTpyKkTUBHBIE 0co6eHHOCTH
OTCyTCTBUE BEHTUNSTOPOB Ha Ha JIE] JIE] - Ha JIE] Ha
|EEE Energy-Efficient-Ethernet - Ha Ha JIE] Ha Ha Ha =

®Dusnyeckue XxapaKTepucTUKu
Fabaputbi (MM) (LU x T x B) 210x104x27 215x133x42 441 x131x4s  262x184x 41  262x184x41  216x133x42  267x162x42 441 x131x 44
Macca (kr) 1,0 1,0 2,0 1.4 1,7 0,77 1,28 1,5
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BecnpoBogHble nokanbHble cetn Wi-Fi
BesepeHue

PelleHna ZyXeEL ong
becnpoBOAHbIX JIOKANIbHbIX CETEW

OnTuManbHoe peweHune gns KoHuenuum BYOD

Bce bonblue niope ncnonb3ytoT Ha paboTe IMYHbIe YCTPOUCTBa
¢ nopnepxxkon Wi-Fi, Takne kak cMapTPOHbI, MNaHLWeTHble
KOMMblOTEPbI U HOYTOYKW. 3Ta HoBas TEHAEHLMS, MoNyYmBLIas
HassaHwve BYOD («npuHecK cBoe yCTPoONCTBO»), CTaBUT nepeq,
BecnpoBoAHbIMW KOPMOPaTUBHBLIMU CETAMU HOBbIE NPobieMsl,
CBSI3aHHbIE CO CTabUABbHOCTLIO, EMKOCTBIO U He30MacHOCTbIO.
Mpennpusatnam TpebytoTcs peLleHns ais nocTpoeHns becnpoBoAHbIX
JIOKanbHbIX ceTel, KoTopble yunTbiBanu bbl koHuenumo BYOD u
NO3BONIAN CMPABUTLCS C HOBbIMU Npobnemamm BesonacHocTy,
obnapas nNpv 3ToM JOCTaTOYHOW EMKOCTbIO ANS YLOBIETBOPEHUS
pacTyLmx notpebHocTen B 6eCnpoBogHbIX MOAKIOUYEHUSIX.

PocT nonynsipHocTv nnaHLWEeToB He Tonbko B 6U3Hec-cpefe,

HO v B 0bpa3oBaTeNbHOM CEKTOpE, FAe CTYAeHTbl UCMOb3YHT

UX B Ka4ecTBe LndpOoBbIX TETPAAEN, MOPOXKAAET MHOXKECTBO
npobnem ans cywectayowmnx nHdpactpyktyp Wi-Fi.

CTpeMsicb HalTK pelueHuns ansa 3Tux npobnem, komnaHwsa ZyXEL
npeacTaBnseT NnMHeky pewwennin Smart WLAN, cnocobHbix
YOOBNETBOPUTH HACYLLHbIE NOTPEBHOCTM KNneHToB. PelleHns
Smart WLAN no3BonsitoT ynpocTuTb NpoLecc LuMpokoMacLuTtabHoro
pa3BepTbiBaHWS TOYEK AOCTYNA, X HACTPOMKK, yipaBieHus

1 MOHWUTOPUHTA, COKPATUTbL TPYA03aTPaThl Ha NOALEPXKKY U1
YMeHbLUWTb KONIM4ecTBO TesledoHHbIX 0bpalleHnii B ciyxby
noAnep>kn bnaropaps NMHelke BbICOKONPOU3BOANTENbHbIX,
0TKa30yCTOMNYMBBIX ToYek focTyna. C Apyroi CTOpOHbI, IMHenKa
KOHTpOIIepoB BeCrnpoBOAHbIX CETEN, BXOAALLAN B pelleHne
Smart WLAN, npeTepnena naMeHeHus He TONbKO C TOYKM 3peHust
06HOBNIEHWS aCCOPTUMEHTA KOHTPOJIIEPOB, HO U C TOYKMN 3peHUs
MHTerpaLmmn GyHKLMA KOHTPOANEPOB B YHUOULMPOBAHHbIE
LieHTpbl 6e30MacHOCTU M YHUULIMPOBAHHbIE LLTIO3bI JOCTYNa.

Pa3Hoobpa3une BapMaHTOB BHeApeHUS,
HenpeB30MAEHHasA NPOU3BOAMUTENbHOCTD

MonHbIN MofenbHbIN paf Todek J4oCTyna AN becnpoBofHbIX ceTel,
npepnaraembln ZyXEL, BkitouaeT B cebst aBTOHOMHbIE TOUKM JOCTYNa

cepwuii Unified n Unified Pro, ynpaBnsieMble ¢ NOMOLLbIO KOHTPOIEPOB

1 crocobHeble ynoBneTBopuTh Ntobbie noTpebHocTn Ntoboi
MHpacTpykTypbl. Hanuune y Touek goctyna, npepnaraemoix ZyXEL,
pa3HoobpasHbix popM-dakTopoB, NpeLyCcMaTPMBAIOLLMX YCTaHOBKY
Ha MOTOJIKe, Ha CTEHE U laxe BHe NMOMeLLeHUI, 0TKPbIBAEeT LUMPOKUe
BO3MOXHOCTM A5 paclUMpeHns 30Hbl NokpbiTus ceten Wi-Fi.

Mpu co3paHmm Touek poctyna ZyXEL ana becnpoBogHbIxX
NOKanbHbIX CETEN NMPUMEHSIOTCS CaMble NepeoBble TEXHOMOMK
BecnpoBoAHO CBA3M, NO3BONSIOLLME 0BECNeYnTb CKOPOCTb
repeaayy faHHbIX, 30HY MOKPbITUS U eMKOCTb, COOTBETCTBYIOLLIME
TpeboBaHWAM HOBOIO MOKOJIEHWS YCTPOWCTB U MPUSIOKEHWNIA
Wi-Fi. Toukun goctyna ZyXEL, cooTBeTCTBYlOLLME CTAaHAAPTY
cnenytouero nokoneHus 802.11ac, obecneunBaioT cKOpoCcTb
nepeaayv faHHbIx no 6ecnpoBOfHbLIM KaHanaM Ha ypoBHe

1 F6ut/c n bonee - B 3 pasa GbicTpee, 4eM COMIACHO CTaHAApTy
802.11n, - co3pnaBasi Takum obpa3om ycnosus ansa bonee bouicTpon

1 bonee HafexxHol paboTbl nonb3oBaTener B becnpoBofHOM ceTu.
[lByxamana3oHHble MOAENW C LBYMsi pafvoMoynsiMu obecneynBsatoT
cBA3b B Arana3oHe 5 [Ty, yTo No3BonseT pelunTsb NpobnemMbl
€MKOCTV ¥ MOMeX NpU nepefaye CUrHana B Neperpy>KeHHoM
Avana3soHe 2,4 [Ty, 311 Mogenu, Takum obpa3om, obecneumnsatot
OMTMMasbHbIN BapuMaHT paclumpeHmnst 3oHbl nokpbiTusa Wi-Fi.

ABTOHOMHbIE TOYKM foCTYNa

ABTOHOMHBIe To4km pocTyrna ZyXEL cepum NWA1000
nheanbHO NOAXoAsT ANt Hebonblmx becnpoBoAHbIX
ceTeil; OHW OT/IMYAIOTCS BbICOKOM CKOPOCTHIO, MPOCTOTON
B HacTpoiike 1 BeCbMa NpuBeKaTeNnbHON LeHoit. Cepus
Takxe BK/toYaeT B cebs HU3KonpoduibHbIE MOy 4ist
Masno3aMeTHOro MOHTaXa Ha NoTOosIKE MU B CTEHaX.

Toukwu poctyna cepuum Unified

Bnarogaps aBToHOMHO/ynpaBnseMoi apxuTeKkType Tmna

2-B-1 Touku goctyna cepun Unified ot ZyXEL obecneunBatot
BbICOKYIO MMBKOCTb NPU pa3BepTbiBaHWMK b6ecnpoBOfHbIX CeTe.

Ha nepBoM 3Tane nosb3oBaTeNn MOryT MCMOMIb30BaTb TOUKY
[0CTyna B aBTOHOMHOM pexuMe, a 3aTeM, Mo Mepe pocTa crnpoca
Ha ycnyrv Wi-Fi, nepeBecT ee B pexxum ynpasieHWs C MOMOLLb0
KOHTponnepa. PacTylune koMnaHum MoryT 6e3 npobnem yBennymnto
KOJIMYeCcTBO Touek B CBOe becnpoBoAHOM MHGPaCTPyKType

10 512 c nomotybto koHTposniepa WLAN NXC5500.

——\
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BecnpoBoaHbie nokanbHble ceTn Wi-Fi
BeeneHue

Toukwu poctyna cepuum Unified Pro

Bnaropaps cBoe yH1KanbHON KOHCTPYKLMK 3-B-1, TOUKM

poctyna ZyXEL cepun NWA3000-N Unified Pro npegnaratot
UCKJTIOYMTENBHYIO YHUBEPCANbHOCTb W 3aLLUTY MHBECTULWA.

OHu MoryT paboTaTb B kKayecTBe aBTOHOMHOW TOYKM [OCTYNa,
yrnpaBasieMoi To4KM AOCTyNa UK KOHTponiepa To4ek AoCTyna,
OCYLLeCTBNISS yNpaBeHne MakCMMyM 24 [ipyrMun TOUKaMu JocTyna.

MpocTtoTa ynpaBneHus 6ecnpoBoAHOI NOKaNIbHO CETbIO

ZyXEL npepnaraeT ceputo KOHTPONIepoB BeCnpoBOAHbIX ceTen,
KOTOpble MO3BONSIOT YAOBNETBOPUTL CaMble pa3HoobpasHble
TpeboBaHus k becnpoBogHON MHPPACTPYKTYpe — HauMHas oT
ceTei ANt Manoro BusHeca v 3akaH4MBas CETAMM KPYMHbIX
npeanpuaTi 1 rpynn 3aanuii. Kontponnepsl becnposopHoii
cetu cepun NXC ot ZyXEL peanusyioT paclumperHble GpyHKLMK
ynpaBneHus becnpoBofHbLIMU CETSMM, NOAAEPXKMBAIOT r’Mbkme
peXuUMbl Nepechiki TpaduKa 1 NpeanaratoT Bce HeobxoanMmble
WHCTPYMEHTbI 419 YIpaB/eHUs roCTeBbIMU MOb30BaTENSAMMY,
obecneynBasi rOTOBHOCTb KOMMaHWUIA M opraHu3auuii k ape BYOD
(«Bring Your Own Device», «NpuHecK CBOe YCTPONCTBO).

MpocToTa pa3sepTbiBaHus ceten Wi-Fi

ZyXEL npepnaraet 6ecnnaTHble yTUANUTbI, NO3BOASIOLLME
obecneynTtb BbICTPOE 1 Nerkoe nnaHMpoBaHue,
pa3BepTbiBaHWe U HacTpoiiky ceTein Wi-Fi.

ZyXEL Wireless Optimizer

MpakTnyHbIN, 3 dEKTUBHBIN U NPOCTON B UCMOAb30BaHWUN
MHCTPYMEHT, KOTOPbIV MOMOraeT B PeLLEeHUN PasfINyHbIX
3afiay, HauyMHas oT NiaHMpoBaHUs becrpoBoOfHbIX ceTeil 1
3aKaH4MBasi MOHUTOPUHIOM NPOU3BOAMUTENIBHOCTY CETU.

ZyXEL AP Configurator

MHCTPYMEHT L1 LEHTPaNN30BaHHOMO KOHGUIYpUPOBaHHUS
rpynnbl 6ecnpoBofHbIx Tovek foctyna ZyXEL, ocHoBaHHbIN
Ha KOHLEMNLMM Nonb30BaTeNbCKUX Npoduient.




BecnpoBogHble nokanbHble cetn Wi-Fi
KoHTponnepbl becnpoBogHOM IOKANIbHOM CETU

e ABToMaTMyeckoe KOHOUTypupoBaHue 1
LLeHTpanu“3oBaHHoe ynpaBfeHne 3HaYnTeNbHbIM
KONMYeCcTBOM Touek gocTyna (mo 512)

e [lepepnoBas TexHonorusa ZyMESH, obneryatoulas
yCTAHOBKY To4eK [0CTyna 1 paclunpeHne becnpoBoiHbIX
NloKanbHbIX ceTen

X
[ o

\ebisibisehii bk

NXC5500
6 nopToB GbE RJ-45, 2 nopta USB

MpeumMylecTBa

Mopgenb NXC5500 ot ZyXEL npeacTaBnsieT coboit BbICOKONPON3BOAUTENbHBI,
YHUBepCcabHbIi KOHTPoNep 6ecnpoBoAHON JI0KambHOI CETH, KOTOPbINA obecneynBaeT
LieHTpanu30BaHHoe ynpaseHve 6obLIMM KONMYeCTBOM Todek focTyna (go 512).
Kontponnep NXC5500 npegnaraet Takue paclumpeHHble GyHKLMM yripaBieHuns
6ecnpoBoaHbIMY NoKabHbIMK ceTsMu, kak ZyMESH 1 aBToMaTuyeckoe ycTpaHeHue
HeMCrpaBHOCTEN, PEXUM TYHHENMPOBAHUSA U pacnpefeneHHbI PeXM Nepecklku
TpaduKa 1 KOMMeKCHble CpeAcTBa ynpasneHus roctebiMu cetamu. NXC5500 ynpotaet
pa3BepTbIBaHWe CETeil 1 NO3BONSIET CO3/}aBaTh 0TKA30yCTONUMBbIE, BbICOKOKAYECTBEHHbIE
6ecnpoBoaHble ceT bonbLLoro pasMepa, UMetoLLye pacnpeaeneHHyio CTpYKTypy.

ABTOMaTH4ecKoe ycTpaHeHne HeucnpaBHocTel B 6ecnposoaHom cety (auto-healing)

Kontponnep 6ecnposopHoit cetn NXC5500 ot ZyXEL nogaepxusaet «auto-healing» -
dyHKUMIO 0becreyeHns BbICOKOI JOCTYMHOCTY becnpoBofHO IoKanbHOM ceTu, KoTopas
aBTOMaTMyecky BbisiBNAET cbou B paboTe Touek AOCTyNa U KOMMEHCUPYET UX 3a CHeT
YBENMYEHNs 30HbI NOKPLITUS COCeAHMX Touek goctyna. PyHkums «auto-healing»
npepamnonaraeT nepuofnYeckoe ckaH1poBaHue becnpoBoaHOI I0KabHO CeTU.

TMpy 0BHapy>eHnM HeMcrpaBHOM TOUKM LOCTYNa COCEAHME TOUKM OCTYNa yBENNYMBAIOT
BbIXOJHYIO MOLLHOCTb [151 NOKPbITUSt MEPTBOI 30HbI B 6ecnpoBoAHO ceTu.

9Ta uHTenNekTyanbHas yHKLMs obecreynBaeT HenpepbIBHOCTL NPeA0CTaBAEHNS yCiyr
B BecnpoBogHoi ceTv npu cboe Toyek [ocTyna, MUHUMU3NPYET 3GGEKT OT OTKITIOYEHUS
TOYeK [OCTyNa U yBENNYMBAET ypOBEHb AOCTYNMHOCTY BeCnpOBOAHOM CETU.

b npocroe ynp Hue 6ecnpoBopHoO# ceTbio 6naropaps ZyMESH

KoHtponnep 6ecnposogHoii cetn NXC5500 ot ZyXEL nopaepxusaet pyHkumio ZyMESH,
KoTopast ynpoLLaeT pa3BepTbiBaHne HecrnpoBofHbIX CETel B Tex MecTax, rae npokiagka
Kabeneit HEBO3MOXHa MW CTOUT HegonycTMo foporo. PyHkums ZyMESH nossonset
NoAKYaTh ABe W bonee NMoHOCBA3HbIX TOYEK AOCTyMa Mo 6ecnpoBOAHOMY KaHasy K
KOPHEBOW TouKe JOCTyNa, NOAKIYEHHO C MOMOLLbI0 Kabens, Ans pacluvpeHus 30HbI
NoKpbITUS HeCnpoBOHON CeTH B Tex ToYKax, re oTcyTcTBytoT kabenu Ethernet. ZyMESH
M03BOJISIET COKPATUTb CPOKM W YAELIEBUTL CTOUMOCTb Pa3BepTbiBaHWS 6eCnpoBOAHbIX
ceTel, NockoNbKy He TpebyeT Hanuuvs NpoBoAHOM MHdPaCTPYKTypbl. [onb3oBaTenu MoryT
YCTaHOBWTb N0 TexHonoruy Mesh Touku fOCTyna TaM, FAe ecTb 3NeKTPOnuTaHue, - 3To AaeT
TMBKOCTb, HEOOXOANMYIO AN YYULLIEHWS 30HbI MOKPBITUS U eMKOCTU CETW B COOTBETCTBUM
¢ TpeboBaHusiMu KoHuenuumn BYOD.

JlnueHsum pna 6ecnpoBoAHON NOKANIbHOW CETH

2 meemew® |

NXC5500

KoHTponnep becnposogHom
noKanbHOW ceTu

[Mbkoe 1 oTANYHO MaCLLITaGVIpyeMOG peweHune

AN 6ecnpoBOAHbIX CETeN NpeanpuUaTUi
CpeAHero v KpyrnHoro pasMepa

PacwwupeHHoe ynpaBneHne pagnoyacrotaMu ¢ GyHKUMeN
aBTOMaTMYeCKOro yCTpaHeHms HencnpaBHoCTel

[nbkune cpencTsa nepeckbiikv Tpaduka B TYHHENBHOM U
pacnpefeneHHoOM pexxmnMax

KoMnnekcHble MHCTPYMEHTbI YNpaBieHns rocTeBbIMY
CeTaMMN U CpefcTBa AeTaNn3npPOBaHHOMO yNpaBieHns

OOCTYyMnom

XapaKTepucTuKu
CeteBble uHTepdenchbl

MopAepXKka ynpaensieMbix
Touek gocTyna

YnpaBneHue
6ecnpoBoAHbIMM CETAMU

AyTeHTMdUKauums

BesonacHocTb
CeteBble GpyHKLMU
CpepcTBa ynpaBsneHus

McTouHMK nuTanus

6 noptos 10/100/1000BASE-T

RJ-45, 2 nopta USB

[Mo yMonyaHuto noffepxvBaeT 64 Touku foctyna u go 512
6ecnpoBoaHbIX To4ek [oCTyna B ciiyyae 06HOBNEHNS
NNLEH3MIA

ZyMESH ¢ HeckonbkuMu ngeHTdukatopamu SSID v ceTamu
VLAN, aBToMaTHyecKoe ycTpaHeHWe HencnpaBHocTe
(auto-healing), CAPWAP ans aBToMatiyeckoro
obHapy>xeHust U KoHGUryprpoBaHwus becrnpoBoAHbIX

ToYeK [0CTyna, AMHAMUYeCKUi BbIGOp KaHanoB, Moporosoe
3HayeHwe Ans knueHToB RSSI, 6anaHcupoBka Harpysku
TOYeK [J0CTyNa, OCHOBHOM M Pe3epPBHbI KOHTpOsNepbI

LS pe3epBUPOBaHWS, YNIPaBAEHWe YaCTOTHbIMU
[AvanasoHamu

|IEEE 802.1x, Microsoft AD, LDAP, ayTeHTudMKaLms

no MAC-appecaMm, BcTpoeHHbiIit cepsep RADIUS,
HacTpanBaeMblii BCTPOEHHBII 1 BHelwHWi Captive Portal,
rocTeBble yYeTHble 3anucu (anHamuyeckve)

BbisiBNieH1e MOLLIEHHUYECKMX TOYeK [OCTYyNa, Sokanu3aLms
1 U30/1SILMS MOLLEHHUYECKWX TOYeK 0CTyna,

MEeXCEeTeBO 3KpaH

VLAN, knuenT/cepsep/petpatcnstop DHCP, Tpancnsums
ceteBbIx appecos (NAT), cTatuyeckas

MapLUpyTU3aLus, MapLUPyTU3aLMs Ha OCHOBE MOUTUK
WHTepdelic ynpaBneHus KOMaHLHOW CTPOKY C NOAAEPXKKOA
SSH, rpaduyeckuit Beb-uHTepdeiic ¢ noaaepxkoit SSL,
SNMP v1/v2c/v3, ynpaensitowmi VLAN, cucTeMHBIN XXypHai
100—240 B nepem. Toka, 50—60 'y

3newent omecause |

MacwrabupyeMocTb
ynpaBnsieMbiX TOYeK A0CTyna

ZyMESH

[lns yBenuyeHus yvcna Touek JOCTyna, KOTOPbIMU MOXHO YNpaBAsTh ¢ noMollbto KoHTponnepa NXC5500, HeobxonuMo npuobpecty nuueHsmo
NXC5500 Managed AP License Ha 8 unu 64 Toukn goctyna. MakcMmanbHoe 4ncio NoaAepXKMBaeMblX ynpaBisieMblx Touek Aoctyna — 512.

3Ta NMLEH3MS NO3BONSET UCMONb30BaTh GyHKUMIo ZyMESH Ha KoHTponnepe NXC5500, obecneunBas noanepxky HEOrpaHUYEHHOro Yncna
KOPHeBbIX To4eK flocTyna st becnpoBopHbIx Mesh-uHdpacTpykTyp.



e YnpasneHue 6oabWKUM YncaoM Todek goctyna (go 240)

M LeTann3vpoBaHHOe pa3rpaHnyeHne [OCTyna
LleHTpanusoBaHHoe ynpaBneHvie becnpoBofHbIMU CETAMMY
Y MX aBToMatnyeckoe KOHGUrypnpoBaHme

[MbkocTb, 0bycnoBneHHas NoaAaep>KKomM Kak
pacrnpefefnieHHown, Tak U TYHHeNbHOW nepefadeit JaHHbIX

NXC5200

KoHTponnep 6ecnpoBogHoi cetu, 4 nopta RJ-45 Gigabit Ethernet

MpeumMyllecTBa

3awumTa Ha rpaHuue 6ecnpoBOAHON CETH, YCTPaHAIOLLANA YTPO3bl OT MOGUIIbHBIX
YCTPOMCTB

KoHTponnep becnposopHoii cetn NXC5200 ot ZyXEL 1 ynpaBnsieMble Touky focTtyna
MoMOraloT OpraHu3aLysM 1 NpeanpuUITUSAM CNPaBUTLCS C yrpo3amu besonacHocTn
Aanga 6eCI'IPOBOFI,HOIZ ceTn, 06yCJ10EJ'IeHHbIMVI ncnoNb3oBaHUEM B KOpI'IOpaTVIBHOIZ cpene
COBCTBEHHbIX YCTPOVCTB COTPYAHYMKOB (KoHuenuus BYOD). KonTpornnep cnocobeH
33LLUMTUTL KOPMOPATUBHBIE CETU U UX PECYPChl OT Yrpo3, CBA3aHHbIX C NOAKIIOYEHHBIMM
Kk MIHTepHeTy ycTpoicTBaMM, C MCMO/b30BaHWEM CTaHAAPTHOM ayTeHTUdMKaLMK

no npotokonam WPA/WPA2-Enterprise 1 pasnunyHbiM KOHGUIypaLmsiM Ha 0CHOBE
pacLumpsieMoro npotokona ayTeHTudukaumm (EAP). BctpoeHHbIi B KoHTponep
6ecnpoBoaHoi nokanbHoit cett NXC5200 MedxkceTeBoi 3KpaH C KOHTPONEM COCTOSHNS
coeauHeHuit (SPI) uccnepyeT noToku AaHHbIX M 0T6PAChIBAET MOCTOPOHHME MaKeTbl OT
YCTPOCTB ¢ MOBUABbHBIM NopKodeHneM k MHTepHeTy. Mprobpeterne ans NXC5200
OMLVOHANbHBIX IMLEH3WI Ha aHTUBMPYCHbIE GYHKLIMM 1 GYHKLIMN 0BHapYXeHWs

¥ NpedoTBpaLLeHus BTopxeHui (IDP) nossonsieT foBUTLCA MaKCMasbHOTO YPOBHS
3aLLMTBI Ha rpaHuLie 6ecrnpoBoAHON ceTu.

mbkas nepecbinka Tpaduka B peXXMMax TYHHESIbHON U pacnpefesieHHol nepefayu
KorTponnepom ZyXEL NXC5200 noaaep>uBatoTcs kak TyHHesbHas, Tak 1 pacrpefeneHHas
nepefaya AaHHbIX, brarofaps YeMy aAMUHUCTPATOPbI MOTYT rMbKo HacTpanBaTk IMbo
TYHHen1poBaHue Tpaduka 6ecrpoBoAHON CETU MeX/y KOHTPONEPOM U TOUKOI AOCTYNa,
1160 flokanbHoe MOCTOBOE COEAMHEHME HECKOMIbKMX TOYeK A0CTyna.

* PexxuM pacnpefieneHHoit nepeaayu: B Tex cnyyasix, koraa HeT HeobxogumocTu
HeMoCpeACTBEHHOI Nepeaayn Tpaduka 6ecnpoBOAHOM CETU Ha KOHTpoNEp,
aMVHWCTPATOPbI CUCTEMbI MOTYT HACTPOWTL J10KaNIbHOE MOCTOBOE COeANHEHE
HECKOMbKMX TOYEK 0CTYMa, 4TO NO3BOSISET MNOBbICUTb 3GPEKTUBHOCTb PabOTI
BecnpoBOAHON CETU W YCTPAHUTB U3NWLLHIO HArpy3ky Ha KOHTponep.

® TyHHenbHbIN pexkuM: KoHtponnep NXC5200 noaaepyvBaeT TyHHENbHbIA pexuM
LIS coeMHeHUst ¢ Toukamu foctyna cepuii Unified Pro u Managed, yto nossonsiet
BbINONHSTL MacLUTabupoBaHue 6ecnpoBOAHOI CETU MW pacLUMPsTL 30HY ee oxBaTa
[10 yaaneHHbix opuncoB be3 3MeHeHUs CyLLeCTBYIOLLEN ceTeBoW MHOPACTPYKTYpbI.
B tyHHenbHoM pexxume koHTponnep NXC5200 Takske rapaHTUpyeT BbICOYaNLLINIA YPOBEHb

JInueHsumn pna 6ecnpoBoAHON IOKANIbHOM CETH

CeteBble uHTepdenchbl

MopAepXKka ynpaBnsieMbix
ToueK AocTyna

®yHkumn WLAN

Be3onacHocTb

YcraHoBKa
WcTouHMK nuTaHus

BecnpoBoaHbie nokanbHble ceTn Wi-Fi
KoHTponnepbl becnpoBogHOM IOKANIbHOM CETU

NXC5200

KoHTponnep becnposogHom
noKanbHOW ceTu

MpocToe 1 MHTenneKTyanbHoe pelieHue!
HoBasi KoHUenuus 6ecnpoBoaHoOl ceTu

© LUMDOKVIG BO3MOXHOCTK ynpaBaeHNA rocteBbIMMN CETAMU

C aBTOMaTUYECKMM reHeprpoBaHmneM rocTeBoit yueTHOM
3anucK 1 NoLAepXKKoi ayTeHTUbMKaLny
Ha Beb-cTpaHuue

6e3onacHocTn ans becnposofHoii ceTn. Bech Tpaduk, TyHHENMpyeMblii Yepes KOHTPOsIEp,
MO>KET MPOBEPATLCS 1 OYULLATBCS C UCNONb30BAHUEM GYHKLMIA aHTUBUPYCHOM 3aLLnTbI
11 0BHapY>eHWs 1 NPEAOTBPALLEHIS BTOPXKEHWN (B0N0HUTENbHbIE TULEH3WK).

XapaKTepucTuKu

4 nopta 10/100/1000BASE-T RJ-45

C aBTOCOrNacoBaHNeM

[Mo ymonuaHuio nopaepknBaeT Ao 48 Toyek focTyna

B 6ecnpoBofHON NOKaNbHOM CceTn

[Mpy HaNMYUU LONOAHWUTENBHBIX INLEH3WIA No3BONSET
noaaepxusath Ao 240 Touek foctyna B becnposogHon
NOKaNbHOM ceTn

Moppepxuaet fo 64 SSID

Pe>xxM He3aBMCUMbIX AATYNKOB U iMHAMUYECKUiA

BblbOp KaHanoB

Hactpoiika 6e3onacHocTv 6ecnpoBoaHoi ceTu, pexxuma
nepefayv iaHHbIX U KOHdUrypaLmMu pagroMoaynei

Ha ocHoBe npodunen

®unbTpauys Ha ocHose MAC-aapecos B 6ecnpoBoaHoi
NOKaNbHOM ceTn

Mopnep>kka ocHoBHOro 1 pe3epBHoro cepsepoB RADIUS
WPA/WPA2-PSK & Enterprise (Wi-Fi Protected Access)
Tun EAP: EAP-TLS, EAP-TTLS, -PEAP, -SIM, -FAST, -AKA
YnpaeneHue npaBaMu 4OCTyNa Ha 0CHOBE NOAUTIK 3@ CHET
noaaepxku AD n LDAP

MexceTeBol 3KpaH C KOHTPOSIEM COCTOSHMUS COEAUHEHMI
MotyHble dyHKLMM Be3onacHocTy, Takue, Kak cucTeMa
obHapyxeHu1s v NpegoTepaLleHns sTopxerui (IDP),
aHTUBMPYC U1 «NaTpyNb Npuoxeruin» (application patrol)
B 19-atoiiMoByto cTolKy, BbicoTa 1U

100—240 B nepem. Toka, 50—60 I,

N [ ——

MacuwtabupyeMocTb ynpaBnsieMbiX ToueK

pocTyna Touek gocTyna - 240.

O6Hapy>keHue 1 NpeaoTBpaLLeHne
BTOP)KEHUW

AHTUBMpPYCHas 3aluTa

[lns yBenuyeHus Yncna Toyek AOCTyna, KOTOPbIMU MOXHO yNpaBAsiTh ¢ NoMoLLbio koHTposinepa NXC5200, Heobxoaumo npriobpecTu
nuuensuio NXC5200 Managed AP License Ha 12 unw 48 Toyek goctyna. MakcMabHoe Yncno NofAepKnBaeMblX ynpaBnseMbix

Jnuensus NXC5200 Intrusion Detection/Prevention no3sonsieT akTMB1poBaTh YA06HYI0 B UCMONb30BaHWM, OCHOBAHHYIO
Ha curHaTypax GpyHKLMIO, KOTopasi MPOTUBOCTOMT MOCTOSHHO COBEPLUEHCTBYIOLMMCS aTakaM W 3KCT/IONTaM.

Jinuensuns NXC5200 Anti-Virus no3sonsieT akTMB1poBaTh YA06HYIO B UCMOb30BaHMM, OCHOBAHHYIO Ha CUrHaTypax GyHKLMIO,
KOTOpas MPeAoTBPALLAET NonagaHue BUPYCOB/LINMMOHCKOTO MPOrpaMMHOro obecneyeHs B CeTb.




BecnpoBogHble nokanbHble cetn Wi-Fi
KoHTponnepbl becnpoBogHOM IOKANbHOM CETU

NXC2500

KoHTponnep becnposogHom
JlIoKanbHOW ceTu

UHTennekTyanbHbin KoHTponnep NXC
TUNa «BCE B OQHOM>

e lleHTpanusosaHHoe ynpasieHvie MHOruMu (0o 64) e BusyanusnpoBaHHas KapTa kayecTsa obCny>KnMBaHms
To4ykamu focTyna Toyek focTyna
e Ytunuta ZyXEL Wireless Optimizer, obneryatoiias e [lofHOQYHKUMOHANBHbIV FeHepaTop roCTeBbIX YYETHbIX
naaHMpoBaHWe, pa3BepTbiBaHMe 1 0bCayXMBaHMe 3anvcen ViHTepHeTa
becnposogHoN ceTu e [lopfepxka pasfiMyHbix METOLOB ayTeHTUGUKaL MM
e ABTOMaTu4eckoe obHapyxeHue 1 KoHbUryprpoBaHve (AD, LDAP, RADIUS n ayteHTndukaums
Touek gocTyna no MAC-agpecam)
ol e L L
LR LS
NXC2500

6 noptoB Gigabit Ethernet RJ-45, 2 nopta USB

MpeumMyLiecTsa XapaKTepucTuku

Mosisnenve koHuenuymm BYOD («Bring Your Own Device», «npuHeck CBoe yCTpoicTao»), CeTeBble UHTepdeichI 6 noptos 10/100/1000BASE-T

POCT MOBWIBHOCTY 1 MacCoBOE pacnpoCTPaHeHWe MIAHLLIETOB U CMapTHOHOB C MOAAEPXKKO RJ-45, 2 nopta USB

TexHonornit 3G u Wi-Fi cospatot HoBble npobneMbl B nnaHe MacLLTabrpyemocTy, Mopnepixka ynpaBnsieMbix [Mo ymonuaHuto nopaepxveaet 8 Toyek 6ecrnpoBofHOro

YNpaBseMoCcTn U GYHKLMOHANBHOCTM Ans kopriopaTuHbIx ceTeid Wi-Fi. CTpeMsicb moMoub To4eK pocTyna [0CTyNa v io 64* Touek [jocTyna B ciy4ae 06HOB/EHNS

KOMMaHUAM HaliTh peLueHns ans aTux npobnem, ZyXEL paspabotana MHTeNneKTyanbHbli NNLEH3NIA

KoHTponnep becnposopHoit cetn NXC2500, nocTpoeHHbI N0 NPUHLMNY «BCE B OAHOM. YnpaBnenue ZyMESH ¢ HeckonbkuMu naeHTdukatopamu SSID
6ecnpoBoaHbIMK ceTAMU u cetaimmn VLAN, aBTOMaTuy4eckoe ycTpaHeHne

MpocTota peanusauum koHuenuun BYOD HeucnpasHocTeit (auto-healing), CAPWAP ansa

Kortponnep NXC2500 ymeeT pabotath ¢ 6ecnpoBoaHbIMu Toukamu goctyna ZyXEL cepwit aBTOMaTUYECKOro 06HApYXEHNS 1 KOHOUTYPUPOBaHUS!

Unified, Unified Pro n Managed 6e3 kakvx-nnbo npeasaputenbHbix HacTpoek. NXC2500 ToueK OCTYMa, AVHAMUYECKWI BbIBOP KaHAOB, MOpOroBoe

NOAAEPXXMBAET PazfNYHbIe METOfbI aBTOMATUYECKOr0 0BHAPYXKEHS, LLIMPOKOBELLATENbHYIO 3HaueHue RSSI 419 KIMEHTOB, BanaHCUpoBKa Harpy3Kkit

nepegauy, onuyio DHCP 1 DNS. Moaaepxka ¢yHkumn CAPWAP (Control And Provisioning ToueK OCTYMa, OCHOBHOIA 1 Pe3epBHbIil KOHTPONIEPbI

of Wireless Access Points), ynpassieHue 1 KoHGurypupoBaHme Touek 6ecnpoBogHoro s pe3epBVIp‘0BaHVIﬂ, ypaBIIeHMe YaCTOTHbIMMU

AocTyna Ha ocHose cTaHaapTa IETF no3BonsioT opraHn3oBaTh 3alumLieHHbIe Avanasonamm, ZyXEL WLAN optimizer ans nnaHuposatis

KOMMYHWKaLumn Mexay koHTponnepoM NXC 1 Toukamu jocTyna 6e3 usmeHeHns 11 0BHapYXeHIs! 30HbI MOKPBITUS Touek 0CTyNa

CyLLeCTBYIOLLEH KOHGUIypaLym NoKasbHO ceTh. 3T0 0TKPbIBAET BO3MOXHOCTb BbICTPO AyTeHTUdMKALMS IEEE 802.1, Microsoft AD, LDAP, ayTeHTvduKaLus:

yCTaHaBNMBaTb U HACTpanBaTb HOBbIE 3aLLMLLEHHbIE TOYKM AOCTYMNa B CETH. no MAC-agipecaM, BCTpoeHHbIii cepsep RADIUS,

HacTpauBaeMblil BCTPOEHHBIi 1 BHeLLHWit Captive Portal,
TOCTEBbIE YYeTHbIe 3anncK (AnHamnyeckue)
BesonacHocTb BbifiBNieHMe MOLIEHHUYECKNX TOYEeK [OCTYNa, SloKanu3aums
1 U30ALMS MOLLEHHUYECKMX TOYeK AOCTYNa,
MeXCeTeBO 3KpaH
CeteBble GpyHKUUU VLAN, knueHt/cepsep/peTparcnsatop DHCP, TpaHcnsums
ceteBbix agpecos [NAT), cTatuuyeckas
MapLUpyTX3aLys, MapLUPYTU3aLWs Ha OCHOBE MOAUTUK
CpepacTBa ynpasneHus WNHTepdeiic ynpaBneHns KOMaHAHOW CTPOKM C NOLAEPXKKON
SSH, rpadmyeckmit Beb-nHTepdeiic ¢ nogaepxkoin SSL,
SNMP v1/v2c/v3, ynpaensitowmin VLAN, cucTeMHBIN XypHan
WcTOYHMK NuTaHna 100—240 B nepem. Toka, 50—60 Iy

Busyanusauus npy n1aHMpoBaHMM TOYEK AOCTYNA U KOHTPOJIE COCTOAHMSA
6ecnpoBofHoii ceTn

IMpv paspaboTke cueHapus ycTaHoBKY Ntoboii becnpoBofHOI NoKanbHON ceTh obsizaTenbHo
BO3HMKAIOT [iBa OCHOBHbIX BONPOCA: Kak NpaBUIbHO OMpeaenuTh TpebyeMoe KonnyecTeo
TOYeK JOCTyna v kak bbIcTpo passepHyTb ceTb Wi-Fi co cTabunbHoii 30HoM NokpbITUs
BbICOKOTO KayecTsa. 3af;a4n MOHUTOpUHIa bBecnpoBOAHOM CETU U KOHTPOIS Ka4ecTBa ee
paboTbl Nocne pa3BepTbiBaHWs OAMHAKOBO BaXKHbI M 0BbIYHO COMpsiXeHb! ¢ HonbLIMMM
TpyAo3atpatamu. CTpeMsicb ypoCTUTL NMPOLLECChI MNAHUPOBaHUS, pa3BepTbIBaHMS 1
obcnyxuBaHus ceTu, Mbl npeanaraeM ytunuty ZyXEL Wireless Optimizer, koTopasi paboTaet
B cBsi3ke ¢ koHTponnepom NXC2500.

JnueHsum pnsa 6ecnpoBOHOIN IOKaNIbHOW CETU

N L ——

Macwrabupyemoctb [Ins yBennyeHus yncna Toyek LocTyna, KOTOPbIMU MOXHO YNpaBAasTb ¢ noMolbio KoHTponiepa NXC2500, Heobxoanmo nprobpectv nuueH3uio
ynpasnsieMbix Touek goctyna  NXC2500 Managed AP License Ha 8 Touek focTyna. MakcvManbHoe 4icio nopaep>kmMBaeMbixX yrpaBiseMblX Touek JocTyna — 64*.

3Ta nuLeH3Ms No3BoNsieT Ucnonb3osaTb GyHkLmo ZyMESH Ha koHTponnepe NXC2500, obecneunBas nopaepxky HeorpaHM4YeHHoro Yncna

ZyMESH
KOpHEeBbIX ToYeK AocTyna Ans becnpoBogHbix Mesh-nHppacTpykTyp.

* [ins ynpaBnenus 64 Toukamu goctyna UMETb BCTP nporp. obecnieyerue Bepcun V4.10 v BbiLLe.




BecnpoBoaHbie nokanbHble ceTn Wi-Fi
Toukn goctyna becnpoBOAHOM SIOKANIbHOW CETU

Cepuna WAC6500

Touka pgoctyna 802.11ac cepum Unified Pro
C ABYMS pafMoMonynsamMu

Touka poctyna Wi-Fi c nHtennekTyanbHom
aHTeHHoW. MpeanbHoe pelueHune gis
npoctoro nepexoga Ha 802.11ac.

* YnyylieHHas NpoOM3BOAUTENBHOCTb B JII0O0I TouKe ]
bnarofaps MHTENNEKTYanbHOW aHTEHHOW CUcTeMe
ot ZyXEL ]
e [lopnepxka coBpemeHHoro ctaHfapta IEEE 802.11ac
W COBOKYMHOWM CKOpPOCTK nepenayu garHsix o 1,75 Font/c

Jlyuwive B oTpacnmn xapakTepucTuki YyBCTBUTENBHOCTY
npvemunka (-102 nbm)

Bonee npoctoe passepTbiBaHue bnarogapsa APFlex™,
DCS v KpoHLWTEeNHaM, He TpebytoLl MM NCNoIb30BaHUS

MHCTPYMEHTOB
&

ZON Utility Neighbor Device Web GUI

ZyXEL AP

ZyXEL Wireless

- — Configurator Optimizer Discovery Redirection
- _._‘_- - — ) 1

e . : xl\w/“»,_ i'?.’,!"

1—“‘—»-.,,!" = e \_ o

WAC6503D-S WAC6502D-S WAC6502D-E WAC6553D-E

Touka poctyna 802.11ac
C MHTENNEeKTyanbHOM aHTEHHOW
3x3 v ABYMSI pagvoMonynsMu

Touka pgoctyna 802.11ac
C UHTeNNIeKTyanbHOM aHTEHHON
2x2 1 iByMsl pafvoMoaynsiMu

Touka poctyna 802.11ac
C BHELLUHEN aHTEHHOMN 2X2
1 ABYMSI PaAyoMoayNsiMu

Touka poctyna 802.11ac pns Hapy>KHoro
MOHTa>a C BHELUHel aHTeHHOoM 3x3
1 ABYMSI PaAyoMoaysaiMu

MpeuMywecTBa

WHTennekTyanbHble aHTeHHble cucTeMbl oT ZyXEL, nepefoBoe pelueHue, peannsoBaHHoe
B BecnpoBogHbIx Toukax goctyna cepun WAC6500, yctpaHsieT npobneMbl ¢ NOKpbITYEM

3a CyeT afianTUBHOW NOACTPONKY AnarpaMMbl HAaNpaBNEHHOCTU aHTEHH B 3aBMCUMOCTU

ot obcTaHoBKM B 3dupe. Jlyylume B 0TPacnn xapakTepucTUK1 BbIXOAHON MOLLHOCTY U
UyBCTBUTENBHOCTW PaANOTPaKTa MHTENEKTYasbHbIX aHTEHHbIX CUCTEM obecreunBatoT
6Gonee LUMPOKOE NOKPHITUE U YyULLEHHYIO MPOVU3BOAUTENBHOCTb MO CPABHEHUIO C
TpaAMLMOHHBIMK ceTamu, Bnaropaps yeMy Toukw goctyna cepun WAC6500 ot ZyXEL
1peanbHO NOAXOAAT AN MOAEPHN3ALIMM CETEl C 3aMeHO 0AHOW TOYKW AOCTyra Ha Apyryio.

Jlyyiume B cBoeM Kylacce NOKpPbITME U NPOU3BOAUTENBHOCTDL

Ha pbiHke ycTpoiicts Wi-Fi, 3anonHeHHoM Toukamu foctyna 802.11ac oT caMbix pasHbix
npoussogutenei, cepust WAC6500 BblfensieTcs UCKoUUTebHBIMI NoKasaTensiMn
MOKPLITUS N MPOV3BOAUTENBHOCTU BN1aroaapst yHUKaibHbIM 0COBEHHOCTAM PaAMoYacToTHOTO
TpakTa. TpexnoToyHasi annapatHasi KOHdUrypaLms To4ek foCTyna obecneynBaeT BbIXO[HYIO
MoLuHocTb A0 30 AEM, 0bnapas npy 3ToM HenpeB30iAEHHON YyBCTBUTENBHOCTbIO
npueMHuka Ha yposHe -102 gbM. MHTennekTyanbHas aHTeHHast cuctema ot ZyXEL
No3BOJISIET BABOE YNYYLLMTbL XapakTepucTukm Toyek goctyna cepun WAC6500 no cpaBHeHwMio
€ 0BbIYHBIMK BCTPOEHHBIMW aHTEHHaMW, a Takxke paboTaeT B TpW pasa JiyyLue No CpaBHeHMIo
€ ToyKamu foctyna ctangapta 802.11n.

MpocToe u 6bicTpoe pa3BepTbiBaHue npu nomowu APFlex™, DCS

Cuictema APFlex™ ot ZyXEL ynpowiaet ycTaHOBKY 3a cueT Bbibopa pexxuma ynpasnsemon/
aBTOHOMHOM TOYKM JOCTyNa W aBTOMATUYECKOro BKIIOYEHWS B CETEBYIO Cpefly C
1Crob30BaHWeM U 6e3 1crnonb3oBaHWs NMPOTOKONA ANHAMUYECKOI KOHGUTypaLImm
xocToB (DHCP), n36aensst o He0BXOAMMOCTM BbINOHATH MPEABaPUTESIbHYIO HACTPOIIKY
nepes ycTaHoBKOW. ElLie ofHoi nonesHoit dyHKLUMel iBnseTcs AuHaMnyeckuii Bbibop
kaHana (Dynamic Channel Selection, DCS), n36asngtowni ot BHyTPUKaHasbHBIX MOMEX W
noMex B NepeKpbIBatoLLMXCS kaHanax Ha aTane WHuuManusaumuu. MoMumMo nporpaMMHbIX
BO3MOXHOCTEW, ycTaHoBKa Touek focTyna cepun WAC6500 3HaunTeNbHO yrnpoLLeHa 3a cueT
KpeaTUBHbIX KOHCTPYKTOPCKUX PeLLeHHil.

XapakrepucTuku
CeteBble uHTepdenchbl

MNepenaya aaHHbIX/
nponyckHas cnocobHocTb

®yHkumn WLAN
Be3onacHocTb

YnpaBneHue
0cobble BO3MOKHOCTH
MoTpebnsieMas MoLHOCTD

yepes PoE
WUcTouHmMK nuTanus

2 nopta 10/100/1000BASE-T RJ-45 ¢ nosaepxkoit
[JynneKkcHoro pexuMa

1,75 [6uT/c cosokynHoit ckopocTn (WAC6503D-S,
WAC6553D-E)

1,1 F6ut/c cosokynHow ckopocTn (WAC6502D-S, AC6502D-E)
[o 16 pasnnuHbix SSID/VLAN

WEP 64/128 6ut, WPA PSK/WPA2 PSK, KoHTposb gocTyna K
WLAN

Ipaduyeckuin Beb-uHTepdeiic, nHTepdeiic kKoMaHAHOM
ctpoku, SNMP v3

IPv6, BBICOKMIA ypOBEHb OTHECTOMKOCTY, PEXMM aBTOHOMHOI
TOYKM JOCTYNa, U301ALMA Ha YPOBHE 2, 2 pafnoMopyns
24TTun5My

17,04 Bt (WAC6503D-S)

15,12 Bt (WAC6502D-S, WAC6502D-E)

Bxopn nutaHua nocT. Toka: 12 B mocT. Toka, 2 A;

PoE: cornacHo 802.3at



BecnpoBogHble nokanbHble cetn Wi-Fi

Toukn goctyna becnpoBoAHOM SIOKANbHOM

e Bricokaa nponyckHasa cnocobHocTb

N MPOonN3BOANTESTIbHOCTb 6ﬂa|’O,£Lap9| nognoepXxke CtaHgapTa

[EEE 802.11n
e PeuweHune 3-8-1: koHTponnep WLAN, aBToHOMHas Tou
J0CTyna Win ynpaeasemas Touka focTyna

ceTn

Cepus NWA3000-N

Touka poctyna 802.11 a/b/g/n cepun Unified Pro

Touka poctyna N-ctaHgapTa, aganTupoBaHHas
K NOTPeBHOCTAM pacTyLmUX ManbIX U CPefHUX
npeanpuaTUn

e [lopaepxka pe3epBUpoBaHna ans obecneveHuns
HaLeXHOro MoAKMoYeHNS
* 3allulleHHble TYHHENN KaHanoB CBA3W MeXay
Ka KOHTPOJIIEPOM 1 yNpaBAsieMbIMK ToUKaMK
[0CTyna 415 3aLlnThl KOHPUrypaLmi

e CoBeplUeHHO HOBbIN rpaduryecknin nHTepdenc
LleHTpann3o0BaHHOro ynpasneHusa Toukamu goctyna WLAN
obLWMM Yyurcnom go 24

NWA3560-N
Touka poctyna 802.11 a/b/g/n cepun
Unified Pro c aByms pagnomopynsimMu

NWA3160-N
Touka goctyna 802.11 a/b/g/n
cepuu Unified Pro

MpeumMyLliecTsa

BbicTpas u HapeXxHan TexHoNnorua cBAsm ctaHpapra 11n, obecneyunBatowas sanac Ha
Gynyuiee

MobunbHble BO3MOXHOCTM, BHE BCSKOrO COMHEHWS, SBNSIOTCH OAHUM W3 KIlloYeBbIX
baKTopoB AN NOBbILLEHWS NPOAYKTUBHOCTY 1 3G EKTUBHOCTY paboThl COTPYAHWKOB B
COBPEMEHHbIX OpraHK13aLusix, Mo Mepe TOro Kak B MOBCEAHEBHYIO AeN0BYI0 aKTUBHOCTL
BOBJIekaeTCs Bce bosblue v bonbLue Be6-NPUNoKeHN U MOBUIIbHBIX YCTPOACTB, TpebytoLLMX
BbICOKOW NPOMYCKHOW cnocobHOCTW. [ToMUMO MOBUABHOCTH, YTBEPXKAEHHDIV CTaHAApPT

11n npegnaraet 6onee BbICOKME CKOPOCTU Nepeaaun AaHHbIX (5o 300 Méut/c), a Takxe
MoBbILLEHWE HAAEXHOCTY ceTel, obcnyxkmBatoLwmx bonbluee Ynco nonb3oBateneil B
COOTBETCTBUM C NOTPeBHOCTAMM BU3HeCa.

OTcyTCcTBME KONONHUTENbHBIX 3aTpPaT, CBA3aHHbIX C NpeobpasoBaHUeM apXUTEKTYpbI
ABTOHOMHbIX TO4EK 40CTYNa B apXMTEKTYPY € ynpaBisieMbIM1 TOYKaMM1 A0CTyNa
Touku poctyna ZyXEL cepun NWA3000-N npepctasnsitoT coboit rubpuaHbie nnatdopmel,
KoTOpble MoryT paboTaTb 1 B KayecTBe aBTOHOMHOI TOUKM JOCTYNa, U B kayecTBe
KOHTpONIepa Touek A0CTyNa, U B Ka4ecTBe ynpaBisieMoi Touku focTtyna. MmbpuaHsie
YCTPOMCTBA NPefoCTaBASIOT rnbkne BO3MOXHOCTV MO pa3BepTbiBaHWI0 be3onacHbix

1 HafileXHbIX becnpoBoAHbIX IokasbHbIX ceTeld. Ha HauanbHOM 3Tane co3paHus
6ecnpoBoaHoit nokanbHoi cetn yctpoiictao ceput NWA3000-N MoxHO ckoHdUrypupoBaTb
Ans paboTbl B KayecTse NONHOGYHKLMOHASBHOM aBTOHOMHOW TOYKM OCTYMa; MO Mepe
YCTaHOBKW AOMOSHUTENbHbIX To4ek AocTyna yctpoicTso cepun NWA3000-N mMoxHo
NepeBecTy B peXKMM KOHTPOIepa Todek A0CTyna As YpaBAeHWs BCeMU 0CTaNbHbIMU
To4Kamu goctyna. PetueHune MaclitabupyeTcs 4o 24 Todek fOCTyNa, Y4TO NO3BONISET
NPVYMEHSTL ero B KOMMaHUsx ¢ nepcoHanoM yncnenHoctsio 300—500 yenosek.

MpocToTa pa3BepTbiBaHuA 6naropaps nopaepxke PoE, aBToMaTUueckoMy
o6Hapy)eHuI0 YCTPOWCTB M aBTOMaTU4eCKOM HacTpoike

B Toukax poctyna cepun NWA3000-N npepycMoTpeH Lenbli psif, GyHKLMUIA NS yCKopeHUst
pa3BepTbIBaHWs, KOTOpble N36aBAIOT MOb30BaTeNel 0T CIOKHBIX MPOLIEAYP HACTPONKK
1 ycTaHoBku. Bo Bcex Toukax foctyna ceput NWA3000-N npepycmoTpeHa noaaepxkka
NUTaHUs Mo BUTOI Nape cornacHo cTanaapTy 802.3af unu 802.3at, 4o nossonser
1CMob30BaTh A1 MOAKIOYEHNS ToUeK AOCTYNa CyLLECTBYIOLLYIO KabesnbHyio cucTemy 1
nosy4aTb NUTaHWe OT KOMMYTATOPOB C NoaaepxKoii PoE. Mocne ycTaHoBKM, BKIOYEHUS
nuTaHns 1 nonyyeHus IP-appeca Touka aoctyna cepun NWA3000-N aBTomMaTuyecku
0bHapy>1BaeT ToUKy [OCTyNa B PO KOHTPOJIEPa W MPUCOEAMHSIETCS K rpynne
ynpaBeneHusi; Npy 3ToM ANs aBTOMATUYECKOI HAaCTPOKN MeXy KOHTPOSIIEPOM U TOYKO
[0CTyNa Co3AaeTcs 3alUMLLEHHBIN KaHar.

e Ynpasngaetcd npu nomolum KoHTposepoB NXC 1 UAG

NWA3550-N

Touka goctyna 802.11 a/b/g/n cepuu Unified Pro ¢ asyms
pafvoMoaynsiMM ANA UCMOMb30BaHNA BHE MOMELLeHUi

XapakTepucTuku

CeTeBble UHTepdenchI 1 nopt BASE-T Ha 10/100/1000 Méwut/c,
MOPT JI0KaJIbHOM CETU C aBTOMaTUYECKUM onpeaeneHmeM
OMTMMasIbHON CKOPOCTU B3aMMOAENCTBUS

CraHpapt WLAN |IEEE 802.11a/g/n, opHoBpeMeHHas noaaepxka
nunana3soHoB 2,4 1 5 Ty, (NWA3560-N 1 NWA3550-N])

Mepepaya gaHHbIX/ 300 M6wut/c, go 120 Méut/c (NWA3160-N)

nponyckHas cnocobHoctb 300 M6uT/c, o 140 M6ut/c (NWA3560-N 1 NWA3550-N)

Pe)cuMbl pa6oTbl

KoHtponnep 6ecnposogHoit nokanbHom cet (WLAN]),
ynpaensieMas/aBToOHOMHasi To4Ka AOCTYMa, HECKONbKO
ESSID, Touka poctyna+moct (WDS), pexxum moct/penutep

®yHkumn WLAN [o 8 SSID/VLAN (BuptyansHbix WLAN),
3apaHee co3paHHble VolP/rocTesbie SSID
Mpuoputusauma panHbix  Wi-Fi Multimedia
BesonacHocTb WEP/WPA/WPA2, kopriopatusHbiit pexxum WPA/WPA2,
cnivickm koHTpons foctyna WLAN, ¢yHkumm 6esonacHocTn
802.1x (EAP-TLS, TTLS, PEAP, SIM, -FAST, -AKA)
YnpaBnenue Tpadmueckuit Beb-unHTepdeiic, SNMP v2c/v3, uitepdeic

0Ocobble BO3MOXKHOCTN

WUcTouHmMK nuTaHus

KOMaH[HO# CTPOKM, YacTHble 6a3bl ynipaensioLLeit
nHopmaumm (MIB) ZyXEL, Telnet

[bpwuaHas Touka goctyna, ceptudmkat EN 60601-1-2,
BbICOKMI ypoBeHb orHecTorkocT (NWA3160-N

1 NWA3560-N)

Motpebnsiemas MowHocTs PoE 11/14/28 Bt
(NWA3160-N/NWA3560-N/NWA3550-N)



Toukn goctyna becnpoBOAHOM SIOKANIbHOW CETU

BecnpoBoaHbie nokanbHble ceTn Wi-Fi

NWA5301-NJ

Touka goctyna cepum Unified pnsg HacTeHHOM

yCTaHOBKM, noaaepxkusatowwasa ctaHgapt 802.11 b/g/n

7 HTerpupoBaHHbIe yCnyru npesocxonqHoro

KayecCTBa, NnpeaocrtaBlidseMble BHYTPU NOMeLLLEeHUI
n obecneuymBatoLLme BbICOKYIO yOOBNE€TBOPEHHOCTb

* YHuMKaNbHbI AM3alH 3alHEN NaHENW, KOTOPbIM NOAXOAUT
015 DOMBbLIMHCTBA CYLLIECTBYIOLMX MOHTaXXHbIX KOPODOK
19 MOAKITIOYEeHNA MEXaHU3MOB PO3eToK

e TexHonorma BelwaHnd B guanasoHe 2,4 [Ty cornacHo
ctanpapty 802.11n, cbecneumnBatoulas ckopoctu
nepefayn gaHHbix go 300 Méut/c

N

| -l

1 MarucTpanbHbiid nopt 10/100 Méut/c,
1 ckBo3HOW TenedoHHbIV nopt 4P4C RJ-
48, 1 nopt 10/100 M6wT/c RJ-45 PoE PD
(muTaemoe ycTpoiicTao)

1 nopt 10/100 M6ut/c RJ-45 PoE PSE,
2 nopra 10/100 M6urt/c RJ-45,
1 ckBO3HOW TenedoHHbI nopT 4P4C RJ-48

MpeumMyLiecTsa

MpeBocxopHas paboTa paanoyacToTHOro TpaKTa, ONTUMM3MPOBAHHOIO ANA
MOBUNbHOI CBA3N

Mopens NWA5301-NJ 6naropaps nogaepxke TexHonoruu 802.11n obecneunBaeT ckopocTb
nepeaayu aanHbix 4o 300 Meut/c. OyHkumm 11n npemmnym-kinacca, Takue, kak Transmit
Beamforming (TxBF) u Maximum Likehood Demodulation (MLD), nozsonstot ycTponcTay
NWA5301-NJ nckniountb MepTBbIe y4acTku B 30HE MOKPbITUS 1 06ecneynTb MakcUManbHo
addekTrBHYIO paboTy ceTu. B coBpeMeHHbIX rocTUHMLAX 60MBLUMHCTBO Nonb3oBaTenei
MCMoNb3yI0T A1 LOCTYNa K CETU MObUbHbIE YCTPOrCTBA. oCKoNbky 3TV YCTpoiCTBa Mo
CBOEI NPUPOAE reHepUpPYIOT CUrHaN MeHbLUEN MOLLHOCTY 1S YBESIMUEHUS Cpoka AeicTBUS
6aTapen, TOUKM AOCTYNa C MeHbLLIEN BEPOSTHOCTbIO NOAXBATAT flaHHbIe, NepeaBaeMble
3TUMM YCTPOMCTBAMM, MO CPABHEHMIO C laHHbBIMY, KOTOPbIE MepeaatoT HoyToyKM.
Yetpoiicteo NWA5301-NJ ocHalLeHo npaBMbHO PacnonoXXeHHOW aHTEHHOM C BbICOKUM
KO3QPULMEHTOM YCUNEHUS 1S YBENIMUEHWNS PAVNOYACTOTHON AnarpaMMbl HanpaBieHHOCTU
C Lef1blo OMTYMW3aLIMMU NPOU3BOANUTENIbHOCTY MPU B3aUMOAENCTBUM C MOBUIIbHBIMM
ycTpoiicTBamu. Bnarogaps nepenoBoit apxUTeKType pafyoyacToTHbIX KOMMNOHEHTOB
yctpoiicteo NWA5301-NJ no3BonsieT cyleCTBEHHO CHU3UTbL KONNYECTBO NPeTeH3NN

11 MOBbICUTb YPOBEHb Y0BETBOPEHHOCTH KIIUEHTOB.

YHuBepcanbHble cpeAicTBa AIf 6bICTPON HACTEHHON YCTaHOBKU

Mopens NWA5301-NJ ot ZyXEL nmeeT HaunyyLume nokasaTenm 3KOHOMUM Npyu YCTaHOBKE.
Yerpoiicteo NWAS301-NJ ot ZyXEL MoXHO ycTaHOBUTb B BOMbLUIMHCTBO MOHTaXHbIX
Kopobok Ans obecrneyeHns kayecTBeHHoOro nokpbiTvs ceTi Wi-Fi BHyTpu noMeLLeHuii.
YnobHas nnacTuHa ans MoHTaxa, npukpenneHHas K yctpoictey NWAS301-NJ,
obecneunBaeT HbICTPYIO YCTAHOBKY, @ MPOYHbI MEXaHW3M NPensTCTBYeT Kpaxe ycTpoiicTa
3noyMblLuneHHnkamu. Kpome toro, Mogens NWA5301-NJ ocHallieHa Bpe3aeMbiMu
pasbeMamu ans uHtepdeiicoB Ethernet, kotopble no3BonsitoT 6bICTPO yCTaHOBUTH
YCTPOMCTBO U MUHNMM3MPOBaTL NpocTon busHeca.

PacLumpenue nH¢ppacTpyKTypbl YCIIyr, NpeaocT X B b
OfYHO0 YCTPOMCTBa

CeropHs BNafienbLibl FOCTUHWL, 4acTo NpefiaratoT roCcTsM LieNblit CrekTp yCayr,
BKJ/IloYatoLLmX B cebsi TenedoHHyto cBsi3b, IP TV u ycnyru goctyna k cetn MntepHer,
CTpeMsich CAenaTh TaK, YTobbl rocTb NovyBcTBOBa cebsi kak AoMa. [ns 3Toi Luenu B

pe, C noMoLLbIO

3 nonb3oatenbckux nopta 10/100 Méut/c,

KJINEHTOB

e AHTEHHa C BbICOKUM KO3IGDULMEHTOM YCUNEHNS, KOTOpas
ontumusnpyet ycnyrn Wi-Fi nna MobunbHbIX ycTponcTs

* PexuM oTKM0YeHUS MHANKATOPOB A/15 KOMPOPTHOIo
npebbiBaHNS B KOMHaTe

* VI30n19uM9 Ha ypoBHE 2 A5 3aLLUMTbl NepCOHabHbIX
JaHHbIX OT yTeuKn

ZyXEL One
Network

KaX0M HoMepe HeobX0oA1MOo NPONOXKMUTL HECKONBKO kaberei niu ycTaHoBUTb KOMMYTaTOp;
oba BapuaHTa MoryT npegnonaratb He TobKO AOMONHUTENbHbIE BAOKEHUS, HO U
MPOAOIIKUTESNbHBIA NEPUOL, CTPOUTESBHBIX PaboT, KoTopble Hen3bexHo ckasbiBatoTcs

Ha bu3Hece BnagenbLa rocTHNLbI. He orpaHninBasich posblo 06bI4HOI TOYKM AoCTyna
Wi-Fi, obcnyxuBatoLLieit BbIcokockopocTHble ceTw, ycTporcto NWAS301-NJ ot ZyXEL
pacnonaraet fononHuTeNbHbIM noptoM ¢ PoE PSE (nuTatoLuee ycTpoicTBo), CKBO3HbIM
TenedoHHbIM noptoM RJ-48 1 ogHWM noptoM Gigabit Ethernet ans passepTbiBaHWs apyrvix
ycnyr B Homepe. Hannuve nopra ¢ PoE 1 ckBo3Horo TenedoHHoro nopra no3sonset
NoAKIo4aTh aHanoroBble UK Lndposble TenedoHbl k yctpoctay NWAS301-NJ be3
YCTaHOBKYM LOMONHNTENBHbBIX PO3ETOK U kabenei. [lononHuTenbHbIv nopT Gigabit Ethernet
obecneuynBaeT BO3MOXHOCTb NOAKO4EHNS Ntobbix IP-ycTpoicTs, Takux kak [P TV,
bakcMuibHbIE annaparbl, NPUHTEPbI U HACTOSbHbIE KOMMbLIOTEPHI.

XapakTepucTuku
CeTeBble UHTepdechl 1 nopt 10/100 M6uT/c ¢ PoE xentein);
2 nopta 10/100 M6u/c (4epHbie)
1 ckBO3HO TenedoHHbI nopt 4P4C (cepbii)
CraHpapT NoKanbHoi 802.11 b/g/n
6ecnpoBogHoi ceTH
(WLAN)
MNepenaya aaHHbIX/ 300 M6uT/c, 3pdekTnBHan nponyckHas cnocobHOCTL
nponyckHas cnocobHocTb 10 90 M6uT/c (orpaHuuMBaeTc MarucTpanbHbIM COeaUHEHEM

10/100 Méwur/c)
YripaBnsiemasi/aBToHOMHas To4Ka JocTyna,
rpaduyeckmii Beb-nHtepoeiic, SNMP

PeXxuMbl paboTbi

®yHKUNM NoKanbHO# Heckonbko npertueukaropos (SSID)
6ecnpoBogHoi ceTu

(WLAN)

MowHoctb PoE 13Bt

MakcuManbHasa MowHocTb FCC 2,4 Tu, 23 gBM, 2 aHTeHHbI

nepepauu BSTI 2,4 TTu, 17 nbM, 2 aHTeHHbI

Be3onacHocTb WEP/WPA/WPA2, kopriopatvsHbiit pexxum WPA/WPA2, crincok
KkoHTpona goctyna (ACL) k cetu WLAN, 6esonacHocTs
cornacHo ctaHaapty 802.1x (EAP-TLS, TTLS, PEAP, SIM, -FAST,
-AKA

WUcTouHMK nuTanus [nTaHWe no BUTO Nape B COOTBETCTBUM

co cTaHpapTom PoE IEEE 802.3af/at



BecnpoBogHbie nokanbHble ceTn Wi-Fi
Toukn goctyna becnpoBOAHOM SIOKANIbHOW CETU

Cepuna NWAS000-N

Ynpasnaemas Todka goctyna 802.11 a/b/g/n

N ia = [ U e e @ o

g —

NWA5160N NWA5560-N NWA5550-N

YnpaBnsiemas YnpaBnsiemasi Touka foctyna  YnpaensieMas Touka JocTyna ¢
To4Ka focTyna C ABYMS pafuoMomynsmMu [LByMs pagmomogynsimm 802.11
802.11 a/b/g/n 802.11 a/b/g/n a/b/g/n — pna ucnonb3osaHus

3alumLLeHHoe 1 YHUBepcabHoe sblgn oo
peLwleHune pns becnpoBofHbIX ceTeu Mpenmywecraa

YcTaHoBKa To4eK A0CTYna BHYTPU U BHe NoMeLLEeHWiA C BbICOKOI MJIOTHOCTbIO

B pacrpeAeneHHbIX MHPpacTpyKTypax yerpoicrs
o > Cepus NWA5000-N ot ZyXEL BKntouaeT B cebst iByxaMana3oHHble MOAeM Touek JocTyna/
MOZENM TOYeK JOCTyNa C iBYMs PaAMOMOZYNSIMU, NpefHa3HaYeHHble s YCTaHOBKM BHYTPU
C BbICOKOM MNJIOTHOCTbIO yCTpo UCTB 1 BHE MOMeLLieHUiA, KOTOpble MOryT peLLnTb Npobiemb! Neperpyski CETU 1 PaAMOYACTOTHbIX
roMex B neperpyxeHHoM auanasore Wi-Fi 2,4 [T, [1ByxananasonHas mogens NWA5160N
no3BonseT paboTaTb B OHOM U3 [iBYX YACTOTHbIX AWana3oHoB — 2,4 v 5 'y, — yTo

e boratbin BbIOO p ABYXOMana3OHHbIX TOYEeK obecneunBaeT [ONONHUTENLHYIO TMBKOCTL NPY pPa3BepTbIBaHNN CETH, a MOAENM C ABYMS
paanomogynamu NWA5560-N n NWA5550-N nopaepxvisaloT ofHoBpeMeHHyto paboty
[0CTyna/Todek gocTyna ¢ AByMs pajuoMoaynamu,  Aanaaon 2415 [T
npeLHasHa4YeHHbIX 014 pa6OTbI BHYTPpW 1 BHE
NOMELLEH NN . Xapakrepuctuku
e lleHTpann3oBaHHOe ynpaBneHne 1N BbICOKN YPOBEHbD
MacluTabu pyeMoCTM CeTeBble UHTepdEChI 1 nokanbHbIi nopt BASE-T 10/100/1000 Méut/c
e P C aBTOMaTUYeCKWM OnpeaeneHneM CKopocTy nepefayn
aClnpeHHble CpeicTBa ynpaBieHNA Cranpapt WLAN CraHgapt becripoBogHoi nokansHoi cetvt IEEE 802.11a/b/g/n
paono4acTtoTHbIMM MOAYNAMN OJ14 ONTUMKN3al N Nepepaya paHHbIX/ 300 M6uT/c, adpdekTiBHas NponyckHas CnocoBHOCTb
NPOV3BOANTENLHOCTH Wi-Fi nponyckHas cnocobHoctb 0 120 M6ut/c (NWA5160N)
300 M6uT/c, abdekTnBHas nponyckHas cnocobHoCTb
e be3omnacHocTb KOPMopaTnBHOIo ypoBHA 10 140 M6ut/c (NWA5560-N 1 NWA5550-N)
Ha rpaHuLe 6ecﬂpOBQﬂHo|}| ceTun PexuMbl pa6oTbi yﬂpaBJ‘Iﬂ(E‘AI\;\E’I\? Touka focTyna e
Be3onacHocTb WEP, WPA/WPA2-PSK, koprnopaTuHbiii pexxum WPA/WPA2
e [nbkne cpeacrtBa nepecblyikm Tpadpma B TYHHEJIbHOM U Mutanue ycrpoitcts Crariaapr 802.3af, cranaapt 802.3at
pacmpeneﬂeHHOM pe>o<|/|Ma>< o BUTOIA Nape
0cobble BO3MOXKHOCTH Beicokuit yposeHb orHectonkoct NWA5160N 1 NWABS560-N)
WUcTouHmnk nuTanus MoTpebnsiemas MowHocTb PoE 12/14/28 Bt

(NWA5160N/NWA5560-N/NWA5550-N)

Cepna NWAS1T20

248 1 Touka goctyna 802.11 a/b/g/n

ZyXEL One
Network

YHuBepcanbHoe peLleHue ans

NWA5121-NI NWA5121-N NWA5123-NI
~ Touka poctyna 802.11 Toyka poctyna 802.11 Toyka gocTyna c AByMs
ﬁeCI'IPO BO,U.H bIX JIOKAJIbHbIX CEeTeU b/g/n cepum Unified b/g/n cepuu Unified pagvomopynamu 802.11 a/b/g/n

cepuu Unified

cerogHd u 3aBTpa

XapakTtepucTuku
e B CeTeBble UHTepdEnchl 1 nopt BASE-T 10/100/1000 Méwut/c,
O3MOXHOCTb KperieHna Ha NoTosioK 1 Ha CTeva MOPT IOKasbHOM CETU C aBTOMATUYECKUM OMpeaesieHeM
© |<OHCprKLLVI§| Kopnyca obecneynBaeT BbICOKMI YPOBEHb OMTVMAasIbHOM CKOPOCTU B3aMMOAENCTBUA
Y Cranpapt WLAN IEEE 802.11 a/g/n, 2,4 [Ty
orHecTonrocTy - o [NWA5121-NI,gNWA5121-N]
e ApxutekTypa 2-8-1, bnarofapsa KoTopoi Touka AOCTyna IEEE 802.11 a/b/g/n, ogHoBpemeHHas paboTa B AvanasoHax
MOXeT pa60TaTb ”“ B @aBTOHOMHOM, 1 B ynpaBagemMom 2,4/5 Ty, (NWA5123-N1)
pexuMe Mepenaya faHHbIX 300 M6ut/c (NWA5121-NI, NWA5121-N)
600 M6uT/c (NWA5123-NI)
* [logaepxka ynpasnexuns no npotokony CAPWAP PeXxuMbl paboTbl Ynpaensemas/agToHoMHasa Touka AocTyna
e BbicokonponssoanTebHas pafnMoyacToTHas TexHonorusg:  Gydkuau WLAN Ho 8 SSIDVLAN [suptyancHeix WLAN],
3apaHee cozgaHHble VolP/rocTesbie SSID
CIDOp MWpOBaHWe Niy4a Ha nepefaTdnke y BesonacHocTb WEP, WPA/WPA2-PSK, kopniopatusHbiit pexxum WPA/WPA2
M geMoayndauma Ha oCHoBe MakCKMMasibHOWU 0co6ble BO3MOKHOCTH M30onsups Ha ypoBHe 2, BbIsiBNIEHVE MOLLEHHWUYECKMX ToYeK
BEPOSTHOCTM Ha NPUEMHUKe HOCTyMa, UHTEP$EnC KOMaHAHOI CTPOKY,

BbICOKMI ypoBeHb OrHEeCTONKOCTH



o
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MakcuManbHo KOMGOPTHbIE YCNI0BUS
LSt TPOCMOTPA UHTEPHET-CTPaHUL,
yepes ceTb Wi-Fi gns roctei otens

e Bubicokasa nponyckHaa cnocobHocTb
VI MPOM3BOANTENBHOCTL bnarofaps noanepxke
cTaHpapTa IEEE 802.11n

e KoMnakTHble pa3Mepbl MO3BONSIOT BCTPanBaTh TOUKY
A0CTyNa B HULLIKW B CTeHax, obecneynBas Takunm
0bpa3om NpeBOCXOHYI0 30HY MOKPbITHSA

e Heckonbko MHTepdelicos focTyna B 04HOM
ycTpoincTee — Ethernet, Wi-Fi n TenedorHad ceTb

o DyHKUMW aBTOMaTMYeCcKkoro obHapyxeHns
VI KOHOUTYpKpOoBaHMS oberyatoT MpoLLEeCC YyCTaHOBKMY
M HaCTPOWMKM

HapeXxHbin n 6e3onacHbIn gocTyn
K 6ecnpoBogHON NOKaNbHOM CETU ANA
HeboNbLUIMX U CpeaHUX KOMMaHUM

e [IpocToTa pa3BepTbiBaHWs bnarofaps HeCKONbKMM
pexvmMam paboTbl 1 NoaLepKe MUTaHWS No BUTOW Nape
cornacHo IEEE 802.3af

e Lllnpokune BO3MOXHOCTU yNpaBieHws, 1erko
VHTErpupyeMeole B CyLLLECTBYIOLLYIO CUCTEMY
CeTeBOro afiMMHNCTPUPOBaHNS

e Jkonoruyeckas cbanaHcnmpoBaHHoCTb bnarogaps
nopaepxke ctanaapta |[EEE 802.3az (EEE) n dyHKUmi
CHUXeHUs aHepronoTpebnerna WMM

BecnpoBoaHbie nokanbHble ceTn Wi-Fi
Toukn goctyna becnpoBoAHOM NIOKANIbHOM CETU

NWA1300-NJ

BcTpanBaemasi B CTeHy Touka AoCTyna

n_F
NWA1300-NJ

802.11 b/g/n c noppepsxkoi PoE

BcTpavBaeMas B CTeHy Touka flocTyna
802.11 b/g/n c nogpepxkoin PoE

XapaKTtepucTuku

CeTeBble UHTepdeichI 1 nopt 10/100BASE-T RJ-45 ¢ noagsep>Koi fyniekcHoro
pexuMa

MNepenaya aauHHbIX/ 150 M6uT/c / apdpekTnBHas nponyckHas cnocobHoOCTb

nponycKHas cnocobHoCTb 10 90 Méurt/c

®yHkummu WLAN Mopaepxka fo 4 SSID

BesonacHocTb WEP/WPA/WPA2, opriopaTusHbiit pexxum WPA/WPA2,
cnvickm koHTpons foctyna WLAN, dyHkummn 6esonacHocTn
802.1x

YnpaBnenue Ipaduyeckuit Be6-nHTepderic, SNMP v2c/v3, yacTHble 6asbi
MIB ot ZyXEL, Telnet

WUcTouHMK nuTanus TosnbKo nuTanme no Butoit nape (PoE) B cootseTcTBIM CO

ctaHpapToM |EEE 802.3af

NWA1100-N

Touka goctyna 802.11 b/g/n ¢
nopaepxkon PoE

Ll Il, . Nwa1100-N

MNMpeumMyLiecTsa

Touka goctyna 802.11 b/g/n ¢ nopaepxkoin PoE

Mogens NWA1100-N ot ZyXEL npepHasHaueHa Ans pacLUvMpeHust CyLLECTBYOLLMX
NPOBOAHbIX CETeN NpeanpuATUiA Manoro u cpefHero busHeca. Ycrpoiicteo NWA1100-N
ot ZyXEL npepcTaBnsieT coboii Touky AOCTyna HavabHoro ypoBHs ctanaapta 802.11n

C NoAAepXKKoi nuTaHus no TexHonorun PoE. OHa obecrieynBaeT ckopocTb Nepeaaym

naHHbIx fo 300 Méut/c.

C yyeToM npeobnapanvs ctaHgapta 802.11n TexHonorvs Wi-Fi ceropHs sensietcs

[l0CTaToOYHO BbICTPOIA, YTOBLI paccMaTpuBaTh ee B kauecTBe eAMHOr0 CeTeBOro CTaHAapTa
L5 Bcex nosnb3oBateneit opucHbix ceteir. CootBeTcTBeHHO, ycTpoiicteo NWA1100-N ot
ZyXEL npepncTaBnsieT coboit naeansHoe pelueHue Ans ceteit HebonbluMx NpesnpusTUR.
Bnaropaps nonaepxke PoE v Heckonbkux pexmos paboTsl yctporictso NWA1100-N
obecneynBaeT BbICOYANLLNIA YpOBEHL FMBKOCTU NP pa3BepTbiBaHUM 6eCpOBOAHbIX

ceTei.

XapaKTtepucTuku

CeTeBble UHTepdenchI 1 nopr 10/100/1000BASE-T RJ-45, pexxum pynnekca
CraHpapt WLAN IEEE 802.11 b/g/n

Nepepava aaHHbIX/ 300 M6uT/c [3dppexTnaHas nponyckHas cnocobHocTb
nponycKHas cnocobHoCTb pagmomogyns — go 110 M6ut/c)

Pe)xuMbl pa6oTbi

Touka gocTyna, Touka aocTyna + moct (WDS), pexxim mocTa/
MOBTOPUTENS, PEXXMM BECTPOBOAHONO KMEHTa

®yHkuun WLAN [o 4 ceten SSID/VLAN

Be3onacHocTb WEP/WPA/WPA2, opniopaTvsHbii pexum WPA/WPA2,
cnvckm koHTpons foctyna WLAN, dyHkLmm
6e3onacHoctn 802.1x

YnpaBneHue Ipadnyecknii Be6-nHTepdeiic, Telnet, SNMP v3

WUCTOYHMK NuTaHKua BHewwHuit agantep nutaHus 12 B noctosiHHoro Toka/1 A,

Motpebnsiemas MowHocTs PoE 10 BT



BecnpoBogHble nokanbHble cetn Wi-Fi
Toukn goctyna becnpoBOAHOM SIOKANIbHOWN CETU

Cepuna NWAT120

Touka pgoctyna 802.11n/ac ¢ nogaepskkon PoE,
npefHa3HayYeHHasa oS KPenaeHns Ha NoToske

Hape>XXHbin n 6e3onacHbIn focTyn K
becnpoBoAHOM IOKANbHOWN ceTU anst HebonbLLUX
N CpepfHUX KOMNaHUm

 [lpocToTa NnaHMpoBaHMa pagnonokpbITKa bnarogaps
OAMHAKOBbIM 30HaM pacnpoCTpaHEHUs CUrHana
2,4 TTu w5 MMy (NWA1T123-NI, NWAT123-AC)

e [nbkocTb Npu BbIBOpe HYy>KHOMO pexuMa paboTh
(aBTOHOMHbI, KIMEHT, KOpHeBas Touka gocTyna/

e KoMnakTHbIN an3alH, npefycMaTpmuBatoLLni
KpenfeHune Ha NoTosIKe, C ONTUMU3VPOBAHHOM
NPON3BOANTENBHOCTBIO PafMoYacTOTHbLIX MOAyel

e Bbicokasa npov3BoAMTENLHOCTL, obecneynBatoLlas
ynyyueHHoe kavectso obcnyxmBaHug B cetn Wi-Fi

(IEEE 802.11n/IEEE 802.11ac) nosTopUTEND)
JON
- me =me - [ - - - o
NWA1121-NI NWA1123-NI NWA1123-AC

Touka goctyna 802.11 a/b/g/n/ac c peyms
pagvoMopynsaMu u nopaepxkoin PoE,
npefHa3HayeHHas L1 KpenneHus Ha noTosnke

MoHTupyeMas Ha noTosok Touka
noctyna 802.11 b/g/n
¢ nopepxKkoi PoE

MoHTVpyeMas Ha NoToNoK Touka
poctyna 802.11 a/b/g/n c aByms
paavoMoaynsaMu 1 nopaepxkon PoE

MpeumMyLiecTBa XapaKTepucTuku

YcTpoiictea cepum NWAT120 ot ZyXEL npeacTtaBnsitoT coboit 0CHOBaHHbIe Ha CTaHAapTax, CeTeBble MHTepdeiichl 1 nopr 10/100/1000BASE-T RJ-45 ¢ nopaepxKoii

ynpasnsieMble nocpenctoM SNMP Touku foctyna ¢ nopaepxkoit PoE. 31a cepus BktovaeT [YTNEKCHOTO pexvMa

B cebs aBe Mogenw 802.11n: Mmogens NWA1121-NI, paboTatoLuyio B Ananasone 2,4 Ty, Mepenaya AaHHbIX/ 300 M6uT/c/, 3bdeKTnBHas NponyckHas CNocoBHOCTL

1 Mogenb NWA1123-NI, koTopas MoXeT ofHOBpeMeHHo paboTaTh B AuanasoHax 2,4/5 nponycKkHas cnocobHocTb a0 110 M6UT/C Ha kaxabili pagomogynb (NWA1121-NI),

[T, a Takke HepasHo BbilweaLyo Mofens NWA1123-AC, koTopas nopnepxuvsaeT bonee KoMBMHMpOBaHHas ckopocTb 400 MeuT/c (NWAT123-NI),

coBpemenHylo Tex+ororuio 802.11ac. KOMBUMHUpOBaHHas ckopocTs 1,1 T6uT/c (NWAT123-AC)

BewwHwit Bug yctpoiicts cepumt NWAT120, KoTopbIil HaNmoOMWUHAET AETEKTOP fibIMa, fienaeT ®ynkuvn WLAN [o 8/16/16 ceteit SSID/VLAN

UX OTIMYHBIM BbIOOPOM [151 YCTAHOBKYM Ha NOTOJIKE BHYTPU NOMELLIEHWIA; apXMUTeKTypa (NWA1121-NI/NWA1123-NI/NWA1123-AC)

YCTPOCTB CO BCTPOEHHbIM OMTUMU3NPOBAHHBIMW aHTEHHaMW NO3BOSISIET PELLMTbL BesonacHocTb WEP 64/128 6ut, WPA PSK/WPA2 PSK & Enterprise

Haunboee YacTo BCTPeYaloLLMecs Npy yCTaHoBKe Ha MoToskax NpobaeMbl ¢ moMexamu. YnpaeneHue [oCTynoM k becrnpoBofHON S1oKanbHON ceTn

Yctpoiictea cepuvt NWA1120 nopfepxxuBatoT HECKONbKO PeXXMMOB paboTbl, B YaCTHOCTW (WLAN)

pexvM becnpoBofHOrO KIMEHTa 1 NOBTOPUTENS; COOTBETCTBEHHO, YCTPOMCTBA 3TON Cepum YnpaBnenue paduyecknit Beb-nHTepdeiic, Telnet, SNMP v3

UfeanbHO NMOAXOASAT ANs MOCTPOEHUs TMBKuX BecnpoBOAHbIX CeTelt B HebonbLUUX drpMaXx, 0cobble GyHKUMN Mopaepxka IPvé, BbICOKMI ypOBEHbL OFHECTONKOCTU, PEXUM

FOCTUHWLAX 1 y4ebHbIX 3aBefeHUAX. aBTOHOMHO TOYKYM JOCTYNa, U30NALMS Ha YPOBHE 2,
Hannuue [Byx pagMoMofyneit, paboTatoLLmx B AnanasoHax

bKocTb B BbIGope peXkuMa 1 NpaKTUYHble BO3MOXXHOCTU AN 6usHeca 2,4 TTiy 5 T (NWA1123-NI/NWA1123-AC)

Toukw goctyna cepum NWA1120 c nogpepxkoit PoE nogaepxuBatoT pasnuuHble pexxuMbl VICTOMHUK NUTaHUS Bxog: 100—240 B nepem. Toka, 50—60 I, 0,3 A

paboTbl, B TOM Y1C/e PeXVM aBTOHOMHO TOYKM AOCTYNa, pexkuM becnpoBofHOro kineHTa
11 peXVIM NoBTOpUTENS/KOPHEBOM TOYKM AoCTyna. PexxuM 6ecnpoBogHoro KiveHTa
no3BoJISIeT NOAKI0YATh 0PUCHBIE NeprdepuitHbIe YCTPOIACTBA, HAaNpUMep NpPUHTEPbI

1nn GakcMMUNbHbIE annapatbl, K CETH, eCTIM OHW PacroNodKeHbl B TPYAHOAOCTYMHBIX A5
npoknagkv kabens mectax. Ycrpoictaa cepuyt NWA1120 no3BonstoT pacLumpuTb ycayrm
Wi-Fi, ncnonb3ys pexium NoBTOpUTENSst MU KOPHEBOI TOUKM AOCTyNa, As u3baBneHus ot
U3MULLHUX KabenbHbIx KoHCTpyKumid. Cepus NWA1120 sBnsieTcs upeanbHbIM BbibopoM
Ans Hebonblumx GpupM baaroaaps pspy NpakTUUHbIX GYHKLWIA, KOTOPbIE BECbMa MONE3HbI
B KOpriopaTBHOW HGPACTPyKType: Noaaepxka Heckonbkux ceteit SSID, besonacHocTb
ceteit Wi-Fi ¢ ncnonbsosaHueM wirdposarns WPA2 kopropaTBHOIO YpoBHSI, N30/15Lys
Ha ypoBHe 2 1 upeHTudukaums no npotokony RADIUS 802.1 x. Bce nepeuncneHHble
NpaKTUYHbIe GYHKLMW HapsiAy C BbICOKOMPOWU3BOAUTENbHOW apXMUTEKTYPOi pagvoMopyns
nenatot ceputo NWA1120 ot ZyXEL npekpacHbiM BapuaHToOM [is CO3AaHNS rMbKuX ceTeit
Wi-Fi ansi Hebonblumx GpupM.

Bbixoa: +12 B noctosiHHoro Toka, 1 A



XapakTepucTuku

Mopenb

U3obpakeHune
nspenus

Tvn aHTeHHbI

YacToTHbIW
ananasoH (Mlu)
Koappuument
ycunenus

KCBH (VSWR)
Monsipusauus
LLnpuna
AnarpamMmbl

HanpaBJieHHOCTHU
no ropusoHTanun

LLnpuna
[AMarpamMMmbl
HanpaBJIeHHOCTU
o BepTUKanm

PasbeMbl
Temnepatypa
Bec (r/¢yHT)

Fabaputbl (MM/
AoViMbl)

BecnpoBoaHbie nokanbHble ceTn Wi-Fi
ﬂ,OI‘IOJ‘IHVITeJ'IbeIe NPUHaAONEXHOCTH

AHTEHHBI

s ycTaHOBKM BHYTPU U BHE MOMELLLEHNIA

PacLunpeHue 30HbI NOKpPbITUS 6eCNPOBOAHbIX YCTPOUCTB

EXT-108

¥

#

BHe nomeleHnit

2400—2500

8 nbun

2,0:1 makc.

JInHeliHas, BepTUKanbHas

360°

15°

N-pa3beM, «Mama»

Ot -40°C po 80°C/oT -40° po 176°F

337/0,74

80 x 78 x 520/
3,15x3,07x 20,5

EXT-109

BHe nomeleHnin

2400—2500

8,5 nbu

1,5:1 makc.

JInHeliHas, BepTUKanbHas

65°

60°

N-pa3beMm, «Mama»

Ot -40°C no 80°C/oT -40° no 176°F

107/0,24

114 x 114 x 40/
4,49 x 4,49 x 1,57

EXT-114

y
*

BHe nomeleHnin

2400—2500

14 nbn

1,5:1 makc.

JInHeliHas, BepTUKanbHas

30°

30°

N-pa3beMm, «Mama»

Ot -40°C no 80°C/oT -40° no 176°F

407/0,90

200 x 200 x 50/
7.87x7387x1,97

EXT-118

BHe nomeleHunin

2400—2500

18 nbn

1,5:1 makc.

JInHeliHas, BepTUKanbHas

15°

15°

N-pa3beM, «MaMa»

01 -40°C no 80°C/oT -40° no 176°F

1600/3,53

360x360x 16/
14,17 x 14,17 x 0,63

ANT2206 ANT2105 ANT3108 ANT3218

U306pakeHne
nspenus

TUn aHTeHHbI

YacToTHbI#
AvanasoH (M)

Koapdpuument
ycunenus

KCBH (VSWR)
Monapusauus

LnpunHa
AnarpamMmbl
HanpaBIeHHOCTU
1o ropusoHTanu

LnpuHa
AnarpamMmbl
HanpaBiIeHHOCTH
o BepTMKanu

PasbeMbl
TeMmnepatypa

Bec (r/¢yHT)

Fa6aputbl (MM/
AoNMbI)

T
S
BHyTpeHHss
2400—2500 4900—5875
6 nbun 8 nbun
2,0:1 makc. 2,0:1 makc.
JlnHenHas, JlnHenHas,
BEpTUKaNbHas BepTVKanbHas
65° 50°
75° 50°

RP-SMA, «nana»
o1 -10°C go 55°C/oT 14°F o 131°F
110/0,24

76 x 86 x 118/2,99 x 3,39 x 4,65

L

BHe nomeleHnit

2400—2483 5150—5875
4,5 nbun 7 nbun
2,0:1 Makc. 2,0:1 makc.
JlnHenHas, JlnHenHas,
BepTUKabHast BepTVKanbHas
360° 360°
30° 15°

N-pasbeMm, «nana»

o1 -10°C go 70°C/oT 14°F o 158°F

70/0,15

922x183

&

BHe nomeleHnit

5150—5875

8 nbun
2,0:1 makc.

JInnHenHas, BepTukanbHas

360°

20°

N-pa3beMm, «Mama»

ot -40°C po 80°C/oT -40° po

176°F
206/0,46

2 20 x 260

-~

BHe nomeleHuni

5150—5875

18 nbn
2,0:1 Makc.

JInHelnHas, BepTuKanbHas

15,5°

15,5°

N-pa3beM, «Mama»

ot -40°C po 80°C/oT -40° go
176°F

700/1,54

210x 210 x 73/
8,27 x 8,27 x 2,87



BecnpoBogHble nokanbHble cetn Wi-Fi
,D,OI'IOJ'IHMTeJ'IbeIe MPUHaONEXHOCTHN

ANT1310 ANT1313 ANT1314 ANT3315 ANT3316

UsobpakeHune
nspenus

Tun aHTeHHbI

YacToTHbIN AUWanas3oH
(M)

Koapdpuumenr
ycunexus

KCBH (VSWR)
Monsipusaums

LLinpuHa Ararpammel
HanpaBneHHOCTU
0 ropusoHTanu

LLinpnHa Anarpammbl
HanpaeneHHoCTy
no BepTUKanu

YpoBeHb 60K0BbIX
nenecTkoB

Koadppuumenr
YCUNEHUs OT 3aaHeN
naHenu o nepegHen

PasbeMbl
Temnepatypa

Bec [r/¢yHT)

Fa6baputbl
(MM/pj0iiMbi)

Kabenb

BHyTpeHHss
2300—2700

9—10 pbu

1,5:1 Makc.

JluHenHas/
BeptukanbHas

TNnnennas/
Topn30oHTanbHas

51° 66°

66° 51°

-14 nb makc. -14 nb makc.

-13 nb makc. -13 nb makc.

2 pasbeMa SMA, «Mama»
ot -10°C po 55°C/ot 14°F o 131°F
130/0,29

9133 x 42/95,24 x 1,65

—
-« . i =
BHe noMeueHnit BHe nomeLeHnin BHe nomeleHni BHe noMeLeHnit
2400—2500 2400—2500 5150—5875 5150—5875
13—13,5 nbu 14 +0,5 pbu 15 0,5 pbu 15—16 pbun
2,0:1 makc. 2,0:1 makc. 2,0:1 Makc. 2,0:1 makc.
NG e JInHeliHas; +45° JInHenHas, +45° TNuneiinas, £90°

nonspusauus +45°

33° 60° 60° 19°
8B5S 13° 8° 21°
-13 nb makc. - -5 nb makc. -
-25 nb makc. -25 nb Makc. -30 nb makc. -20 nb makc.

2 pasbeMma N-Tuna, «Mama» 2 pazbema N-Tuna, «Mama» 2 pasbeMma N-Tvna, «Mama» 2 pasbema N-Tuna, «Mama»

ot -40°C o 80°C/ ot -40°C po 80°C/ ot -40°C po 80°C/ ot -40°C o 80°C/
ot -40°F po 176°F ot -40°F po 176°F ot -40°F no 176°F ot -40°F po 176°F

800/1,76 800/1,76 1,4/3,09 800/1,76
210x 210 x 73/ 560 x 120 x 145/ 560 x 120 x 145/ 210x 210 x 73/
8,27 x 8,27 x 2,87 22,04 x 4,72 x 5,71 22,04 x 4,72 x 5,71 8,27 x 8,27 x 2,87
KoMnnekT

ONna KpenneHna K noToNKy

UsobparkeHune
nspenus

RP-SMA, «nana» - N-pasbem,
«nana»
[nuHa kabena: 3m, 9 M

OMUCAHUE

«nana»

[nuHa kabena: 1M, 9 M

WU3o6parkeHue
usgenus
N-pasbeM, «nana» - N-pasbem, RP-SMA, «nana» - N-pasbem, s mopeneit NWA3160-N,
«Mama» (kaenb-nepemsiikal / Onvcanue NWA3560-N, NWA5160N,

N-pasbeMm, «nana» - N-pasbem,
«MaMa» (paspagHuk): 0,5 m

NWA5560-N




KoHTponnepbl ans 6ecrnpoBofHbIX JIOKaJNbHbIX CETEN
CpaBHuTenbHasa Tabavua xapakTepucTmk

Mopenb KoHTponnepbl 6ecnpoBoaHbIX ceTei

NXC5500 NXC5200

AnnapartHas 6asa

MopTsl 10/100/1000 M6uT/c, pasbem RJ-45 6 4 (8 c pononHUTENbHBIM MogyneM) 6
MopTbl USB 2 — 2
Yucno ynpasnsieMbix Touek goctyna (o yMonyaHuio/Makcumym) 64/512 48/240 8/64
MponyckHas crnocobHocTb, M6uT/c 6 4 1

CpeacTBa pa3BepTbiBaHUA 6eCnpoBOAHOM ceTH

MnaHnpoBaHue pa3MelleHns ToueK AocTyna - - Na
PacueT 30HbI NOKPbITUS - - JIE]
Kapta pacnpepenenus kayecTtsa cetu — — Da
CAPWAP Na Ia Jla
MexaHn3Mbl 06Hapy>KeHUs 1 MOAKITIOYEHUS YpaBisieMblX TOYeK AocTyna PyuHoit/AeToMaTuyeckmit/DHCP option 138/DNS option 15

Auto provisioning Oa Oa Oa
NAT pass-through Oa Oa Ja
3awwmra kaHana ynpasnenus (DTLS) Da Da Da
OcHOBHOI1/pe3epBHbIii KOHTpoNEp Ha Oa JIE}
ABToMaTuyeckas 3aMeHa MUKponporpaMMmebl B ynpaenfeMbliX ToO4YKax gocrtyna ,U,a ,U,a D,a
3aMeHa MUKpPOMNpOrpaMMbl Mo pacnucaHuio Ja - Ja
[OuHamuueckuin BbiGop YacToTHoro kaHana (DCS) Oa Oa Oa
MoporoBoe 3HaueHue RSSI ans knveHToB Ja Oa Da
Hactpoiika napameTpoB nepepauu notoka Multicast uepes 6ecnposogHyto ceTb Ha Ha Ha
ZyMESH *1 Ha - JIE]
ZyMESH c MHoxecTBoM SSID 1 VLAN (TyHHenbHbIN pexxum) Ha*2 - Ha*2
ABToMaTu4eckoe ycTpaHeHue HeucnipaBHocTen (Auto healing) Ha — JIE}
MpoTokonkl ayTeHTUPMKALUM 802.1x, MS Active Directory, LDAP

AyteHTudpukauus no MAC-appecam Oa Oa Ha
Yucno nonb3oBateneit BcTpoeHHoro cepeepa RADIUS 4,096 2,048 512
BbisiBneHue MoLLeHHNYeCcKnX To4eK AocTyna Ha Oa Oa
Jlokanusauus v M30oNALMA MOLLEHHUYECKMX TOYeK IoCTyna Ha Ha Da
HactpaunBaemsiii Captive portal Ha Oa Ha
BrewHwii Captive portal Ha Oa Ha
Yucno rocTeBbix (aMHaMuueckux) yueTHbIX 3anucen 1,024 512 512
Layer-2 Isolation Oa Oa Oa
VLAN 512 512 512
DHCP-knueHT/cepBep/peTpaHcnstop ha Da Da
NAT Oa Oa Oa
CraTuyeckas MapLupyTu3auus Oa Oa Oa
MapLupyTusaumsa Ha ocHoBe NOANTUK Ja Oa Ha
MedceTeBoii akpaH Oa Oa Oa
WMM power save Ha Oa Ha
Mapkuposka Diffserv Oa Oa Oa
BanaHcupoBka Harpysku Touek foctyna Ha Oa JIE]
YnpasnieHue CKopoCTbI0 MepeAayn AaHHbIX CPeACTBaMU MEXKCETEBOr0 3KpaHa Ha Ha Oa
YnpaeneHue nonocoit nponyckanus Wi-Fi knuenTa (ans kaxxgoin SSID) Ha Ha la
PeKoMeHA0BaHHOE YNC/I0 TOYEK AOCTYNA B TYHHENbHOM peXume Lo 64 Jo 64 Jo 16
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Ipaduueckuin Beb-uHTepdeiic ynpaBnenus c nopaepxion SSL Ha Oa Ha
WHTepdeiic KoMaHAHOMN CTPOKM € noaAepKKoin SSH Oa Oa Oa

SNMP v1,v2c, v3 v1,v2c v1,v2c, v3
MHoroypoBHeBoe afMUHUCTPUPOBaHUE Oa Oa Ha
YnaneHHoe KOHPUrypupoBaHue 1 ynpaBneHue Ha Oa Oa
Ynpasnstowwuit VLAN Ha Oa Ha
CuMCTeMHBIV dKypHan Oa Oa Oa

Cuc Vi dKypHan, coxp: v Ha USB-pucke Ha Ha JIE]

C6op ceteBoro Tpaduka Oa Oa la

High availability OCHOBHOM 1 pe3epBHbIit OcHoBHoi1 1 pe3epBHbIi, Device HA OCHOBHOI1 U pe3epBHbIit
BcTpoeHHble BO3MOXKHOCTH AMArHOCTUKN Oa Oa Oa
YnpaeneHue 4acToTHbIMM Auana3oHamu (Band select) Oa — Oa

IPvé Ja — Ha
OnekTponuTaHune 100—240V AC 100—240V AC 12V DC, 100—240V AC
MakcumanbHas notpebnseMas MoLLHOCTb 98 BT 180 Bt 19 BT

MTBF, yacos bb,555 46,632 815,464
Pa3Mepbl, WuMpWHa X rny6uHa X BbICOTa, MM 520 x 435 x 42 431x520 x 44 242x175x35,5
Macca, rp. 5350 12 000 1254

*1) Oynkuma ZyMESH akTBUpYeTCs ¢ NOMOLLbLIO AOMONHUTENbHOM NULeH3uK. [To yMonyaHuio onyckaeTcs ToNbKo ofHa KopHeBasi Touka gocTtyna (Root AP).
*2) Noppepxusaetca Npu ucnonb3osaHum ¢ Toukamm goctyna NWA3160-N, NWA3560-N, NWA3550-N, NWA5160N, NWA5560-N n NWA5550-N.
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YHupuULuUupoBaHHbIe TOUKM AOCTYNA
CpaBHuTenbHasa Tabavua xapakTepucTmk

Mopgenb YHudMUMpPOBaHHbIe TOYKM AOCTYNa

| Nwastzmi | NwastaiN [ Nwastaint | NWAS301-NJ

Ba3soBas KOHCTpyKuus

Tun ncnonb3oBanus OcducHas OducHas OducHas OcducHas HacTeHHas
MopaepkmBaeMble CTaHAAPTbI 802.11 a/b/g/n 802.11 b/g/n 802.11 b/g/n 802.11 b/g/n
YacToTHbIM AManasoH 2,tn5TTy 2,4TTy 2,4TTy 2,4TTy
Yucno papuomopyneit 2 1 1 1

Cneuudukauus paguonHtepdeica
Yucno aHTeHH 4 BCTPOEHHble 2 BHelUHWe CbeMHble 2 BCTPOEHHble 2 BCTPOEHHbIE

KoapduumeHT ycuneHusi aHTeHHbI 2pbu pna 2,4 Ty 3nbu 4,5 pbn 4 pbun
3pbupgna5my

MakcuManbHoe YUCi0 3aperncTpUpoBaHHbIX Nosb3oBaTtenem 128 64 b4 64
(oTkpbITas ceTb)

|
z

MopTsl 10/100 M6uT/c, pasbem RJ-45 — — — Uplink: 1
Downlink: 3

Moptbi 10/100/1000 M6uT/c, pasbem RJ-45 1 1 1 —

PoE Ja Oa Ja Oa
MoTpebnsiemas MoLLHOCTb B pexxume PoE, BT 7 4 4 13 (Bkntoyas 7 Bt PoE PSE)
CkopocTb nepeaaum aaHHbIx, Méut/c 300 + 300 300 300 300
3ddekTnBHas nponyckHas cnocobHocTb, MbuT/c 110 110 110 90

Pe>xum Mesh Ja Da Ja Oa

Pexum Mesh ¢ MHoecTBoM SSID 1 VLAN (TyHHeNbHBbIA pexxum) — — — -

Be3onacHocTb

WEP Oa Ha Ja Da
WPA/WPA2-PSK Ha Ha la Oa
WPA/WPA2-Enterprise JIE] Oa Ja Oa
WMM (Wi-Fi Certified) JIE] Ha Oa Oa
Tunel EAP TLS, TTLS, PEAP, FAST, AKA n SIM

|IEEE 802.1X la la la Oa
Beb-ayteHTnduKauma * * * *

®unbTpaums no MAC-agpecam Oa Oa Ja Oa
Layer-2 Isolation Oa Oa Ha Oa
AyteHTudukaums RADIUS Oa Ha Ja Ha
AyteHTudukaums Microsoft AD * * * *

AyteHTudukaums LDAP b b e b

AyteHTudukaums no MAC-agpecam * * * *

BcTpoeHHbiit cepeep RADIUS — — = -

BbisiBNeHMe MOLLIEHHMYECKMX TOYEK AoCTyna JIE] Ja Oa Ja
Jlokanusaums n U3onsaumns MoLEHHUYECKUX ToYEeK AOCTyna Oa Ja Ha Ha
DP *k *k *k *x
AHTMEMPYC *k *k *k *k
MexceTeBo 3kpaH * * * *

CeTeBble GpyHKUUM

IPvé Oa Ja Oa Ja
VLAN fa Da Ja Da
DHCP-knueHT Oa Ja Oa Ja
DHCP-cepBep/peTpaHcnstop — — = —
NAT — - — —

Ynpaenexue

PexxumM koHTponnepa — — — _

Pe>X1M aBTOHOMHOI TO4KM AoCTyna Oa Ja Oa Ja
PeXxuM ynpasnsieMoit To4KuM focTyna Oa Ja Oa Ja
paduuecknit Beb-uHTepdeiic ynpaBnenus Ja Ja Ha Ja
WHTepdeiic KoOMaHAHOR CTPOKK Oa Ja Oa Ja
SNMP Oa Ja Oa Ja
Plenum rating Oa JIE] Oa —
3nekTponuTaHue 12VDC, 1A PoE
MTBF 781396 627152 627152 531785
Pa3Mepbl, lWMPUHA X F1YBKUHA X BbICOTA, MM 130 x 130 x 54,5 130 x 130 x 54,5 130 x 130 x 54,5 85x138x37,4
Macca, rp. 250 230 230 172

* OyHKUMA noaaepXkmMBaeTcs npu pabote ¢ koHTponnepamu NXC5200, NXC2500 n NXC5500.
** OyHKLVWA NOAAEPXKMBAETCA TONbKO Npu paboTe ¢ koHTponnepom NXC5200.
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YHupuuupoBaHHble npodeccuoHasibHble TOYKU AO0CTYyNa
CpaBHuTenbHasa Tabavua xapakTepucTmk

Mopenb YHuouumpoBaHHbie npodeccmoHanbHble TOYKU AOCTyna

Ba3soBas KOHCTpyKuus

Tun ucnonb3oBaHus BcenorogHoe ncnonHexne B nomeLueHunu B nometluenuu
MopaepkmBaeMble CTaHAApPTbI 802.11 a/b/g/n 802.11 a/b/g/n 802.11 a/b/g/n
YacToTHbIM AManasoH 2,tn5TTy 2,tn5TTy 2,tvnn 5Ty
Yucno papuomopyneit 2 2 1

Cneuudukauusa paguonHTepdeica

Yucno aHTeHH 4 pasbema N-Tnna 4 BHELUHWNE CbeMHble 2 BHeLUHWe CbeMHble
KoapduumeHT ycuneHusi aHTeHHbI — 3 pnbu 30Bbu
MakcuManbHoe Y1cio 3aperncTprUpoBaHHbIX Nonb3osateneil (0TKpbITas 256 256 128

ceTb,

|
z_.

Moptbi 10/100 M6uT/c, pazbem RJ-45 — - _

Moptbi 10/100/1000 M6uT/c, pasbem RJ-45 1 1 1
PoE Nla Aa fa
MoTtpebnsemas MoLHOCTb B pexkume PoE, BT 28 14 1
CkopocTb nepeaauv aaHHbIx, Méut/c 300 + 300 300 300
3ddekTnBHaA nponyckHas cnocobHocTb, MbuT/c 140 140 120
Pe>xum Mesh Ja Oa Ja
Pexxum Mesh ¢ MHoecTBoM SSID 1 VLAN (TyHHeNbHBbIA pexxum) Ja Ha Oa
WEP Ja JIE] Ja
WPA/WPA2-PSK Ha JIE] la
WPA/WPA2-Enterprise Ha Da Oa
WMM (Wi-Fi Certified) Ja Ha Oa
Tunbl EAP TLS, TTLS, PEAP, FAST, AKAu SIM

|EEE 802.1X Ha JIE] Ha
Beb6-ayTeHTndukaums * * *
@unbTpaums no MAC-appecam Ja Oa Oa
Layer-2 Isolation Ja Oa Oa
AyteHTndukaums RADIUS Ja Oa Ha
AytenTudukaums Microsoft AD * * *
AyteHtudpukauus LDAP 2 b b
AytenTndukaums no MAC-appecam * * *
BcTpoeHHbliii cepeep RADIUS Ha Oa Oa
BblisiBNeHMe MOLLIEHHNYECKUX TOYEK JocTyna Ha Oa Ja
Jlokannsauus v M3oNALMA MOLLEHHNYECKMX TOYeK AoCTyna Ha JIE] Ha
IDP *k *k *x
AnTnBMpYC = = o
MedceTeBoii akpaH * * *

CeteBble pyHKUUM

IPv6 — - —
VLAN Ja Oa Oa
DHCP-knueHt Ja Oa Oa
DHCP-cepBep/peTpaHcnsTop — — =
NAT — - —
Pexxum koHTponnepa Ja Ha Ja
Pe>k1uM aBTOHOMHO TO4KM focTyna Ja Oa Oa
Pe>xuM ynpaBnsieMoi To4kK focTyna ik} Oa Oa
paduyeckuii Beb-nHTepdeiic ynpaBneHms Ja Ha Ja
WHTepdeiic kKoMaHaHON CTPOKKN Ja Ha Ha
SNMP Ja Oa Oa
Plenum rating — Oa Oa
3nekTponutaHue PoE12-HP 12VDC, 1A

MTBF 155600 173386 189393
Pa3Mepbl, UMPKHA X TYBUHA X BbICOTa, MM 257 x 257 x 51 198 x 138 x 45 198 x 138 x 45
Macca, rp. 1360 462 439

* OyHKuma nopaepkuBaeTcs npu pabote ¢ koHTponnepamu NXC5200, NXC2500 u NXC5500.

** DyHKLMA NOAAEP)KMBAETCS TONbKO Npu paboTe ¢ koHTponnepoM NXC5200.
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YnpaBnsieMble TOYKU AocTyna
CpaBHuTenbHasa Tabavua xapakTepucTmk

Mopenb YI'IpaBﬂﬂEMbIE TOYKM gocTyna

Ba3soBas KOHCTpyKuus

Tun ucnonb3oBaHus BcenorogHoe ncnonHexve B nomeLueHun B nomeLuenunu
MopaepkmBaeMble CTaHAAPTbI 802.11 a/b/g/n 802.11 a/b/g/n 802.11 a/b/g/n
YacToTHbIM AManasoH 2,tn5TTy 2,tn5TTy 2, 51Ty
Yucno papuomopyneit 2 2 1

Cneuudukauus paguonHTepdeica

Yucno aHTeHH 4 pasbema N-Tuna 4 BHELUHWe CbeMHble 3 BCTpOEHHble

KoapduumeHT ycuneHusi aHTeHHbI — 3 nbu 6pbupgna 2,4 Ty,
8pnbunona 5y

MakcuManbHoe Y1cio 3aperncTprUpoBaHHbIX Nonb3osatesneil (0TKpbITas 256 256 128

[=]
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S
L.

Moptbi 10/100 M6uT/c, pazbem RJ-45 — — _

Moptbi 10/100/1000 M6uT/c, pasbem RJ-45 1 1 1
PoE Ha Ha Oa
MoTtpebnsemas MoLHOCTb B pexkume PoE, BT 28 14 12
CkopocTb nepeaauv aaHHbIx, Méut/c 300 + 300 300 + 300 300
3ddekTnBHas nponyckHas cnocobHocTb, MbuT/c 140 140 120
Pe>xum Mesh Ja Oa Oa
Pexxum Mesh ¢ MHoecTBoM SSID 1 VLAN (TyHHeNbHBbIA pexxum) Ja Ja Oa
WEP Ja Oa Da
WPA/WPA2-PSK Ha la Na
WPA/WPA2-Enterprise JIE] Da Oa
WMM (Wi-Fi Certified) Ja Ja Oa
Tunbl EAP TLS, TTLS, PEAP, FAST, AKA n SIM

|IEEE 802.1X L & &
Beb6-ayTeHTndukaums * * *
@OunbTpaums no MAC-agpecam & & 0
Layer-2 Isolation * * *
AyteHtndukaums RADIUS * * *
AytenTudukaums Microsoft AD * * *
AyteHtudpukauus LDAP b 2 hd
AytenTndukaums no MAC-appecam * * *

BcTpoeHHbiii cepeep RADIUS — = —

BbisiBneHue MoLLeHHNYeCcKnX Touek focTyna * * *
Jlokannsauus v M30o1SLMSA MOLLEHHNYECKMX TOYeK AoCTyna * * *
IDP *x *k *k
AHnTUBMpYC e o o
MexxceTeBoi1 3kpaH * * *

CeTteBble pyHKUUM

IPv6 — — —
VLAN Ha Ja Oa
DHCP-knueHt Ja Oa Oa
DHCP-cepBep/peTpaHcnstop — = —
NAT - — _

YnpaBnenue

Pexxum koHTponnepa — - —
Pexxnm aBTOHOMHOW TO4KM locTyna — = —
Pe>xuM ynpaBnsieMoi ToukuK foctyna Oa Da Na
paduyecknii Beb-nHTepdeiic ynpaBneHus — = —

WHTepdeiic KoMaHAHON CTPOKKN Ha JIE] Oa
SNMP — — —
Plenum rating — Oa Oa
3nekTponutaHue PoE12-HP 12VDC,1,5A

MTBF 155600 173386 184442
Pa3Mepbl, UMPUHA X TYBUHA X BbICOTA, MM 257 x 257 x 51 218 x 174 x 54 218 x 174 x 54
Macca, rp. 1360 805 766

* OyHKumMa nopaepkuBaeTcs npu pabote ¢ koHTponnepamu NXC5200, NXC2500 u NXC5500.

** DyHKLMA NOAAEP)KMBAETCS TONbKO Npu paboTe ¢ koHTponnepom NXC5200.

a1
N



ABTOHOMHbIE TOYKM fOCTYNA
CpaBHuTenbHasa Tabavua xapakTepucTmk

Mopenb ABTOHOMHbIE TOYKH Aaoctyna

NWATI00-NJ) | NwAT123-Ac | NWATI23NIL [ NwatiN |

Ba3soBas KOHCTpyKuus

Tun ncnonb3oBanus Oducras Oducrasn OducHan OducHas HacTeHHast

MopaepkmBaeMble CTaHAApPTbI 802.11 b/g/n 802.11 a/b/g/n/ac 802.11 a/b/g/n 802.11 b/g/n 802.11 b/g/n

YacToTHbIM AvanasoH 2,4TTy 2,tn5TTy 2,tun5TTy 2,4TTy 2,4TTy

Yucno papuomopyneit 1 2 2 1 1

Yucno aHTeHH 1 BCTpOeHHas 4 BCTPOEHHble 4 BCTPOEHHbIE 2 BCTPOEHHble 2 BHelUHWe CbEMHble

KoappuumeHT ycuneHus aHTeHHbI 2 pnbu 3pbupgna 2,4y 2pbupna 24y 4,5 pbu 3nBbu
5nbupna5my 3pabnpnas5imy

MakcuManbHoe YUC0 3aperucTpPUpPoBaHHbIX b4 128 128 64 128

nonb3osarenen (oTkpbITas ceTb)

|
z

MopTsl 10/100 M6uT/c, pasbem RJ-45 1 — — — —
Moptbi 10/100/1000 M6uT/c, pasbem RJ-45 — 1 1 1 1

PoE Ha Ja Ha Oa Ha
MoTtpebnsemasn MoLHOCTb B pexkume PoE, BT 7,2 7 7 4 10
CkopocTb nepeaayy aaHHbIx, Méut/c 150 300 + 866 300 + 300 300 300
AddekTnBHan nponyckHas cnocobHocTb, M6uT/c 90 110 110 110 110

Pexxkum Mesh - - - - -

Pexxum Mesh ¢ MHoxecTBom SSID n VLAN — — — = —
[TyHHenbHbI# pexxim)

WEP Ja Ja Ha Oa Oa
WPA/WPA2-PSK la la la la Na
WPA/WPA2-Enterprise Ha Ha Oa Oa Oa
WMM (Wi-Fi Certified) Ja Ja Ha Oa Oa
Tunel EAP TLS, TTLS, PEAP, FAST, AKA n SIM

IEEE 802.1X — Oa Oa Oa Na
Beb6-ayteHTndukaums — — — — —
@unbTtpaums no MAC-agpecam — Oa Oa Oa Oa
Layer-2 Isolation — Oa Oa Oa —
AyteHtudukaums RADIUS — Oa Oa Oa ha

AyteHTudukaums Microsoft AD — — - — —
AyteHtudukaums LDAP — — — - —
AyteHTudukaums no MAC-agpecam — — — — —
BcTpoeHHbiit cepeep RADIUS — — — = —
BbisiBNIeHME MOLLEHHUYECKUX ToYeK AocTtyna — _— —_ — —
Jlokanusauwms n U301ALMSA MOLIEHHNYECKUX ToYeK = — — = —
poctyna

IDP — - — — —
AHnTnBMpYC — — — = 5
MexceTeBo 3kpaH — — — — —
CeteBble pyHKUUM

IPv6 — la Oa Na _
VLAN Bba Da Da Da Da
DHCP-knueHT Oa Oa JIE] JiE] Ja
DHCP-cepBep/peTpaHcnsitop — — — = —
NAT — - — — _

Pe>xxuM koHTponnepa — — - — —

Pe>x1uM aBTOHOMHO TOYKM foCTyna Ja Ja Ja Ja Ja
Pe>xxuM ynpaBnsieMoii Toukmn gocTyna — — — — —
Ipaduueckuin Beb-uHTepdeiic ynpaBneHus Ja Ja Ja Ja Ja
WnTepdeiic KoMaHAHON CTPOKM — Ja Ja Ja Oa
SNMP Ja Ja Ja Ja Oa
Plenum rating — Ja Ja Oa —
3nekTponutaHue PoE 12VDC, 1A 12VDC, 1,5A
MTBF 54575 656972 781396 627152 391494
Pa3Mepbl, WUMPKHA X TYBUHA X BbICOTa, MM 87 x 87 x 55,5 130 x 130 x 54,5 130 x 130 x 54,5 130 x 130 x 54,5 152 x 92 x 45
Macca, rp. 122 260 250 230 200
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YHupuuupoBaHHble npopeccuoHasibHble TOYKU AO0CTYyNa
CpaBHuTenbHasa Tabavua xapakTepucTmk

Mopenb YHudpuumpoBaHHble NpodeccuoHanbHble TOYKK focTyna

WAC6502D-E WAC6502D-S WAC6503D-S WAC6553D-E

Ba30Bas KOHCTPYKLUMA

Tun ucnonb3oBaHusa B nomelueHumn B nomeLeHun B nomeleHun YnuuHas
MopaepkuBaeMble CTaHAAPTHI 802.11 a/b/g/n/ac 802.11 a/b/g/n/ac 802.11 a/b/g/n/ac 802.11 a/b/g/n/ac
YacToTHbI AnanasoH 2,tun5TTy 2,tun5TTy 2,4un5TTy 2,tn5TTy
Yucno paguomopynei 2 2 2 2
Yucno aHTeHH 4 BHelLHNe CbeMHble CMapT-aHTeHHbI CMapT-aHTeHHb! 6 pasbeMmoB N-Tuna «Mama»
KoapduumeHT ycuneHus aHTeHH 5pbuv ans 2,4 Iy, 4 pbupns 2,4 My, 4 pbupns 2,4 MMy, —

7oBunpna 5y 6pbupna 5y 6pbupna 5y
MakcuManbHoe YMCo 3aperMcTpUpoBaHHbIX Nonb3oBaTtenei 256 256 256 256

(oTkpbiTas ceTb)

|
F4

Moptbi 10/100 M6uT/c, pasbem RJ-45 — — — —

MopTsl 10/100/1000 M6uT/c, pasbem RJ-45 2 2 2 1
PoE Ja Oa Oa Oa
MoTpebnsieMas MoLHOCTb B pexxume PoE, BT 15,12 15,12 17,04 25
CkopocTb nepeaaum aaHHbIx, Méut/c 300 + 866 300 + 866 450 + 1300 450 + 1300
3ddekTnBHasA nponyckHas cnocobHocTb, Mbut/c 600 600 900 900
Pexum Mesh Ja Ha Oa Oa
Pexxum Mesh ¢ MHokecTBoM SSID 1 VLAN (TyHHenbHbI pexxum) Ha Ja Oa Oa
WEP Ja Ha Oa
WPA/WPA2-PSK la la la
WPA/WPA2-Enterprise Ha Ha Ha
WMM (Wi-Fi Certified) Ja Ja Oa
Tunel EAP TLS, TTLS, PEAP, FAST, AKA n SIM

|EEE 802.1X Ha Ha Na Oa
Beb6-ayTeHTudukaums * * * *
OunbTpauus no MAC-agpecam Ja Ja Oa Oa
Layer-2 Isolation Ja Ha Oa Ha
AyteHTudpukauus RADIUS Ja Ja Oa Oa
Aytentudukaumsa Microsoft AD * * * *
AytenTudukaums LDAP * * * *
AyteHTudpukauus no MAC-appecam * * * *

BcTpoeHHbiit cepsep RADIUS — —_ — —

BbisiBneHue MoLLeHHNYeCcKUX To4ek focTyna Ja Ha Oa Oa
Jlokanusaums v M30NsLMS MOLLEHHUYECKUX TO4eK A0CTyna Ja JIE] Oa Oa
IDP — - — —
AnTnBMpyC - - - -
MedceTeBoii akpaH * * * *

IPvé Ja Ha Oa Oa
VLAN Ja Ja Oa Oa
DHCP-knueHT Ha Oa Oa Ha
DHCP-cepeep/peTpaHcnsiTop — - — —
NAT — — — —

YnpaBsneHue
Pe>xuM koHTponnepa - - - -

Pe>x1M aBTOHOMHOI TOYKM JoCTyna Ja Ja Oa Oa
Pe>xuM ynpaBnsieMoi To4ku focTyna Ja Ha Oa Ha
paduyeckuii Be6-uHTepdeiic ynpaBneHus Ha Ja Oa Ha
UHTepdeitc koMaHAHOM CTPOKM Ja Oa Oa Ja
SNMP Ja Ja Oa Ha
Plenum rating Ja Oa Oa —
OnekTponuTaHune 12VDC,2A PoE IEEE 802.3at

MTBF 1427755 1407374 1202489 562413
Pa3Mepbl, WinpuHa X rnybuHa x BeicoTa, MM 236 x227x 62 236 x 227 x 62 236 x 227 x 62 255 x 256 x 62
Macca, rp. 841 961 982 1708

* OyHKUMs nopAepXuBaeTcs npu pabote ¢ koHTponnepamu NXC5200, NXC2500 1 NXC5500.
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Be3onacHocTb
CeogHag Tabnuua ueHTpoB besonacHoctn USG n MexxceTeBbix akpaHos ZyWALL

ZyWALL 110
USG60/60w N veeenes

USG40/40w R s ]

USG20/20W

— m

YnaneHHble oduchl/Manblin brsHec

USG 20/20W USG 40/40W USG60/60W ZyWALL 110

1 x WAN GbE, 1 x WAN GbE, 2 x WAN GbE, 2 x WAN GbE,

4x LAN GbE, 1 x WAN/LAN GbE, 4 x LAN GbE, 1 x WAN/LAN GbE,

1 x USB, 3 x LAN GbE, 2 x USB, 4 x LAN GbE,

802.11 b/g/n (USG20W) 1 x USB, 802.11 a/b/g/n (USG6OW) 2 x USB,

SPI Firewall: 175 Méur/c, 802.11 b/g/n (USG40W) SPI Firewall: 1 000 M6uT/c, SPI Firewall: 1 600 MéuT/c,
OcHoBHble IP Sec: 75 M6uT/c, SPI Firewall: 400 M6ut/c, IP Sec: 180 M6uT/c, IP Sec: 400 M6uT/c,
XapaKTepucTuKm Ceccun NAT: 10 000, IP Sec: 100 M6u/c, UTM: 90 Méut/c, UTM: 250 Méut/c,

IPSec-TyHHenu: 5, UTM: 50 M6uT/c, Ceccuun NAT: 40 000, Ceccuun NAT: 60 000,

SSL-TyHHenw: 1 Ceccuum NAT: 20 000, IPSec-tyHHenu: 20, IPSec-tyHHenn: 100,

IPSec-TyHHenu: 10, SSL-TyHHenu: 12 SSL-TyHHenu: 25

SSL-TyHHenu: 7

LononHutenbHble

ZyWALL OTP v2, OTP-MOBI
NpUHaANEeXHOCTH

MporpaMMHoe

IPSec VPN Client, SecuExtender SSL VPN Client for Mac 0S, Vantage Report, ZON
obecneyeHue



Be3onacHocTb
CeogHag Tabnmua ueHTpoB besonacHoctn USG n MexxceTeBbix akpaHos ZyWALL

USG 2000
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USG1900
B  sanvuunnnc.
ZyWALL 1100

ZyWALL 310

n_ LTS l

Manbit n cpefHMUM BU3HeC

8 x WAN/LAN GbE, 8 x WAN/LAN GbE, 8 x WAN/LAN GbE, 6 x LAN/WAN GbE,

2 x USB, 2 x USB, 2 x USB, 2 x WAN SFP/RJ45 GbE,
SPI Firewall: 5 000 M6uTt/c, SPI Firewall: 6 000 M6ut/c, SPI Firewall: 7 000 M6uTt/c, 2x USB 2.0,

IP Sec: 650 MbuT/c, IP Sec: 800 MbuT/c, IP Sec: 900 Mbut/c, SPI Firewall: 2000 M6uT/c,
UTM: 400 MéuT/c, UTM: 500 MéuT/c, UTM: 600 M6uT/c, IPSec: 600 M6uT/c,
Ceccun NAT: 100 000, Ceccum NAT: 500 000, Ceccuum NAT: 500 000, UTM: 400 MéuT/c,
IPSec-TyHHenn: 300, IPSec-tyHHenu: 1000, IPSec-tyHHenu: 2000, Ceccun NAT: 1 000 000,
SSL-TyHHenu: 50 SSL-TyHHenu: 250 SSL-TyHHenu: 755 IPSec-TyHHenu: 2000,

SSL-TyHHenu: 750




Be3onacHocTb
BeepeHune

LleHTpbl besonacHocT USG
1 MexceTeBble 3kpaHbl ZYWALL
HOBOIO MOKOJIEHUS

USG 1900

YHuduumpoBaHHble LeHTpbl besonacHocT USG 1 MexxceTeBble
3KkpaHbl ZyWALL HOBOro nokoneHmns — 3To KOMMaKTHbIe,
BbICOKOMHTErpUPOBaHHbIe YCTPOMCTBA, NPeAHa3HaYeHHble

L1t peLLeHnst LUIMPOKOTOo CMeKTpa 3afay no nocTpoeHuto 1T-
MHGPaCTPYKTYpbI NPEANPUSTUIA Manoro 1 cpefHero busHeca, B uncne
KoTopbix becnepeboiHoe nogkntoveHne kK MHTepHeTy, co3paHune
Be3onacHbIX KaHaNoB CBA3M C yAaNeHHbIMU Nofpa3feneHnsaIMn n
COTPYAHWKaMW, @ TakKe BCECTOPOHHSS 3aLumTa IT-uHdpacTpyKTypbI
0T yrpo3 u3 ViHTepHeTa 1 onTMMm3aLms ee paboTbl.

Bbicokas npon3soanTesiIbHOCTb

CoueTasi B cebe HOBYLO anmnapaTHyto nnaTdopMy, OCHOBaHHYHO Ha
MHorosiaepHbIx npoueccopax Cavium Octeon, v NpoBepeHHyto
BpeMeHeM ornepaLmoHHyto cuctemy ZLD, yctporictea ZyWALL n USG
[aloT Manomy 1 cpefiHeMy busHecy Bnevatnsiowmii Habop GyHKLMIA
¥ OBHM U3 JTyYLLIMX NOKa3aTeNei NponM3BOAUTENILHOCTM B OTPAC/M.

MHo)KecTBeHHble nHTepdencsl WAN

MHoxecTBeHHble rurabutHble nHtepdericsl WAN u noptel USB
418 nogknodeHus Mogemos 3G/4G no3BonsioT peannsosatb
pe3epBupoBaHmne 1 banaHcMpoBKy Harpysku kaHanos MHTepHeTa
1 TyHHenen VPN, uTo obecneuvBaeT HafieXHY0 CBSA3b C
yOaneHHbIMU nofpaspeneHnsmMm n becnepeboiHbIn JOCTYN K
cepucam MHTepHeTa, HeobxoauMbIM Ans BefeHWs busHeca.

BMpTyan bHble YaCTHbl€ CeTU

OTBEYAA TEHAEHUMAM K rnobanusaumnm u MobunbHOCTN busHec-
npoueccos, USG n ZyWALL nmetoT boraThiin apceHan ¢yHkumin VPN
LN191 CO34aHUNS BbICOKOCKOPOCTHBbIX 3aLLMLLEHHbIX KaHaN0B CBSA3M

C yAaneHHbIMU NoApasfeNeHns MU, NapTHepaMu v Bble3gHbIMU

. mtﬂ!‘.l:_ﬂ'iz'n: ;-

ZyWALL 110
ZyWALL 310
ZyWALL 1100

COTpyAHVKaMu. bnaropaps aToMy NpeAnpuUsTUS MOryT 06beanHATL
CBOM MHOFOYUCIEHHbIE Freorpaduyecky pacnpefeneHHble
nofpasAeneHus B efuHyo MHOPMaLMOHHY MHPPACTPYKTYpY,

a Takoke co3paBaTb MobUbHbIE paboune MecTa Ha base
CMapTdOHOB, MIAHLLETOB U HOYTOYKOB ANS BbIE3AHbBIX COTPYAHUKOB,
MO3BONIIS UM MIHOBEHHO peLlaTb MHorne paboyne Bonpochl

BHe 0uCa, YTO 3HAUYUTENBHO yCKopsieT BU3Hec-MpoLEecch.

BcecTopoHHSA 3aLwmTa oT yrpo3
n3 UHTepHeTa

Yctporictea ZyWALL v USG npepocTaBnsitoT Lesnblii psij, cepeUCcoB
ceTeBOl 6€30MacHOCTU, TaKMX Kak BCTPOEHHbIN MOTOKOBbI
aHTuBupyc (AV), cucteMa o6Hapy>KeHWs 1 NpefoTBpalleHms
sTop>keHui (IDP), natpynb npunoxerui (AP), koHTeHTHas
dunstpauusa (CF) u dpunstpaums cnama (AS). Brarogaps 3tum
cepsucam ZyWALL 1 USG cnocobHbl 3aLKUTUTb Manbli U cpesHui
B13Hec oT NPOHWMKHOBEHWSI B KOPMOPATUBHYIO CETb BPEAOHOCHbIX
MporpaMm, atak xakepoB, OrpaHU4KUTb AOCTYN COTPYAHUKOB K
HeXKenaTesNlbHbIM pecypcaM VIHTepHeTa 1 0CTaHOBUTb NaBUHY
HeXKenaTesNbHbIX COOBLLEHMI, paccbinaeMblX MO ANEKTPOHHOW noyTe.

YHpaBneHme Nonocoun nponycKkaHus

BcTpoeHHbIN MHCTpyMeHTapuii ynpaBieHus Nosocoim
nponyckaHus BWM nossonsieT obecneunts Haunyuluee

KayecTBO 0bCnyxMBaHWS ans Tpaduka bM3Hec-NpUNoKeHNHI,
UyBCTBUTENbHBIX K 33flep>XKKaM 1 NoTepsiM nepefaBaeMblX AaHHbIX,
HanpuMep TakuM, Kak IP-TenepoHnsa n BuaeokoHpepeHLCBA3b.
WHTterpauna BWM c cepsucom Application Patrol nossonut

B3STb MOJ, KOHTPOMb B T.4. KNIMEeHTbl MPUHIOBbIX CETEN,
MporpaMmbl MrHOBEHHOTO obMeHa coobLueHui 1 T.M.



CpencTtBa pis UHTErpaumm
B cywiecTBytowyto IT-uHdpacTpykTypy

Bctpoennas nopaepxka LDAP/MS AD/RADIUS nomoraet
CTPYKTYpUpOBaTb MOANTUKM Be3onacHOCTH Ha OCHoBe

Y>Ke CYLLIeCTBYIOLLEN METOANKN OpraHm3aLmm ceTu.

MNMoppepxkKa Npo3payHoi ayTeHTUdMKaLmmn nonb3osatenet MS
Active Directory c TexHonorue Single Sign-ON 3HaunTenbHo
ynpouaet nHrerpaumio ycrponcts ZyWALL n USG B yxe
cywecTsyoLyio IT-nHdpacTpyKTypy Ha 6a3e pewenmnin Microsoft.

BcTpoeHHbIM KoHTponnep 6ecnpoBogHbIX
ceTeu

BcTpoenHbin konTponiep WLAN no3sonseT passepTbiBaTh 1
LIeHTPaNM30BaHHO aAMUHUCTPMPOBATbL BECNPOBOAHbBIE CErMeHTbI
ceTu Ha 6a3e npodeccroHanbHbIx Todek pgoctyna Wi-Fi cepun NWA ot
koMnaHun ZyXEL. Beicokoe kayecTBo obcnyxunBaHus becnpoBoaHbIX
KNMeHToB obecneynBatoT TEXHONOMMM, MCMONb30BaHHbIE paHee
TONbKO Ha NpodeccroHanbHbIx kKoHTponnepax ZyXEL cepun NXC.

Moppep)xka IPvé

Moppepxka npotokona |Pvé, Bkntoyas asonHon ctek |Pvé/
IPv6, IPv6 IPSec 1 IPv6 UTM, no3sonut KoMnaHMaM nsbexatb
3aTpat Ha HoBoe IPv6-coBMecTMMoe obopynoBaHue B
npoLiecce MUrpaLLMmn KopropaTUBHbIX CETEN K MHpacTpyKType
IPvé, coxpaHsia BbICOKMIA ypoBeHb CeTeBO He3onacHoCTH

1 onpaegabiBas nHeectuumm B ZyWALL n USG.

be3onacHocTb
BeeneHue

USG40/40W
USG60/60W

CpencTBa MOHUTOPUHTA U yNpaBieHUs!

MexceTeBble akpaHbl ZyWALL 1 LeHTpbl 6e3onacHocTy

USG ocHalLeHbl MHTYUTUBHO NOHSATHBIM MOJ1b30BaTENbCKUM
Beb-nHTepdencoM ¢ nepekpecTHOW CUCTEMOW HaBUraLuu,
BCTPOEHHbIM CMPaBOYHNKOM, MAacTEPOM HACTPOMKN OCHOBHBbIX
bYHKLUMIA 1 rpadnyeckMM MOHUTOPUHIOM cocTosiHWS. O6bekTHO-
OpVeHTUPOBAHHAs MOAENb YPaBneHUs MaKCUMasbHO yrnpoLlseT
HaCTPOMKY laxe B C/I0XKHbIX ceTax. BcTpoeHHble cpeficTaa
MOHWTOPUWHIa U AIMArHOCTUKMN CETW NO3BONISIOT NOMYyYaTh AeTallbHYLo
nHdopmaumio no ceTeBoMy Tpaduky, ceccmsam, pabote becnposogHom
CeTW, aKTUBHOCTU Nosb3oBaTesNeit, 0bHapy>KeHHbIM yrpo3am 1 T.n. Ans
HaCTPOMKM ceTu 1 cbopa CTaTUCTUKM 0 ee paboTe AOCTYNHbI YyTUANTBI
ZyXEL One Network Utility n Vantage Report. Bce 31n dyHkumm

AatoT IT-nepcoHany LWMpoKmne BO3MOXXHOCTM ANS pa3BepTbiBaHUS

¥ afMUHUCTPUPOBAHNS CETEBON MHPPACTPYKTYPbI NPEAnpUATUS.

IMpw Bcex cBOMX LUMPOKNX GYHKLMOHANBbHBIX BO3MOXHOCTAX
MexceTeBble akpaHbl ZYWALL v ueHTpbl 6e3onacHocTn

USG aBnsitoTca KOMAAKTHbIMM, MPOCTBIMU 1 HALEXHBIMU B
3KCrMyaTaLum yCTpOMCTBaMM C NPUBNEKATeNbHbIM COOTHOLLEHWMEM
LIeHbl U KaYeCTBa, BHEAPEHWE W 3KCNyaTaLms KOTOpbIX He
TpebyeT cylecTBeHHbIX GUHAHCOBBIX U TPYAOBbIX 3aTPaT.

Komnanus ZyXEL HenpepbiBHO paboTaeT Haj, COBepLUEHCTBOBaHMEM
yctpoincte ZyWALL n USG, ontummaunpyet nx paboty n

nobaBnseT HoBble HeobxoLMMble Nob30BaTENSAM QYHKLMUM.
PesynstaToM 3Tol paboThl ABNSETCH perynspHbIv BbINyck

HOBbIX MUKPOMPOrpaMMm, KoTopble becnnaTHo JOCTYMHbI

BCeM nonb3oBaTtensam ycrponcts ZyWALL n USG.



Be3onacHocTb
. OcHoBHble dyHKumm ZyWALL n USG HoBoro nokoneHus

Bbicokas npon3BoanTESIbHOCTb

MexceTeBble akpaHbl ZyWALL v LieHTpbI VPN Throughput (Mbps) Firewall Throughput (Mbps)
6e3onacHocTt USG HoBOro nokoneHms ocHalLeHbl 900

BbICOKOMPOW3BOAUTENbHBIMU MHOMOSAEPHBIMM 800 4,000

npoueccopamu Cavium Octeon. Mo nponyckHow 700 3,500

cnocobHoCTH MexceTeBoro akpaHa (go 7 M6ur/c) 600 3,000

1 VPN (go 900 M6ut/c) 3T1 ycTporcTBa He ToNbKo 500 2,500

MHoOrokpaTHo onepexatot Mmogenun ZyWALL USG 400 2,000

npenblayLLero rnokoJIeHNs, HO U SBISIOTCA OLHVUMM U3 300 1,500

CaMblX NPOV3BOAUTESIbHbIX CPeAU KOHKYPUPYIOLLIMX 20 1,000

NPOAYKTOB APYrX NPOVU3BOAMTENEN, MPeACTaBNEHHbIX 100 500

Ha pbiHke. YcTpowictea ZyWALL n USG, paspaboTtaHHble 0 0

Ha OCHOBE HOBbIX, NePefoBbIX TEXHOMOMUIA, ZyWALL1100 ZyWALL310  ZyWALL110 ZyWALL1100 ZyWALL310  ZyWALL110

c GeCKOMI'IpOMVICCHOI‘/‘I NPOM3BOAMTENLHOCTLIO ASA5515-X  ASA 5510 ASA 5505 ASA5515-X  ASA5510 ASA 5505

rapaHTVpYIOT BbICOKYI0 3G PeKTMBHOCTL 2L 2 Cisco
KOMMYHWKaLMiA ANs YCNELHOTo BefileHUst bu3Heca.

BecnepebonHbin goctyn
B UHTepHeT

[pu BbINONHEHUW NOBCELHEBHbIX OnepaLuin busHeca =

HeaoCTynHOCTb KaHanoB NOAK/TIOYEeHNA K MHTepHETy :
Gigabit

HeraTMBHO OTpaykaeTcs Ha paboTe opraHusaLumu. i
YetporictBa ZyWALL 1 USG no3sonsioT pewwnTsb 3Ty ZyWALL
npobnemy. Bnarogaps MHOXeCTBEHHbIM NopTaM Gigabit y (8] SN
o 4 = =
WAN oHM MoryT ncrnonb3oBaTh OA4HOBPEMEHHO Ethernet % Y,
HeCKonbKo KaHanoB MIHTepHeTa oT pa3HblX MHTEpHET- /
o K—\ R )
npoBaiaepoB. banaHcnpoBka Harpysku KaHanos, D) L

aBTOMaTWYeCKOoe NepeksIloYEHNE Ha Pe3epBHbIN KaHas
B C/ly4ae 0TKa3a OCHOBHbIX, BO3BPAT HAa OCHOBHOM
KaHan npu Bo306HOBNEHWUW GYHKLIMOHMPOBAHMS 1
ncnonssosarune 3G/4G-MogemMa B kKayeCTBe pe3epBHOM0
KaHana - Bce 3Th GyHKLMM MoryT obecneymnTb
6ecnepeboiHbli focTyn B VIHTepHeT 24 Yaca B cyTKw.

TexHonorun VPN
Brarogaps nognepxke IPv4/IPvé IPSec VPN koMnaHum

YnaneHHble paboume cTonbl
PacwmpeHve cetn
CepBep MHBEHTapM3aLun

MOryT Co34aBaTtb 3aLLlV|LL|,eHvH ble KaHasbl AJid CBA3U BbleagHom COTPYAHVIK DalinoBbIi cepsep
yaneHHbIX NOAPA3AENEHNN C FON0BHLIM 0QUCOM. C HOyTBYKOM BU3HEC-aHANMITIKA
BecnepeboiiHas paboTa focTuraetcs pe3epBrpoBaHreM Be6-npunoxeHus
VPN uepes Heckonbko kaHanoB MIHTepHeTa OT pa3Hbix Cuctembl OA, ERP, CRM
npoBaiiAepoB, MOAKIOYAEMbIX K MHOXKECTBEHHbIM . L2TP/IPSec ez arn et

nHtepdeiicam WAN. KpoMe Toro, nMeeTcst BO3MOXHOCTb
06beauHaTs VPN-TyHHenw, cosfaHHble Yepes pasHble
KaHanbl MIHTepHeTa, B TpaHk ¢ banaHcnpoBKoi

Bble3fHom coTpyAHNK
C NNIaHWeToM

%/ IPSec ‘ '

Harpysku, TeM caMbIM yBEIMUYMBaAs CYMMapHYio & |
MPOMYCKHY0 CMOCOBHOCTL COEAMHEHMS C yaNneHHbIM . % G (7 D
0 =y

noppasgeneHvieM. COTpyAHUKM, HaxoLsLLmMecs B MyTu MagHBIA oduc =
unu paboTatlLLe AOMa, MOMYT BOCMOJIb30BaTLCS BbleaaHom coTpyaHNK PO3HMYHAsA TOUKA
3aLUMLLEHHbBIM YAANEHHbIM AOCTYMNOM K pecypcaM ceTu €O CMapTGoHOM npoaax
KOMMaHUN C Ucnosib3oBaHneM TexHonormnm SSL, IKEv2
unu L2TP/IPSec, KoTopble LUTaTHO NOAAepXXUBAIOTCS - Y o
onepaumoHHbIMKU cucteMamn MS Windows, iPhone LI &
i0S, Mac 0S X v Android. Bnarogaps aToMy kaxzbii . - Z 7z

- Bble3aHoM cOTPyAHMK ] Z
COTPYLHMK MOXET B N1t060/ MOMEHT MOLKITIOUUTLCS  MacBook 2 i
K KOPMopaTUBHOM CETU CO CBOEro cMapThoHa unn o / 5 /
nnaHwWeTa v peLunTb MHore paboyne BONpoCh! BHe = =
oduca, YTO 3HAYMTENLHO YCKOPSIET BU3HeC-NpoLLEecchl. MapTHep Ounvan
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KoHTponnep becnpoBofHbIX ceTen

KoHTponnep becnpoBoaHbIx CETEN, MHTErPUPOBaHHBIA BO BCe
ZyWAL 1 USG HoBOro nokoneHus, No3BoSISET C IErKOCTbO
pa3BepTbiBaTh, MaCLLTabMpoBaTh U LLeHTPaM30BaHHO
aAMUHUCTPMPOBaTL DECNPOBOAHYHO CETb KOMMaHUM C
MCMoJb30BaHMEM yrpaBsieMblx Touek 6ecnpoBogHOro
noctyna ZyXEL cepun NWA ¢ nopepxKoin AManasoHoB 2,4

My w5 I'Mu. Beicokoe kayecTBo 0bcnyxxumBaHus becrnpoBogHbIX

KAMeHToB obecneynsatoT TEeXHON10MnK, B YnUcjie KoTopbIxX
68ﬂaHCV|pOBKa Harpy3kun To4eK rno Kosin4ecTBy KJIIMEHTOB U
BeJInynHe Tpaq)I/IKa, ynpaBJjieHune pacnpegeneHnem rnosiochbl
nponyckaHna Mexkgy KinneHTtamu, nopgaep>xxaHhne 3ajaHHoro
YPOBHA CUIrHana npu poymMumnHre KnmeHTa Mexxgy To4ikaMmum

B 30HE MNOKPbITUA U aBTOMaTUYeCKUi Bbl60p HanMmeHee
3allyMJIeHHbIX pagnokKaHanoB Asid nepefavu gaHHbIX.

NHTerpaumsa ¢ MS Active Directory

TexHonorus Single Sign-0n (SS0) npeaHasHaueHa

ans uHterpauum ycrponcts ZyWALL n USG Hosoro
nokoneHus B IT-nHdpactpykTypy Ha baze Microsoft Active
Directory. C ee NOMOLLbIO OCYLLECTBASETCS NPO3payHas
ayTeHTMdUKaLms nonb3losatenen MSAD Ha ycTpolicTBax.
BecnnatHoe npunoxenne SSO Agent, yctaHaBnMBaemoe
Ha cepsep Windows 2008/2012 ans cBA3M C KOHTPOSISIEPOM
[OMEHa, OTNpaBNsfeT yBEAOMIIEHWUS Ha YCTPOMCTBO NpU
KaXX[,0M yCreLlHOM BX0oAe/BbiXofe Nofb30BaTess B AoMeH/
13 goMeHa. lNonyyas yBeAoMNeHWe 0 BXOLE B [OMEH,
ycTpoicTeo ZyWALL/USG aBTopusyeT nonb3osaTtens ¢
MPUMEHeHNEM COOTBETCTBYIOLLMX MOMMTUK 6e30MacHoCTY,
CKOHPUIrypMpoBaHHbIX Ha ycTpolcTBe. bnaroaaps
TexHonoruun SSO nonb3osatensiM MSAD He TpebyeTca
BbIMOSHATH JOMOMHUTENbHYIO ayTEHTUPMKALIMIO Ha
ycTpoicTtee ZyWALL/USG. Byay4v aBTopr3oBaHHbIMM
KOHTPOIEPOM AOMeHa, OHU ByayT aBTOMaTUYECKM
aBTOPU30BaHbI 1 ycTpoitcTeoM ZyWALL/USG.

Pe3epBupoBaHue ycTponcTea

PesepsuposaHue yctpoicTaa (Device HA) rapantupyet
KpyrnocyTouHyto becnepeboiinyto paboTy KoprnopaTusHoii

CeTu, NocTpoeHHow Ha ba3se yctporictea ZyWALL unu USG.

370 KoCTUraeTcsl OAHOBPEMEHHbIM MUCMOb30BaHNEM [BYX
O[MHaKOBbIX YCTPOWMCTB: OCHOBHOIO U pe3epBHoro. B cnyvae
BpeMeHHOro cbosi Mn BbIxofa 13 CTPOSi OCHOBHOIO YCTPOMCTBA
BCe ero GpyHKUMK bepeT Ha cebs pesepBHOE YCTPOMCTBO.

MOHVITOpI/IHF N ANarHoCTuka cetu

MexceTteBble akpaHbl ZyWALL v ueHTpbl be3onacHoctu

USG vMetoT BCTPOeHHbIe CPeAcTBa MOHWUTOPUHTA ANS
nosy4YeHnst feTanbHoN HPOPMaLLMM No ceTeBOMy Tpaduky,
ceccuam, TyHHensam VPN, akTMBHOCTY nonb3oBaTenen,
byHKUMOHMpoBaHMIo becnpoBogHOM ceTu, 0BHapy>KeHHbIM
yrpo3am u T.n. ns AMarHoCTUKM CETU MOXHO BOCMOJb30BaTLCS
BCTpoeHHbIMU yTunutamm PING IPv4/IPv6 n TRACEROUTE
IPv4/IPv6, BO3MOXHOCTbIO 3axBaTa Tpadmka Ha NitobbIx
WHTepdeiicax 1 HarnaaHbIM rpaduueckMM NpeacTaBneHnem
npaBw MapLUPYTU3aLMK, BeACTBYIOLLMX Ha YCTPOMCTBE.

Be3onacHocTb
HoBHble PyHKumm ZyWALL n USG HoBoro nokoneHus

L
.
Touka gocTyna
CmapTdOHbI
cepun NWA pTo
) r
- . .
ZyWALL KommyTato Touka gocTyna
y Y P oSy MnaHweTbl
cepv NWA
{ o -
Touka gocTyna
cepun NWA HoyT6yku
Jloctyn paspeLuex MoatBepxzaeHne MonyueHue MHhopmaLum
CNPUMEHEHNEM NONUTUK aBTOpU3aLMN 0 nonb3oBatene .
6e3onacHocTn nonb30BaTens Arent SSO Microsoft AD
UsG
|
F % | %
[ & R _.-" | B I g
Monb3oBatenb nbitaeTca 3anpoc Ha aBTopy3aLnio YBefomieHve o BXope
TONYYUTH AOCTYN K nonb30Barens noNb30BaTeNs B IOMeH
pecypcam VHTepHeta
e MNonb3oBarenb BXoAUT
Monb3osaTenb

B IOMEH

Pe3epBrpoBaHie Ha ypoBHe YCTPOCTBA: OCHOBHOE YCTPONCTBO
BbIXOAMT 13 CTPOA, BMECTO HETO MOAKIIOUAETCA Pe3epBHOe
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Be3onacHocTb

NHTerpnpoBaHHble cepBuckl besonacHoctn ZyWALL n USG HoBoro nokoneHus

AHTMBUpYC
(Anti-Virus, AV)

[pOHMKHOBEHWE BUPYCOB, TPOSIHOB, CETEBbIX
uepBen 1 Lpyr1x BpeLoHOCHbIX NPOrpaMm
13 MiHTepHeTa B KOPNopaTWBHYHO CETb
MOXET BbI3BaTb HapylleHue paboTbl ceTu

1 NMPUOCTAHOBMUTL HOpMasbHOe TeuyeHue
6u3Heca. lNoMnMo HaHeceHUs MHaAHCOBOIO
ywiep6a, 3T0 MOXET BbI3BaTh YTeUKY BaXKHOM

KoHdMAeHUManbHoM nHbopMaummn. Asnaace
nepBbIM pybexxoM aHTMBMPYCHOM 0D0pOHBI
Ha rpaHuLe ceTu, BCTpoeHHbIl B ZyWALL n
USG noTokoBbIV aHTUBUPYC NpenaTcTeyeT
MPOHWKHOBEHWIO BPELOHOCHbIX MPOrpamMM

B KOPMOpaTuBHyto ceTb. CkaHMpoBaHMio
nonBepratotcs danel ntoboro pasmepa,
nepepaBaeMele no npotokonam HTTP, FTP,
SMTP, POP3 1 IMAP4 uepes ycTpoincTBo.
Mopnep>XunBaeTcs CkaHUMpoBaHWe apXVMBOB

AHTUBUPYC

—
—
pu—

.
—

SMTP/POP3
IMAP

MpenoTBpaLleHue
BTOpXKeHwiA (Intrusion
Detection&Prevention,
IDP)

KopnopaTusHble ceTn npegnpuaTvn
perynsipHo NnofBepratTca aTakaM Xakepos,
HanpaBfIEHHbIM Ha MOoJyYeHVe KOHTPONS
Hap, KOMMbIOTEPHbLIMK cMcTeMaMu 1 cbop
LieHHOW KoHbUaeHLManbHon nHpopmaLmm

CKaHVnpoBaHe NopToB

Web-aTakn

CeTeBble yepBu

TposAHbl 7

ZyWALL/USG

W NHTeNeKTyaNbHOM CobCTBEHHOCTH
npesnpusatus. ObbluHbIe MeXceTeBbIe
3KpaHbl U aHTUBWPYCHbIE CPEeACTBa He
crnocobHbl NPOTUBOCTONATL BCe Bonee
M30LLPEHHbIM CETEBbLIM aTakaM YPOBHS
npunoxexunin. Cuctema obHapy>xeHus n
npenoTBpaLleHns BTopxkeHwi (Intrusion
Detection&Prevention), BcTpoeHHas B
yctporictea ZyWALL n USG, obHapyxunBaeT
un bnokupyeT atakn DoS n DDoS, akTuBHOCTb
CeTeBbIX YepBEW, TPOSHOB, B3KLOPOB 1
3KCMJIONTOB, UCMOJb3YIOLLINX YA3BUMOCTY

Anti-Virus

DoS/DDoS-ataku

ZIP, GZIP, PKZIP n RAR. 3¢ dekTrBHYI0
3aLUMTY OT BUPYCOB U BbICOKYHO
MPOV3BOANUTENBLHOCTb NMPY CKAHUPOBAHUU
obecrneynBaeT UHTErpaLus TEXHONOrK
SafeStreamll JlabopaTopun Kacnepckoro

C annapaTHbIMU BO3MOXHOCTAMM
MHorosiepHbIx npoueccopos Cavium
Octeon. ExepHeBHO 0bHOBNsieMad b6a3a
BUPYCHbIX CUFHATYp N03BOASET 0BHApYXWTb
6onee 600 000 BpeOHOCHbIX NPOrpamM.

OMnepaLyoHHbIX CUCTEM U MPUKIaAHbIX
nporpamM, a Takxe NpoTUBOAENCTBYeT
pa3BefblBaTENbHbIM LENCTBUAM U
aTakaM, UCMonb3yLWMM CKaHUPOBaHWe

n dnyn. O6bHapy>keHWe BpeLOHOCHbIX
MPOoSIBIIEHUA [OCTUraeTCs NyTEM aHanmnsa
npoxopastlero yepes w3 ZyWALL USG
ceTeBOro Tpaduka Ha 4 — 7 ypoBHSX

0SI ¢ ucnonb3oBaHMeM aBTOMATUYECKN
obHoBnsiemont 6a3bl n3 3000+ curHaTyp,
nocTasnseMbix koMnaHuer Trend MICRO.

ATaKu Ha nepenosHeHune bydepa

r DKCMNIONTbI



Be3onacHocTb

NHTerpupoBaHHble cepBuckl besonacHoctn ZyWALL n USG HoBoro nokonexms

MaTpynb npunoxxeHumn
(Application Patrol, AP)

HexxenatesibHble, He UMeloLLME OTHOLLEHUS
K paboyeMy npoLieccy ceTeBble NPUIIOKEHNS
ronb30BaTeNiel, Takmne Kak mporpaMMHble
KJIMEHTbI MUPUHIOBBIX M COLMANbHbIX
ceTel, NOTOKOBOro BellaHus, obMeHa
MIHOBEHHbIMW COOBLLLEHNAMN U T.M.,

MOryT NpUBECTM K becnonesHol TpaTe
NpOorMyCcKHoW cnocobHOCTM KOPMopaTUBHOM
ceTn 1 kaHanos VIHTepHeTa 1 NOCTaBUTbL
nog, yrpo3y 6e30nacHoCTb KOMMaHWK.
BcTpoeHHbIit cepsuc MNaTpynb NpUioXeHNi
oT koMnaHum TREND Micro nossonset

I'Ipvmox(euvm, nmMmewuine oTHoLWEeHne K pa60Te

CiTRIX' =

KopnopaTtusHas
cetb

I'Ipvmox(euvm, nmMmewuine oTHoWeHne K pa60Te

Pa3pe|.uvm> nmewuine oTHoWweHne K paGOTe

Micresoft oracLe BN e

R $- 8

CiTRIX

KoHTeHTHas dunbTpaums
(Content Filtering, CF)

OTcyTcTBUE rMbKOro ynpasieHns 4OCTYNoM
K pecypcaM MHTepHeTa MOXeT HeraTuBHO
CKa3aTbCsl Ha NPOU3BOAUTENBHOCTY TpyAa
COTPYLAHMKOB U MOCTaBWUTb MOA yrpo3y
Be3onacHocTb koMnaHuu. Bnaropaps
BCTPOEHHOMY CEPBUCY KOHTEHTHOW

be3 KOHTponA AOCTyNa K COLMabHbIM CETAM

YIJII PLURE gLl

Huskasa NPOAYKTUBHOCTb

Microsoft oracLe T

oBHapy>u1BaThb 1 orpaHNYMBaThL/6110KMpoBaThL
TpaduK HexenaTeNbHbIX MPUIOXEHWIA,
a Takke obecneynBaeT rapaHTUPOBaHHY0
nosocy NPonyckaHus As NnoaesHoro
Tpadwka, Hanpumep IP-TenedoHmn.
KoHTponb ceTeBbIX NakeToB BMIOTb 0 7
ypoBHsi 0S| ¢ ncnonb3oBaHmeM perynsipHo
obHoBnsieMol 6a3bl cUrHaTyp rapaHTUpyeT
obHapy>xeHue bonee 3000 nonynspHbIX
NPUAOXKEHWI N3 CNIEAYIOLLMX KaTEropUii:

e [TupuHroBble cetTn

o DaiinoobMeHHble pecypchl U KIUEHTbI

¢ [oTokoBas nNepefaya fAaHHbIX

® JneKTpoHHas noyta

¢ |P-tenedoHuns

e Basbl gaHHbIX

e /rpbl

¢ YnpaBneHue ceTblo

® YnaneHHbIn TepMUHaNbHbIA JOCTYN
e [Tpokcu-cepsepsbl 1 VPN

e MoHpoBas bupxa

¢ ObHoBneHMs bezonacHoCTy

¢ Beb-nenpxepsbl

e BusHec-npunoxeHus

® MobusnbHble ycTpoincTea

¢ 3almLLeHHble NpoTokosbl Beb-neaykepos
e ColmanbHble ceTH

anIﬂO)KeHI/Iﬂ, He nmewuie oTHOWeHNA K pa60Te

i} M Tube I G ‘; W

MonuTtuka KOHTPONA 3a NPUI0XKEeHNAMN

dunstpaumm yctponctea ZyWALL n USG
MOTYT OrpaHNYKTL AOCTYN COTPYAHUKOB K
WHTepHEeT-caiTaM, He UMEIOLLIMM OTHOLLEeHUS
K paboynM BonpocaM, a Takxke UCKoUYNTb
JLOCTYN K NOTeHLUMabHO ONacHbIM caiTaM.
BctpoeHrHnbiii B ZyWALL n USG cepsuc
KOHTEHTHOWM GUNLTPaLMM OT KOMMaHUM
CYREN B pexxvme peanbHOro BpeMeHM
onpegfenseT KaTeropuu 3anpaLlnBaeMblx
CalnToB, pasnuyas 64 KaTeropmm — ot

msn¥

OrpaHn4nTb NPOMYCcKHyto cnocobHocTb ans IM

s o

WHTepHeT

I'Ipvmomeva, He nmewuie oTHoOWeHNA K pa6OTE

3anpeTtutb P2P

“BusHeca v 3koHOMMKM™ [o “‘urp” v “crnopra”.
370 NO3BOASIET 3AMPETUTL OMPEAENeHHbIM
COTPYAHUKAM JOCTYM K OMpefeneHHbIM
KaTeropusiM canTos. BcTpoeHHble cpencTea
MOHUTOPKHIa GOPMUPYIOT AeTasbHbIE OTYETI
0 MoceLLaeMbIX COTPYAHUKAMK caifTax.

C KOHTPONEM AOCTYNa K COLMaNbHbIM CETAM

o S= .

o

r

Bbicokasa n POAYKTNBHOCTb



Be3onacHocTb

OunbTpauma cnama
(Anti-Spam, AS)

CepBuc AHTCNaM, peann3oBaHHbIN B
yctponctBax ZyWALL n USG, cnocobeH
OrpaguTb COTPYAHWKOB NPEANpUATUS OT
NaBWHbI BecnonesHbiX 1 NOTeHUMaNbHO
onacHbix coobLeHn e-mail, paccblnaembix
C Lienblo pacnpoCcTpaHeHns pekiambl,
BPEAOHOCHBIX MPOrpamM, XULLEHNS

Monb3oBatenb

Monb3oBatenb

WHcnekTnposaHue SSL
[SSL Inspection)

MHorue Beb-pecypchl (Hanpumep,
Facebook, Dropbox, Gmail n BKoHTakTe),
ceTeBble NPUIOXKEHNS U BPELOHOCHbIE
MporpaMMbl UCMONbL3YIOT WndposaHmne SSL
npu obMeHe fiaHHbIMK Yepe3 UHTepHeT.
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CoeanHeHme SSL

Knuent SSL

KoHdMAeHUManbHOW nHbopMaLmmn 1 T.0.
OcHoBaHHas Ha 0bn1ayHbIX TEXHONOTUAX
komnaHum CYREN - BepyLuero B oTpacnu
NPOW3BOAWTENS PeLLEHNI ANS 3aLLMThI
KOpPMopaTUBHbIX pecypcos B MIHTepHeTe,
- cuctema Anti-Spam 2.0 nossonsiet
obHapy>uBaTb BO BXOASLLEM Tpaduke
SMTP n POP3 po 99% cnama, nogsepras
aHTUBMPYCHOW NpoBepke dainbl BO
BNOXKeHUAX 1 3P PeKTUBHO oTnyas
craMm oT MosIe3HbIX MOYTOBbIX PACChINOK,

ZyWALL/USG

ba3za paHHbix CYREN

LLndpoBaHHbIN TpadpnK HEBO3IMOXKHO
MHCMeKTUPOoBaTb, 4TO co3pAaeT bpellb B
cucTeMe ceTeBoW besonacHocTy. TexHonorms
MHCNekTUpoBaHus SSL, peann3oBaHHas

B ycTpoicteax ZyWALL n USG, cnocobHa
peLwwnTb 3Ty Npobnemy. [poxopsLumi yepes
ycTporcTo Tpaduk SSL paclumdposbiBaeTcs
L9 IHCNEeKTUPOBaHWs cepaucamu AV,

IDP, AP 1 CF, 3aTem wudpyeTcs cHoBa U

MHCHEKTVIPOBaHI/Ie
|
ADP
FireTNaII
Anti-Virus
IDP

App Intglligence
Content Filtering

ZyWALL/USG

o

JewndpoBaHne LndpposaHmne
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NHTerpupoBaHHble cepBuckl besonacHoctn ZyWALL 1 USG HoBoro nokonexums

oXupaeMbix nonssoeatensMu. Punstpauus
CrnaMa NpOUCXOAMT Ha rpaHuLLe CETH, YT
3HaAUYNUTENbHO CHUXKAET Harpy3Ky Ha NMoYToBbIN
cepBep npennpuatus. C TexHonornsaMu
CYREN addekTnBHOE 0bHapyxeHne

CraMa CTaHOBUTCS BO3MOXHbIM yXKe Yepes
CYMTaHble MUHYTHI NMOC/Ee MHULMANN3aLum
CMaMepCKUX pacchbiiok U He 3aBUCUT OT
dopmara, A3blka 1 KOLUPOBKMN COOBLLEHNN.
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Cepsep E-mail

nepenaetcs agpecarty. B uensx cobnioperus
KOHOUAEHLMANBHOCTY COTPYLHWUKOB
[LOBEPEHHbIE MHTEPHET-PECYpCHhl,

HanpuMep UHTEpPHET-baHKK, MeguLMHCK1e
YYPEXIEHWS, 3NEKTPOHHbIE CEPBUCHI
MpaBUTENbCTBA U T.M., MOMYT bbITb 3aHECEHBI
B 0C0DbI CMNCOK, Y4TODbI NCKIIOUYNTD
JelwndpoBaHne U UHCMEKTUPOBaHWE
Tpaduka nonb3oBaTenen 3TMx pecypcos.

—

CoepunHeHme SSL —

Cepsep SSL



Be3onacHoctb
MexceTeBble akpaHbl ZyWALL n ueHTpbl be3onacHoctn USG .

e |leHTp be3onacHOCTN KOPNOPATUBHOMO YPOBHS

e KomnnekcHas 3aui1Ta ot yrpo3 13 MIHTepHeTa

e [logaepxka TexHonorum L2TP over IPSec VPN,
COBMECTMMOW CO cMapThoHaMuM 1 NnaHwWeTaMu
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USG2000

Me>xceTeBoit akpaH: 2 000 Méut/c, IPSec VPN: 600 MéwT/c,

UTM: 400 M6uT/c; ceccvm NAT: 1 000 000; TyHHenu IPSec VPN: 2 000,
TyHHenu SSL: 750

USG 2000

HoBbiv ypoBeHb be3onacHocTH
A5 Manoro v cpepHero busHeca

e MexceTeBoi akpaH 1 IPSec VPN,
ceptudnumpoaHHble [CSA
e PesepsuposaHue yctpoiictsa (Device HA)

@Iabs @Iabs
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XapakKTepucTuku

Cetb

Mopgepxka IPv4 v IPvé, DHCP-knuenT/cepep/relay, cTaHmapTHbIe U Nosb30BaTenbekue
onuuun DHCP, nonutikm Mapuupytusaumu, RIP, OSPF, TpaHcnsumns ceTeBbIx afpecos
(SNAT/DNAT), pexxum MocTa, untepdeiickl VLAN 802.1q, IP Aliases, noasepxka
USB-MopemoB 3G, banaHcvpoBka Harpy3kun WAN, ynpaBneHue nonocoi nponyckaHus
(BWM) n npuoputnsaums Tpaduka xoctos/nonb3osatenei/npunoxkeHuit

BesonacHocTb

MekceTeBoi akpaH, aHTMBMpYC Kacnepckoro, npeoTBpaLLeHie BTOPXKEHWIA, NaTpynb
NPUNOXEHUI, GUALTpaLMs BeB-KOHTEHTa, aHTUCNaM, NOAMTUKM JOCTYNa ANs OTAESbHbIX
nonb3osartenen/rpynn

VPN
IPSec VPN, SSL VPN, L2TP/IPSec VPN, pesepsuposatue IPSec VPN, VPN-koHueHTpaTop

PesepBupoBaHue
PesepeuposaHye yctpoictaa (Device HA), pesepsuposanue WAN, pesepsuposatue VPN

MeToabl ayTeHTUdUKaALUMN
JlokanbHas 6a3a faHHblx, RADIUS, LDAP, Microsoft AD, aByxdakTopHas ayTeHTUdmKaLms
oTP

AQMUHUCTPUpOBaHKe

06bEeKTHO-0pUEHTVUPOBaHHbIN BeG-nHTepdeic (HTTP u HTTPS) co cripaBoyHmkom

1 MacTepoM HacTpoiiku, KoMaHaHas cTpoka (telnet/SSH/RS-232), SNMPv2/v3, Syslog,
Vantage Report, Shell Script no pacnucanuto, trafic capture, cucTeMHbIt for, TeKCTOBbI
KOH®WIYpaLMOHHbIN (aiin, coxpaHeHWe 1 BOCCTaHOBIIEHWE KOHUIypaLm

YcraHoBKa
B 19-aroitmoByto cToitky, 2U (Habop ans MoHTaxa B komrnekTe)




Be3onacHocTb

MexceTeBble akpaHbl ZyWALL n ueHTpbl 6esonacHoctn USG

FyEEL

USG1900

MexxceTeBon akpaH: 7000 Méur/c, IPSec VPN: 900 M6ut/c,

UTM: 600 M6ut/c; ceccumn NAT: 500 000; TyHHenu IPSec VPN: 2000,
TyHHenn SSL VPN: 755
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MpeumMyLecTBa

YHUGULMPOBaHHBIV LeHTp besonacHocTv USG 1900 cepun cospaH Ha
BbICOKOMPOU3BOAMUTENLHO annapaTHoi nnaTpopme, 0CHOBAHHO Ha COBPEMEHHOM
LwecTusiaepHoM npotieccope Cavium Octeon, 4To obecneynBaeT UCKIOUUTENBHBIN
YPOBEHb NMPOU3BOANTENLHOCTH. 3T0 YCTPOICTBO CoYeTaeT B cebe MexceTeBoii

9KpaH HOBOrO MOKONEHWs! A KOMMEKCHOM 3aLuuThl OT yrpo3 u3 NHTepHeTa,
BbICOKOCKOPOCTHOM Lwto3 VPN fanst cBA3u ¢ yaaneHHbIMW NofpasaeneHusMm 1
MOBUIBbHBIMW COTPYAHUKAMW, KOHTPOATIEp 6eCpoBOAHOI CETV A LIeHTPaNN30BaHHOIO
ynpaBneHusl 6ecrnpoBofHOV CeTblo, CpeacTsa MHTerpauum ¢ Microsoft AD 1 6oratbiit
apceHan Apyrux GyHKLMIA, HeobXoAMMBIX ANs CO3AaHUS KPyMHON, reorpaduyecku
pacnpefieneHHoi ceTeBoi MHPPACTPYKTYpbI 06O CTEMEHN CIOXKHOCTH.
PesepsupoBaHue kaHanos MHTepHeTa, pesepauposaHue VPN 1 pesepsupoBaHve
camoro ycTpoiictea USG obecneunsalot becnepeboiityto paboty ceTy, 4To Upe3BbivaiiHo
BaXKHO A/151 yCneLuHoro BefieHus busHeca. Bnarofaps TakviM LUMPOKUM BO3MOXHOCTSM
ycTpoiicto USG 1900 sBnsieTcs onTUManbHbIM peLLeHreM L1 TOCTPOEHWS CEeTEBOM
MH$PACTPYKTYpbI NPeANpUSTIiA CpefHero Br3Heca 1 cepBUC-NPOBaiaEepOB.

BeckoMnpoMuccHas
NMPOU3BOAUTENILHOCTb
n 6besonacHoCTb

XapakrepucTuku

Cetb

MNopaepxka IPvé v IPv6, DHCP-knvent/cepsep/relay, cTaHpapTHbIe 1 nosib30BaTesbCKMe
onuuu DHCP, nonutkm mapwpyTusauum, RIP, OSPF, TpaHcnaumsa cetesbix agpecos (SNAT/
DNAT], pexxum MocTa, uHtepoeiics VLAN 802.1q, IP Aliases, nogaepxka USB-moaemoB
3G/4G, banaHcuposka Harpyakun WAN, ynipassnieHue nosiocow nporyckarusi (BWM)

11 NPUOpUTU3aLMs Tpaduka X0CTOB/MoNb30BaTeNeN/NPUNOKEHIH

KonTtponnep WLAN
YnpasneHue 18 Toukamu cepum NWA ¢ nopaepckoit auanasoHos 2,4 MM n 51Ty,

BesonacHocTb

MexceTeBoit 3kpaH, aHTMBMpYC Kacnepckoro, npeaoTepaLLeHie BTOPXKEHWI, naTpynb
NIPUNOXEHU, GUNbTpaLMs Beb-KOHTEHTa, aHTUCNaM, MHcnekTupoBaHue SSL,
yHUdULMpPOBaHHble noauThkn 6esonacHoctn (ACL+UTM), nonutukm goctyna ans
OTAENbHbBIX Nonb3oBaTenen/rpynn

VPN
IPSec VPN, IKEv1/v2, SSL VPN, L2TP/IPSec VPN, 6anaHcupoBka Harpysku
1 pe3epBupoBaHue TyHHenen IPSec, VPN-KoHUeHTpaTop

PesepsupoBaHue
PesepsuposaHue ycTpoiictsa (Device HA), pesepeuposatne WAN, pesepsuposatue VPN

MeTopbl ayTeHTUdMKaLUKN
JNokanbHas 6a3a faHHbIx, RADIUS, LDAP, npo3payHas ayTeHTduKaums Microsoft AD
(SS0), aByxdakTopHas ayteHTUdHKaums OTP

AnMUHUCTPUpPOBaHWe

06beKTHO-0pUeHTUPOBaHHbI BeB-nHTepdeitc (HTTP u HTTPS) co cnpaBouHmkom

11 MacTepoM HaCcTpoiiky, KoMaHaHas cTpoka (telnet/SSH/RS-232), SNMPv2/v3, Syslog,
Vantage Report, ZON, Shell Script no pacnucatuio, trafic capture, cucteMHbIi nor,
TEKCTOBbI KOHPUIypaLIMOHHbIN daiin, coxpaHeHWe U BOCCTAHOBNIEHME KOHGUTypaLmm

YcraHoBka
B 19-ptoitmoByio cToitky, 1U (HaBop ans MoHTaxa B KoMniekTe)



Be3sonacHocTb

MexceTeBble akpaHbl ZyWALL n ueHTpbl be3onacHoctn USG

e

ZyWALL 110
MexceTesoit akpaH: 1600 MéuT/c, IPSec VPN: 400 M6wuT/c, UTM: 250 M6uT/c; ceccum
NAT: 60 000; TyHHenm IPSec VPN: 100, TyHHenu SSL: 25

ZyWALL 310
MexceteBoit akpaH: 5000 Mbut/c, IPSec VPN: 650 MéuT/c,
UTM: 400 M6uT/c; ceccum NAT: 100 000, TynHenw IPSec VPN: 300, TynHenn SSL VPN: 50
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ZyWALL 1100

MesxceTeBoi akpaH: 6000 M6éut/c, IPSec VPN: 800 Méut/c,

UTM: 500 M6uT/c; ceccum NAT: 500 000, TyHHenm IPSec VPN: 1000,
TyHHenun SSL VPN: 250

MpeumMyLiecTBa

MexceTeBble 3kpaHbl HoBoro nokoseHus ZyWALL 110/310/1100 npeacTasnsior cobon
1aeanbHbli 6anaHc MeXKy CTOMMOCTbIO, MPOVU3BOAUTENBHOCTBIO U GYHKLIMOHANBLHOCTbIO,
4TO ieNnaeT UX NOAXOASLMM peLleHneM ANs NPefpUsTUiA Manoro 1 cpeaHero busHeca.
FBAASiCb MHOTOMYHKLMOHAbHBIMU 1 B TO ke BpeMsi KOMMAKTHbIMW W NPOCTbIMU B
aAMUHUCTPUPOBAHWM, 3TV YCTPOICTBA UMEIOT HU3KYIO COBOKYMHYIO CTOUMOCTb BNafieH!s!
(TCO). Bneuamnsiiowynit apceHan cepBUCOB CETEBOW GE30MacHOCT, TEXHOMOMWIN

VPN, dyHKLWM pe3epBUpoBaHs v Ap. — BCe 3TW GyHKLMK, CObpaHHbIe B OQHOM
KOMMaKTHOM YCTPOICTBE, MOSHOCTbIO MOKPLIBAKT NOTPEBHOCTU MabIX NPeANpPUATUIA

1 yaaneHHbix Gpunnanos. [ipyecTBEHHbI MHTYUTUBHO NOHSTHLINA Beb-UHTepdeiic co
BCTPOEHHbIM CPaBOYHUKOM M MacTepoM HaCTPOIKM MO3BONSET MakcMManbHO YNpOCTUTL
KOH$UryprpoBaHue MexceTeBbix 3kpaHoB ZyWALL, 4To HeManoBaXHo npu CBOMCTBEHHOM
ManoMy busHecy aepuumTe BbiCOKOKBanMMLypoBaHHoro | T-nepcoHana.

WUpeanbHbi bannaHc CTOMMOCTHU
N NPOU3BOAUTENBLHOCTU 11 MaJioro
bu3Heca

XapakKTepucTuku

Cetb

Mopgepsxka IPv4 v IPvé, DHCP-knuenT/cepsep/relay, cTaHmapTHbIe U Nosb30BaTenbekue
onuuu DHCP, nonuuku MappyTusauum, RIP, OSPF, TpaHcnsaums cetesbix agpecos (SNAT/
DNAT), pexxum MocTa, untepdeiicel VLAN 802.1q, [P Aliases, noanepkka USB-mogemos
3G/4G, banaHcmposka Harpysku WAN, ynpasneHue nosiocoit nponyckaus (BWM)

1 NPUOPUTU3aLMA Tpaduka X0CTOB/MoMb30BaTENeN/NPUNOXEHNI

KonTponnep WLAN
YnpaeneHue 18 Toukamu cepun NWA c nogaepxkoit ananasoHos 2,4 IMumn 5 MMy,

BesonacHocTb

MexceTeBoi akpaH, aHTMBMpYC Kacnepckoro, npesoTapalLeHye BTOPXKEHWIA, NaTpynb
NpUNoXeHU, GunbTpaLus Beb-KoHTeHTa, aHTUCNaM, MHCnekTupoBaHue SSL,
yHUULMpOBaHHble otk 6esonacHoct (ACL+UTM), noantuku goctyna ans
OTAENbHbIX Nosb30BaTeneit/rpynn

VPN
IPSec VPN, IKEv1/v2, SSL VPN, L2TP/IPSec VPN, 6anaHcupoBka Harpysku
1 pe3epBupoBaHue TyHHeneit IPSec, VPN-koHLUeHTpaTop

PesepBupoBaHue
Pesepeuposatue yctpoictaa (Device HA), pesepsuposarue WAN, pesepsuposatue VPN

MeToabl ayTeHTUdUKaLUMN
JlokanbHas 6a3a paHHblx, RADIUS, LDAP, npo3payHas ayteHTudukaums Microsoft AD,
nByxdakTopHas ayTeHTUdMKaLwms OTP

AAMUHUCTPUPOBaHUE

06beKTHO-0pUeHTUPOBaHHbI BeG-nHTepdeic (HTTP n HTTPS) co cripaBoyHmkom

1 MacTepoM HacTpoiiku, KoMaHaHas cTpoka (telnet/SSH/RS-232), SNMPv2/v3, Syslog,
Vantage Report, ZON, Shell Script no pacnucanwio, trafic capture, cucteMHbiii nor,
TEKCTOBbI KOHPUIYpaLMOHHbIN daii, coxpaHeHWe U BOCCTAHOBIEHUE KOHGUTYpaLmum

YcraHoBKa
B 19-aroimoByto cToitky, 1U (Habop ans MoHTaxa B komrnekTe)




Be3onacHocTb

MexceTeBble akpaHbl ZyWALL n ueHTpbl 6esonacHoctn USG

USG40/40W

MesxceteBoit akpaH: 400 M6ut/c, IPSec VPN: 100 Méut/c, UTM: 50 Mbur/c,
ceccuu NAT: 20 000, TyHHenwu IPSec VPN: 10, TynHenn SSL VPN: 7,
BCTpoeHHas Touka goctyna Wi-Fi 802.11 b/g/n (tonsko USG 40W)

JLLL

USG 60/60W
Mesxceteoit akpaH: 1000 Méut/c, IPSec VPN: 180 Méut/c, IDP: 120 Méwu/c,
aHTmBmpyc: 90 Méut/c, UTM: 90 M6ut/c; ceccumn NAT: 40 000, TyHHenw VPN: 20

TyHHenel IPSec, 12 TyHHenen SSL; BcTpoeHHas Touka goctyna Wi-Fi 802.11 a/b/g/n

MpeumMyluecTsa

LleHTpsl 6esonactocTv USG 40/40W/60/60W HacTonbHOro UCMonHeH!s
NPeACTaBnsoT coBOoI No-HACTOSILLEMY UHTErPUPOBAHHOE peLLeHe Ans

yAaneHHbIX 0p1COB 1 Masblx KOMMaHuii. HecMoTpsi Ha KOMNAKTHBIA HACTONbHbIA
KOpMyC, 3TV YCTPOWCTBA COAEPXAT B cebe MeXCeTeBoil 3KpaH HOBOTO MOKONEHMS
KOPMOPaTUBHOIO KJacca, CoYeTaloLLnii Takue cepBuchl besonacHocTH, kak
NOTOKOBbI AHTUBMPYC, 3aLLMTY OT BTOPXKEHWIA, NaTpy/b MPUIOXKEHNH, a Takxke
dunbTpaumio Beb-koHTeHTa 1 cnama. Passutble dyHkumun VPN nossonsior cosfaBatb
Be30onacHble NOAKNIOYEHNS K LeHTpanbHOMy oducy 1 MobubHble paboune MecTa
LI COTPYAHWKOB, paboTatoLyx BHe opuca. Hannume BCTpoeHHbIX 6ecnpoBoAHbIX
ToYeK AOCTyna 1 KOHTposnepa 6ecnpoBoAHOI 0KasbHOM CeTU No3BONSET C
NIErKOCTbIO Pa3BepTbIBaTh, MACLUITabUPOBaTL W LLEHTPA30BaHHO ynpaBisTh
6ecrpoBOAHbIMY CETAMM 1S MOAKIIOHEHNUS MOBUNbHbBIX KOMMBIOTEPHBIX YCTPONCTB
COTPYAHMKOB NpeAnpusTUs. MeTanauuyeckue Kopryca STUX yCTPOCTB C NacCUBHOM
(6e3 BeHTUNSATOPOB) CUCTEMON OXNIAXAEHMS NPOLIECCOPa CMOCOBCTBYIOT KOMDOPTY B
oduce, He co3/jaBast HMKAKOTO LUyMa.

MHTGI’pVIpOBaHHOG peweHune be3onacHocTu
ONng yoaneHHbIX OCI)VICOB, PO3HUYHbIX TOYEK

npoaaXk N HeboNbLUNX KOMMAHWUK

XapakTepucTuku

Cetb

Mopgepsxka IPv4 v IPvé, DHCP-knuenT/cepsep/relay, cTaHmapTHbIe U Nosb30BaTenbekue
onuuu DHCP, nonuuku MappyTusauum, RIP, OSPF, TpaHcnsaums cetesbix agpecos (SNAT/
DNAT), pexxum MocTa, untepdeiicel VLAN 802.1q, [P Aliases, nognepkka USB-mogemos
3G/46, pesepeupoBatue v banaHcuposka Harpyskvu WAN, ynpasneHue nonocoi nponyckaHus
(BWM) vt npropuTusaums Tpaduka xocTos/nosb3osaTeneit/npuioskeHui

KonTponnep WLAN
Ynpaenenue 10 Toukamu cepun NWA c noagaepxkoit ananasoHos 2,4 Iy n 5 My,

BesonacHocTb

MesxceTeBoit 3kpaH, aHTMBUpYC Kacnepckoro, npefoTspalleHne BTOPXKEHWA, naTpynb
NPUNOXeHNH, GUNbTPaLMs Beb-KOHTEHTa, aHTUCMAM, YHUULIMPOBAHHbIE MOAUTUKM
6esonacHocTvt (ACL+UTM), nonutvkw foctyna st oTaenbHbIX nosib3oBateneir/rpynn

VPN
IPSec VPN, IKEv1/v2, SSL VPN, L2TP/IPSec VPN, 6anaHcupoBka Harpysku 1
pe3epsupoBaHue [PSec VPN, VPN-koHLeHTpaTop

PesepBupoBaHue
Pe3sepsuposanuie WAN, pesepsuposarue VPN

MeTopbl ayTeHTUGMKaALUMN
NokanbHas ba3a faHHbIx, RADIUS, LDAP, npo3payHas ayTeHTudukaums Microsoft AD,
nByxdakTopHas ayteHTudvmKaums OTP

ApMUHUCTPUpOBaHUe

06beKTHO-0pUeHTUPOBaHHbIN BeG-uHTepdeic (HTTP u HTTPS) co cnpasoyHukom u
MacTepoM HaCTPOMKM, koMaHgHas cTpoka (telnet/SSH/RS-232), SNMPv2/v3, Syslog, Vantage
Report, ZON, Shell Script no pacnucanuto, trafic capture, cucTeMHbIV or, TEKCTOBBI
KOHPUIypaLMOHHbIN dalif, coxpaHeHUe 1 BOCCTaHOBIEHUE KOHUTYpaLIm

YcraHoBKa
USG 40/40W: HacTosnbHas ycTaHoBKa

USG 60/60W: HacTonbHas yCTaHOBKa WY MOHTaX B 19-410/IMOBYI0 CTOVKY
(Habop ans MoHTaxa B koMnnekTe)



iy vooy . g
USG20wW
MexceTeBol akpaH: 175 MéuT/c, IPSec VPN:

75M6uT/c, 5 TyHHenei IPSec, 1 TyHHenb SSL,
Wi-Fi 802.11b/g/n

Hiv vovw -5
USG20
MexceTeBoit akpaH: 175 Méut/c, IPSec VPN:
75M6ut/c, 5 TyHHenew IPSec, 1 TyHHenb SSL

MexceTeBble akpaHbl ZyWALL n ueHTpbl be3onacHoctn USG

Be3sonacHocTb

LleHTp 6e3onacHoCTM Ans yaaneHHbIx
odpuncoB 1 HeboNbLLIMX KOMMNAHUM

@Iabs @Iabs
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XapaKTepucTuku

Cetb

Mopgepsxka IPv4 v IPvé, DHCP-knuenT/cepsep/relay, cTaHmapTHbIe U Nosb30BaTenbekue
onuuu DHCP, nonuuku MappyTusauum, RIP, OSPF, TpaHcnsaums cetesbix agpecos (SNAT/
DNAT), pexxum MocTa, untepdeiicel VLAN 802.1q, IP Aliases, noanepxka USB-mopemos 3G,
6anaHcmpoBka Harpysku WAN, ynpaeneHue nonocort nponyckaxus (BWM) n nproputmsauns
TpaduKa XoCToB/nosb30BaTeNeN/NPUIOKEH NI

BesonacHocTb
MexceTeBoM 3KpaH, MOAMTUKY AOCTYMNa 4/1S OTAESbHbIX Nonb3oBsatenen/rpynm;
bunbTpaums Beb-KoHTeHTa, aHTUCNaM

VPN
IPSec VPN, SSL VPN, L2TP/IPSec VPN, pesepsuposaHue IPSec VPN,
VPN-KoHLeHTpaTop

PesepBupoBaHue
PesepsuposaHne WAN, pesepsuposatue VPN

MeToabl ayTeHTUdUKaALUMN
JlokanbHas 6a3a faHHblx, RADIUS, LDAP, Microsoft AD, aByxdakTopHas ayTeHTUdmKaLms
oTP

AQMUHUCTPUpOBaHKe

06bEeKTHO-0pUeHTVPOBaHHbI BeG-nHTepdeic (HTTP u HTTPS) co cripaBoyHmkoM 1
MacTepoM HaCTPOMKM, KoMaHgHas cTpoka (telnet/SSH/RS-232), SNMPv2/v3, Syslog,
Vantage Report, Shell Script no pacnucanuto, trafic capture, cucTeMHbIit ior, TeKCTOBBbI
KOH®WIYpaLMOHHbIN (aiin, coxpaHeHWe 1 BOCCTaHOBEHWE KOHUIypaLIm




. Be3onacHocTb
,El,ononHMTeanoe nporpaMMHoe o6ecr|eL|eH|/|e

CucTteMa gByxdakTopHOM ayTeHTUdUKALMM

Yt P i

82320

HapexxHoe pelueHue ayTeHTUdUKaLUK
C OHOPa30BbIMU NapPONSIMU

SafelNet

OBHWM 13 OCHOBHbIX YCIIOBUIA CETEBOI Be3onacHoCTV NpeanpusTUS SBRsSeTCS MopnepxuBaemble ycTporictea ZyXEL

AONYCK K 3aLUMLIEHHBIM NPUIIOXEHNAM 1 CETEBbIM PeCypcaM NpeAnpuATUS ZyWALL USG 20/20W/50/100/100-PLUS/300/1000/2000
TONbKO IOBEPEHHDIX Mosb30BaTeNei. AyTeHTUUKaLMs nonb3oBaTtenei 06bIYHO USG 40/40W/60/60W/1900

OCYLLIECTBASIETCS MyTeM BBOAA JIOTUHA U CTAaTUYHOTO Naposis. Takoi MeTog,

ayTeHTUDUKALIMN MOXKET 0BECneqmTb XOpoLLNit ypoBeHb 6e30MacHoCTM, OHaKko Mpu ZyWALL 110/310/1100

HanUYMM BOCTaTOHHOTO BPEMEHM 3/10YMbILLIEHHUKM MOTYT NoA0bpaTh Miu yKpacTb
CTaTUYHBI/A Naposib NoNb30BaTeNs U MONYYNUTL AOCTYN K ceTW. CucteMa ofHOpa3oBbIX
naponei (PIN-kogos) ZyWALL OTPv2 8 unterpauuy c ycrpoiictsamu ZyWALL n USG
3HaYMTENbHO MOBBILLIAET ypOBEHb CETEBOM HE30MACHOCTM NMyTeM UCMONb30BaHMS CucTeMHble TpeboBaHms
NByX}aKTOPHOI ayTeHTUdMKALIMM, KOTOPas MoApasyMeBaeT UCMob30BaHNe BMeCTe Mpoueccop: Pentium IV AMD 2 GHz
C Y4eTHbIMW AaHHbLIMM NO/b30BaTeNs 0AHOPa30BbIX LecTHU3HauHbIX PIN-kogoB. Mpu
KaX[OM HOBOM CeaHce CBSi3U Nofb30BaTeslb Ucnonb3ayeT HoBbl PIN-Kkog, uTo fenaet
BeccMbICTEHHBIM KPaXy ero y4eTHbIX AaHHbIX. OnepauuoHHas cuctema:Microsoft Server 2003/2008/2008 R2 (x86/64)

[Ons reHepaLun OD,HOpa3OBbIXvP|N-KOJJ.OB MCMONb3YEeTCs MPOrPaMMHbIii TOKEH MporpaMMHbIii TokeH SafeNet MobilePASS
SafeNet MobilePASS, koTopbiit iBAsieTCS crneLmanbHbIM NpUoXeHNeM,
pa3spaboTaHHbIM 151 6ONbLIMHCTBA NOMYASPHbIX ONEPaLIMOHHBIX CUCTEM, TaknX

XapakTepuctuku nporpaMmbl SafeWord 2008
CosMectimMocTb ¢ OATH (ocHoBaHa Ha cTaHpaptax HMAC-SHA1,160-6ut)

OnepatnBHas namsTb: 1 GB nnu Beiwwe

MoanepxMBaeMble onepaLMoOHHbIE CUCTEMBI

kak MS Windows Mobile6/7, Windows XP/Visata/7, Apple i0S, Apple Mac OS, Apple i0S, Mac 0S
BlackBerry 1 Google Android, a Taioke anst J2ME, uto obecneunBaeT coBMeCTUMOCTb Google Android
C NpakTn4ecku NtobbIMU nepcoHabHbIMU MOBUBHBIMY U CTauMoHapHbIMU MS Windows Mobile 6/7
KOMIMbIOTEPHBLIMU CUCTEMaMK.

. BlackBerry
CepBepHoe nporpaMmHoe obecneyeHne SafeWord 2008, nHterpupyemoe ¢ Microsoft ) )
Windows Server 2003/2008, siBnsieTcst BHELLUHWM CEPBEPOM ayTeHTUdMKaLMK ¢ 6a3ol MS Windows XP/Vista/7
[laHHbIX M0 Mosib30BaTensM 1 ux TokeHam OTP. [1na B3anmopeiictena SafeWord 2008 nnarpopma J2ME

¢ 1 ZyWALL n USG ucnonb3ayetcsi npotokon RADIUS.

Pewwenvie ZyWALL OTPv2 B unterpaumm ¢ ZyWALL 1 USG MoxHo ncronb3oBaTb B 33LHTa OT HeCaHKUMOKUPOBAHHOTO UCMONb30BaHNS

KayecTBe YHWBEPCANbHOMO UHCTPYMEHTa ayTeHTUUKALIMKM NS YAaNeHHoro AocTyna
COTPYAHUKOB B KOPMOPATUBHYIO CETb, K BEH-NpunoxeHnaM 1 nHtepdeiicy OWA
(Outlook Web Access), B ToM uncne ¢ ncnonb3osaHuem TexHonorun L2TP/IPSec, SSL
VPN u IPSec VPN (npu ucnonb3osatum cosmectHo ¢ ZyWALL [PSec VPN Client). B
pe3ynbTaTe Tako MHTErpaLym NpeanpUsiTUs MOryT 3HaYUTENbHO NOBbLICUTL YPOBEHb
ceTeBOM be3onacHocTy.




Moanepxka OC Microsoft Windows XP/Vista/7/8 (x86/64)
CosmecTtum co Bcemn ZyWALL, USG u wniosamu
besonacHocTK Apyrnx nponsBoanTenel
ABTOMaTMYeckoe KOHGUIypUpoBaHMe C TEXHONOrneln
Easy VPN

MHTerpaums c cnucteMoit 0lHOpa3oBbIX Naposei
ZyWALL OTPv2

VPN-knmneHT Ha ocHoBe IPSec ana ZyWALL
KnueHtckoe nporpammHoe obecneyeHrie VPN «The Greenbow»

MpeumMyLiecTBa

Mporpamma ZyWALL IPSec VPN Client npepHasHaueHa Ans opraHusaLmm
6e3onacHoro yaaneHHoro goctyna no texHonoruu IPSec VPN ceTeBbIM pecypcam,
3almiiaeMblM yetpoiicTBamu cepun ZyWALL n USG. FapaHTupyeT BbICOKMIA ypoBeHb
3aLLWTbI NepeaaBaeMblX AaHHbIX C UCMOIb30BAaHMEM COBPEMEHHDIX aJIFOPUTMOB
WwndpoBaHUs. MoXET MCMOosb30BaTLCS COBMECTHO C CUCTEMOI 0AHOPA30BbIX
naponeit ZyWALL OTPv2, uto obecneunBaer elLie bonee BbICOKHit ypoBeHb
6esonacHocTH.

TexHonorus Easy VPN

TexHonorus Easy VPN, peanusosaHHas B yctporicteax ZyWALL/USG v nporpamme
ZyWALL IPSec VPN Client, no3sonsieT MakcuMasbHO ynpocTUTb KOHGUIypupoBaHue
knueHTckoro VPN-coeauHerus. Bnarogaps ucnonb3osanuio Easy VPN ans
KoHwrypuposaHus VPN-coeanHeHys nonb3oBatenio TpebyeTcs Tonbko

BBecTu IP-agpec ynanenHoro ZyWALL unu USG v cBou yueTHble faHHble (1M
nosnb3oBatens 1 naposns). Kondurypaums VPN, npessaputesnbHo nogrotosneHHas
aiMMHICTPATOPOM 15 MONb30BATENS, B CHUTaHbIE CEKYHAbI 3arpyXaeTcs ¢
ycTpoiictea ZyWALL/USG, v Bce rotoso anst coznatus VPN-coepmHerus.

MopnepxuBaemble yctporcrea ZyXEL
Bce ycTpoiictea ZyWALL n USG

MoanepxmMBaeMble onepaLMoHHbIE CUCTEMbI
Windows 2000/XP/Vista/7/8 (x86/64)

Be3onacHocTb
,El,ononHMTeanoe nporpaMMHoe o6ecnequme

ZyWALL IPSec VPN Client

[MporpammHubin IPSec VPN-knueHT ona Windows

KnueHTtckoe nporpaMMHoe obecneyeHue VPN ana

npoayktoB ZyWALL n USG

MNopnoepxka ayteHTMdumkaumm X-Auth, X509,
npefABapuTe/bHO COMNacoBaHHbIX KNlOYeR, cMapT-KapT
W XKETOHOB

e Ceptudukatsl PEM/PKCS#12

e [lonnepxka DPD v pe3epBupoBaHus Wto3a

e [lopnepxka NAT Traversal

e CoxpaHeHMe 1 BoccTaHoBeHNe KoHdurypaumm VPN

e YnobHbIM TpexLaroBblii MacTep HaCTPOMKN
3aLWMLLEHHOTO TYHHeNs

CxeMa npMMeHeHus

ZyWALL/USG aBToMatvyecku nepenaeT ¢paitsibl KOHGUTYpaLmm
VPN-knueHtam

pynna cepsepos

LLss =
— _..J-. €
Knnext Cepsep Cucrema Daiinosblit  CucTembl OA,
B rl IPSec VPN SM.MOMTH  bu3Hec-aWanusa  cepeep ERP, CRM
Knviewt -
fl IPSec VPN Monb3osatens - = ] -
- S5 =L
= A .
4 IPSec VPN ot ¢ Web- Cepsep it P:

MobunbHbIit
nonb3osaresb

KIMeHTa Ha
obbekT

npunoxernss  (yder, cknap..)  pabouve ctone! ce™m

Daitn KoHdurypaumn ‘ ‘ ‘ ‘

il
/ﬂ
| /\(a LLira6-keapTipa

ZyWALL /USG
YHUGUUMPOBaHHBIA
LeHTp 6esonacHocTi
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Be3onacHocTb
. ,U,OI'IOJ'IHI/ITeJ'IbHoe nporpaMMHoe 06eCI'Iel-IEHl/Ie

Vantage Report

[lporpaMMa reHepupoBaHUs OTHETOB M yyeTa Tpaduka

YnaneHHbI MOHUTOPUHI CETU U CO3faHue
0T4eToB 0 paboTe ycTpoMCTB Be3onacHoOCTU
ZyWALL n USG

e OtyeTbl B ygobHoM rpaduyeckont dopme

e B03MOXHOCTb OTNPaBKY OTHETOB MO 3/IEKTPOHHOM NoYTe
e [logaepxunBaeT Bce ycTporctea ZyWALL n USG

e [lpyxxecTBeHHbIN Beb-HTepdelic

e JinueHsun Ha b, 25 1 100 ycTpoiicts

Vantage Report 3.3
MHCTpyMeHT XypHanupoBaHus 1 ot4yeTHocTu ans yctporncts ZyWALL n USG

lMporpamma Vantage Report npesHasHayeHa ans buictporo v yaobHoro
LieHTpann3oBaHHoro cbopa, xpaHeHws, aHann3a u 06pabotkn MHpopMaLmm o pabote
pacnpeneneHHoi cetn yctponcts ZyWALL n USG. [pyxecTBeHHbIN Be6-uHTEpdEiic
npenocTaBAsieT aAMUHUCTPATOPY CETU yA0bHbIe CPeACcTBa MOHUTOPWHIA COCTOSHNS
BCEl CETU U OTAENbHbIX YCTPOICTB, BK/IIOYAs UCMONb30BaHWE MOOCk! NPOnycKaHus
cetu, paboty pyHKuMit besonacHocTy (aHTMBHMpYC, 0BHapyKeHe 1 NpefoTBpaLLeHue
BTOPXKEHWN, GUIILTP KOHTEHTa, aHTucnam), npeanputsiteie DoS/DDoS-ataku Ha ceTb,
ycTaHoBneHHble VPN-TYHHenM 1 KOHTposb Tpaduka nonb3oBaTeneit 1 NpUIoXKeHWA.

porpaMMHoe obecneyeHvie JOCTYNHO B BuAe becrnnaTHoN 03HaKOMUTENbHOW
Bepcuu ¢ beccpodHoi INLEH3MeN ANs OAHOTO ycTpoicTBa. MoHUTOpUHT Bonee
O[JHOrO YCTPOICTBA BO3MOXEH NPY PErUCTpaLym COOTBETCTBYIOLLErD Habopa
nuueHsni ans 5, 25 v 100 ycTpoiicTs.

Mopnep)xuBaeMble annapaTHo-nporpaMMHble pelweHuns ZyXEL

USG 20/20W/50/100/100-PLUS/200/300/1000/2000
USG 40/40W/60/60W/1900

ZyWALL 110/310/1100

(HaunHas ¢ Bepcum 3.2.00.61.02)

ZyWALL 2WG/5 (HauuHas c Bepcum ZyNOS 3.62)

MopaepXxmBaeMbie onepaLmMoHHbIe CUCTEMbI
Windows 2000

Windows 2003 Server

Windows XP Professional (x86/64)

Windows Vista (x86/64)

Windows 7 (x86/64)



Be3onacHocTb
JInueHsnm gnga nogknoveHna SONOAHUTENbHbIX QYHKLMA 1 yCiyr

JInueHsum pna ueHtpoB besonacHoctn USG n MmexxceteBbix a3kpaHoB ZyWALL HoBoro nokonexHus

| usc4oiow | usceo/sow | zywaLL110 | zywaLL310 |zywaLL1100 [ UsG 1900

AHTVBWMpPYC 1/2 ropa 1/2 ropa 1/2 ropa 1/2 ropa 1/2 ropa 1/2 ropa
IDP/AP 1/2 ropa 1/2 ropa 1/2 ropa 1/2 ropa 1/2 ropa 1/2 ropa
®unbTpaums Be6-KoHTeHTa 1/2 roga 1/2 roga 1/2 ropa 1/2 roga 1/2 ropa 1/2 roga
AHTUCNaM 1/2 rona 1/2 ropa 1/2 ropa 1/2 ropa 1/2 ropa 1/2 rona
AnTveupyc + IDP/P +

dunbTpaLyms BeO6-KOHTEHTa + 1 ron 1rog 1 ron 1 rog 1 rog, 1rog,
aHTMCnaM

Vantage CNM — - — — - —
Vantage Report Mopmepxxka Bcex Mopenen, 1 ycTpoiicTtso, 5 yctpoiicTs, 25 yctporcts, 100 yctpoiicTs

ZyWALL OTPv2 Mopnepxka Bcex Mogenei

YHpaBneHme TOYKaMu focTyna
+8 [ONONHUTENBHBIX TOYEK

Wi-Fi

TyHHenu SSL VPN +5 TyHHenen +5 TyHHenen +50 TyHHenen
ZyWALL IPSec VPN Client [lns knueHTCKUX KoMnbloTepoB nog yripasneHvieM Windows: 1,5,10,50 nctannsuuia

SecuExtender SSL VPN Client [lnsi KNMeHTCKMX KoMMbloTepoB nog ynpasneHueM Mac 0S X: 1,5,10 uHctannsuumi

JInueHsum pnsa ueHtpos 6e3onacHoct USG

AHTUBMpYC - 1/2 ropa
IDP/AP — 1/2 ropa
@unbTpaums Beb-KoHTeHTa 1/2 ropa 1/2 ropa
AHTUCNaM 1/2 ropa 1/2 ropa
Vantage CNM Moppepxika Bcex Mogenei, 10 yanos, 25 yanos, 50 y3nos, 100 y3nos, 300 y3nos, 1000 y3nos
Vantage Report Moppepxka Bcex Mopeneit, 1 ycTpoiicTso, 5 ycTpoiicTs, 25 yctpoiicts, 100 ycTpoiicTs
ZyWALL OTPv2 MopnepxKa Bcex Mopenen
YnpaensieMmble Toukm goctyna Wi-Fi - —
5-50
5-250
5-750
TyHHenu SSL VPN — 50-250
50-750
250-750
ZyWALL IPSec VPN Client [nst knueHTCkmx kombloTepoB: 1,5,10,50 nHcTannauui

SecuExtender SSL VPN Client — —




BesonacHocTb
. CpaBHUTeNbHas Tabnnua xapakTepUCTUK MEXKCETEBbIX
akpaHoB ZyWALL v ueHTpoB be3onacHoctn USG

AI'II'IapaTHbIE N CUCTEMHbIE XapaKTepUCTUKU

1x WAN, 1 x WAN,
Mopre RJ-45 GoE o CANIDAZ ox CAN Dz X WANLAN/OMZ X WAN/LAN/DMZ o UAN Dz
MopTsl USB (gns nogkniouenus mogemos 3G/4G) 1 1 1 1 2
CoBMmeLeHHble nopTsl SFP/RJ-45 GbE — — — — —
IMponyckHas cnocobHoCTb MexceTeBoro akpaxa, Méur/c 175 175 400 400 1000
MponyckHas cnocobHocTb IPSec VPN (AES), MéuT/c 75 75 100 100 180
MponyckHas cnoco6Hocts UTM (AV+IDP), Méut/c — — 50 50 90
Makc. konuuecTBo ceccuit (obuiee/s cekyHay) 10 000/1000 10 000/1000 20 000/3000 20 000/3000 40 000/3000
Makc. uncno ogHoBpeMeHHbIX TyHHenen IPSec VPN 5 5 10 10 20
[r\gzgcrll:LT;:;M?AE/';iEMPLTEMHi’;IZ%:T nonb3osateneit SSL VPN 1 1 2/7 207 2/12
KonnuecTBo BupTyanbHbix nHTepdeiicos VLAN 802.1q 8 8 8 8 16
Moppepxka IPvé [a [a JIE] Ha JIE]
HeorpaHuyeHHoe KonnyecTBO nonb3oBatenei Oa Ha Ha Ha Ha
BeCI'IPOBDFLHaﬂ CeTb
CooTBeTCTBME CTaHAApTaM — 802.11b/g/n — 802.11b/g/n -
Yacrota paguocurHana = 2,4TTy = 2,4 TTy =
Konnuectso pagnomopynei — 1 — 1 —
YnpaBneHve 6ecnpoBofHbLIMYU CETAMM
NHTerpupoBaHHbIi KoHTponnep Tovek goctyna Wi-Fi — — JIE} Ha Ha
Mare sommicronmpasireo Tosek socry - - 2110 2110 2110
BupTyanbHble yacTHble cetn VPN
VPN Ha ocHose IPSec Oa Ha Ha Ha Ha
Mopaepxka IKEV1/IKEV2 Oa/— Ha/— Na/la Na/la Na/fa
VPN Ha ocHoBe SSL Oa [a JIE] Ha Ha
VPN Ha ocHose L2TP/IPSec Ha Ha Ha Ha Ha
GRE over IPSec — — [a Ha Ha
BesonacHocTb
MexceTesolt akpaH (SPI Firewall) Ha [a Ha Ha Ha
AHTuBMpYyCHas 3awumTa (AV) = =
MNpegpoTtepalyerune BTopxerni (IDP) - -
Matpynb npunoxenuit (Application Patrol) - -
DunbTpauus Beb-koHTeHTa (CF) Ha JIE] JIE] Ha Ha
AuTucnam (AS) Ja Ja la Na DNa
YnpaeneHue nponyckHoii cnocobHocTbio (BWM) JOa JOa Da Na na
WHcnektnposaHue SSL - - - — —
PesepsupoBaHne
PesepsuposaHnue kaHanos VPN Ha [a [a Ha Ha
Heckonbko noptoB WAN ans 6anaHcpoBku Harpysku Ia (WAN + 3G) Ia (WAN + 3G) Ha Ha Ha
PesepsuposaHue ycTpoiicTea (Device HA, VRRP) — — — — —
AyTeHTndmKaLua nonb3osaTenei
JlokanbHas 6a3sa faHHbIX Oa Ha Ha Ha Ha
RADIUS Oa [a [a Ha Ha
LDAP [a [a [a Ha Ha
Microsoft AD Oa [a Ha Ha JiE]
Mpospaunasn ayteHTudukauns SSO gns nonbzosateneit MSAD — — Ha Ha Ha
yl'lpaBl'IeHI/Ie N MOHUTOPUHT
Mpadwmyecknit Be6-nnTepdeiic (HTTP n HTTPS) Ja Ja lNa Na Na
KomaHgHas ctpoka (SSH, Telnet) JIE} Ha Ha La JiE]
LleHTpanu3oBaHHbI MOHUTOPMHT ¢ NporpaMMoii Vantage Report Oa [a JIE] Ha JiE]
LleHTpanusoBaHHoe ynpaBneHwve ¢ nporpammoii Vantage CNM Ha Ha — — —
Dusmnyeckmne xapakTepucTukm
3nekTponuTaHue =12B,1.5A =12B,1.5A =12B,2.0A =12B,2.0A =12B,3.0A
Makc. notpebnsiemMas MoLiHocTb, BT 15,0 16,0 14,0 17,0 19,0
FabapuTsl, MM (LU x T x B) 216 x 140 x 33 216 x 140 x 33 216 x 143 x 33 216 x 143 x 33 242 x175x 36
Macca, kr 0,38 0,42 0.89 0.91 1.25



‘ USG 60W ZyWALL 110 ZyWALL 310 ZyWALL 1100 USG 1900 ZyWALL USG 2000

2 x WAN,
4 x LAN/DMZ

2

1000
180

90

40 000/3000

20

2/12

16

[a

Ha

802.11a/b/g/n
24TTunb5Ty
2

La
2/10

Oa
La/0a
Oa
Ha
Ha

Oa

2 x WAN,

1 x WAN/LAN/DMZ,

4 x LAN/DMZ
2
1600
400
250
60 000/3500
100

25
32
Ha
Ha

JIE]
2/18

Ha
Na/la
JiE]
Ha
Ha

Ha

8 x WAN/LAN/DMZ

5000
650
400
100 000/12 000
300
50

64
JIE]
Ha

Ha
2/18

Ha
Na/fa
Ha
Ha
Ha

Ha

[la, aBTomMaTnyeckn obHoBnseMas 6asa emkocTbio 650 000 curHatyp

[a, aBToMaTu4eckn obHoBnsieMas 6asa emkoctbio 1700 curHatyp

[la, aBTomMaTu4eckn obHoBnsieMas 6asa emkocTbio 3 000 curHatyp

[a
[a
Oa

JIE]
[a

=12B,3.0A
28,0
272x171x 36
1.46

Ha
Ha
JiE]
Ha

Ha
Ha
JiE]

=12B,3.33A
37,0
300 x 178 x 44
2

~100 - 240 B, 50/60Ty, 1,3 A
58,5
430 x 250 x 44
3,3

8 x WAN/LAN/DMZ

6000
800
500
500 000/12 000

1000
250
128
JIE)

Oa

La
2/18

Oa
La/0a
Oa
Ha
Ha

Oa

~100 - 240 B, 50/60Tw, 1,3 A
58,5
430 x 250 x 44
3.3

8 x WAN/LAN/DMZ

7000
900
600
500 000/12 000
2000
55/755
128
[a
Oa

La
2/18

Oa
La/0a
Oa
Ha
La

Oa

~100 - 240 B, 50/60Tw, 1,3 A
58,5
430 x 250 x 44
3.3

2 x WAN,
1 x WAN/LAN/DMZ,
4 x LAN/DMZ

2
2

2000

600

400

1000 000/20 000
2000

5/750

512
[a
Oa

Oa
Da/—
Oa
Ha

Oa

[a, aBToMaTn4eckn obHoBnsieMas basa
emkocTblo 15 000 curHatyp

[la, aBTomMaTuyeckn obHoBnsemas basa
emkocTbio 3000 curHaTyp

[a, aBToMaTnyeckn obHoBnsieMas ba3a
emkocTbto 1000 curHatyp

[a
[a
Oa

[a
Oa
La

~100 - 240 B, 50/60T, 3-6 A
200
430 x 487 x 89
10,5
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LLino3bl goctyna

YHUPULMPOBAHHbIE LUMO3bI JOCTYNA ... 82




LLinto3bl poctyna
BesepeHue

LLInto3bl goctyna

Cneu,maano pa3pa60TaHb| ONnAa roCTMHMYHOTO busHeca

-

M

OpraHun3aums BbICOKOKa4eCTBEHHOMO AocTyna B VIHTepHeT bonblue He siBnsieTcs npobneMon AN NPeAnpUsTUA rOCTUHUYHOTO
BusHeca. 3710 No3BoNseT onNpaBAaTh OXKUAAHWS rocTel 1 obecneynTb YA0BIETBOPEHHOCTb KINEHTOB. B To Xke BpeMs co3paHune
MHOPaCTPYKTYpbI Lns NpefocTaBneHuns yenyr MHTepHeTa nogobatoLlero kayecTBa He orpaHnYMBaeTcs Npoknaakon kabenei
Ethernet v yctaHoBkol 6ecnpoBofHbIX To4ek focTyna. Ytobbl n3bexxaTb NPeTeH3MI CO CTOPOHbI KIIMEHTOB, HeLLeneBoro
MCMosb30BaHMs NPOMyCcKHOM CMocobHOCTM U HapyLLIEHWIA 3aKOHOAATENLCTBA, He0bX0AMMO NPOAyMaThb TakMe BOMPOCHI, KakK
obecrneyeHne JOCTAaTOYHON NPOMYCKHOM CNocoBHOCTYH, ynpaBneHve JOCTyNoM 1 cobntofieHne YCTaHOBNIEHHbIX 3aKOHOM HOPM.

LLnto3bl poctyna ZyXEL cneumansHo pa3paboTtaHsbl ¢ yueToM noTpebHocTen NpeanpuaTin rocTMHNYHOro brusHeca, 4tobbl NOMOYbL UM
MOBbICUTb KA4YECTBO NpefocTaBasieMblX yCnyr. Hallm pelleHns noMoraloT roCTUHULLAM, pecTopaHaM U kade obecrneymBaTh NPeBOCXOAHOE
KayecTBO CETEBbIX YCNYT, NPefOCTaBASEMbIX KIIMEHTAM, C JIErKOCTbIO YNPaBNsTh FOCTEBbIMU YYETHLIMI 3anmcaMu, obecneunsaTts cobnopeHne
YCTaHOBJIEHHbIX CPOKOB XPaHEHWs! faHHbIX U reHepPUPOBaTb JOMONHUTENbHbIE MOTOKM BbIPYYKM OT NpefocTaBneHuns yenyr MHtepHeta. JuHelika
wnio3oB foctyna ZyXEL BkntoyaeT B cebsi peLleHuns, 0 pueHTMpoBaHHbIe Ha pas/inyHble MHGPACTPYKTYpbl FOCTUHUYHO-pECTOpaHHoro busHeca,
B TOM uncrie oamHouHble XoT-croTbl Wi-Fi, 06cnyxxmBatolme oqHO NoMeLLEHME, 1 peLleHns A [ocTyna B IHTEpHET 13 HECKONbKUX KOMHAT.

Ynpasnaute ycnyramm U MOHETUIUPYNTE UX

LLnto3bl goctyna ZyXEL, ocHalleHHble MOLLHLIMU CpeacTBaMU BunnmHra,
bYHKUMAMY ayTeHTUUKALMM NOMb30BaTeNeN 1 KOHTPONS LOCTyna,
MOMOratoT FOCTUHUYHbBIM NPELNPUATUAM YNPaBAsTb FOCTEBbIMM
y4YeTHbIMU 3anucsiMm, bNoKMPOBaTL MOMBITKM HECAHKLMOHMPOBAHHOMO
LOCTyNa 1 reHepyvpoBaTb NOTOKM BbIpy4YKM OT NpefocTaBAeHUs yCyr
NuTepHeTa. LLnto3bl foctyna ZyXEL no3BonsioT NpeaioXuTs LOCTYnN

B MIHTepHeT B kayecTBe becnnaTHoOM ycayru, LOMOAHUTENbHOW YCIyru
(npepocTaBnsieMoi KIMEHTY B TOM Cilydae, /i OH cienaeT nokynky)
WAV NNATHOM ycnyrn. 3To faeT NpeanpuUsTUsIM roCcTHWYHOro br3Heca
BO3MOXHOCTb MOBbICUTb BbIPYUKY OT MPOAAXKW LOMONHUTENbHBIX YCAYT
(ycnyr «B HoMepe»), BbINOMHUTL LENM MO BbIpydKe OT NMPOAAXKM HOMEPOB
1 1CMOMb30BaTh Apyrue BO3MOXHOCTU )1 YBEMYEHNS BbIPYUKM.




LLno3bl goctyna
BeepneHue

MoBbileHWE NOANIbHOCTU KJINEHTOB

LLnto3bl poctyna ZyXEL nomoratoT npefnpusiTaM rocTUHUYHOIO
B13Heca NoBbICUTb NMPOU3BOAUTENBHOCTb M EMKOCTb CETU U1
YAYYLWWTb Ka4ecTBO 06CNYXMBaHUS KNMEHTOB. Takve nepefoBble
byHKUMM, Kak nogaep>kka Asyx paguomoayneit 802.11 a/b/g/n
(paboTatoumx B amanasoHax 2,4 ['Tu v 5 Tu), nossonsiot
YO,BOWUTbL [OCTYMHbINA PAAMOYACTOTHbBIN CNEKTP U MPOMYCKHYHO
€nocobHOCTb, 4TobbI 0BecneynTb BO3MOXKHOCTbL 06Cy>KMBaHUS
BCe HOBbIX U HOBbIX BECMPOBOAHbIX KIMEHTCKUX YCTPOICTB,
KONMYEeCTBO KOTOpbIX pacTeT bypHbIMM TeMnamu. LLinto3bl
noctyna ZyXEL ocHalleHbl cpefcTBaMm ynpaBaeHUs NponyckHom
CMOCOBHOCTLIO, KOTOPbIE MNO3BOMSAKT 0becneynTs paBHOMEPHOE
MCMob30BaHWe Noaockl NPOMyCkaHUs 1 NPefoTBPaTUTh HeLeneBoe
ee ncnonb3oBaHue, 4Tobbl 0becneynTb LOCTOMHOE Ka4ecTBO
06cny>KMBaHWS KIIMEHTOB AJ151 NMOBbILIEHWS UX IOSAIBHOCTU.

OAnHOYHbIE XOT-CNOTbI U peweHna onqa
A0CTYyMna N3 HeCKOJIbKUX KOMHaT

JlnHeiika wnto3o8 goctyna ZyXEL BknioyaeT B cebs pelueHus,
OPWEHTUPOBAaHHbIE Ha pa3finyHble MHGPACTPYKTYPbl MOCTUHUYHO-
pecTopaHHoro busHeca, B TOM Y1C/1e OAMHOYHbIE XOT-CMOTbI
Wi-Fi, obcny>xxuBatoLLime ofHO NOMeLLEHWE, U PeLleHNs ANs
nocTtyna B VIHTepHET 13 HeckonbKMX KOMHaT. Psp Mopenei
OCHaLL,EeH BCTPOEHHbIMU KOHTpoJSIepaMmn BecnpoBoaHbIX CETER,
Bnaropaps 4eMy UX MOXHO MCMoJb30BaThb AJ19 paclUMpeHns 30HbI
NOKpbITUS BECNPOBOAHbLIX CETEN B OTENIAX U Ha KypopTax, C TeM
yTobbI caenate Wi-Fi mocTynHbIM B Takmx MecTax, kak rocteBble
KOMHaTbl, CTOSIOBbIE U [laXKe TePPUTOPUM 3a NpeAenaMmn 3LaHni.
Kpome npouero, ZyXEL npegnaraeT npuHTepb! Ans KBUTAHLMUIA,
Ha KOTOPbIX C MOMOLLbHO OHOTO LLENYKa MbILLBbK MOXHO
CreHepupoBaThb U pacrneyaTtaTb AMHaMUYECKMe YYETHbIE 3anuciu,
COOTBETCTBYIOLLME 3aiaHHOMY TapMbHOMY NiaHy, Ans Nob30BaHWs
ycnyramu xoT-crnotoB Wi-Fi, pacnonoxeHHbIx B xonnax oTenew,
KoHbepeHL-3anax, 3anax okvaaHus, pecTopaHax 1 kade.

CootBeTtcTBME yCTaHOBJIEHHbIM HOPMaM

JlnHeiika wnto3o8 goctyna ZyXEL npr3asaHa noMoyb KOMMaHUAM,
paboTatoLLMM B roCTUHUYHOM br3Hece, B cobntofeHnm
YCTaHOBJIEHHBIX CPOKOB XpPaHeHUsl, pernaMeHTupyeMbiX, K Npumepy,
TakuMu akTamu, kak EU Data Retention Directive (2006/24/

EC). 311 3akoHopaTenbHble akTbl TpebytoT, uTobbl NpeanpuaTHs
rOCTUHWYHOrO BU3Heca XpaHnnyM MHPoOpPMaLLMIo O NONb30BaHUN
ycnyramu ViHTepHeTa B TedeHUWe onpepeneHHoro BpemMern. LLnto3bl
poctyna ZyXEL MoryT aBToMaTM4ecku 3anucbiBaTb MHGOpPMaLmio
06 yyeTHbIx 3anucsx nonb3osatenei, MAC-agpecax, IP-agpecax
MCTOYHMKA W Ha3HayeHusl, 0bbemax AaHHbIX U TUMax NpoToKosIoB,
romMorasi NpeanpusTUsSM rocTMHUYHOro busHeca nsbexarts Wrpados
W CaHKLMIA, HAaKNafblBAaeMbIX PeryanpyoLyMm opraHamu.




LLinto3bl poctyna
YHNULUMpOBaHHbIE WI03bl 4OCTYMNa

UAGS5100

YHUPULMPOBaHHbIN LLIO3
[ocTyna

BblcokonponsBoaUTENbHbIN LT3 CO
BCTPOEHHbIM KOHTpoepoM becnpoBogHOM
CeTH AJiIA rocTeBOro AocTyna

IHTerpupoBaHHbIN reHepaTop YYeTHbIX 3anucen,
Beb-nHTEpderc ang ayTeHTUdUKaUMK 1 BUnarHra,
nopfepxka BHelwHux cepeepos RADIUS
MakcumanbHaa ckopocTb Mapwpytusaunm 250 Méut/c,
nopaepxka no 800 ooHoOBpeMeHHbIX MONb30BaTeNen
MNonnepxka SMS-bunetos 1 npuntepa SP350E Service
Gateway Printer

¢ [ WS

u

UAG5100 SP350E
5 noptoB RJ-45 Gigabit Ethernet, 2 nopta USB, MopT RJ-45 Ha
1 KOHCONbHbI MOPT 10/100 Méut/c

MpeumMyLecTsa

Mopenb UAG5100 ot ZyXEL npeactaBnsieT coboii BbICOKOMPOU3BOAUTENbHBIN
YHUGULIMPOBaHHBIN LLI03 AOCTYNA, C MOMOLLbIO KOTOPOTO MPEANPUATAS FOCTUHUYHOTO
613Heca MoryT opraH130BbIBaTh fiJ1s1 CBOMX rocTel be3onacHbilii focTyn

B MHTepHeT no kabenbHoi Ui becnpoBoAHON CETH, YNpaBAsTh ayTeHTUdUKaLMe
rocTeBbIX NOb30BATENEN U CO3AaBaTh HOBbIE MOTOKM BbIPY4KM OT NPefoCTaBNeHNs
BbICOKOKaYeCTBEHHbIX ycnyr MiHTepHeTa. [laHHbI LWAto3 obecneynBaeT nyyLlyto B CBOEM
Knacce ckopocTb MapLpyT13aumm go 250 Méut/c 1 nogaepxvsaet 4o 800 ofHOBpPeMeHHBbIX
nonb3oBateneit. yHKLWs BanaHCUPOBKM HArpy3Ku 1 aBapUItHOro NepeKioyeHns Mexay
nByMs nogknoyeHnsiMm WAN rapaHTUpyeT rocTsiM 1 COTPYAHUKAM rOCTUHULIbI HAAEXKHbIN
AOCTYN K CETV W MPEBOCXOAHYI0 MPON3BOANTENBHOCT.

MpocToi MexaHW3M ayTeHTUUKaLMM rocTeBbIX NoJb3oBaTesiei B roCTUHMLLAX
Bnaropaps TakuM GyHKLMAM, Kak HacTpauBaeMbli Beb-noptan ans ayteHTMdUKaLmMm
1 ayTeHTUdUKaLMS ¢ ucnonb3oBaHnem cepaepa RADIUS, yctpoiicto UAG5100 ot
ZyXEL nomoraeT npefnpusTMAM roCTUHUYHOMO BU3HEeCa N1erko KOHTPOMPOBaTb AOCTYN
K ceTv fio 800 yCTpOICTB 0fHOBPEMEHHO. [1py NepBoii NOMbITKE NOAK/TIOYEHUS K CETU
rocTu nonagatoT Ha Be6-noptan ayteHTndukaumuu. Mocne BBofa MeHM nonb3oBaTens
1 Maponsi, NPeAoCTaBeHHbIX COTPYAHUKOM FOCTUHULIbI, FOCTU MOTYT MOJY4UTb AOCTYM K
WHTepHeTy no kabenbHo nav becnpoBoAHON ceTh 3a HEeCKosbko cekyHA. Beb-nopTan
[J15 ayTeHTUdUKALIMM OTKPbIBAET MacCy BOIMOXHOCTEN Anst HAacTpoiiku. Mpeanpustus
FOCTUHWYHOTO BK3HEeca MOryT pa3MecTUTb Ha nopTase cobCTBEHHBIA IOTOTUM, MOMEHSTh
bOH CTpaHMLbl, Pa3MecTUTb HOBOCTU, peKliaMHble 06bABNEHNS UK ApYrie TEKCTbI

no cOBCTBEHHOMY >KENaHuo.

Hape)cHble, NOCTOSHHO AOCTYMHbIE Ycnyru goctyna B UHTepHeT 6naropaps
6anaHcupoBKe Harpysku ¢ aBapuiHbLIM NepeKIloYeHneM MeXKay ABYMSA
nogknioyeHnamn WAN

Bnaroaaps rurabutHoMy coefiMHeHUI0, Ha KOTOPOM ocyLuecTBAsieTcs banaHcupoBka
Harpy3Kku ¢ BO3MOXHOCTbI0 aBapUITHOrO NepPeKIoYeHUs MeXy ABYMS MOAKIIOYEHNSIMN
WAN, wnto3 UAG5100 ot ZyXEL noMoraeT npeanpusTUsSiM rocTHUYHoro busteca
obecneunTb KayecTBeHHbIE YCIyrv AOCTyNa K CETU 1S CBOUX FOCTEeN W KIIMEHTOB.
Mopkntouns winto3 UAG5100 k ceTsiM AByX NpoBaiifepoB ycnyr IHTepHeTa, nosb3oBaTen
MOTYT OpraH130BaTh ero paboTy B peXuMe pacnpefeneHus Harpy3ku T na «akTuBHbIiA-
aKTWUBHbIN» UK B peXVUMe aBapUitHOro NepektoYeHNst «akTUBHbI-MacCUBHbIA»

B 3aBMCMMOCTU OT TOr0, Kakue TpeboBaHus NpeabsBASIOTCH K pa3BoOpaynBaeMoit
MHPpacTpykType. B pexumMe «akTnBHbIN-akTVBHbIA» ycTporictBo UAG5100 pacnpepenset
ceTeBOV Tpaduk Mexxay ABymMs coegnHeHusMi WAN, npefoTBpallas BO3HUKHOBEHWE
neperpysKku Ha KaX oM 13 COefVHEHNIA 1 rapaHTUPYs BbICOKOE KauecTBO yCayr JOCTyna
B /IHTepHeT BceM Nonb30BaTensiM, NOAKIIOHEHHBIM K CETU. B pexxiMe «akTUBHBbIi-
naccusHbli» yctpoiicteo UAG5100 vcnonb3yeT Ans npesocTaBneHns yeayr foctyna

B MHTepHeT TonbKo ofHo coeguHeHne WAN, a BTopoe coefiiHeHe BbINONHAET Posib
pe3epBHOro Ans obecreyeHns HenpepbIBHOCTY YCAyr Ha ciy4ait cbosi B nepBoii ceTu.

e [lopaepxxka banaHCMpPOBKM Harpy3ku 1 aBapuUIMHOIO
nepekntodeHns Mexay asymsa cetamm WAN

e [logaepxka go 10 tyHHenen VPN IPSec

e BcTpoeHHbI KoHTponnep becnpoBoAHOW ceTu Ang
LEeHTPanun30BaHHOro ynpaBaeHuns ToukamMmm gocTyna
1 MacwTabrpoBaHnga becnpoBOAHOM NOKaNbHOW CETH
C MUHUMaNbHbIMU YCUUAMU

XapaKTtepucTuku

CeTeBble UHTepdeiich
MopkntoyeHune K UHTepHeTy

CeTeBble GpyHKUMU

AyTeHTUdUKauus

Bunnuur

Be3onacHocTb

Yenyru

YnpaBneHue

SMS-6unetbl

KoHTponnep 6ecnpoBoaHoi
NoKanbHoW ceTn

YcraHoBKa

WcTouHMK nuTaHus

SP350E

WUnHTepdeiic

LLInpuHa ponuka c bymarom
Pa3Mepbl 6n0ka (LLXIxB)
Bec 6noka

BxoaHas MowHOCTb

JlnueHsuun

3 nopra Gigabit Ethernet,

MopT JIOKaNIbHOMN CETU C aBTOMATUYECKUM OMpefieieHneM
ONTUManbHOW CKOPOCTU B3aUMOAEHCTBUS

2 noprta Gigabit Ethernet,

nopt ans noakntoyerns k cetn WAN ¢ aBToMaTuyeckum
onpepaesneHnem onTUMasnbHoN CKOPOCTY B3aMMOLENCTBHS
uPnP, iPnP, TpaHcnsaumsa cetesbix agpecos (NAT),
KknueHT/cepaep/peTpaHcnatop DHCP

Cootsetctsue VPN 1-1, SMTP, Be6-nHTepdeiic

[J15 ayTeHTUdMKALIMK, MONb30BaTENbCKOe CornalleHme,
noAAepxka BHelWHUX cepeepoB RADIUS,
ayTeHTUdUKaLms npu nomoln RADIUS

10 npoduneit bunnnHra, pexuMbl bunnnHra «Bpems

10 OKOHYAHWS» W «HAKOMEHME, BO3MOXHOCTb
1CMONb30BaHUs HECKOJIbKUMU NOJIb30BaTENIMU eLUHOM
YYETHOI 3amncK, OTKIIYEHWE Mo TaliM-ayTy HeaKTUBHOCTM
MexceTeBoit akpaH ¢ SPI, VPN IPSec, nsonsuus

Ha ypoBHe 2

HacTpaunBaeMbiii Beb-noptan, peknaMHas ccblika,
orpaHuyeHHble obenocTynHble pecypesl (walled garden),
HacTpanBaeMas CTpaHuLa NoMb30BaTebCKOro
cornalueHus

Ynpas/ieHue nosocoi nponyckanus (Ha yposHe
OTAEMbHbIX yYeTHbIX 3anunceit),

SNMP v2c, Syslog (cBeaeHus 06 y4eTHol 3anucy,
IP-appecax, MAC-agpecax, obbemax Tpaduka)
PacnpocTpaHeHue SMS-6unetos no npotokony ViaNett
BcTpoeHHbIi koHTpornep becnpoBofHo ceTut Ans
yNpaBneHns HecKobKMMM Toukamu goctyna (go 32)

B 19-atoiiMoByto cToliKy, BbicoTa 1U

100—240 B nepem. Toka, 50—60 Iy

Mopt RJ-45 Ha 10/100 M6uT/c

58 (+0/-1) MM

176 x 111 x 114 MM (6,93" x 4,37" x 4,497
0,8 kr (1,76 dpyHra)

12 B nocTosiHHOro Toka, 5 A Makc.

N 7

JInueH3uns Ha fONONTHUTENbHbIE
ynpasJiseMble TO4KU AOCTYNa

YBENMYMBAET MAKCUMASIBHO I0MYCTUMOE KOSIMHECTBO
NoAAef X ynp X TOYeK Ha 24

JInueHsusa Hay
X

TBa Yi T KOSIMHECTBO MOAAEPXKMBAEMbIX
O[IHOBPEMEHHbIX Nonb3oBateneit Ha 300



LLno3bl goctyna
YHNUdUUMpOBaHHbIe W3kl 4OCTYNa

UAG4100

YHUPULMPOBaHHbIN LLIO3
[ocTyna

PewieHne Ang rocreBoro Aoctyna tuna
«BCe€ B 0O4HOM» — pelleHNne 3aBTpPpallHero gHq,
KOTOpO€E MOXKHO npmoﬁpecm Y>Ke cerogHs

Hanuune nsyx pagnomoayneit IEEE 802.11 a/b/g/n
(paboTatoT B aranasorax 2,4 T 1 5 )
Monpepxunsaet 200 ofHOBpEMEHHbIX MOAb30BaTeNeN

no ymonuaruio v go 300 — npu nokynke 4ONONHUTENbHOM
ANLEH3UN

IHTerpnpoBaHHbI reHepaTop YYeTHbIX 3anucei,
Beb-vHTepdenc ong ayteHTMPMUKaLMM 1 BunanHra
MopnepxusaeT BHelHWe cepepbl RADIUS

oL

UAG4100 SP350E
5 noptos RJ-45 Gigabit Ethernet, Mopt RJ-45 Ha
2 nopta USB, 1 KOHCONbHbINM NopT 10/100 Méwt/c

MpeumMylecTBa

Mopgenb UAG4100 ot ZyXEL npenctaBnsieT coboit yHUOULMPOBAHHbIN L3 AOCTYNa
HOBOrO MOKOJIEHMS! TUMa «BCE B OAHOM>, KOTOPbIN MOXET BbICTyNaTh B Ka4ecTBe LU/io3a
ZpocTyna/xoT-crota 6ecnpoBoAHOM CETU, MPU3BAHHOIO YA0BNETBOPUTL NOTPEBHOCTM
roCTUHWYHOrO B13Heca ceroaHs 1 B byayliem. lToMUMo NoaAepXKKY yNpaBaeHUs y4eTHbIMM
3anucsiMu, bunnuHra u obecrneyeHns COXpaHHOCTU laHHbIX B TeYeHKe 3aiaHHOM

cpoka, wnto3 UAG4100 obnapaeT xapakTepucTukamu npeMmuyM-kiacca, Takumm kak Asa
paavomogyns 802.11 a/b/g/n Wi-Fi u BcTpoeHHbI KoHTponep 6ecrnpoBofHOM okasnbHoM
ceTu, koTopble obecneynBaloT bosiee BbICOKWIA YPOBEHb MacLLTabypyeMoCT, eMKOCTU 1
NPOU3BOAUTENLHOCTY, OTBEYAIOLLMI CaMbiM NepefoBbIM TpeboBaHWAM K opraHu13aLmm
rocTeBOro A0CTyna.

MoBbILeHNe NOANBLHOCTU KITUEHTOB

Mogens UAG4100 ot ZyXEL npepctasnsieT coboi w3 goctyna (xor-cnot) 6ecnposogHoit
CeTV CredyHoLLEero MOKoeHWs, KOTopbIi obecneunBaeT 6onee BbICOKUI YpoBEHb
NPOU3BOAMUTENLHOCTH, EMKOCTU M Ka4ecTBa 0bC/yXXMBaHWS N0 CPaBHEHMIO C aHANOMUYHbIMU
petuerusiMu. Hannuve asyx pagvomogyneit 802.11 a/b/g/n, pabotatowmx B AnanasoHax
2,4TTuwn 5T, no3BONSET YyABOUTb JOCTYMHbIV YACTOTHBIA AMANa30H U MPONYCKHYO
€noco6HOCTb W, COOTBETCTBEHHO, OTKPbIBAET BO3MOXHOCTU AN 06Cy>K1BaHUS
3HauUTesbHO BonbLLEro KonuyecTsa becnpoBoAHbIX YCTPOICTB. BbicokonponsBoanTenbHas
annapaTtHas apxuTeKTypa ycTponcTBa no3sonseT nofaepxmveath 1o 200 ofHOBpeMeHHbIX
nonb3oBatesneit no ymonyanuio 1 1o 300 ofHoBpPeMeHHbIX Nosb3oBaTenelt Npu nokynke
LOMOJIHUTENBHON NNLEH3UW. [JaHHbIN LUMI03 NpefiaraeT MHCTPYMEHTbI AN1S AeTaIbHOro
yNpaBieHUs Mos0Ccoi NPOMyckaHus, KOTOpbIe NMO3BONAIOT NPefoTBPATUTL HeLeneBoe ee
1Cnonb3oBaHue, 4Tobbl 0becneunTs kayecTBo 06CNY>KMBAHWS Ha ypOBHE, HEOOXOAMMOM Aist
MOBBbILLIEHWS NOSTILHOCTU W MPUB/IEYEHNS HOBbIX KITMEHTOB.

CokpallieHue 3aTpaT Ha pasBepTbiBaHne

YHuuumpoarHbiii lwnto3 goctyna UAG4A100 ot ZyXEL noaxopuT He Tonbko Anst
opraHuzauuu xot-cnotos Wi-Fi B 0AHOM NoMeLLeHum, HO W As UCMONb30BaHUS B
pacnpefeneHHbIX CETEBbIX MHPACTPYKTypaX, OXBaThIBAIOLLMX MHOXKECTBO KOMHAT B
HebonbLUMx rocTuHuax v xoctenax. LLno3z UAG4100 uMeeT BCTPOEHHbIN KOHTpOsep
6ecnpoBoaHO NoKaNbHOM CeTU, KOTOPbI NoMoraeT HeboNbLLINM NPefnPUITUAM
rOCTUHUYHOTO BU3HECa YBENMUNTB 30Hy oxBaTa becrnipoBoaHoi cetv v caenatb Wi-Fi
LOCTYMHbIM B TakuX MecTaX, Kak rocTeBble KOMHaTbI, CTONIOBbIE U AaXe TeppUTOpUM 3a
npefenamu 3faHnid. BctpoeHHbIi koHTponep becnpoBofHoN ceTu NoAAepXKMUBaET 40
8 Touek fiocTyna no yMonyaHuio v o 16 To4ek AoCTyna npu NOKyrKe [OMNONHNATENbHOW
JINLEH3NN.

* YnpaBneHue NponyckHOW CNocobHOCTbIO Ha YpOBHe
OTLENbHbIX YYETHbIX 3anuncei

e [lopaepxka pacnpocTtpaHeHua SMS-bunetos
no npotokony ViaNett

e BcTpoeHHbI KoHTponnep becnpoBOAHON CeTu
(nognepxuBaeT 8 Touek focTyna no ymonyaHuio u fo 16
TOYeK [0CTyNa Npwv NoKymnke A0NoNHUTENbHOR NuLeH3uN)

e [lopnepxka fo 10 npuHTepos kBuTaHumin SP350E

XapaKTtepucTuku

Cetb

AyTeHTUdUKauus

BunnuHr

Be3onacHocTb
Yenyru

YnpaBneHue
Y MOHUTOPUHT

SMS-6unetbl

KoHTponnep 6ecnpoBoaHo#
NoKanbHoi cetn

SP350E

Wntepdeiic

LLinpuHa ponuka c bymarom
Pa3Mepb! 610ka (LLIXxB)
Bec 6noka

BxopHas MowHOCT

JlnueHsuun

uPnP, iPnP, TpaHcasumsa cetesbix agpecos (NAT),
knveHT/cepaep/petpancnsitop DHCP,

cooteetcTtBue VPN 1-1, SMTP

Beb-uHTepdeiic ans ayteHTUdMKaLMY,
no/b30BaTeNbCkoe CornalleHe, NoAAepKKa BHELIHNX
cepBepoB RADIUS, ayTeHTUdMKALMSA C NOMOLLbIO
RADIUS

10 npodwmnein 6unnuHra, pexxum Gunnvira («spems

10 OKOHYAHMS» 1 «HAKOMJIEHWEe»), BOIMOXHOCTL
MCMO/b30BaHNsS HECKOMbKVMU M0/b30BaTeNs MU
€[IMHON Y4YETHO 3an1cK, NpepbiBaHVe No TauM-ayTy
MexceTeBoM 3KpaH, M30ALMs Ha YpoBHE 2
HacTpansaeMbiit Beb-noptan, peknaMHas ccblika,
orpaHuyeHHble obLiefocTynHble pecypesl (walled
garden), HacTpavBaeMas CTpaHULA MOMb30BaTENbCKOro
cornatleHus

Ynpaenexue nonocoit nponyckanus (Ha yposHe
OTAENbHBIX y4eTHbIX 3anuceir), SNMP v2c,

Syslog (cBepeHvst 06 yueTHoi 3anucy, IP-agpecax,
MAC-agpecax, ofbemax Tpaduka)

Moppepkka pacnpocTpaHeHns SMS-6unetos no
npotokony ViaNett

BcTpoeHHbIi kKoHTponep becnpoBofHOM N0KanbHOM
CEeTY, NO3BONSIOLLWIA YNPaBASTb HECKONbKUMI TOYKaMI
noctyna (go 16)

Mopt RJ-45 Ha 10/100 Méut/c

58 (+0/-1) MM

176 x 111 x 114 Mm (6,93" x 4,37" x 4,49")
0,8 «r (1,76 pyHTa)

12 B noctosiHHoro Toka, 5 A Makc.

3newent Omwcawne

JInueH3uns Ha fONONHUTENbHbIE

ynpasJiseMble TO4KU AOCTyNna

YBENM4YMBAET MAKCUMAIbHO A0MYCTUMOE KOSIMYECTBO
NoAAef ynp X ToYek Ha 8

N Hay
X

Vi T KONINYECTBO NOfIePKMBAEMBIX
0[iHOBPEMeHHbIX Nofb3oBatesiei Ha 100



LLinto3bl poctyna
YH Md)MLl,l/IpOBaHHbIe LLJTHO3bl A0CTYNAa

N4100

BecnpoBogHble
mMappyTtmsaTopsbl 802.11n

TNy '

becnpoBogHoM MapLipyTusatop
802.11n B KOMN1eKTe C NPUHTEPOM
SP300E pns reHepaunn u nevaTtu
AVNHAMUYeCKMX YHETHbIX 3anuncen

Cxema npumeHeHNA

ZyWALL USG 100 NSA-220 Plus
YHUOULMPOBAHHBIIA LIeHTp Cepsep Syslog
6e3sonacHocTy

6S2200-24
KommyTaTop GbE

Dy,
7
////////////////////

N4100 nepuoauyeckmn oTnpaBnsieT
Ha cepBepSyslog cnepylowme faHHbIe

Y10 MOXXHO OTCIEXXUBaTh B ‘

N4100 u SP300E L . - S ~
MMs yy. 3anmcu CooTBETCTBME peansHoMy XOT-CMIOT € NpUHTEpOM e L4 w
noNb3oBaTesio AYTEHTUPMKALIMOHHBIX AaHHBIX NWA3160-N  NWA3160-N  NWA3160-N
[JlaTa [lata v Bpems Mbpnaraa TO,  TwbpuaHas TO,  Tmbpuanas T/
IP uctoyHmuka McTOYHMK KOMMYHMKaLIMK

MAC ucTouHwKa
MMopT ncTouHuKa [MopT ucToYHMKa no3sonseT
ONpeaenuTs NpUNoXeHe

IP HasHayeHus Ha3HauyeHune koMMyHUKaLMK
lMopT HasHaueHus L | >

KK HoyT6yk HoyTbyk
c nopaepxkoin WLAN




LLno3bl goctyna
YHNUdUUMpOBaHHbIe W3kl 4OCTYNa

e Bbicokaa Nnpon3BoAUTeNbHOCTL bnarofaps noaaepxke e MacwTabnpyemana apxutekTypa, No3BonsoLad YyBeNNYUTh

ctanpapta IEEE 802.11b/g/n YMCNIO OQHOBPEMEHHO MOALEPKMBAEMbIX MONb30BaTeNen
* YHukanbHas cucTteMa neyaTn YekoB C MHPopMaLmer ans n0 200 npv obHOBAEHUN NULLEH3UI

BXxofa And yaobcTBa obenyxmnsaHus e KoHTponb fOCTyna nocpefcTBOM ayTeHTUDUKaL MM Yepe3s
e [logkntoveHne IP-ycTponcTs B pexxume Plug & Play be3 Beb-nHTEpDhENC

HeobX04MMOCTN MEHATL NapaMeTpbl KOHGUTYpaLnm e 3Sauwmta becnpoBofgHoi ceTn bnarogaps nogaepxke WPA
e [lo3BosiAeT obecneynTb COOTBETCTBYE HOPMAM XpPaHEHNH nnn WPA2

JaHHbIX, NpUHATEIM B EC e KypHanupoBaHMe akTMBHOCTM NONb30BaTeNel B paspese
e [lopaepxka ofHoBpeMmeHHon paboTel 100 nonb3oBaTtenein ceccui ans nocnepytollero ayamnta

BecnposopHo MapLupyTusatop ZyXEL N4100 noctpoeH Ha 0CHOBe ONTUMMU3MPOBAHHOW pafModacToTHon TexHonormum 802.11n

1 COOTBETCTBYET OTpac/eBbIM CTaHAapTaM. bnarogaps ckopoct nepeaaym faHHblx, goctvratowein 300 Méut/c, faHHbIN W3
obecneunBaet npumMepHo B 5,5 pasa 6obLLyO NPONYCKHYIO CMOCOBHOCTL MO CPAaBHEHMIO CO CTaHAAPTHbIMK ycTpoicTBamu 802.11b/g.
Momnmo npouero, wnto3 N4100 noppepxmBaeT TexHonoruio MIMO ¢ 2 nepegatoluimMm 1 3 NpUEMHBIMK aHTEHHaMU, @ Takxke

psL BO3MOXHOCTEN, NpefnaraeMbix ctaHgaptom 802.11n n nosBonstowmx obecneyunTs bonee kayeCcTBeHHOE NOKPbITHE.

o
i - - -
........ TSI R
MpeumMyLiecTsa L AT
MpocTtoTa npepocTtaBneHus goctyna B UHTepHeT N4100
BecnposogHoit MapLupyTsatop ZyXEL N4100 paboTaeT ¢ yHWKanbHbIM yCTPONCTBOM BecnposoaHoii MapLupyTu3aTop ans xot-crotos 802.11n,
nevaTyn KuTaHuuit ¢ undopmaument ana exoga, SP300E. 3To nossonget Bnagensuam KOMMyTaTOp C 4 nopTamu, BKtoyaeT TepMonpuHTep SP300E B koMnnekTe
Bu3Heca yinTi OT CIOXHBIX npoLieayp (HeobsizaTesnbHO fAaxe CUAETL 38 MOHUTOPOM) Mpy
NpefoCTaBeHNM NONb30BaTENAM YYETHbIX AAHHbIX A5 focTyna B MHTepHeT. locTaTouHo
HaxXaTb OfIHY KHOMKY, V1 CNeLuanm3npoBaHHbIi NPpUHTEP pacneyaTtaeT KBUTAHLMIO, B KOTOPOI
BypyT yKasaHbl MMsi noNb3oBaTeNs, Naposib, BUANMHIoBas MHPOPMaLNS 1 MPOU3BONBHBIN,
3apaHee OMpefieNeHHbIN TEeKCT, OTHOCALLMIACS K NpefocTaBnseMoit yciyre. MapLupyTusatop XapaK'repuchKu
N4100 noapepxmsaeT paboTy ¢ Heckonbkumin npuHTepamu SP300E (go aecatw), uto
No3BOJISIET NPW HEOBXOAMMOCTM JIETKO YBEANYUTL 0BBEMBI MeyaT KBUTAHL WA
VI MECT VX BbIAAM. CeteBble UHTepdeiichl 4 nopra Base-T Ha 10/100 M6ut/c, nopT nokanbHoii cetu ¢
MopAepKKa NOAKITIOYEHNS YCTPOIACTB B pexxume Plug-and-Play . aBTOMATUYECKUM OMpPefie/IeHeM OMTUMabHOM CKOpPOCTH
N4100 nopgsepxvsaet TexHosoruio Plug-and-Play anst yctpoicts IP, noatomy WUnTepdeiicel UnTepHeta 1 nopr Base-T ra 10/100 Méur/c, nopr WAN ¢

N0Nb30BaTENAM He MPUXOAUTCS MEHSITb CyLLeCTBYloLLMe KoHGUTypaLwK IP, a Takke apyrve aBTOMaTM4eCcKnUM onpeaeneHnem onTMalbHon CKopocT

CEeTeBbIe HAaCTPOKM, YTOBbI BOCMONb30BATLCS NPeAIaraeMoi ycnyroit. BoaMoxHocTs Oyurumm WLAN IEEE 802.11b/g/n, 2,4 TTu, WEP/WPA/WEAZ

6bICTPOr0, NErkoro 1 ynobHoro NpefocTaBNeHMs 4oCTyna B VIHTepHeT nossonseT CeTeble pyHKuuN Monnepxka Plug-and-Play ans IP-ycTpoiicTs, noaaepxka

MOBbICUTb 06BEMbI €70 1CMO/Ib30BaHWS, YMCNO MOBTOPHbIX NMPOAAXK 1 6a30BYI0 AOXOJHOCTD. IP, DHCP, PPPoE, PPTP, HTTP, NAT, NTP (npotokon

N4100 noppepxuBaeT Bce ceTeBble KOHGUIypaLyu, B ToM Ynche wito3, DNS, npokeu- ceTeBoro Bpemen) B

cepBep, a Takxe Ha3HaueHue IP-aipecoB B CTaTMYECKOM 1 AMHAMMYECKOM peXMMaX; AyTenTudukauua AyTenTuduKauys Yepes Beb-unTepdelic, .

MpOCTOTa aKCnyaTaumu usbaenset BnagensLies 6usHeca oT HEOBX0AMMOCTU HAaHUMATb opHoBpeMeHHbiIit focTyn Anst 100 nonb3osatene,

LONONHUTENbHBIX UT-crieunanmcos. MaKC1MasbHOe KONIMYECTBO OJHOBPEMEHHBIX
nonb3osatenen — 200

Bbicokuit ypoBeHb 6e30nacHOCTH U COOTBETCTBME TPEGOBAHMAM perynmpyoLmx BesonacHocTb SSL-Bxop, npo3pauHoctb anst VPN (IPSec/PPTP/L2TP),
opraHoB npo3payHocTs Ans agpecos IP/MAC/URL, nsonaums
«[Aupektusa EC o coxpaHeHum faHHbix», aupektnea 2006/24/EC EsponapnameHTa BTOPOr0 YPOBHA

1 Coseta EBponbi o1 15 MapTa 2006 roga, pernaMeHT1pyeT npasuia XxpaHeHws PexxuM Tapudmkaumm MoBpeMeHHbIN, cnucaHue ¢ KpeAUTHBIX KapT

DaHHbIX, reHepupyeMbIx 1nv obpabaTtbiBaeMbIx B CBA3M C NPefoCTaBNEHUEM MyBANYHO Yenyru PeknaMHble ccbinikit, OrpaHUyeHHble 0bLiefoCTyMHbIe
LOCTYMHbIX 3NEKTPOHHbIX KOMMYHWUKALWOHHBIX YCYT MW BOCTyNa K NybanyHbIM pecypcbl (walled garden), nepeHanpasneHue Ha CTpaHuLy
KOMMYHWKALMOHHBIM ceTM. [laHHas [MpeKTVBa ABNSETCS NONpPaBKoi K AMpeKTBe perucTpauum, MHAMBIUAYabHas CTpaHULLA perucTpaLmm,
2002/58/EC. 3akoHopaTenbHble HOpMbl TPEBYIOT OT KOMMaHWil — BaAenbLEB 0GbEKTOB, nepeHanpaBieHne Ha NopTan ynpasneHus

Ha Ybei TeppUTOPUM NpeaocTaBaseTcs AOCTYN K yciyraM VIHTepHeTa, XpaHnTb HeKoTopble YnpaBneHue YnpaBneHue, MOHUTOPUHT COCTOSIHUS, MPOCMOTP CMIUCKOB
371eMeHTbI N0J1b30BaTeNbCKUX AaHHBIX B TeYeHe onpefeneHHoro Bpemern. B ZyXEL 3Halot ceccuit yepes Beb-uHTepdeic

0 CNOXHOCTSX, C KOTOPbIMM CTaIKMBAIOTCS Takue KoMNaHuu, 1 npeanaratoT peenne N4100, 0Ocobble BO3MOXKHOCTH [MeyaTb KBUTaHLWIA Ha ceTeBoM npuHTepe SP300E
nomoratoLLiee obecneynTs cooTBETCTBME TpebOBaHMAM perynupyloLmx opraHos. Mopaepxka McTOuHMK nUTaHus BHewwHwnit ok nutanns

>KypHaNMpOBaHUs CECCUI MO3BONSET COXPAHUTL MHGOPMALWIO 0 AeHCTBUSX NoNb30BaTeNei Fabapurbl 212 x 138 x 52 MM (LLIxT'xB)

AN ayauTa rocyfapcTBeHHbIX OpraHoB.

MacwrabupyeMblii MapLUpYTM3aTop AJIl XOT-CNOTOB, BbIMOMHSAOWMNIA GYHKLNK
ayTeHTMdMKaLK, aBTOpPM3aLMKM U y4eTa

ZyXEL N4100 Tenepb o6napaeT BO3MOXKHOCTAMW MacLUTabupoBaHusl, NO3BOSOLLMMM
BNlafenbLam brusHeca yBennUmuTb KOMUECTBO MOAREPKMBAEMBIX MOIb30BaTENEN NpK ero
pacLumpeHuu. Yenyra npofaxu NULEH3WI No cxeMe «naTuTe no Mepe pocTa» (pay-as-you-
grow) no3BonsieT n3Gexarb KpyMHbIX NepBOHaYabHbIX BIOXKEHUI Ha Tane opraHnu3auum
6usteca. ZyXEL N4100 — 370 BbICOKONPOU3BOAUTENbHDI, YA0OHbIN B 3KCMTyaTaLmm
MapLLpyTU3aTOP [J1S1 XOT-CNOTOB C NOAAEPXKKOA GyHKLNIA ayTeHTUdMKaLMK, aBTOpU3aLMK
1 yyeTa, a Takke psiga Apyrux YA0OHbIX GYHKLNA.



LLinto3bl goctyna (XoT-cnoTbl)
CpaBHuTeNbHas Tabnumua xapakTepmucTnk

HasBaHue Mogenun m UAG4100 N4100

AnnapatHas 6asa

MopTbl 10/100 M6uT/c, pasvem RJ-45 — — 4x LAN
MopTsl 10/100/1000 M6uT/c, pasbem RJ-45 3x LAN, 2x WAN 4x LAN, 1 x WAN 1x WAN
Moptbl USB 2 2 -
MpuHTep KBUTAHLMI SP350E SP350E SP300E
MponyckHas cnocobHocTb, MuT/c *2 250 200 75
Yucno ogHOBpeMeHHbIX nosib3oBatenen (no ymonyanuio/Makcumym) 500/800 200/300 100/200
MakcuManbHoe yncno ceccuit *3 80000 40000 16384
Pa3mep nyna |P-appecos DHCP-cepBepa 4,096 4,096 256
BcTpoeHHbI KOHTponnep Toyek aoctyna Ja JIE] -
Yucno ynpaensieMbix Touek goctyna (no yMonyaHuio/Makcumym) 8/32 8/16 —
SSID 8 8 —
XapaKTepuCcTUKM BCTPOEHHOI TOYKM fiocTyna

MopaepkuBaeMble cTaHAApPThI - 802.11 a/b/g/n 802.11b/g/n
Yucno papmomopyneit - 2 1
Y1cno cbeMHbIX aHTeHH - 4 3

BanaHcuposka Harpysku Ha — —
0TKa30yCTOM4YMBOCTb Ja — —
Beb6-cTpanunua ayteHTUdMKaLMUM Ja Ha Ja
RADIUS-knueHT la la Oa
Time-to-finish n HakonMTenbHbI MeToA NoAcYeTa BpeMeHn La/ba La/ba Da/fa
HactpamBaeMble TapudHble niaHbl Ja Ja Ja
MeHepkep y4eTHbIX 3anucen Ja Oa Ja
Monb3oBaTenbckoe cornaweHve Ja Ja Oa
MexceTeBoii 3kpaH SPI Ja Ha —
Layer-2 Isolation Ja Ja Ja
VPN pass-through Ja Oa Oa
IPSec VPN 10 TyHHenen — —
Moppepkia 802.1x Ja JIE} Ha
Syslog Ja Oa Oa
SNMP [a (uteHne) [a (uTenne) [a (utenue)
OrpaHuyeHne Yucna ceccuii nonb3oBaTenei Ja JIE} Ha
CrnncoK MHTepHET-pecypcoB, AOCTYMNHbIX 6e3 ayTeHTudmMKaLum Ja Ha Ha
MepeHanpasneHne Ha AOMALLHIOI0 CTPAHULLY — - la
KoHcTpykTop Be6-cTpaHuLbl ayTeHTUdUKaLMm Ja Ha Ja
KoHCTpyKTOp CTPaHMLbI NONb30BATENbCKOrO COrNalleHus ik} La Ja
BxopHoe HanpskeHve 100-240 VAC, 0,6 A 12VDC,3A 12VDC,1,5A
Makc notpeb. MOLLUHOCTb, BT 25 28 10

Dusmnyeckue xapakTepucTukn
Pa3Mepbl, UMpKHa X rNy6uUHa X BbICOTa, MM 382 x 205 x 44 272x171x36 222x 146 x35
Macca, rp. 2360 1460 565

*1) PeanbHble 3Ha4YeHUs PON3BOAUTENBLHOCTM MOTYT U3MEHSTLCS B 3aBUCUMOCTY OT COCTOSIHUS |P-CEeTU 1 3anyLLEHHbIX NPUIOXKEHWIA.
*2) TecTpoBaHwe NPONyCcKHOM CrocobHOCTM MapLUPYTM3aTopa NPOBOAMIIOCH C MOMOLLbIO NporpaMMHoro obecneyenus IXIA IxLoad npu pasmepe TCP-nakeTos 1460 6aiT.
*3) MaKcManbHOe YUCII0 CeCCUil U3MEPEHO C MOMOLLLI0 NporpaMMHoro obecriederus IXIA IxLoad.
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MO ansa ceteBoro ynpasneHus
BeeneHune

YTunuta ZON

OpHa YTUNUTa Ajd BCcex 3apad

B 10 BpeMmsi kak Apyrue nocTaBLMKK NpeAnaratoT pasvyuHble
YTUAWTBI AN pa3nnyHbIX MMHeek npoaykToB, ZyXEL aBnseTca
€[AVNHCTBEHHbIM NPOU3BOLUTENEM CeTeBOro obopyaoBaHus,

KOTOpbIV NpefiaraeT KIANeHTY HAacTosILLEe OLLyLLIeHNe «eAVHOM

cetu» (One Network] - ogHy ytunuty ZON, ¢ NoMoLLbio KOTOPOK
MOXHO MOAKITIOYUTLCS, 06HAPYXXWTb U HACTPOUTL BCE YCTPOMCTBA
ZyXEL pns kopnopaTusHbix ceTeit. Ytunuta ZON (ZON Utility) - 3to
YHUOULMPOBAHHBIV MHCTPYMEHT Anst 0bHapy>KeHWs N HaCTPOMKM
KOMMyTaTOpoB, 6ecnpoBofHbIX ToYeK focTyna u wit3os ZyXEL,
KOTOpbIN N3baBnseT oT HeobxoanMMocTy paboTaTb C HECKONbKUMMU
yTunuTamu. B oTnnume oT apyrux nocTaBLUMKOB, KOTOPbIE 3aKa3blBaloT
pa3paboTky cBoux NpoaykToB y TpeTbux ¢pupm, ZyXEL obnapaet Bcemm
KNto4eBbIMU TEXHONOTUSMU, UCTONb3YeMbIMUN NPY N3rOTOBAEHUM
NPOLYKTOB BCEX JIMHEEK [J15 KOPropaTUBHbIX ceTel. 3To paeT ZyXEL
BO3MOXHOCTb NPEASIOXKUTb CBOUM KSIMEHTaM MHTErpUPOBaHHOE
peLLeHne Ans KopropaTUBHON CETH, MO3BONSAIOLLEE UM MO-HACTOSLLIEMY
OLLYTUTL BCE NpenMyLLecTsa «eguHom cetu» (One Network).

O6Hapy>XeHue U HacTpoMnka

CerofHsa afMMHUCTpaTopaM NPUXOAUTCS NOC/eA0BaTeNbHO
MOAKIIIYATLCA K KaXA0My KOMMYTaTOPY M KaX /0N Touke focTyna y
CO CBOEro KoMnbtoTepa, 4Tobbl ykasaTtb IP-agpeca 1 HacTpouTb NapameTpsl /
Wi-Fi. Mpwn Hannuum ytunntel ZON agMUHUCTPaTOPaM HYXXHO ULLb

MOAK/IK0YNTb BCE YCTPOCTBA K CETU, MOC/Ie Yero CBeAEHUS O HMUX MOSIBATCS

B nHTepdence ytuantel ZON. 3aTeM afMMHMCTPaTOPbI MOTYT JIErKO Ha3Ha4UTb

ycTpovictBam |P-agpeca v HacTpouTb napameTpbl Wi-Fi, He nogkntoyascs

OTAENBHO K KaXKA0My KOMMYTaTopy UK To4Yke JocTyna.

C nomolLibto 0fHOr0 1 TOro xe nHTepderica yTunutel ZON agMUHUCTPaTOPBI

MOryT MEHSITb MaposIn K yCTPONCTBaM, 06HOBIATL BCTPOEHHOE

nporpaMmHoe obecneyeHue, nepesarpy>xaTtb yCTPOICTBA U BbIMOAHATL

Lpyrue [eicTBMS N0 MacCOBOMY M3MEHEHWIO MapaMeTpoB YCTPOMCTB.

Ytunuta ZON n3baBnsieT oT noBTOpHOM paboTbl M 3HAYNTENBHO COKpaLLaeT

BpeMs, HeobxofMMoe A5 HAaCTPOMKM CeTeBON MHPACTPYKTYpbI.




* YHudMUMpoBaHHOe CPeacTBO 0OHapyXeHNS
Y HaCTPOWKM NapamMeTpoB 1% KOMMYTaToOpOB,
becnpoBofHbIX TOYEK AOCTYNa W LWLII030B
beszonacHocTn ZyXEL

e |leHTpann3oBaHHbIN NHTepdENC A1 HACTPONKY
IP-appecos, nepesarpy3ku yCTponcTs U 0bHoBNEHNS
BCTPOEHHOI0 NpPOrpaMMHOro obecneyeHnsa cokpalliaer
BpPeMEeHHble 1 TPyA03aTpaTthl Ha pa3BepToiBaHKe CeTy

MpeumMyLiecTsa

PeanbHoe olwyyLieHne «efUHON ceTn»

BMecTo pasnmnyHbIX yTUAKUT ANs pasanyHbix inHeek npodyktoB ZyXEL npepnaraeT knueHTy
HacToslLLee owylieHure «eauHoit cetu» (One Network) - ogHy ytuauty ZON, ¢ nomolwsio
KOTOPOW MOXHO MOAKIIOUNTLCS, 0BHapYXUTb U HacTpouTb Bce ycTpoiicTaa ZyXEL ans
KopnopaTtuBHbIx ceTelt. Ytunuta ZON npepcTaBnseT coboit yHudmLMpoBaHHOe CpeacTBo
0BHapy>KeHWs M HAaCTPOIiKM NapaMeTpoB AJ1s KOMMYTaTopoB, becnpoBofHbIX TOYEK AOCTyNa
1 wto30B 6esonacHocTvt ZyXEL. OHa npepniaraeT LeHTpanm3oBaHHbI UHTepdeiic

[INs HacTpoWkm IP-agpecoB, nepe3arpysku yCTPoOMcTB M 06HOBIEHWS BCTPOEHHOMO
MpOrpaMMHOro obecrneyeHus,, KOTOPbIA COKPALLAET BPEMEHHbIE W TPYA03aTpaThl Ha
pa3BepTbiBaHWe CeTU 1 U3baBnisieT OT HeobXoAUMOCTY paboTaTh ¢ HECKONBKUMM YTUAUTaMK
A5 0BHaPYXKEHWs YCTPOCTB MUK CNOXKHBIMU CUCTEMaMM YNIPaBAEHNS CETbO.

BbicTpoTa HacTpoliiKu NnapaMeTpoB ceTh U ee 06cny)KuBaHus

Bnaropaps ueHTpanu3oBaHHOMY UHTEPdENicy A5l 06Hapy>XXeHWS YCTPOMNCTB, HACTPOKY
IP-appecos, nepesarpysku n 06HOBNEHWS BCTPOEHHOO NPOrpaMMHOro obecneyeHus
YCTPONCTB afAMVHNCTPATOPbI MOTYT PeasibHO C3KOHOMUTL Maccy BPEMEHW Mpy BbIMOHEHUN
npoLiefyp HacTPOiKM NapaMeTpoB 1 0bCyXXUBaHWS CeTeBbIX YCTPOUCTB. CerogHst
aAMUHUCTPaTOPaM NPUXOAUTCS MOCNE[OBATENbHO MOAKMIOHATLCS K KaXKA0MY KOMMyTaTopy
1 KaX o1 Touke AOCTyra Co CBOEro KOMMbloTepa, 4Tobbl ykasaTh |P-agpeca 1 HacTpouTh
napametpbl Wi-Fi. Ha 3T0T MHOrokpaTHO MoBTOPSOLLMIACS NPOLLECC YXOAUT CAIULLKOM MHOMO
BpeMeHu. Mpu Hannuuu ytunutel ZON afMUHUCTPaTOPaM Hy>HO NULLb NOAKIIOUUTL BCE
YCTPOWCTBA K CETH, @ 3aTeM C JIErKOCTbIO HalTW UX U HACTPOWTL MapaMeTpbl YCTPOICTB 13
€[IMHOrO0, yHUBEpcanbHoro uHTepdeiica. [laHHas ytunuta nsbasnseT oT NoBTOPHOM paboTbl

11 3HAUUTESIbHO COKPALLAET BPeMsi, HeoBXOAMMOe ANisi HACTPONKM CETEBOM MHPACTPYKTYpbI.

MO pnga ceteBoro ynpasneHus

ZyXEL One Network Utility

Ytunuta ZON

ZyXEL One Network Utility

MopknioueHune, obHapyxeHUe
M HaCcTpoMKa napaMeTpoB Nboro
YCTPOMCTBA C NOMOLLbIO OAHOM

YTUIUTDbI

e |l3baBnseT oT HeobxoaMMoCTH paboTaTb C HECKOIBKUMM
yTUAUTaMUN AN 0OHApYXXeHNs YCTPONCTB UAN COXKHbBIMY
cUCTEMaMM ynpaBieHns CeTbio

XapaKTepucTuku

HacTpoiika napaMeTpoB yCTPOWUCTB

YnpaBneHue u obcnyxuBaHue

MopnepxuBaeMbie
onepaLyMoHHbIe CUCTEMbI

DHCP, IP-agpec, Macka noacety,

appec wnto3a, IP-agpec cepsepa DNS,
cuctemHoe umsi, NTP, SNMPv2,

cepBep Syslog, cepsep «noByLwek» SNMP
O6bHoBneHue IP-anpeca, nepesarpyska
YCTPOWCTBA, AOCTYN Yepe3 Beb, M3MeHeHe
naponsi, NpoBepKa napossi, nakeTHoe
0bHOBNEHWE BCTPOEHHOIO NPOrPaMMHOM0
obecneyeHus, npoBepka Bepcum
nporpaMMHoro obecneyeHus

Windows 8, 7, Vista u XP




MO ansa ceteBoro ynpasneHus
BeeneHune

/yXEL Wireless Optimizer

MnaHupoBaHue

«CKonbKOo TOYEK JOCTyNa MHe NoHazobutcsa?» 3To nepBbI Bompoc,
KOTOpPbIM BO3HWKAET NpU co3[aHUmM BecnpoBOAHOW IOKaNbHOM CeTu.
C nomotubio yTunutel ZyXEL Wireless Optimizer (ZWO) ceTesoi
APXMTEKTOP MOXET C JIErKOCTh0 PAa3MeCTUTb TOYKM JOCTYNa Ha KapTe,
4To6bI OLLEHUTL UX Tpebyemoe KonnyecTso. Kpome Toro, ytnnuta
ZWO npepniaraeT rotoBble Nosb30BaTeNbCKUE CLEEHAPUN, KOTOPbIE
LOMOMHUTENbHO 0bieryatoT NpoLEecc MOAENMPOBAHNS KONMYeCTBa

1 TUMOB TOYEK [OCTYMNa, HEOOXOAMMbIX 4S5 pa3BepTbIBAHUS CETU.

ToHKas HacTpouKa

B npouecce pa3BepTbiBaHUS CETU C NOMOLLbIO yTUANTLI ZyXEL
Wireless Optimizer nonb3oBaTtenv MOryT 03HaKOMUTLCS C peasibHoON
30HOW NOKPbITUS CUrHana, GopMMUPYEMOii Ha OCHOBE peasibHbIX
PaAMOYaCTOTHbBIX JaHHbIX, COBPaHHbIX C KOHTPOIEPA U TOYeK
pocTyna. lNpoaHann3npoBaB CBEAEHWS, MOTyYEHHbIE C MOMOLLbIO
ytunutbl ZWO, nonb3oBaTenu MoryT NpeanpuHsATL HeobxoanMble
LencTBMA ANs onTMMmU3aumm b6ecnpoBoLHON oKabHOM CETH.

O6cny)xuBaHue

B omnune ot rpadumueckoro nHTepdenca KOHTPONEPOB 1 CPeACTB
ynpasnenus Ha ocHoBe SNMP ytunuta ZyXEL Wireless Optimizer
npepnaraeT BU3yasM3MpPOBaHHbIN MHTePPENC MOHUTOPMHTA, KOTOPbIN
oTobparkaeT B rpapuyeckoM Bue Takyto BaxkHyto nHbopMaLmio,

Kak CBeAEHMS 0 KaHasax, 4acToTe MoMnbITOK MOBTOPHOW Nepefayn

1 YacToTe owMBoK Npv Nepefave Kagpos. 3Ta yTUAnUTa No3BoiseT
C3KOHOMWTbL BpeM$i 1 MOMoraeT aMMHUCTPaTopam peLlaTb BO3MOXHbIE
npobnembl B 10KaabHOM ceTu ¢ bonblueit 3dpPeKTUBHOCTbLIO.




MO pnga ceteBoro ynpasneHus
ZyXEL Wireless Optimizer

/WO

ZyXEL Wireless Optimizer

YnpolyaeT nnaHMpoBaHue,
pa3BepTbiBaHUE U ynpaBfieHue
KopnopaTuBHbiMU ceTaMu Wi-Fi

e [lo3BONIAET BBIMOIHATL OLIEHKY KOMYeCcTBa U MecT e Busyanusaumnsa pasmeLleHnsd yCTpONCTB C LieNbIo
pacrnosiokKeHNd To4ek JoCTyna OMNarHoCTVKy NpobaeM, NNaHMpoBaHUA U OTCEXNBaHMA

* PacyeT 30Hbl NOKPLITUA OAHMM LLENTYKOM MbILLW MeCTOHaXO0XAEeHNA pecypcoB
Ha OCHOBE AAaHHbIX, MOJIYHEHHbBIX B pexXnme e PeanbHo nonesHas, BaXHas CTaTUCTUKA O COCTOAHUN
peasbHOro BpeMeHU 0T 3/1eMeHTOB MHPPACTPYKTYpbl PafMoyacToTHOrO TpakTa (MCnonb3yeMblin kaHan,
becnpoBofHOM NOKaNbHON CeTH KOMIMYECTBO CTaHUMIA, CHETUMK NepeaaHHbIX/MpuHATLIX

e [lpoakTvBHasa HacTpolka pagMo4acToTHbIX NakeToB W KOJMYECTBO MOMbITOK MOBTOPHOI 0TNpaBKku)

napaMeTpoB NPW MOAENNPOBAHUN ONTUMANbHOW 30HbI
MOKPbITUS 1 MPOU3BOAUTENBHOCTY

CxeMa npuMeHeHus MpenmMywectBa
Ytunuta ZyXEL Wireless Optimizer Bu3yanvaupyeT TouHble
XapaKTepuCTVKM NPOVU3BOAUTENBHOCTU BECNPOBOLHON CETU Ha ee
R kapTe. Micnonb3ys cBefeHUst 0 30He PafMOYaCcTOTHOTO NOKPLITUS
~ 1 COCTOSIHUM CETM, NOJTyYEHHbIE C MOMOLLBIO yTUIUTbI ZyXEL
Wireless Optimizer, ceTeBble aMUHUCTPATOPbI MOTYT OMepaTUBHO

- \/// MPUCTYNUTB K PELLEHMIO BO3MOXHbIX NMPobaeM, 4tobbl ynyyLunTb
i y Ka4yecTBo 06CNy>XXMBaHWA 1 ONTUMU3MPOBaTL paboTy becnpoBogHOM
IT Admin. 4 ceTu.
YnaneHHslit goctyn
[p—— NXC2500 XapakTepucTuku
Ceppennas — “ NXC WLAN-koHTponnep OnepauvoHHas  Microsoft® Windows XP Professional SP2+
szu';Ta cucteMa Windows Vista (32-pa3psigHas)

Windows 7 (32-pa3spsgHas, 64-paspsagHas)
Windows 8 (32-pa3spsgHas, 64-paspsagHas)

R 5Iy 241ITy Mpoueccop Intel® Pentium® 4 1,4 [T v Bbiwwe
24-nopToBbIi : : PEKOMEHAYeETCA
PoE-koMMyTaTop ; ; MamsaTb 2 [6aiT pekoMeHayeTcst
Gigabit Ethernet NWA5123-NI NWA5121-NI JKecTkmit auck 100 M6aiT cBobogHoOro MecTa Ha Aucke
802.11 a/b/g/n 802.11 b/g/n Mmnoprt kapThI lMopnepxuBatoTcs cnepytolye GopMaTbl KapT
Touka focTyna Touka focTyna nnowapok: .bmp, .gif, .jpg, .png
T ] Moppepxmsaembie NWA3160-N, NWA3560-N, NWA3550-N,
Moaenu NWA5121-NI, NWA5121-N, NWA5123-NI,
’ ’ NWA5301-NJ, NWA5160N, NWA5560-N,
NWAS5121-NI NWA5123-NI NWA5550-N, NXC2500
802.11 b/g/n 802.11 a/b/g/n
TO4YKa pgoctyna TouyKa goctyna
24Ty 5Ty



CeTeBoe ynpaBneHue
ZyXEL AP Configurator

e |leHTpann3oBaHHasa ycTaHOBKa M HacTporka fo 15
aBTOHOMHbIX TOYeK JOCTyna

® VIHTYWTVBHO NOHATHBIV, MPOCTOM B MCMONB30BaHWK
MHTepdenc ang HaCcTPOMKN Tovek focTyna

* KoHduryprpoBaHue 0JHOBPEMEHHO HECKOMIbKMX TOYEK
L0CTyna ynpoLaeT TPYAOEMKME 3aAa4M HaCTPOMKM
Ka>k[10/ TOYKM [OCTyna no OTAENbHOCTM

CxeMa npuMeHeHus

AaMUHUCTpaTop
Tpynna cepsepos |
pynna cepaep fe—
‘‘‘‘‘ (35— l'! S -
. Ytunuta ZAC
YHUdNLMpOBaHHBIN LEHTp
be3onacHoctn
LleHTp ynpaeneHus

651920-24HP
MHTennekTyanbHbIi ynpaBnsieMbiit
KOMMYyTaTOp C 24 nopTamn
GbE v noppepxkoin PoE

[

NWA3560-N NWA5123-NI
Touka goctyna 802.11 a/b/g/n cepum Touka poctyna 802.11 a/b/g/n
Unified Pro cepuu Unified

Bxop 1 HacTpoiika

ZAC

ZyXEL AP Configurator

[pocTas ycTaHOBKa M HacTpourka
bonbLioro yncna Toyek JocTyna

e HacTtpolika, 0bHOBNEHMe BCTPOEHHOro NPOrpamMMHOro
obecneyeHns 1 pe3epBHOE KOMMPOBaHME B MakeTHOM
pexunMe cokpallaloT Harpy3ky Ha MT-nepcoHan
COMpPOBOXAEHMS

MpeumMyllecTBa

MpocToTa B Mcnonb3oBaHuM

Yrunuta ZAC ¢ MHTYUTUBHO NOHATHBIM MHTEPdeNcoM He noTpebyeT AoNoNHUTENbHOTO
obyyerws. CHayana npon3BOAMTCS CKaHMPOBaHUE TOUeK [OCTYNa B CETU, HACTpoiika
npodunei Toyek AOCTyNa U NpUMeHeHne npoduneit K BbIOpaHHbIM Toukam AocTyna
yepe3 ytunuty ZAC. 3a cueT BbINOSHEHUS MOLLIAroBbIX MPOLeayp HaCTPOMKa HECKONbKNX
TOUeK JOCTYNa MOXET bObiTb BbIMOIHEHA BCErO 3a HECKOMbKO MUHYT.

3KOHOMMSA BpeMEeHM 1 yCUIIniA

B ytvnuTe ZAC npepycMoTpeHbl yaobHble GyHKLMW Ans ynpaBieHus ToYkamu
[0CTyNa C LEeHTPaNbHOro KOMMbIOTEPA, YTO 3HAUNUTEBHO COKPALLAET TPYA0EMKOCTb
pa3BepTbIBaHNS HOBbIX UM pacluMpeHus cyliecTsytolwmx cetein Wi-Fi.

* HacTpoiika Touek foctyna
MMpu noMoLLm yTunuTsl ZAC MOXHO NPOBEPUTH U HACTPOWTL MPOGUIN ToYEK
nocTtyna, Bkitoyas uMs cetu SSID, napametpbl 6esonacHoctn, RADIUS, dpunbtpaumm
MAC-aapecoB v 130/15ILMM Ha YPOBHE 2, a 3aTeM COXPaHMTb UX, B TOM YnCHIe, Ha
KoMrbtoTepe. CoxpaHeHHble MPoGuIN MOTYT BbITb UMMOPTUPOBAHbI BO BHOBb
[nobaBnsieMble Touku gocTtyna npu pacumnpenumn cetv Wi-Fi, 4o akoHOMUT BpeMst
Ha HacTpoiiky. [Mpu ucnonb3oBaHuM yTunUTLI ZAC HeT HeobXxoAMMOCTM NOBTOPSITL
npoLiefypy HaCTPONKM Kaxaoi TOYKW AOCTyNa B OTAENbHOCTU. [locTaTouHo co3aaTh
WY U3MEHWUTL NPOdUAN ANS OAHON UMW HECKOMbKUX FpYNM MOfeneit 1 3aTeM
NPUMEHUTb KOHOUIYPaLWIo K BbIBPaHHBIM TOYKaM [OCTYNa OAHWUM HaXaTueM.

* 06HoBneHue BcTpoeHHoro M0 u pe3epBHOe KonupoBaHue npodpunen
B NaKETHOM peXxume
Ytunuta ZAC no3BonsieT BbINONHATL 0OHOBIEHWE BCTPOEHHOIO MPOrpaMMHOro
obecneyeHus Ans rpynnbl Touek AOCTyNa, KOHTPOAMPYS CTaTyc 06HOBNEHUS,
a TaKke co3[aBaTb Pe3epBHble KOMUW NpoduIell Touek JOCTyna B NakeTHOM
pexwumMe, n36aBnss oT offHO06Pa3HbIX NPoLesyp.

XapakTepucTuku

OnepaumroHHbIe CUCTEMBI

Windows 7 (32-pa3psigHasi, 64-pa3psaHas)
Windows 8 (32-pa3psiaHas, 64-paspsigHas),
Windows 8.1 (32-paspsigHasi, 64-pa3psigHas)

MopnepxuBaeMble Monenu

WAC6503D-S, WAC6502D-S, WAC6502D-E, WAC6553D-E
NWA3160-N, NWA3560-N, NWA3550-N

NWA5121-NI, NWA5121-N, NWA5123-NI, NWA5301-NJ
NWAT121-NI, NWA1123-NI, NWA1123-AC, NWA1100-NH










becnpoBogHble ceTH
4G LTE

ABOHEHTCKMNE YCTPOUCTBA ...



BecnpoBogHble cetn 4G LTE
BesepeHue

BBeneHune

3JBOSIIOLMA TEXHOSIOMMIA MOBUITLHOTO 6ECI'IPOBO,£I,HOF0 A0CTyna B LocCTyna B MHTepHET. OnbIT co3gaHmsa MofeMoB B NPOBOAHbIX
MHTepHET N3MeHWNa noBefeHue Ntoaen. Tenepb OHW MOTYT NONYyYNTb LUMPOKOMOJIOCHbIX TEXHOJIOTMAX NO3BOJIN KOMMNAHUN ZyXEL B
LOCTyn BO BCE‘MVIpHyIO ceTb, rae bbl HM oKasanucb — foMa unm B KpaTHaVILIJVIe CpoKku pa3pa60TaTb N NpeanoXnTb onepaTtopaM 1
odwlce, a TaKXKe 0CTaBaTbCs B CeTK B Ntoboe BpeMa 1 rae yrogHo aboHeHTaM TePMUHanNbI, coveTawLime B cebe [OoCTYyn B MHTepHET
onga paﬁOTbI C MHq)OpMaLI,VIeIZ NI OHNaNHOBBIX pa3Bnequm7|. KaK no npoBOAHbIM, TakK 1 MO GECHPOBO,D,HbIM TeXHoNnormam gnqa

KomnaHus ZyXEL, MupoBoi nnaep B pa3paboTke MHHOBALMOHHBIX nepefayn AaHHbIX 1 CoBEPLUEHMS TeNehOHHbIX 3BOHKOB.

abOHEHTCKMX YCTPOICTB ANS 0NepaTopoB CBSA3W, CErOAHS
MMeeT LLIMPOKYH NIMHENKY YCTPOICTB Ans becnpoBofHoro

&-.i-:_'% F
LTE4101 KoMnbioTep

YnunuHbIn
MOJEM

[MnaHweTt

Ethernet

2

Wi-Fi 46




ZyXEL

CkopocTb nepenayn garHsix 100/50 Méwt/c

[1poYHbIN BCEMOTOAHBIN KOpPMYC

[MuTaHne BHewHero bnoka no PoE

MHOonKaTopbl ypOBHA CMIHaNa Ha BCENOrogHoM Kopnyce
Monnepxka IPSec-coennHeHnn

.‘r edl

LTE6100/ LTE6101

BHeLLHWIA 1 BHYTPeHHWIA Biokn MofieMoB

LTE6101

BHyTpeHHWI 6ok ¢ 2 nopTamu Ethernet u Toukoit goctyna Wi-Fi

LTE6100

BHyTpeHHWI 610k ¢ 2 noptamu Ethernet

BecnpoBogHble cetn 4G LTE
ABoHeHTCKMe yCTporCTBa

YnunuyHble Mogemsl
LTE6100/LTE6101

HapexxHas cBa3b Ha 60sbLIOM
pPacCToAHUA

PexuM MocTa

MOHTaXHbIN KOMANEKT ANs KpenaeHns Mogema
Wi-Fi 802.11n 300 M6ut/c (Mogenb LTE6101)
AHTeHHa 13 nbwu

XapaKkTepucTuKku

KoHcTpyKTHBHbIE 0c06EHHOCTM

BHeLuHui (ynuuHbin) 6ok

BHyTpeHHUiA (KOMHaTHbIN) 610K

PasbeM PoE RJ-45 ansi coefiHeHws ¢ BHYTPEHHUM
6nokom

MHpnkaTopl ypoBHSA curHana cetn LTE

Cnot ans SIM-kapts! (Tun USIM)

BcTpoeHHas HanpaBneHHas aHTeHHa MIMO 13 nbu

2 pasbeMa RJ-45 (Gigabit Ethernet - 1000BASE-T)
2 po3eTkn RP-SMA ansi nopkitodeHns BHeLUHel
aHTeHHbl Wi-Fi (Mogens LTE6101)

MHAMKaTOpbI COCTOSHNSA

LTE CootBeTtcTBye cTaHpapTy 3GPP Release 8, Category 3
[nanasonbl yacToT: Band7 (2,500 - 2,690 Mu)
MolwHocTb u3nyyeHus: 23 oM

CeTeBble GyHKLUM DHCP (knuent/cepsep)

[narHocTuka v ynpaBneHue

Pabora co ctatnyeckum agpecom [P
MapupyTtusauus npotokona IP

Pexxum Mocra (bridge mode)

TpaHcnaums IP-agpecos NAT (UPnP/pyyHoe)
Tabnuua mMappytos (DHCP/pyyHas)

Mbko HacTpanBaeMbIil MexkceTeBoi akpaH (SPI)
¢ 3awwmron ot DoS- n DDoS-atak
MepeHanpasnexue noptos (py4Hoe/UPnP)
Tpan3ut VPN-coeguHenns (PPTP nin L2TP)
Mopaepxka IPSec-coennHeHnit

KnueHT cnyxb anHammnueckoit DNS

Arent DNS (DNS Proxy)

Be6/TELNET/FTP

PesepBrpoBaHme 1 BocCTaHOBNEHME KOHGUTYpaLmu

®dusnyeckne napameTpbl 255 x 58 x 254 MM (BHeLwHuI 610k)
188 x 131 x 41 MM (BHYTPEHHWI BOK)
YcnoBusi akcnnyaTauum Pabounii gnanasoH Temnepatyp: ot -30 go +40 °C

(BHewwHwi 610K) n oT 0 o +40 °C (BHyTpeHHWI 6110K)
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IP-TenedoHus

YATCHaocHOBe IP ... 106
TIAUEHBUIM oo, 110




IP-Tene¢oHus
BesepeHue

PelueHna ZyXeL
nns |P-tene@oHny

JNnHeiika pewenunn ZyXEL ons

nepepauv rosnoca B ceTsix IP Bkntoyaet

B cebs cbanaHcMpoBaHHble NpoayKTbl

C ONTMMaJIbHbIM COOTHOLLIEHMEM LieHa/
NPOV3BOANUTENbHOCTb. YHMKaNbHas
apxuTekTypa ycTporcTs ZyXEL ¢ annapaTHbiM
YCKOPEHWEM MOBbILLAET [JOCTYMHOCTb,
YCKOPSieT npoLuecc nepefaym ronoca/
LaHHbIX W yNyyLLIaeT KauyecTBo peyn.

'mbkasa mopenb
C BO3MOXXHOCTbIO
pacwmpeHus B byayuiem

Pewenne IP-PBX (YATC Ha ocHose IP) ot
ZyXEL no3BonseT npeanpusTMsSiM Manoro

1 cpegHero 6u3Heca BHeApPSTb peLleHus
ans IP-TenedoHun nocteneHHo, ofHoO 3a
Apyrum. Hanmumne cnoTtoBs paclumMpeHns
ons mopynen DSP v pasHoobpaswue
nHTepoeicos (ISDN, FXS, FXO u T1/E1)
MO3BOJNISIOT He TONbKO peLlaTh C MOMOLLbI0
IP-YATC paznunuHble 3agaumn TenedoHuy,
HO 1 0becneynBaTh COMpPSXEHME C CETAMU
IP-TenedoHnn TpPaANLIMOHHBIX aHaNOroBbIX
TenepoHHbIX cucTeM. Bee nepeuncnenHble
BO3MOXHOCTW Jal0T BO3MOXHOCTb KOMMaHWSAM
BHefpuTb y cebs cuctemy IP-Tenedormn

C MMHMMaJIbHbIMW 3aTpaTaMu, a 3aTeM
MOCTEMNEHHO PacLLIMpsATL ee Mo Mepe
yBeJMYeHWs Yncna nosb3osaTtenel.

LLinpokun cnektp
dYHKUNOHANbHbIX
BO3MOXKHOCTEMN Ans
pasnMYHbIX chep
NMPUMeHeHUs

M TenekoMMyHVKaLMOHHbIe OrepaTopsl,

1 npoBangepbl yenyr IHTepHeTa BneyaTieHsb!
KOJIMYECTBOM BbICOKOKA4ECTBEHHbIX
bYHKUWMIA, KOTOpble NpefiaraloT UM peLleHns
ZyXEL pns VolP. Byoyun uckniountensHo
HafleXHbIMU, peLleHuns ans IP-teneboHun
KOPMopaTUBHOIO YPOBHS MOLAEPXKMBAIOT
Takme 3KOHOMUYHble YHKLMK, Kak Least
Cost Routing (Bbibop MapLupyTa HauMeHbLLEN
crommocTw), Toll-bypass (cBsA3b B 06x0g,
T¢pOMN) 1 cozpaHme CoOeAMHUTENBHBIX JIMHUIA
Ha ocHoBse npoTokona SIP (SIP-trunk) ans
LeHTpoB 06paboTku BbIzoBOB VOIP C Lenbto
MWUHUMU3aLMK 3aTpaT Ha TenledoHuio.

Bonee Toro, 3TV peLueHns npegnaraioT psig,
LLOMONHUTENbHBIX YCAYT, MO3BOSIOLLMX
NOBbICUTb NPON3BOANTENBHOCTb
COTPYLHMKOB — Kak Bbl30B aboHeHTa

OfHVM LLEeNYKOM MbiLLn B BeD-

untepoeiice (Click-to-Talk), koHbepeHLmn
Meet-Me, cucTEMbI MHTEPAKTUBHOIO
camoobcnyxusaHus (IVR) 1 3anuch BbI30BOB.

Manbliit opuc-pomaluHmnii opuc S =

CokpalueHue 3aTtpat
Ha MOBUJIbHbIE U
MeXXAyropoaHble Bbi30Bbl

Pewwenwe IP PBX ot ZyXEL nomoraet
KOpPMopaTUBHbIM NoJb30BaTENAM

COKpPaTUTb pacxofbl Ha TenepoHHyY CBA3b
6naronaps MapLupyTM3aLumMm MobUnbHbIX 1
MEX/1yropoAHbIX Bbi30BOB Yepes [TSP nnu
ynaneHHble oduchl. CoTpyaHUKM KOMNaHWUI,
“MerLLMX 0dUChI B pasHbIX rOpoAax, MoryT
3BOHWTb LpYr ApYry no Tapudam N MeCTHbIX
BbI30BOB, 3KOHOMSI TakMM 00pa3oM cpefcTBa.

[MpeBocxogHbIV YpOBEHb
MOBUNbHOCTU U
NPOWU3BOAUTENBHOCTU

Mopnep>kka NporpaMMHbIx TenedoHoB

W NINYHbIX Beb-TenedoHoB nossonser
COTpyAHMKaM, paboTatoLyM B yAaneHHOM
pexuMe, Nosb30BaThCs yCayraMmu TenedoHnm,
BO3MOXHOCTW KOTOPOI COMOCTaBKMbI C
ycnyramu, LOCTYMHbIMU B 0bUCax KOMMNaHUu;
B CBOI0 04epeab MobunbHble f06aBoYHbIe
HOMepa AeNnatoT 3TW YCAYrn 4OCTYMHbIMU
COTPYAHMKAM, HAaXOAALLMMCS B NYTU U
NoNb3yoLWMMC MOBUbHBIMM TenepoHaMm.

JoMawiHuin odpuc

i
|P-YATC pns Manoro busHeca - = []L [‘ : L D
X200z Oneparop ITSP =
f ] FXO/ISDN/T1/E1 AHanoroBbiit BE
s TenedoH
7
Web-enedon [ Oduc npeanpuaTUs
MaJoro wiau cpegHero
VATC 6usHeca

IP-YATC anst Manoro 6usHeca
X2002

AHanorosblit
TenepoH
®unuan-1

IP-TenedoH

~

MynbTUMeaniiHbIA
nporpamMHblii TenedoH
V100

Mob6unbHble cOTPYAHMKH

[MepcoHanbHbii
web-Tenepon ZyXEL

MapTHepbl

IP-YATC gnsa
Manoro un
cpenHero busHeca
X6004

IP-YATC ans Manoro 6usHeca
X2002

AHanoroBbli TenedoH

®unuan-2

i
Web-tenedon ZyXEL
Click-to-talk

3aKasumku




IP-Tene¢oHus
BeeneHue

X6004 n X2002 kak ocHoBHas YATC

[ns koMnaHwui, yctaHaBnuBatoLmx Hosyto YATC

!|

Wi-Fi tenedoH

4 Touka poctyn Wi-Fi

KommyTatop
MesxceTeBoi akpaH

IP-Tenedon

IMporpaMMHbIit TenedoH
V100

IP-YATC
X6004/X2002

Cets IP '
T¢OM/cets ISDN
i

T$OM/ISDN

X6004 n X2002 kak ocHoBHaqa YATC,
MHTErpMpoBaHHas ¢ TpaauLUnoHHbIMK YATC

[lns KoMnaHWRi, MMelLLMX feNcTBYIOLLY0 TpaauLmMoHHyo YATC,

HO aKTUBHO HY>XAQILLMXCS B pacLUIMPEHUN HOMEPHON eMKOCTU.

Mogenb X6004 paboTaeT B kayecTBe ocHoBHoM YATC, Ho B TO Xe AHarnoroBbiii
BPEMs MOXEeT BbITb MHTErpMpOBaHa ¢ TpaaunLmMoHHo YATC. A eneboH

LA

IP-TenedoH

T$O/ISDN

IP-YATC
X6004/X2002

-

TpOMN/ceTb
ISDN

Web-TenedoH

Cetb VoIP 2

IP-TenedoH




IP-TenedoHus
BeeneHune

X6004 pna o6beanHeHUa HeCKONbKUX NAOLLAA0K

KoMnaHwuu, nmetoLne Heckosbko opucos, MoryT ncnonb3osaTb X6004 B kayecTBe
ocHoBHol YATC, ycTaHOBNeHHOM B rosloBHOM oduce v B punmanax. YATC Ha
ocHoBe |P nopaep>XnBatoT MHTerpaLmio ¢ ApyrumMm HagexHoiMm YATC.

MobunbHbii
TenedoH
Cetb
MO6MIIbHOM
CBA3U
| |P-renedoH
T$ON/ISDN H'
Wi-Fi-reneon - B
Wi-Fi-TenedoH
Ha6op 201
. PR
Touka poctyna Touka poctyna
Wi-Fi oo Wi-Fi
®dunuan IP-TenedoH
KommyraTop
IP-YATC ey Jlo6. 105
raw §~ = [ Mexcetesoit IP-Tenedon
~ akpaH
Hatop 301
# [106.123
MporpamMHblit TenedoH
Vioo

IP-YATC

X6004

LLita6-kBapTUpa

IP-YATC
X2002 DSL+NAT
IP-Tenedon Kommyratop
. I S
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CoBepLueHue BbI30BOB Yepes yaasieHHble 0pUChI

COTpYAHUKM KOMMNAHW, UMetoLLMX 0pUChI B pa3HbIX FOpPofax,
MOTYT 3BOHWUTb Apyr Apyry no Tapudam Ans MeCTHbIX
BbI30BOB, 3KOHOMS TakuM 06pa3oM cpeAcTBa.
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IP-TenedoH

OcHoBHOM LleHTp 06paboTku BbI30BOB

npe,[l,l'lleFlTVlﬂ Manoro n cpegHero bursHeca, HaMmepeBatLwmeca
OpraHmM3oBaTb LEeHTp 06p860TKVI BbI30BOB, MOT'YyT MCMOJ1b30BaTb

B Ka4yecTBe cepBepa AJist Hero Mopenb X6004. . :
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IP-TtenedoHus
YATC Ha ocHoBe IP

MpeumMyLiecTsa

06ecneyeHne AOCTYNHOCTY KOPNOPATUBHbLIX KOMMYHVKaLMi

B cuctemax ZyXEL cepum [P PBX nprMeHsieTcst Mogynb LIMdPOBOro CUrHabHOro npotieccopa
IP PBX DSP, koTopbiit NpefoTBpaLLaeT BHe3anHble cbon B NpefocTaBneHny yeyr, Toraa

KaK pe3epBHas cucTeMa NUTaHWs 1 apxuTekTypa ¢ nopToM Lifeline noBbiLwatoT ypoBeHb
[0CTyNHOCTY cucTeMbl. Bnarogaps BbigeneHHbIM pecypcam DSP 1 MexaHu3aMy ynpaeneHus
kayecTsoM obcnykusarms (QoS) faHHoe pelueHe obecneynBaeT BbICOYalilLEe KAYECTBO
nepeaayu ronoca 1 NPeBOCXOfHYI0 NPOU3BOAUTENLHOCTb.

MpeBocxoaHbIV ypoBeHb MOGUILHOCTU M NPOM3BOAUTENLHOCTH

MonaepkKa NporpaMMHbIX TenedoHOB W INYHbIX Beb-TenepoHOB No3BoNSIET COTPYAHNKAM,
paboTaloLM B yaneHHOM pexxnMe, Mob30BaTbCs YCyraMi TenepoHMM, BO3MOXHOCTM
KOTOPOIA CONOCTABUMBI C yCAyramu, JOCTYMHbIMU B 0pucax KOMMNaHWUM; B CBOIO OYepesb
MObuNbHble 0BaBOYHbIE HOMEpa [eNatoT 3TW YC/Yrit AOCTYMHBIMU COTPYAHMUKAM,
HaXoAALLMMCS B MYTV 1 NOMb3YIOLMMCS MOBUNBHEIMY TenedoHaMM.

MpocToTa agMMHMCTPUPOBaHUA 6narofaps MHTYUTUBHO NOHATHOMY MHTepdecy 1
$yHKLMM aBTOMaTM4ECKOro KOHGUIypUpoBaHus

Bnaroaapst UHTYUTUBHO NOHATHOMY BE6-UHTEpdElicy ynpaBneHus, NoLLaroBbIM MacTepam u
LIEHTPaNN30BaHHOW NaHeN MOHUTOPUHIa aAMUHIUCTPATOPbI CUCTEM O0DUCHOI TenedoHnmn
MOryT N1erko co3faBaTb U yAansTb y4eTHble 3anucu nonb3osatenei SIP ¢ noboro
nogKo4eHHoro k cetut IP-tenedona nnm FXS-tenedora ZyXEL. Kpome Toro, bnarogaps
BCTPOEHHOW TEXHOMOTW aBTOMATUYeCKOro KoHpurypvposaHus ZyXEL yctpoiicTaa

ZyXEL cepuu IP PBX no3BonsioT 04HWM LLENYKOM MbILLM U3MEHWUTb HACTPOIKY BCEX
MOAKOYeHHbIX K ceTh |P-TenedoHoB. 370 ;aeT BO3MOXHOCTb M36aBUTb aAMUHUCTPATOPOB
0T HeobXoAMMOCTY e3MTh MO BCeit 06Cy>K1MBaEMOii TEPPUTOPUM U MEHSITL HACTPOVKM
KIMEHTOB BPYYHY!O.

Cepus IP PBX

|[P-YATC Ha ocHoBe SIP

Cuctema IP-tenedoHum pns opucos npeanpustui
Manoro u cpepHero busHeca

PaclumpsieMas apxuTeKTypa ans passusaloLierocs 6usHeca

Pa3BuBatoLmiics busHec — 370 BCeraa 300poBO, 0HAKO YAOBNETBOPEHIE MOCTOSHHO
MeHstioLLmxcsl TpeboBaHMiA 0CTaeTCs HeNpoCToit 3afaueit s aMUHUCTPATOPOB
cucteM opucHoi TenedoHum. Yetpoiictsa ZyXEL cepun [P PBX npepycmatpusaiot
pa3NinyHbIe MeXaHW3Mbl PaCLLMPEHMS, MO3BONISIOLLME YBENYUTL EMKOCTb MHTEpdEeiicoB
LIS UCXOASILLMX BbI30BOB, KONMYECTBO NOAAEPKMBAEMbIX OHOBPEMEHHBIX BbI30BOB

11 3aperucTprUpOBaHHbIX yHETHBIX 3anucei nonb3osaTenei. bnarogaps BO3MOXHOCTU
paclLuMpeHms ceperUCOB BafenbLbl B1U3Heca MoryT 1CMOb30BaTb y3ke UMetoLLecs
pecypcbl Anst pa3euTUst Bu3Heca v yBennyeHns npubsLn.

Mpo3payHas uHTerpaums c TeIeKOMMYHUKaLMOHHbIMU ceTAMK, cepucamm ITSP

M TpapMLUMOHHbIMKU YATC

YcTpoiictaa ZyXEL cepwn IP PBX nopaepxuBatoT pasHoobpasHble BapuaHThbl paclLvpeHust
yucna coeuHUTENbHbIX IMHUIA, B ToM uncne noptsel FXO, FXS, ISDN, T1 v E1.
IMonb3oBaTeNy MOryT C NIErkoCTbi0 MOAKIIOUNTLCS K 110601 MHPPACTPYKTYpe TenedoHuu,

a CTaHAapTHble coepuHuTeNbHbIE TMHUK SIP 1 «goBepeHHble napTHepb!» (trusted peers)
obecneunBatoT npo3payHyto nHTerpaumto ZyXEL IP PBX c cepsucamu ITSP.




Moacuctema koMMmyTaumm VolP co ckopocTblo kaHana

Y MOAYNb UMPPOBOIo CUIHaNbHOMO NMpoLeccopa,
cneumanbHo npefHasHaveHHoro ansa cuctem |P-YATC
MopynbHoe paclumpeHue Yymcna coeqnHNTENbHbIX TUHWI
c ncnonb3oBaruem noptoB FXO, FXS, ISDN, T1 u E1
[NonfepknBaeT rofocoBbie U BUAEOBbI30BI

3anuncb BbI30OBOB

X6004 — Bmg cnepenm

| Mogyns HDD |

Mogynb paclunpeHns coeq,. TMHUN

MhavkaTop

Mopt KoHconb
WAN DB?

Moaynu

M6F04

Mogynb UcxoasLmMX COEAUHUTENbHBIX
nuHnii gna ZyXEL IP-PBX
WHTepdeiic: 4 nopta FXO

Mé6FS4

Mogynb ans nogkntoyenns ZyXEL IP-
PBX k ceTn aHanorosoi TenedoHnmn
WHTtepdeiic: 4 nopta FXS

M6F02FS2

Mogynb MCXoaALUMX COBAUHUTENBHBIX

NIVHUIA N nHTepdeic Ans NOAKIIYEHNS

ZyXEL IP-PBX k ceTvt aHanoroson
TenedpoHum c noptom Lifeline

MHTepdeiic: 2 nopta FXO u 2 nopta FXS

M6BRI4

Mogynb NCXoaALMX COBANHUTENBHBIX
nunui gns ZyXEL IP-PBX
Wntepdetic: 4 nopta ISDN BRI S/T

M6T1E1

Mogynb NCXOAALLMX COAUHNUTENBHBIX
nuHnii pna ZyXEL IP-PBX
WuTtepdeiic: 1 mopt T1/E1

M6D16/32/64

Mopynb paclumperns DSP gns ZyXEL
IP-PBX

Konuuecteo kaanos: 16/32/64

M6AMS

Mogynb pacluvpeHHon namaTv ans
ZyXEL IP-PBX

XKectkuit guck SATA 2,5": 80 6ant

IP-Tene¢oHus
YATC Ha ocHoBe IP

e llneanbHo NOAXOAMUT ANA NOCTENEHHOro Nepexoaa
OT TpaguumoHHo TenedoHnn k VolP

e ABToMaTuyeckoe KoHGUrypnposaHue |IP-TtenedoHoB
1 nporpaMmMmHbix TenedoHos ZyXEL

e [onocoBas NoyTa c BO3MOXHOCTbLIO Mepeagpecauny
Ha 371eKTPOHHYIO MOYTY

e bazoBble PyHKLMM aBTOMATUHECKOTO
pacnpegenerns Bbizosos (ACD]

Pazbem

X6004 — Bup c3agm

CbeMHbIV

I‘IVITaHVIfI | 610K NUTaHKUs

XapaKTepucTuku

CeTeBble uHTepdenchbl
Wntepdeiicbl UHTepHeTa

CnoTbl paclumperus
Xapaktepuctuku VolP
DyHKUMKN TenedpoHumn
IP-npoTokosnbl
YnpaBnenue

YcraHoBKa
WUcTouHMK nuTaHus
Fabaputbl

[ 1 ]
Pasbem BPS CbeMHbIi 6ok
(BPS-120) BEHTUNSTOPOB

1 nopt Base-T Ha 10/100 M6ut/c, nopt nokanbHoi ceTn

C aBTOMaTUYECKWUM OMpefeNneHneM onTManbHON CKopocTU
1 nopt Base-T Ha 10/100 Méut/c, nopt WAN ¢
aBTOMaTMYeCKWUM onpeaeseHneM oNTUMabHOM CKOPOCTH

4 cnoTa paclUnpeHus [is NOAKITIOYeHUs K aHanoroBoi
TenedoHHor cetvt (POTS) unm ISDN

2 kapTbl paciumpenus DSP, 1 cnoT ang xecTkoro gucka 2,5”
SIP (RFC 3261), kopekw: G.711, G.723, G.729a/b,
obHapyxeHwe dakcos G.711, ynpasneHvie nponyckHoi
CMoCOBHOCTBIO, yripaBneHue KauecTBoM obenykusaHust (QoS)
[lo 256 nobaBouHbIX HoMepoB (TenedoHsl SIP/aHasnorossle
TenedoHbl/TenedoHsl ISDN/dakcsi)

LLnpokmii cnekTp cucTeMHbIX byHKUMI Tenedornm (X6004)
[o 64 pobasouHbix HoMepos (TenedoHsl SIP/aHanorosbie
TenedoHbl/TenedoHsl ISDN/dpakcsi)

TCP/IP, cepsep/knueHt DHCP, aunamudeckuin DNS
Ipaduyeckuii Beb-unnTepdeiic, SSH, SNMP, cucteMHbii
KypHaJl, aBTOMaTU4eckoe KOHGUIrypupoBaHue, NopT KOHCOMM
RS-232

YctaHoBka B 19-AtoiiMoBYyio cToiiky, Bbicota 1,5U

100—240 B nepeM. Toka, 50—60 Iy

440 x 251 x 66 MM (LLIXTxB)




IP-TtenedoHus
YATC Ha ocHoBe IP

ZyXEL X8004

YHuBepcanbHasg KOMMyHUMKaLMoHHasa cucteMa IP-tenedonmm

¢ dyHKumsamm IP ATC un Call / Contact-ueHTpa

YHMBepcanbHas KOMMyHMKaLoHHas cuctema IP-tenedormn
X8004 — 310 oNTMMasbHOE peLleHue 18 opraHn3aLui,
CTPEMSILLIMXCSA NOBbICUTL 3 PeKTUBHOCTL BU3Heca v co3aaThb
HOBble KOHKYpeHTHble npenmyLiecTsa. Kntoyesble HoBLIeCTBa
cucteMbl — bbicTpas v yaobHasa nHTerpauus cmcteMsl TenedoHmm
C BHeLlWHVMM 6a3aMu JaHHbIX, MHPOPMALIMOHHBIMU CUCTEMaMK

1 brsHec-npoLeccamu NpeanpusaTUs, BCTpoeHHbI SQL-cepsep

1 nHTepdeichl K BHELIHWM ba3aM faHHbIX, BU3yanbHas HaCTpoika
TenepOHHON ceTu 1 cLieHapuneB 0bpaboTku TenepoHHbIX BbI30BOB.

X8004 ocHoBaHa Ha npoMbiLLneHHoM nnatdopme x86, BbiNnonHeHa
B MeTaJlIM4eCckoM KOpryce BbICOTOW 2 OHUTa LJ151 YCTaHOBKM

EMKocTb cucteMbl

Yucno BHYTPeHHUX TenedoHHbIX nuHwii (SIP, FXS, Z_CTI)
¢ BasoBas KoMmnnekTauus: nuueH3uns Ha 128 paboumx mect
e MakcuManbHoe 3HavyeHne*: 256 nonb3osaTtenei

Yucno BHewwHUX TenedoHHbIX nuHun (FXO, E1, SIP-TpaHku)
¢ basoBasa KoMNneKkTauua: NMLUeH3na Ha 46 NUHUIA
e MakcuManbHoe 3HaueHue*: 196 nuHuin

B 19-At0MMOBYIO CTOVIKY, CTPOEKTMPOBaHa v NpoTecTUpoBaHa Ans
paboTbl B ycnoBumsix 24x7. Cuctema n3bbITOYHON BEHTUASLMM

N GYHKLMM MOHWUTOPWHIa annapaTHOM YacTu U COCTOSIHMSA
OTAENbHbIX KOMMOHEHTOB (B TOM YMCNe XECTKUX AUCKOB)
rapaHTupyoT becnepeboiHyto paboty. [1na nogknioueHus

K ceTeBOM MHPacTpyKType Npennpuatus u MobanbHoin

ceTu npenycMoTpeHbl ABa nopTa Gigabit Ethernet.

[ns paboTbl ¢ ceTaMU TpafULMOHHOW TenepoHnm
B X8004 MoxeT bbITb YCTAHOBAEHO [0 YeTbipeX TPAHKOBbIX
mogynew c uHtepdeicamm FXS, FXO nnm E1.

MakcnManbHoe Yncio 0fHOBPEMEHHbIX Pa3roBopoB

o C dyHKUMeR TpaHCKOAMpPOBaHus / Hanpamyio: 64 / 196

e MakcrManbHoe YMC0 yHacTHUKOB KOHdepeHL-CBs3N: 96

e EMKoCTb XpaHunuia 3anunceit TenedoHHbIX pa3roBopoB
1 ronocoBoi noyThl: 48 000 yacos

Xapakrepuctuku Contact-uentpa*

e MakcvManbHoe YMC0 aKTUBHbIX OMepaTopoB: b4

e MakcvManbHoe Yncno npoekTos: 32

* MakcrManbHoe Yncio 3apad B kaxaoM npoekre: 16

*JIMLeH3NM Ha SOMONHUTENbHBIE TeNedOHHbIE IMHIM, MOZY/b MHTerpaumoHHoro sapa (Com, API) v paclmperHsIi dyHkumronan Contact-LeHTpa npuobpeTatoTcst oTaeNbHO.

MpeumyliecTBa

* Bce dyHKumm TpaguumonHoit v IP-ATC (SIP 2.0), pakc-cepsepa, Contact-LeHTpa
(o 64 onHOBpEMeHHbIX COeaMHEHMI C onepaTopamu B pamkax Gosee yem 15 npoekTos);

O EbICTpaﬂ afantauusa Teﬂed}OHHOVI cetmuu KOMMyHMKaLl,I/Iﬁ npeanpuaTUA nog, Tpeﬁosava
3apaim m 6M3HeC-I’IPOLleCCOB;

* BusyanbHoe nporpaMMmupoBaHme clieHapues 06paboTky BbI30BOB 1 ceTh TenedoHnm
npeanpuaTAS;

* BctpoeHbiit SQL-cepBep 1 MHTepdeiichl K BHELHUM 6a3aM AaHHBIX 1 MPUNOKEHNSM Ans
BbICTPOIA MHTErpaLK ¢ MHOPMALIMOHHBIMK CUCTEMaMMU, CaiiTaMin 1 BusHec-npoLeccamm
npeanpuaATAS;

e [IporpaMMHbIi knueHT ZyXEL CTI ¢ dyHKLMOHANbHOCTbLIO NpOrpaMMHOro BuaeoTenedoHa
(SIP 2.0, H.264), npuBsiaKoi TpaguumMoHHbIX v SIP-TenedoHOB K KoMrbloTepam
COTPY[HNKOB, 3APECHbIMW KHUTaMu, onepaT1BHON MHGOPMAaLIMEN 0 BbI30BaX U UX UCTOPUM,
[ManoroBbiM1 GpopMaMm 15 0NepaTUBHOTO BHECEHMS MHGOPMaLK;

O MHOI'prOBHEBbIe ronocoBble MeHto IVR, 3anucs n npocnylinsaHne pasrosopos,
BO3MOXHOCTb AOCTYMa K 3anncam CobCTBEHHBIX pa3rosopos;

¢ EQnHble MPUHLMMBI AOCTYNA K PasfNyHbIM BHELIHUM KOMMYHWKALMOHHBIM pecypcam Ans
COBMECTHOTO 1CMo/Ib30BaHus Ntobbix cnocobos cas3u (ronoc, nouta, Buaeo, IM-uarbi,
dbaKc, BHeLLHWE NPUNOXeHHs);

o BeAEHMe CTaTUCTMKKM NO BbI30BaM, KJINEHTaM U onepaTopaM, ¢OpMVIpOBaHVIE OTHETOB;

¢ 06bpaboTka v paccbiika B peasibHOM BPEMEHU Fof0CoBbIX, MOYTOBBIX,
SMS- 1 IM-coobuieHnii;

o LLInpoyaiiwinii BbIGop aboHeHTCKkoro 0bopyaoBaHus. YE0bHbIA rpaduyeckuii uHTepdeinc
KnvenTckoro npunoxenus ZyXEL CTI npepoctaBnsieT nonb3oBatensm ntobbix yCTpoucTs
nocTyn Ko BceM dyHKLnsiM X8004;

* MobunbHocTb. TeneoHHbIN HOMep COTPYAHVKA He UMEET KEeCTKO NpUBA3KN
K TenepOHHOM NMHUM 1 MOXET BbITb aKTUBMPOBaH Ha 1loboM odprcHOM paboyem
MecTe, joMa 1 B koMaHaupoBske. Mpu cMeHe oduca TenedoHHbIE HOMEPa ocTaloTes
NPEXHUMN — AOCTaTOMHO MOAKNIOUMTLCS K MIHTepHeTy v npoBaiinepy IP-Tenedonny;

¢ OnoBeLLeH1e COTPYAHNKOB O MEPONPUATUSIX M aBAPUIAHBIX CUTYaLMSIX MO TenedoHy,
e-mail, uHTepHeT-nepxepam n SMS;

* [1bkoe pacLumpeHme HeobxonrMoi GYHKLIMOHANBHOCTU CUCTEMBI C NOMOLLbIO
[OMOJHUTENbHO NpUOBpeTaeMbIX MLEH3NI;

* TexHnueckas noaaepxka, 0by4eHue COTPYAHNKOB 1 aIMUHINCTPATOPOB, KOHCY/bTaLMM
10 BHEAPEHMI0, NOMOLLb B Y1aNeHHO HacTpoiike HeCTaHAAPTHbIX KoHdUrypaLmii
obopynoBaHws, [OKYMEHTaLMS U UHTepENiC Ha PycCKOM SI3bIKE;

* HapexxHas ctabunbHas cucteMa, npoctas v yfobHas B aKcnyaTaLmm, C pasBuTbIMK
cnyxbamu noaaepxKu, y4ebHbIMU LIeHTPaMN U MUHUMaNbHBEIMK 3aTpaTaMi BpeMeHin
Ha pa3BepTbiBaHWe, MOAEPHN3ALWI0 1 HACTPOIIKY TenedOHHON ceTu;

* Huzkasi cToMMoCTb BnageHus, bbICTpast OKynaeMocTb v BO3BPaT UHBECTULMN
B MOCTPOEHME KOMMYHUKALIMOHHOM 1 MHOPMALIMOHHO CETelt NpeAnpuUsTHs.
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X8004 — Bump c3agm

IP-TtenedoHus
YATC Ha ocHoBe IP

M8FO04FS4
KombuHupoBaHHbI Mogynb Ha 4 FXO
n 4 FXS nopta gns IP-ATC X8004

XapakrepucTuku

AnnapatHas 6asa
* HacTonibHOe UcnonHeHre, KpenieHne Ha CTeHy
UMW yCTaHOBKa B TeeKOMMYHMKALMOHHYIO
cToiiky 19™ (BbicoTa 2U, BO3MOXHOCTb
YCTaHOBKM HaMpaBnsioLmx penbCcos)
* MinpyctpnanbHas x86-nnatpopma:
PICMG PCB
Intel E6300
276 RAM
500 '6 HDD SATA
« [1sa nopra Gigabit Ethernet (100/1000
M6ut/c) pns nopknioderns Kk UHTepHeTy 1
KOpnopaTuBHOW CeTn
¢ YeTbipe coTa 415 yCTaHOBKM roSI0COBbIX
MOJynei BHELHUX U BHYTPEHHUX JIMHWIA:
* Mogynb M8T1E1 — 1 nopt T1/E1 PRI
* Mopynb M8FO8 — 8 noptos FXO ans
NOAKIOYEHWNS BHELLHUX aHaNoroBbIxX
TenepOoHHbIX NNHWNIA
* Mopynb M8FO4FS4 — 4 nopta FXO ans
NOAKIIOYEHNS BHELLHUX aHaNoroBbIxX
TeneOoHHbIX NNHWIA 1 4 nopTta FXS
A5 NOAK/TIOYEHMS TenedOHHbIX
MW GpaKCUMUbHbIX annaparos.
PesepBupoBaHue 4o ABYX BHELLHWX
SIMHUIA, NPU OTKIIOYEHUN MUTAHWUS MOPTbI
FXS n FXO 3aMblikatoTcst apyr Ha apyra
[J151 BO3MOXXHOCTM COBepLUaTh 3BOHKM B
FOPO/CKYIO CETb B 3KCTPEHHbIX CUTYaLMAX
* Yetbipe nopra USB (HID, Mass Storage)
e OTcek /15l yCTaHOBKU AOMONHUTENBHOTO
5KeCTKOro Aucka

Dusunyeckue napaMeTpbl

e Fabaputbl (LU x T x B, Mm): 426 x 445 x 90

® AneKTponNUTaHNe OT CeTU NepeMeHHOro Toka:
100—240 B, 50—60 Iy

® BHyTpeHHwit 6ok nuTtaHus MowHocTblo 300BT,
MTBF 100000+ yacos

* MakcuManbHas notpebnsiemMas MOLHOCTb
(6e3 TpaHkoBbIX Mogynei): 113 BT

* [lnanasoH pabounx Temneparyp: ot 15 go
40 °C

o OTHOCUTeNbHan BRaxHocTb: oT 20 go 95 %

* Macca (6e3 TpaHkoBbix Mogynen): 10 kr

QyHKI.lVIOHaanbIe BO3MOXKHOCTU

« Mopaepxka kogekos G.711 a/y, 6.729, GSM

 [Mopaep>xka Bupeo H.264

* Moppepxka DTMF (inband, RFC 2833, SIP Info)

¢ 06wias v yacTHas 3anUCHbIEe KHUXXKK
HeorpaHuyeHHoro obbeMa

* O6paboTka 1 MaplpyTU3auus Ha base
BU3yasbHbIX cLeHapues c yyetom Caller ID,
Called ID, TekyLmnx 3Ha4eHUA BpEMEHU 1
[laTbl, COCTOSIHUI IMHWIA U HanpaBeHwi,
CTaTyCcoB MONb30BaTeNe U BHYTPEHHNX
HOMEpOoB U T.4.

¢ |VR-cLeHapuu HeobxoanMoN BIOXKEHHOCTH

M8FO08

1 BETBNEHUS

¢ HacTpauBaeMble o4epeam Ha BCEX BHYTPEHHUX
HoMepax

* YiepxaHue 3BOHKa 1 NepeBof, 3BOHKa

* MoH (Music on Hold) — npourpsisatue
Menogaun (onpeaeneHHon, us cnucka, u3
KaTtasnora, U3 MeavacLeHapusi) c ykasaHuem
MecTa B 04epeau 1 BPeMEeHU 0XMAaHNS

* MHOrocTopoHHMUe KoHdepeHLMU pa3nnyHoro
YpOBHA (3aKpbiThie, OTKPLITHIE, CENEKTOpPHOE
coBelyaHue)

* [lepeagpecauus 380HKa Ha ba3e cueHapues,
rnobanbHbli NOUCK BbI3bIBaEMOro aboHeHTa,
MHPOPMUPOBAHMWE O NPOMYLLEHHOM 3BOHKE
(unw ronocosoit noute) yepes IM, SMS, E-Mail,
rof0coBoe onoBeLeHne

e Hunt-rpynnel A5 rpynnoBbiX 3BOHKOB C
pasiMyHbIMK anroputMamu obxofa NMo3BoNSIOT
peann3osaTb 6a30BbIi PpyHKLUMoHan Call-
LieHTpa 6e3 JONONHUTENbHbIX JIMLEH3UI

* [TepexBaT 3BOHKOB B rpynne uiav rno
HabpaHHoOMY HoMepy

* Basa faHHbIX XpaHeHWs AeTann3MpOBaHHOM
MHpOPMaLMK 0 3BOHKaX. Bo3MOXHOCTL
yAaneHHoro foctyna. loctpoeHue CTaTuCTUKn
¢ rpaduyeckmnm otobpaxeHnem.

Skcnopt B Excel

 KnueHt BHewHux IM-yatos (ICQ, Jabber)

C BO3MOXHOCTbIO MpUeMa 1 oTrpaBku
coobuieHui

e MouToBbIN KAKeHT [smtp, pop3, imap)

C BO3MOXHOCTbIO MPUEMa 1 OTMPABKM MOYTHI
B Pa3/IMYHON KOAVMPOBKE C BIOXKEHNSAMN

* MiHTerpauus ¢ nposanaepamu SMS-
cepsucos (Zanzara, MessageGroup) Ha
npuem n otnpaeky SMS-coobuieHuin ¢
oTCAeXuBaHWeM cTaTyca AocTasku (Hanpumep,
[N OpraHu3aumum MaccoBoi pacchinkm SMS-
coobueruin)

* Cuctema rnybokoro npoTokoNMpoBaHNs
cobbITnit

* Contact-LeHTp BXOAALLMX 3BOHKOB
M MCXOAALLUMX KaMNaHuim

* [InHamuyeckas npuBsiaka pecypcos K
npoekTam Contact-LeHTpa

© YMHbIe 04epPefy C yHEeTOM NpUOPUTETOB
K/INEHTOB

* /lcxopawumit 063BOH € MCMONb30BaHNEM
NpOrpeccMBHOrO U PacyeTHOro anropuTMoB

® NuTerpaums ¢ BHewHUMn BJ] knueHToB

© MOHUTOPUHT B peasibHOM BPEMEeHW 3arpy3ku
pecypcos Contact-LeHTpa, npoekToB, 3aaay

e CtatcTuka, HanucaHve Ha SQL cobcTBeHHbIX
BbI6OpOK

* [paduyeckoe oTobpaskeHWe CTaTUCTUKK

® KoHTpoNbHble CObbLITUS

YnpaBneHue
e [punoxenue ZyXEL CTI

* BetpoerHblit FTP-cepsep
* [opknioyeHne K ynaneHHoMy pabodyemy ctony

8-noptoBbIt Mogynb FXO pns
IP-ATC X8004

MST1E1

1-nopTosbiit Mogynb T1/ET ans

IP-ATC X8004

Bo3smMoxxHocTh npunoxenns ZyXEL CTI

¢ BecnnartHblii COPT-KANEHT, MONHOCTbIO
GYHKLMOHANBbHO 3aMeHSI oM
VolP-TenedoH, ¢ BO3MOXHOCTbIO yNpaBAeHNs
CeNeKTOPHbIMU KOHPEPEHLMAMMU,
BUAE03BOHKAMM, IM4YHbIM KabuHeToM

* PasrpaHuyeHne GpyHKLMOHANbHOCTM Ha base
npas goctyna

* YnpasneHvie X8004 yepes rpapuyeckuit
nHTepdeiic pasaena «AGMUHNCTPUPOBaHNE»

* YnpaBneHve 3BoHkaMu Ha base http-3anpocos
BuAa http://localhost:4055/&callto=xxxxxxx,
A€ XXXXXX — HoMep Habupaemoro TenedoHa.
Bo3MoxHo ynpaBneHue dyHkunsamMu «Habpatb
HoMep», «[onoXnTb TPybKy», «YaepxaHue»,
«[lepeBog» 1 T.4.

« Moaaepxka USB-tenedoros (Yealink OCX,
CyberPhone) u ntobbix USB-raputyp,
ynpaseHue ropauuMm Knaeuilamm
C KnaBMaTypsbl

® BcTpoeHHbIv IM-yaT ¢ rapaHTUpoBaHHoOM
[0CTaBKOMN COOBLUEHNI NPU BXOAE B CUCTEMY

* YnpaBieHve AOCTYNOM K pasgenam
MOJIHOTO W COKpaLLeHHoro paboyero Mecta
(pyHKUMOHANBLHOCTL ONpeaensieTcs npasamu
nonb3osarens)

TenedoH — Mopynb paboTbi ¢ TenepoHHON

NuHKnen

* Habop Homepa

* OTBeT Ha BXOASLLME 3BOHKM

* Buaeo3BoHKM

* KoHdepeHumu

* OTKpbITast KOHpepeHuus

* 3aKkpbiTas KOHGEPEHLMS C BO3MOXHOCTbIO
nofaTh 3asiBKy Ha BXOf,

 CoBeLaHue (KoHdepeHLus nNo npurnatleHnsm)

¢ DaKkc — BO3MOXHOCTb MpUeMa 1 0TNpaBku
dakca

Oduc

* JInyHbIN KabMHET C roN10COBOM MOYTON,
3aKka3aHHbIMK 06paTHbIMMU 3BOHKaMK
1 yBEAOMIEHUSMU

* OTobpaxeHne ceTeBoro cTaTyca v 3aHAToCTU
BCeX BHYTPeHHWX aboHeHToB

* KoHTakTbl — inyHas v obLias 3anmcHble
KHVKKM

® 3BOHKM — BO3MOXHOCTb MOCMOTPETH
CTaTUCTUKY CBOUX 3BOHKOB
1 MpoCyLlaTh 3aN1CaHHbIe pasroBopsl,
n06aBUTL KOMMeHTapun

 [lepeappecauuns — HacTpomnka rubkoi
nepeagpecauumn KaxasiM COTpyAHUKOM
C y4eTOM BPEMEHU W [iHS HefleNIn 3BOHKa,
cratyca, HoMepa 3BoHsiLero (oTaena u knnexTa
BHyTpeHHelt TenedoHHoM ceTu)

¢ Ctatuctnka ATC nossonsieT npocMaTpuBath
>KypHan 3BOHKOB, CTPOUTb AMarpamMMbl
(B T.4. v no wkane speMeHu) Ans Bcex CBOUX
3BOHKOB M 3BOHKOB MOAYNHEHHbIX COTPYAHWUKOB
1 KOHTPONNPYEMbIX IMHNI

BHewwHune Moaynu

* Co3paHue http-ccbinok Ha BHELWHWE CTPaHULibI,
LoCTynHbIX B uHTepdeiice CTl-npunoxeHus

e [loaKNoYeHe BHELWHNX 6a3 LAaHHBIX U CUCTEM
(8 ToM uncne n CRM)

Contact-LeHTp — peXXuMbl paboTbl anis

onepaTtopoB 1 Cynepsu3opoB

* Pabouee MecTo — nHTepdeiic onepatopa co
cTaTucTukon pabotel B pexxume Contact-
LleHTpa Mo pa3HbIM MpoekTaM

* OnepaTtopbl — oToBpaxkeHKe COCTOAHMUS
ornepaTopoB Mo NpoekTaM
B peasibHoM BpeMeHU

* Tabnuupel aboHEHTOB — co3paHue U NpuUBsA3Ka
Tabaunu, BCTpoeHHOM
1 BHewHux B/l K npoekTam

 [poeKTbl 1 3afja4N — HACTPOWKa OTUKN
paboTbl Contact-LieHTpa no pasanyHbIM
npoekTam

¢ CueHapuun — cospaHue cueHapues obpaboTku
BXOASALLMX U UCXOAALLMX 3BOHKOB MO NPOEKTaM.
B03MOXHOCTb co3paHus Avanorosbix GopMm,
BCTUIbIBAIOLLMX Y ONepaTopoB BO BPeMsi 3BOHKa

* Pecypcbl — oTo6paXkeHune B peanbHOM
BPEMEeHW 3arpy3Kku pecypcos
no Contact-LeHTpy 1 no npoekTam

* VHavkaTopbl — oTobpaykeHue 3arpy3ku
0nepaTopoB Mo LLKase BpeMeHM

 CtaTcTUKa — BbIBOpKa iaHHbIX MO CTaHAAPTHBIM
oT4eTaM WK cosfjaHne cobCTBEHHbIX OTHETOB
Ha SQL

* KoHTposbHble coBbITUS — HacTpoika
yBeAOMIIEHWI1 cynepBrU3opam
0 Pa3nYHbIX COBLITUAX B CUCTEME
1 c onepaTtopamu

ApMUHUCTPUPOBaHME U UHTepdeiic

ynpasneHus

¢ KapTa ceT — BU3yanbHoe co3aaque
TenedOoHHOW KapTbl CETU

* [lonb3oBaTenn — cosgaHue nosb3osaTenemn u
onpepaeneHve npae goctyna B CTI-npunoxeHun

* BHyTpeHHMe HoMepa — co3paHne BHYTpeHHero
HOMEpHOro naaHa, cneunanbHbIX HOMepos,
HOMEpOB 3KCTPeHHbIX cNyx6, 3anycka
cueHapves 1 T.4. Co3ganue hunt-Homepos
(kaxabii HOMep B cucTeMe MOXeT BbiTb
rpynnosbiM) 1 onpeaenexue npasun obxoaa

¢ CueHapum — cospaHue cleHapues obpabotku
3B0HKOB B ATC

* 06Lime HacTpoiikn — HacTpoika ATC,
OTAENbHbBIX MOAyNeil U NapaMeTpoB
MOAKIIOYEHNS K BHELWWHUM cepBuCaM

* MapameTpbl annapaTypbl — HacTpoiika
NIMHeWHbIX KapT v ceTeBbIx NapaMeTpos X8004
(IP-appecauus, Firewall, cepsucs ACL,
A3blK MHTepdeiica, AnarHocTrka, cnyxba
noruposaHus 1 ap.)

* MoHUTOpPUHI — oTobpaXxeHune COCTOSIHUI
BCEX 3BOHKOB U JIMHWUV B peanbHOM BpeMeHu,
TeKylliee COCTOsIHME annapaTHoM YacTy,

XKeCTKMX ANCKOB




IP-TenedoHus
Jlnuensunm gna IP-YATC X6004

V120

Cuctema ansa onepatopa 0bpaboTkm
Bbl30BOB |IP-TenedoHunmn

YacTb cuctemsl |IP PBX, noBbiwaer

n po NU3BOAUTENIbHOCTb yATC 1 nULeH3MSA BpeMeHM BbinosHeHus Ha IP Attendant V120
e ObpaboTka BbI30BOB METOMOM «MepeTalliu 1 OTNyCTu» XapakTepucTuku
e 3anuchb BbI30BOB
* YnobHbIN rpadunyeckmnii Nonb3oBaTesIbCkuii TenedoHHble GYHKUMM 06paboTka BbI30BOB METOZIOM «MepeTaLLy 1 OTMYCTI»,
mwepd}ehc 3anuch BbI30BOB
YnpaBnenue YnobHbIN rpaduyeckuin nonb3oBaTenbCKUin UHTepdeiic
[ ]
Bennbisaowye coobuienns 0Oco6ble BO3MOXHOCTH Bcnnbisatouyne coobuienus, cTaTyc npucyTcTens
© CTaTyC MPUCYTCTBUA N MAapKOBKK BbI30OBA 1 MapKOBKW BbI30Ba

V100

[lporpaMmHbIn IP-TenedoH

YacTb cuctemsl I[P PBX, noBbiwiaeT
npoussoautensHocTb YATC

1 nuueH3usA BpeMeHu BbinonHeHus Ha Softphone V100

XapaKTepucTuku
e [1o 6 SIP-nnHum
* 3-CTOpOHHSAS rofocoBasi KOHpepeHL-CBs3b Crangapt TenedoH Kopex G.711 alaw, 6.711 ulaw, 6.726 (32 k6ur/c),
e Pa3Hoobpa3Hble QyHKLMM yIpaBNeHNs BbI30BaMU H.263, H.264, MPEG 4
e ABTOMaTUyeckoe KOHMUIypYpPOBaHME YCTPOACTB L SIP\RRE 3261)
DyHKuMn TenepoHmn PaclunpenHble ¢pyHKumy Tenedpornn (naeHTdmKaLms
Zyx E L HOMepa BblI3blBatoLLLero aﬁOHeHTa, 0>XXWAaHWe BbI30Ba,
e CucteMHas TenedoHHasa kHUra ¢ otobpaxeHrem BnokvpoBKa BbI3083, ynepxaH]we Y BO3BPAT BbI30Ba,
rnepeagpecauusa Bbi3oBa U T.4.), 3-CTOp0HHVIE rosiocoBbie
cTaTyca npucyTCcTBUA KoHbepeHLM
YnpaBnenue ABToMaTU4eckoe KOHGUrypUpoBaHme
Ocobble BO3MOXKHOCTN 3anuch BbI30BOB, NMofaBJieHUe 3Xa, aBTOMaTUYeCkuin

OTBET, Teﬂed)OHHaﬂ KHWra




Yactb cuctemsl IP PBX, noBbiwaer
npoussoautensHocTb YATC

e He TpebyeT y4acTus nonb3oBaTens Npu ycraHoBke

e becnnatHble BbI30BbI Yepe3 VIHTepHeT

e PelleHne npobneMsl YacoBbIX NOSCOB ANA LeHTpa
06paboTkM BbI3OBOB

Jnuensus Click-to-talk

XapakTepucTUKku

CraHpapt TenedoHumn
®yHkumm VolP

IP-Tene¢oHus
JInueHsum

Click-to-Talk

JInueHsuna Click-to-Talk

Kogeku G.711 alaw, G.711 ulaw, G.726 (32 kbut/c)
SIP (RFC 3261)




Odwucnbl

ZyXEL Poccus
http://zyxel.ru

ZyXEL benapycb
http://zyxel.by

ZyXEL YkpauHa
http://zyxel.ua

ZyXEL LleHTpanbHas A3us
1 3aKaBKasbe
http://zyxel.kz

[lononHuTenbsHyio MHdOpMAaLWIo 0 NPOAyKTax MOXHO HaiTK Ha caliTe www.zyxel.ru
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