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Introduction

Introduction

MikroTik RouterOS is a routing software that has been growing in popularity
extremely quickly. When it is combined with reliable, powerful hardware,
RouterOS can quickly surpass many routers that are currently available on the
market. Many businesses, Wireless Internet Service Providers (WISPs) and
other end-users have found that the cost savings that RouterQS offers is the
key to their business success.

In this book, we are going to give you both knowledge plus examples of
configuration of the MikroTik RouterOS software. You will end up learning
RouterOS, and have working examples that you can emulate and change to
meet your needs. We will cover many aspects of the software, including
MikroTik specific systems, Wireless Networking, Routing, as well as virtually
all of the features included in the RouterOS software.

We are going to give you code examples, screen shots and real world
application designs that you can do right on your own RouterOS system.
These items will enable you to apply RouterOS work in your business, or
company. You will gain the knowledge to use RouterOS as a router, wireless
access point, client premise device, web caching system, and even a VPN
(Virtual Private Network) server.
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Introduction

Who Should Use This Book

This book is designed as a reference guide. | want to help you learn direction
on what features you need to use, and why. If you need to know what a
feature or command does, you will need to use the command reference that
MikroTik offers on their website at http://www.MikroTik.com. If you want to
learn how to take these features and put them together , common best
practices, as well as how to ways of configure systems to make them do what
you want them to do, then this book is for you.

We will cover lots of topics, some are simple topics and we will show you the
options you have, but more importantly, we will show you why to use the
features! Some features are packed with comments and suggestions on how
to use that feature in combination with other features, and why to use these
feature combinations.

This second edition expands upon the existing content of the original book;
however, RouterOS is constantly changing, being updated, and adding new
features. It's always improving, and therefore, we need to keep updating this
book to ensure that we give you the latest information!
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About the Author

About the Author

Dennis Burgess started learning about computers at a young age. Using a
TRS-80 Dennis started using Basic programming to create small computer
programs. At the age of 13 he started a multi-line BBS (Bulletin Board
System), using small Dell computers and 9600 baud modems. He was
introduced to networking by the need to network his BBS computers
together. After high school, Dennis attended a local technical college and
graduated with an Associate’s Degree in Computer Electronics and
Networking Technologies.

Mr. Burgess went to work for a number of consulting companies, focusing on
servers, and wide-area networks. He designed and deployed a number of
networks for law firms, construction companies and other small-to-medium
businesses. He deployed Microsoft solutions as well as Cisco routers on a
routine basis. During this time, Dennis obtained his Microsoft Certified
Professional status, as well as his A+ Computer Technician, N+ Network
Technician, and also became a Cisco Certified Network Associate or (CCNA).

After working for a number of years as an Enterprise network and server
consultant, Mr. Burgess worked for a number of dealerships in the St. Louis
area building a private network for their needs. During this time he started
his first wireless Internet Service Provider. This company introduced him into
the world of MikroTik RouterOS. The WISP needed a method to control
bandwidth for subscribers, so they built their first RouterOS x 86 systems.

After realizing the power and performance of RouterQOS, including well as
using them in tower installations for 802.11b/g access-points in the WISP, he
continued to use RouterOS to deploy a fully redundant virtual network for the
group of dealerships he worked for. This network, still using RouterQS, is
working as intended, since 2001.

Mr. Burgess, ended up selling his Wireless Internet Service Provider Company
later, and focused on creating a company that could assist other WISPs,
businesses and ISPs with RouterOS. Dennis’s company, Link Technologies,
Inc, is now a world-wide MikroTik consulting company. Consulting clients
include small WISPs as well as Enterprises using RouterOS.
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Link Technologies, Inc. also started producing the PowerRouter series of
RouterOS devices after seeing a need for Enterprise-Class RouterOS routers.
These 1U carrier-grade systems are designed with Ethernet routing, and
support high-performance applications, and web caching as well. The
PowerRouter 732 is also a homeland security approved device.

Link Technologies, Inc

Link Technologies, Inc was formed with the purpose of helping Wireless ISPs
as well as providing high-quality consulting services for RouterQS systems. In
the USA, available options for RouterOS systems administration and
consulting services for were very limited to small home businesses were very
limited and technician level admins trying to help out businesses and ISPs
with RouterOS. Dennis formed Link Technologies, Inc. to help give these
businesses with the needed level of technical support, engineering and
consulting services that they needed.

Link Technologies, Inc offers multiple certified RouterOS engineers, MikroTik
Certified Trainers, RouterOS Training Programs, as well as general network
engineering, consulting and support. We are one of the largest MikroTik
consulting companies in the world, with clients ranging from start-up WISP
operations, to publicly traded enterprises with over 35,000+ end-users.

In addition to On top of MikroTik, we also offer business support, Motorola
Canopy, Cisco, Microsoft, mail servers, DNS servers and can help you with just
about any type of consulting services that you may need for your networking
business.

When you need any type some form of RouterQOS consulting, engineering or
training, be sure to contact us. We have several engineers’ on-staff who can
assist you!

Link Technologies, Inc.
House Springs, MO 63051
http://www.linktechs.net

Support@linktechs.net

314-735-0270
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What is RouterQOS?

What is RouterOS?

Simply put, it is an infinitely configurable routing software package. This
software allows you to use common hardware to perform high-end routing
applications. MikroTik creates this software, as well as many different
hardware platforms to run the software on. These industrial hardware
platforms provide you many options including ultra-low cost business and
home devices, all the way to core routing functions of large Internet
providers and enterprises.

So what can you do with RouterOS? It can do virtually anything when it
comes to Internet addressing and data traffic management. In the world of IP
routing, there is not much that RouterOS cannot do! Many routers and
network devices only perform certain functions. One device may be a PPPoE
server/concentrator. Another device may control bandwidth and the way the
data flows across your network. Yet another device may do caching of the
data that flows to save bandwidth. All of these devices can add up in costs,
not only the upfront hardware costs, but the upkeep, the maintenance, and
the system administration for to understand each device.

RouterOS contains all of the above mentioned features! With all of this
power in one device, you can immediately see the cost savings just in the
initial hardware costs. Business owners now have to take a look at a cost-
saving system that has the same reliability and performance that they are
accustom to in more expensive hardware. In some cases, RouterOS devices
and software can be less than one-quarter of the cost of similarly capable
devices yet have more features than those more expensive devices.
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How This Book is Organized.

How This Book is Organized.

The reason for writing this book to market is simply that there is nothing else
that is written in non-tech-speak for RouterOS. | wanted to bring you a book
that you can use as a reference for your own specific needs as well as to give
you the ability to configure your own RouterOS system. As you know, there
is already a command line reference and other support topics including some
very good detailed topics on-line with MikroTik, but these topics simply don’t
give you the enough details about how to use RouterQS, nor how useful it can
be when it is used for in your business. Hence, what you are now reading was
created.

With all of the features of RouterOS it’s very hard to create a book that is
perfectly organized. | have noted when you should check other sections for
other related topics. | have also included basic configuration instructions for
you when possible even inside unrelated sections. | would recommend using
either the index and/or the table of contents whenever possible. The index
often will give you several references for the different facets of the same
topic.

RouterOS Reference Version

In the second edition of “Learn RouterOS”, we will use version v5.1 as a
reference version. Some of the screen shots you will see come from the
original first edition of “Learn RouterOS” but will still apply even in v5.x.

| have been asked how much has changed from version three to version five.
The simple fact is that most of the improvements are either have been inside
the interworking operating system of RouterOS or are new features. Most of
the original feature set is still configured the same way as it was in v3.
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Second Edition

Second Edition

This is the second edition of Learn RouterOS. The previous version, even
though mostly still accurate, has become outdated. This version includes all
information contained in the first edition book but | have updated the
information, added new sections for new features, and improved the topics
wherever possible. New features as well as corrections were my priority, as
well as updating sections requested with more information.

Special Thanks

| wished to thank everyone that made this book possible. The second edition
also has notes, comments and updated content from several individuals that
sent their copies back to me in the hopes that their requests would be
fulfilled. | have looked over these and, where possible, made updates,
corrections and improvements based on these recommendations. Thank you
very much for the constructive comments that you provided.

Credits

Some images, graphics, and other content have been used from the
wiki.MikroTik.com website. These images are copyright of their respective
owners and have been licensed under the terms and conditions between said
companies, and the author of this book. We appreciate the ability to use
these fine examples and images.
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RouterOS Hardware

RouterOS Hardware

RouterOS works on several different types of hardware. MikroTik produces
their own hardware based on a single board computer approach, called
RouterBOARDs. RouterBOARDs come in a number of different CPU types,
number of Ethernet ports, wireless slots, memory configurations, and design
types. RouterBOARDs can cost under $49 USD, and up to several hundred
dollars depending on the hardware. These RouterBOARDs are specifically
created for RouterOS software, and even come with RouterOS already
installed, licensed and ready to use.

RouterBOARD Devices

To the right is a RouterBOARD 433AH. This board includes a 680 MHz
processor, three 10/100 Ethernet Interfaces and three M-PCl Slots. This unit
also includes a Micro-SD slot for web caching and other storage functions, as
well as power-over-Ethernet support,
and a 9-pin serial connection for console
access.

MikroTik is constantly developing new
products, so be sure to ask your
MikroTik distributor, or sales channel
about the latest products and where to
use them. Experienced Engineers will
know what board to use for what
purpose. A big mistake many make is
using underpowered equipment.

At the time of this writing, there are a
number of board series in production.
MikroTik’s current main RouterBOARD is
the 400 series. A number of versions
exist, the 411 includes a RouterOS Level
3 license, one Ethernet and one M-PCI o v | | Ry R
slot. This is great if you wish to add your ' 680MHz
own radio card. The RouterBOARD 433, as shown to the right, includes three
Ethernet and Mini-PCl Slots.
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RouterOS Hardware

MikroTik makes several boards, and typically follows a common naming
scheme. Most RouterBOARD products will include three numerical digits
followed by several letters depending on options. The first number is the
RouterBOARD series number, so in the case of a 433, it would be a 400 series
board. The second is the number of Ethernet interfaces and the last number
is the number of mPCl slots on-board. In our previous example of the RB433,
this would be a 400 series board, with three Ethernet interfaces and three
mPCl slots.

The options on these boards include lettering such as A, AH, R, U and G. The
AH option includes the higher end CPU at 680 MHz instead of the standard at
300 MHz. The AH boards also include a level 5 RouterOS license as well, and
also include a Micro-SD memory card slot as well. The letter G stands for
Gigabit Ethernet ports, but is typically only found on the 450 series boards. R
stands for an integrated b/g radio. This means that they have an on-board,
non-removable wireless radio card. Note though that these only run 2.4 GHz.
Boards with the U option mean that they include a USB port as well.

Some RouterBOARDs include an A option. These include a Level 4 license
that allows them to run as an access point. Typically you will find this option
only on boards that are designed for CPEs or clients, such as the RB411. These
typically come with a Level 3 RouterOS license. The following table
summarizes these options.

Option Letter Option
A Includes a Level 4 RouterOS License
AH Includes 680 MHz CPU
U Includes USB Port(s)
R Includes Integrated B/G 2.4 GHz Radio
G Includes Gigabit Ethernet Interfaces

The RouterBOARD 600 is considered an Extreme Performance Access-access
point, providing three Gigabit Ethernet ports as well as four M-PCI slots for
wireless connectivity. This unit runs a network processor that is much faster
than the Atheros CPU on the 400 series boards. This unit also contains two
compact flash slots for storage needs. One could be used for Web caching
data, and another could be used to store Dude or User Manager Data. If you
plan to run 802.11n you will typically need a board like this with GigE
interfaces to use as the 802.11n protocol provides more allows for greater
than 100 Mbps UDP throughput. Without the GigE interfaces, you will have
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a hardware limit at your Ethernet ports. Note though, that the RB600 has
been replaced with the RB800 series board, and is no longer is in production.

The RB800 series is the replacement for the RB600. This board includes four
mPCl slots, on-board mPCl-e slot, compact flash card slot, three Gigabit
Ethernet ports, as well as two daughterboard ports. The RB800 also has a
800 MHz network processor, and two fan power headers for connecting
either 5.5v or 3.3v DC fans. This board also draws more power than other
RouterBOARD products at a max of 35 watts.

For core routing, with four Gigabit Ethernet interfaces as well as a rack-
mountable case, you can purchase a RouterBOARD 1000 or 1000U. The U
version is a rack-mountable model. This system is also based on a high
performance network CPU running at 1333 MHz. You can also use compact
flash storage cards, plus you have the ability to add more RAM via a SODIMM
slot. This unit also comes with a level 6 RouterOS license, included with the
cost of the hardware. Note that the RB1000 and RB1000U have been
discontinued and are no longer in production.

The RB1100 is a replacement for the RB1000 and RB1000U.  This
RouterBOARD is designed with an included Rack Mountable case for indoor
usage. Included are 13 Gigabit Ethernet interfaces, and on-board microSD
card slot. The Processor is the same as the RB800, an 800 MHz network
processor. It does have 512 Mbps of RAM though, as well as two switch
groups. See Switch Groups for more information about their operation.

MikroTik also created the RB450 and RB450G, which these were Ethernet
only (both 10/100 and GigE) desktop routers designed for home/office use.
These products were discontinued shortly after the RB750 and RB750G units
came out. The 700 series is a complete desktop router that includes a plastic
desktop case, and power supply in a retail box. This is the only product
packaged like this.  This series has a 680 MHz CPU, and either five 10/100
Ethernet ports, or five Gigabit Ethernet ports depending on the model. These
units also sport ultra-low retail pricing at $39.99 and $69.99 for each
respective model.

RouterBOARDs all contain an on-board NAND. NAND is basically flash
memory, just like your USB stick or Compact Flash card. This is an on-board
chip on the RouterBOARD, giving the RouterBOARDs a non-removable flash
memory area to load the operating system, in this case, RouterOS on. Most
of the RouterBOARD products will have 64 megabytes of NAND storage or
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more, more than enough for RouterQS, its configuration, as well as typical
files associated with RouterOS.

You can find out more information about current MikroTik RouterBOARD
hardware, specifications, and details at http://www.RouterBOARD.com. You
can also contact your local MikroTik Distributor.
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Solar Power and RouterBOARDs

| have had quite a few requests about how to use RouterBOARDs with Solar
systems; therefore | wanted to give you a few pointers. The key is power
consumption; the newer RouterBOARDs, specifically the 400 series, are the
most common boards used for solar powered sites. Most sites are powered
by battery arrays at Ethernet 12, 24, or 48 volts. The 400 series of devices run
from 10V to 28V DC power. When you install your RouterBOARDs with a long
Ethernet run you will assume there will be some voltage drop, and you can do
a web search on how to calculate this. If you are not doing a long Ethernet
run, then 12 volt power may work out for you.

MikroTik also has an ultra-low wattage board; the 411R. This board only
requires 5.6 watts of power and has an integrated b/g radio card. Recently,
MikroTik has released several new boards, all with low power requirements.
The RouterBOARD SXT, an integrated point to point or CPE MIMO solution,
has a maximum power consumption of 7 watts. The OmniTik, an integrated
MIMO 5 Gig solution only consumes 9 watts at most as well. The
RouterBOARD Groove units consume no more than 4 watts. As you can see,
the wattage used by this gear is great to use with solar powered setups.

If | had my choice, | would like to run 18-20V. The reason is that as the
batteries drain, the voltage drops, and if you are running a 12-volt source,
you will quickly drop below 10 volts and the RouterBOARDs will stop running.
If you wanted to use 48-volt power, the RouterBOARD will not take that
voltage that high so that won’t work either.

Some people have asked about using 24 volt solar systems. On a long
Ethernet run this will work, but on a short run you have to take into
consideration one other fact. Most of the solar charging controllers will
output 26.5 volts or higher, so when you are running on the 24 volt batteries,
and then the solar array is charging them, the voltage is higher than 24 volts.
We have seen the voltage spike higher than what the RouterBOARDs are
designed for so they power off to prevent damage from overvoltage. So | like
to run a bit lower than 24 volts and a bit higher than the 12 volt systems as
well. If your only choices are 12 and 24 volt, then run 12 volt!

Regardless, RouterBOARDs can run great on solar setups, consuming only 35
watts at max. A single car 12 volt battery can run a single board for several
days without issues! Design the system correctly, and it can run for a long
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time! We have some solar-powered systems deployed and have never had to
do more than to change batteries every few years.

X86 Based RouterOS Systems

The same software is available for x86 systems. X86 systems are the same
hardware that common PCs and computers are based on. You can even load
RouterOS on a basic computer, one that you may have in your home or office.
Most of the features however, are based on a number of interfaces. With
multi-port Ethernet cards and wireless cards available on the market as well
as available through MikroTik, you can make an x86 RouterQOS system with
little effort and at low cost.

There are design issues with building your own systems. If you understand
bus limitations, speeds and IRQ conflicts and how these items affect overall
system performance, then you can build your own systems using off the shelf
hardware just like any other computer would, typically creating a high-
performance system.

There are a number of other companies out there as well; a simple Internet
search will provide a number of results that sell complete, high-performance
x86 systems with performance and reliability in mind. These systems are
designed to use multiple bus channels, and high quality hardware to deliver
reliable operation.

One such manufacturer is Link Technologies, Inc. Their PowerRouter series of
devices provides gives you out-of-the-box, ready to run RouterOS
performance. These are designed for high performance RouterOS systems
take into account bus speed limitations, and even adding multi-core
processors to further increase performance. These systems are designed to
run a Routing Operating System. The PowerRouter 732, pictured above,
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includes seven Gigabit Ethernet ports, a Dual-Core CPU, along with options
for SATA and SSD drives for storage. USB ports are also included for other
data storage devices such as USB memory sticks, as well as cellular data
cards. This offer this model in both AC and DC versions

Link Technologies also created an ultra-high-end system, called the
PowerRouter 2200 series. These systems can run up to Dual Quad Core Xeon
processors, and can support up to 22 GigE interfaces, including SFP interfaces
that you can use fiber modules with. The 220 series also supports dual hot-
swappable power supplies as well.

RouterOS Fiber Optic Interfaces

RouterOS does not have specific support for fiber optic interfaces. You won'’t
get any data on the cabling; however, with the Ethernet Chipset support that
RouterOS does offers, there are supported options that enable you to use for
fiber optic interfaces. The PowerRouter 732 offers dual fiber interfaces in the
back of the unit as a supported option. These interfaces are SFP, or small-
factor pluggable, interfaces. These are very common and allow your device
to hot-plug different types of interfaces, such as Gigabit Ethernet as well as
fiber optic transceivers. The PowerRouter 2200 series hardware offers
upwards of 20 Gigabit SFP interfaces if you require mostly fiber interfaces.

T1/E1 Interfaces

In RouterOS Version 3.15 MikroTik removed most support for T1/E1 interface
cards. This was probably is mostly due to the problematic nature of the
drivers that existed. FarSync, a brand of cards, are still supported, however,
they are expensive compared to other T1/E1 interfaces on the market.
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Supported x86 Hardware

It's important to note that RouterOS does not use “drivers” in the same way
as other computers that most people know of. Most computer users are
accustomed to installing an Operating System, and then they install drivers to
make all of the hardware work. RouterOS is different. RouterQOS contains all
of the drivers that you will need right as part of the main installation.
MikroTik though, chooses drivers based on popularity, usability, as well as
what is in the contents of the latest Linux kernel to base select the drivers to
include with each installation package.

RouterOS supports a wide range of Ethernet network adaptors, wireless
interface cards, fiber interfaces, as well as 10 Gigabit interfaces. It supports a
number of Mini-PCl and PCl adaptors, 3G or cellular data cards, and system
boards. Before you start building your first RouterOS system, make sure you
look at the supported hardware list. You can find that list by going to
http://wiki.MikroTik .com/wiki/Supported Hardware. This list is constantly
updated by both MikroTik and RouterQS users.

With all of these options out there, sometimes it can be difficult to build your
own system. If there is a known RouterBOARD or a pre-designed system that
is already supported and tested with RouterQOS, | would suggest purchasing
these. The cost difference for a pre-designed system on these is typically
minimal vs. the cost of router failures due to build-it-yourself hardware
systems. | have seen this many times, customers wondering why their system
does not constantly run reliably. | actually asked one customer what kind of
hardware they were using, and their response was, “When my Windows 98
computer was too slow for me, we put it on the shelf. Later, we needed a
router, so we plugged it in and put RouterOS on it. When the power supply
died in it, we replaced it, with one of our standard fifteen dollar power
supplies.”

As a wise man said, “You get what you pay for”. | tend to agree with this. If
you put a $15 power supply in a system and think it is going to run 24 hours a
day, 7 days a week for months or years without failure, then you need to
rethink what business you are in. Get hardware that is supported, tested,
and as well as designed for a long lifespan. Servers are built with higher
grade components, power supplies, and better network cards typically, and
that is why they tend to last longer. The same nomenclature should be used
with your x86 RouterQOS system. Don’t skimp when you have to rely on it
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RouterOS Licensing

RouterOS has five different licensing levels. Several are designed for
evaluation of the RouterOS software. License levels 3 through 6 are the most
common licenses. These are paid licenses. Most level 3 and 4 licenses come
with RouterBOARD Products and other products designed to run RouterOS.
The level 5 and 6 are extended licenses designed for high end applications.

License Level 4 5 6
Price/Cost S45 $95 $250
Upgradable ROS v4.x ROS v5.x ROS v5.x
Wireless AP Yes Yes Yes
Wireless CPE/Bridge Yes Yes Yes
Dynamic Routing Yes Yes Yes
EolP Tunnels No Limit No Limit No Limit
PPPOE Sessions 200 500 No Limit
PPTP Tunnels 200 No Limit No Limit
L2TP Tunnels 200 No Limit No Limit
OVPN Tunnels 200 No Limit No Limit
VLAN Interfaces No Limit No Limit No Limit
P2P Firewall Rules No Limit No Limit No Limit
NAT Rules No Limit No Limit No Limit
Hotspot Clients 200 500 No Limit
Radius Client Yes Yes Yes
Web Proxy Yes Yes Yes
User Manager Sessions 20 50 No Limit

The level 3 Licenses are designed for Client or CPE devices. These are for
wireless CPEs, or customer equipment. Typically you would purchase a Level
4 license or a WISP license. This license is included with many of the 400
series RouterBOARD products, as well as other x86 RouterOS products. There
are no upgrades between licenses, so keep in mind the final usages. You can
purchase another license and place it on-top of an existing license. An
example of this may be that you have a hotspot that needs more than 200
active clients at one time. If this is the case, you can purchase another level 5
license, at full cost, and then apply it to the existing hardware.
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Note that the licenses never expire, they support an unlimited number of
interfaces, and each license is for only one installation. The installation is
based on the disk drive or storage device that you use to install RouterQOS on.
You can install RouterOS on USB sticks, SATA and IDE hard drives, Disk on
Modules or DOMs, as well as compact flash cards. You can move the
storage device from one system to another, but you can’t move the license.
For example, you can move your compact flash card from one x86 system to
another x86 system; however you cannot move the license from the existing
compact flash card to another compact flash card. If you need a larger
compact flash card, then you will have to purchase another license.

What is the Software ID? The software ID is the ID number associated with
each specific RouterOS installation. It uses the hardware, disk information as
well as other methods to generate a software ID Key. This key is then used to
generate a license when paying or registering for a demo license.

What if your hard disk fails? MikroTik has the ability to replace a license for a
nominal cost. You will need to contact them to receive a replacement key.
They may need to know how or why the drive failed, and may request the
drive before issuing a replacement key. In most cases though, it may be
quicker and cheaper just to purchase another license.

Where is the license stored? RouterOS stores the license inside the MBR or
the boot sector of your drive. Because of this, if you format the device with a
non-MikroTik format utility, such as windows format, YOU WILL LOSE YOUR
LICENSE! However, MikroTik has thought of this for us, and has provided the
Netlnstall Utility. The next section will cover the installation of RouterOS on
many different devices

Extended Frequency Licenses

RouterOS also has the ability to add an extended frequency license,
sometimes also called a custom frequency license. To determine if you have
an extended frequency license, click on SYSTEM -> LICENSE. In the license
window “extended frequency” shows in the features section. These license
features allow RouterQS in conjunction with the right radio card, to operate
in any frequency that the hardware can operate in. You will need to contact a
reseller in your country to obtain this license feature. Some may have special
paperwork for you to fill out to obtain this license feature. If you have a
license or can operate in a band that is not normally allowed by RouterQS,
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you can obtain this license feature, install it and run on any frequency that
the radio card supports.

With the above said, since version 4.3 of RouterOS, the "Conformance Testing
Mode" formerly known as "Superchannel" or "Customer Frequency
Upgrade", is no longer a paid licensing option. If you are using an older
version of RouterOS you will need to purchase these, however, on versions
higher than v4.3, you will no longer need too. In your frequency selection,
you will have options for all channels that the radio card can operate in.
Frequencies in BOLD are default standardized channels. If you operate your
radio outside of these BOLD channels, you will have to modify the scan-list, or
directly select the frequency on your clients. See scan-list for more options to
allow you to find radios operating outside the standard frequencies for your
selected country and frequency-mode.

Ways to Lose your RouterOS License

If you Format your flash drive, hard disk or DOM with anything other than
MikroTik’s NetlInstall Utility, YOU WILL LOSE YOUR LICENSE!

DO NOT FORMAT YOUR DRIVE UNLESS IT IS WITH THE NETINSTALL UTILITY!
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RouterOS Installation

Installation methods will depend on what hardware you are using. RouterOS
can be installed on many different devices. These include x86 computers,
and RouterBOARD products. RouterBOARDs typically come with not only the
RouterOS software already loaded, and but has a license already installed as
well. Contact your local distributor to find out what hardware comes with
what license.

If you built your own PC and are planning to install RouterOS on it, then you
have several choices for the installation. PC-based installations can use
Netlnstall to load an IDE or SATA DOM, or possibly a USB stick or other form
of flash card, including Compact flash cards would be included with this.
You can also, use three other methods; Netlnstall using a bootable network
interface card or (NIC), is one method, or using a CD-based installation.

For PC or x86 system installations, the recommended method is either
NetlInstall with a Compact Flash or DOM module, or the CD-based installation
method.

For RouterBOARDs, we have one installation method, Netinstall. Note that
RouterBOARDs will come with a RouterOS installation and a license; you
typically will only need to use this method to either upgrade a device or to
recover from a lost password. You can also reset the unit; see the
“RouterBOARD Reset” Section.  Since quite a few of the RouterBOARD
products are put into lighting and static-intensive areas, such as radio towers,
etc., as well as lightning discharges near where the RouterBOARD is installed,
there are times that the RouterBOARD unit may stop functioning due to a
NAND issue. Older RouterBOARD products had this issue, as the NAND was
more susceptible to electromagnet interference; however, most of the newer
RouterBOARD products have shown quite resilient to this type of issue. A
reload of the NAND via the Netinstall program will reload the OS and allow
the unit to restart in some cases. Keep in mind that if your hardware takes a
direct lightning strike etc., the chances of it even having it powering on is
slim. You may even need to look around to find for the pieces of the board.
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Using Netinstall on RouterBOARD
Products

What you will need:

Your RouterBOARD device

Access to the Serial port on the RouterBOARD Device

An Null Modem cable between your PC and the

RouterBOARD device

» An Ethernet cable from the network interface on your
computer to the RouterBOARDs Ethernetl port

» The RouterOS NetlInstall Utility, found on the MikroTik
website

» The latest NPK file for your RouterBOARD Device

» The power supply for your RouterOS device as well, can be

either POE or you can use the power jack.

YV V V

Before you start, you will have to download the right file, depending on the
model of your RouterBOARD. There are several CPU versions of RouterOS,
and what RouterBOARD you have will determine what CPU version of
RouterOS you need. For instance; if you have a RouterBOARD 400 series
device, you will need the RouterOS version that supports the MIPSBE CPU. If
you have a RouterBOARD 1000, you will need the PowerPC Processor version.

So let’s get started:

First, make sure you can use a terminal program to connect to the serial port
of your RouterBOARD product. You should be able to power on the
RouterBOARD, and see the boot process in your terminal program. Some
common programs that you can use, are be Windows HyperTerminal, or
Putty. You can download putty at
http://www.chiark.greenend.org.uk/~sgtatham/putty/. You can also do a
web search as well to find download locations for Putty.

Second, you will need to configure a PC with a network cable running to
Ethernet 1 of your RouterBOARD product. You don’t need a cross-over cable
as RouterBOARDs are created with auto MDI-X ports to automatically cross
over if necessary. It is possible to run through a switch, but this sometimes is
problematic, so | suggest running a cable directly between your computer
and the RouterBOARD.
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Third, on your computer, place an IP address of 192.168.0.1 with a subnet
mask of 255.255.255.0 on the Ethernet interface. You do not need a gateway
or DNS servers. This may disconnect you from the Internet; however, you
should have already downloaded all necessary files.

Fourth, ensure that your PC does not have any Firewalls turned on or active
and that any active network defense software is disabled. NetInstall uses
Layer 2 along with IP addresses that you identify; Firewalls could block the
requests from the RouterBOARD and prevent the Netinstall Utility from
running correctly. Anti-virus programs that have network or software
Firewalls, and other similar applications should also be disabled, removed or
turned off.

Now open your serial port, RouterBOARDs typically operates at 115200 baud.
You MUST use a null-modem cable! You can use USB-to-serial converters if
you need too. When you open your serial port, you should see the login
prompt if your board has started up. If you have not applied power to your
RouterBOARD, you can do so, and you should see the BIOS screen. During
this BIOS screen, you should have an option to “press any key to enter setup”.
If you have already started your RouterOS and have a login prompt, you will
need to unplug your RouterBOARD, wait a few seconds, and then reapply
power so that the RouterBOOT booter comes up and you have the option to
enter the BIOS configuration.

The screen above is an example of the RouterBOOT BIOS. Note that you have
the option to “Press any key within 2 seconds to enter setup”. Press any key
to enter the BIOS setup.
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Once you enter the RouterBOOT or BIOS of the RouterBOARD, now you will
need to finish setting up your PC. Start your Netlnstall utility.

& Mikrotik Router Installer v3.0beta?

=10] ]
Routers/Drives
Label | MAC address / Media | Status Software ID:l Help
=IEN Removable media Ready Key: I—‘ 3 ]
IP address: | / F

Gateway: I
Baud rate: | v

Make floppy | |(He | ' | = [ ]
Packages

Sets: I ;j = t ;

From: IC \Documents and Settings\Dennis\Desktop Browse... £ | I = T
Name Yersion |_Description

Mo packages in this directory

™

This utility will allow you to install via Netbooting of your RouterBOARD. It
will use your Ethernet cable to boot your RouterBOARD, and enter an

installation mode. Then you can select your installation package, or NPK file,
and finish the installation.

Next, select your Net booting Button:
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€5 Network Booting Settings x|

There you can set parameters for PXE [Pre-boot eXecution Environment)
and Etherboot server that can boot your router over network

[V Boot Server enabled

Client IP address: 11.1.1 1
Carl

Here, enter the IP address that you wish to give your RouterBOARDs
Ethernetl interface upon Netbooting. Remember, before we entered
192.168.0.1 as our IP on our PC. Just like any other IP based device, we need
to make sure the IP that we give our RouterBOARD is in the same subnet as
our Netlnstall PC. My suggestion would be to use 192.168.0.2 and press OK.

Once we have the Installation server ready by using the Netlnstall Utility, we
need to tell our RouterBOARD to boot from the Ethernet interface. In where
we left the terminal window, in the BIOS there is an option for Boot Device.
The option to select this is o.

your choice:

hoot

boot Y

bhoot from NAND, 1if fail then Ethernet
boot from CompactFlash only

hoot Ethernet once, then NAND

Ethernet once, then CompactFlash

from NAND only

Fice

your choice:

Upon selecting o, we have a number of other options. Typically your
RouterBOARD will boot from its NAND or its on-board flash memory. Since
this is not working, or you don’t want to load the existing version of
RouterQS, we need to boot from another device. You can typically select 1 to
boot from Ethernet once, and then boot from the NAND. | say typically, as
your results may vary and if it's your first time, you might have to try the
installation server a few times to understand its ins and outs.
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If you select 1, then you have one time to boot into the installation server
mode, after that, it will continue booting to the NAND. This is usually what
you want, as you want to boot via Ethernet, load the installation server,
install RouterQS, and then it will reboot using the NAND and finish loading
the OS. Another option would be to just boot over Ethernet, however, once
your installation is complete, you will have to go back into the BIOS and select
to boot from the NAND to finish the installation.

Once you choose your boot device, (remember we need Ethernet at least
once to start the installation program), hit x to exit the BIOS setup on the
RouterBOARD. This will cause your device to reboot, you should see the BIOS
screen again, but this time, do not press any key to stop the board from
booting.

RouterBOOT hooter 2.7

RouterBoard 153

ok, tiwe=2Z.12s

You should see the RouterBOARD trying bootp protocol to boot as shown
above. Within a few seconds you should see the IP you put into your
NetlInstall Booter program, it should transfer the installation software, and
come up with the MikroTik Router Software Remote Installer.
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» MikroTik Router Software remote installatio
~l1-Alt-Delete to ort

)dut WLUNEKL 1d

Waiting for installation

It is now waiting for the installation server; next we go back to our NetInstall
Utility as the RouterBOARD is waiting for input.

& Mikrotik Router Installer v3.0beta? 1 =10f x|
-Routers/Drives-

Label MAC address / Media | Status | Soltware |D:{WFLS-3TT Help I
=EN Removable media Ready Key: cuse previous key> [F5Z) Browse...
Qinstreme  00:0C420D:66:69  Ready

[~ Keep old configuration Getkey... |
IP address: | |
Gateway:

Selected 1 package(s)

Baud rate: >
Make floppy | Met booting | Install I Cancel I I Configure script: _i

Packages

Sets: - Save set | elete |

From: |C:\Do:uments and Settings\Dernis\Desktop'« Browse.. I Select all I Select nonel
MName | Mersion Description

[ routeros-mipsle 36 Router05 for RouterB0ARD RBSxx & RB1xx, includes all supported features

[ routeros-mipsle 38 Router0S for RouterBOARD RB5xx & RB1xx, includes all supported features
routeros-mipsle Router0S for RouterB0ARD RB5xx & RB1xx, includes all supported features

[ routeros-b500  2.9.51 FouterOS for RouterB 0ARD 500, includes all supported features

routeras-mipsle depends on nothing 4

Note that we now have a device, typically labeled Nstreme, along with its
MAC Address. This is the RouterBOARD, and it’s waiting for installation. We
then use the browse button under the packages section and find the location
of our NPK installation file is at. Upon selecting the folder, we can then check
the box with the proper installation file and version. You may only have one
file in this box, if it’s the only one you may have downloaded.

Once you have the package selected, you have a few other options. In the
upper right corner, you can select to keep old configuration, this will keep the
existing configuration, but write over the RouterOS Operating System. It
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WILL NOT remove any passwords on your system. You also have the option
of specifying the default baud rate for the serial port, or including a
configuration script.

Once you are ready to do the installation, simply press the Install button!

Wait for installation
Found ver at 00:14:4

Formatting disk..........

En- alling routeros-mipsle-3.7 [##8#

The Netlnstall Utility will then format the disk, in this case it will be the NAND
of the RouterBOARD, and perform the initial installation of the RouterOS
installation package. Once this is complete, you can press any key and the
RouterBOARD will reboot. If you selected to boot from Ethernet once, and
then the NAND, upon rebooting, it will finish the load of RouterOS. If you
selected Ethernet only, it will come back to the installation server, unless you
go into the BIOS and set it to boot from the NAND.

erating

starcing s
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Above the system has restarted, booted from the NAND, generated the SSH
Keys, and started the RouterOS Services. At this point, you have a working
RouterQOS system!

ISO — CD Installation

Installation of RouterOS via an ISO image and/or CD image is very simple. If
you are installing your system via a CD, there is an ISO included in the all
packages download with RouterOS. This ISO should be burned with an ISO
burner and is a bootable CD. Upon booting from the CD and/or ISO, you will
be presented with the ISOLINUX startup system to load the OS as seen below.

ISOLINUX 2.08 2003-12-12 Copyright (C) 1994-2003 H. Peter Anvin
Loading linux....

Loading initrd.rgz...............
Ready .

Once booted from CD you will then see the Software installation menu for
RouterOS. As you can see below, there are a number of options that you can
install. Here you can select exactly what packages you wish to install. Simply
use your arrow keys to highlight the packages that you wish to install and hit
the spacebar to put a X beside each package to select it for installation.

Welcome to
. s
ove d['Ul,llllil meNU using P

all with , minimu
nd reboot.

[X] system
1

ppp

mult

ntp
1 radiolan

[

[

[ :

[ 8 mp
[

[

[

m (depends on nothir :
n package with basic services and drivers

Once you have selected all of your packages, you can finish your installation.
To do this, hit the | key, | as in Igloo. This will allow you to finish the
installation. As a shortcut method, you can install all the packages by
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selecting A or just the minimum packages by selecting M. Q will cancel your
installation and reboot your system.

Do you want to keep old configuration? [ysnl:_

The system will ask if you wish to keep your existing or old configuration. If
you are using a licensed version of RouterOS on the existing disk that you are
installing too, then this is an option. By selecting Y, to you will keep that
configuration. If you do not have a license, then hitting Y will yield a license
issue and it will continues on without keeping your old configuration.

Warning: all data on the disk will be erased!?

Continue? [ys/ml:_

It will ask if you wish to format the disk as well.

Creating partition
[Formatting

em-5.0rcB [H#BGHRERHBHERBEHBUHUHERRARBRUBUBERBBRBUHRBRUHUY

Once the disk if formatted (remember you will not lose your license by doing
this installation if you do have a license)

installed system-5.0rc8
installed security-5.0rc8
installed routing-5.0rc8
installed ntp-5.0rc8

installed ipvb6-5.0rc8

installed advanced-tools-5.0rc8

installed dhcp-5.0rc8
ppp-5.0rc8
hecking disk integrity...

Sof tware installed.
ress ENTER to reboot

When the installation completes, it will ask you to press enter to reboot your
system. These will then bring up the OS will load, generate any SSH keys you
may need and then bring you to a RouterOS login prompt.
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DOM / Flash Card / Hard Disk Installation
via Netinstall

RouterOS Installation via Netlnstall is very similar to the NetInstall installation
of RouterBOARDs, but it is simpler! For your flash card, you will need some
kind of reader. | commonly use Compact Flash cards, and use a simple USB
Flash reader. If you are using a DOM module or hard disk, you will need to
install this like any other device inside your PC. Of course, you will need your
PC’s BIOS to recognize it. If you can start by formatting it via windows then
this will ensure that it is working prior to using the Netlnstall Utility.
Remember though, if you format an already licensed drive using anything
BUT Netlnstall, you WILL LOSE YOUR LICENSE.

Once you have the disk ready to go, start your NetInstall Utility. Just like with
the RouterBOARD products, you will need the NPK file that goes with the
system you are installing. Chances are this will be an x86 system, so you will
need the x86 version of RouterOS NPK. You can download this along with the
NetlInstall Utility right from MikroTik’s webpage.

=
-~ Routers/Drives
Label | MAC address / Media | Status Software ID:| Help |
=IE:N Remavable media Ready Key: e
=IFA Removable media Ready . S e
=GN Remaovable media Ready I [ feep old configuration
=IHA Removable media Ready IP address: I / I_
Gateway: I
Selected 1 package(s)
[ Baud rate: l vI

Make floppy | Metbooting |  Instal |  Cancel | I Configue sciipt: [C:\Documents and Setiings®

Packages

Sets: I LI Save set I Delete set

From: ID\Documenls and Settings\Dennis\Desktop\«  Browse... Select all I Select nonel

| Name | Vession | Description L]

] routeros-x86 33 Router0S for #86, includes all supported features

[ routeros-x86 34 Router0S for 86, includes all supported features

[ routeros-x86 35 Router0S for #86, includes all supported features

[ routeros-x86 36 Router0S for #86, includes all supported features

routeros-x86 37 Router0S for #86, includes all supported features -
Jrouteros-x86 depends on nothing 4

As you can see | have several Removable Media drives. In this image, we
have a USB flash reader with four slots, for different types of media. Only one
is my Compact Flash. | formatted the Compact Flash with Windows prior to
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starting Netlnstall, so | know it is drive F on my system. | select my F drive,
then browse to the folder where my NPK file is located at, and select the
correct NPK file for installation. This is just like the final steps when using the
Netlnstall Utility with a RouterBOARD. Once you select those options,
including your baud rate and script selected, you can simply press Install to
format and install the RouterOS System.

Once the installation is completed, it will say installation is complete in the
NetlInstall Utility; you will be able to shut down your PC or stop the necessary
flash drive and remove it. Insert the storage device into your new RouterOS
system, and power on. The first boot will finish the installation of RouterOS
on the storage device. This may take a few minutes. Once complete, the
system will restart, generate the SSH keys, start the RouterOS Services, and
then display a login prompt.

Note, when you have an existing licensed device, with DOMs, and flash cards,
there is no way to keep the old configuration!
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Accessing RouterOS

RouterOS is not your normal Router. Typical access methods such as SSH and
Telnet access are offered in RouterOS. However, there are two other
methods that allow you to configure your RouterOS system. MAC Telnet
gives you the ability to login to a RouterQOS system that has no IP addresses
configured. In fact, this is one of the strongest admin abilities of RouterOS.
As long as there is Layer 2 connectivity, you can access your RouterOS
system!

Now, you might ask, it’s a router, it should be doing TCP/IP Layer 3 routing
etc., why do | need to access it via Layer 2? Simple; if it's not configured, you
will have the ability to access and configure your RouterOS without needing a
console or serial cable! | have done complete configurations of several
RouterOS devices across long range wireless links. The installers basically
configured RouterOS to connect wirelessly to an existing access point or
backhaul radio and then | was able to access the other RouterQOS devices,
even without IPs, and configure them remotely!

The most common way to access your RouterOS configuration is with a utility
called WinBox. You can download this from MikroTik’s webpage, or if you
have IP connectivity to your router, use your favorite web browser and go to
the router’s IP address. This will bring up a configuration page, which allows
you to download WinBox at. | would suggest though, getting the latest
WinBox version via MikroTik’s webpage.

Just like the Net Install Utility, WinBox will function at either Layer 2 or Layer
3. You can connect to your RouterOS system via a MAC address or an IP
address. IF you are using the MAC, make sure you have your Firewall turned
off, as well as any network protection software that you may have loaded on
your PC.
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RouterOS Access Methods

Layer 2

MAC Telnet

Via MAC in WinBox

Layer 3

IP-Based Telnet

Via IP in WinBox

SSH -- Secure Shell

Webpage

API — Application Programming Interface
Serial Interface

VVVVYVYVYVYYVY

Default User and Password

RouterOS will default to the administrator username of ‘admin’ and the
password will be blank.

Using Neighborhood Viewer

MikroTik has software called Neighbor Viewer. You can download this
software via MikroTik’s webpage. There are actually two applications; one is
the Neighbor Viewer application. This will look for MAC addresses that are
broadcasting MNDP packets. These MikroTik Network Discovery Packets are
broadcast so that other neighboring MikroTik devices, WinBox and the
Neighbor Viewer can find them. This is very similar to CDP, Cisco Discovery
Protocol. This feature is enabled by default and we will talk about this more
in the “RouterOS Services” Section.

By running the Neighbor Viewer, you can see RouterOS devices that have
Layer 2 connectivity with your PC. By selecting one of these devices, you
have the option to open a MAC telnet session with it. This opens the terminal
program, the second application, which is included in the ZIP file that
Neighbor Viewer came in, and connects you to your RouterOS device via a
MAC Telnet session. Once your MAC telnet opens, you will be prompted for a
login and the password to your device. Once entered, you will receive a
terminal prompt and will be able to issue terminal commands.
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JR=IET

MAC Address [P address [ 1dentity [ version [ Platform [unpacking |
00:0C:42:30:09:C6  172.25.0.2 grage-bh 3.15 MikroTik none
00:0C:42:30:73:9C  172.25.0.1 4334H 4.0betal  MikroTik none

Refiesh | MACTenet| MACTehetto.. |

By Selecting the RouterQS system that you wish to connect to, you can then
click on the MAC Telnet button, and it will open the Terminal program. This
program connects you into your router via MAC Telnet.

EMAC Telnet to 00:0C:42:30:73:9C 1ol x|
Login: admin d
Password:

Trying 00:0C:42:30:73:9C...
Connected to 00:0C:42:30:73:9C

mm mm KFK TTTTTTTTTIT KKK
MM M KKK TTTTTTTTTIT KKK

MMM MMM MMM III KKK KKK RRRRRR 000000 TIT ITI KKK KEK
MMM MM I III KEKKK RRR RRR 000 000 TTT III KKKKK
MM MM III KKK KKK RRRRRER 000 000 TIT III KKK KKK
316158 mm III KKK KKK RRR RRR 000000 TIT III KKK KKK
MikroTik Router0S 4.0betal (c) 1999-Z008 htep: //www.nikrotik. con/

[adnin@433aH] > [
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Using Telnet

By default, RouterOS has a Telnet server enabled. You can use any Telnet
application via the IPs on your RouterOS device to connect. Upon connecting
you will receive a login prompt and then will be able to login and issue
terminal commands. RouterOS by default runs Telnet sessions on the default
Telnet port of 23.

Using windows you can type telnet ip_address of router. In windows, you
can type Start > Run = CMD. This will open a command prompt window
and allow you to type your telnet command.

C:\>telnet 172.25.0.1

Note you must have Layer 3 connectivity. You will need a same-subnet IP on
your PC as well as on your RouterOS System. Telnet sessions are typically not
secure, as they provide no data encryption, and keystrokes and text are sent
in clear text.

SSH — Secure Shell Access

RouterOS also offers Secure Shell Access to the terminal. This access is the
exact same as using a telnet session, however, during the SSH connection, the
data exchanged uses a secure channel between your PC and the RouterOS
device. In version 4.x of RouterQS, there is support for version 1 and version
2 SSH. In version 5.x, only SSH version 2 will be supported. Upon loading your
RouterOS device, you will note that it generates SSH security keys. These
keys are used to the secure the connection. This means that text that is
transmitted or received by your SSH client is encrypted, and not sent in clear
text.

SSH though does run on the IP layer, so you will need to have Layer 3
connectivity to your Router. There are a number of FREE SSH clients that you
can use. Putty is one of them, as well as OpenSSH, and other applications.
We will show the Putty application here.
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x|
Category:

= Session i Basic options for your PuTTY session |

& Ta:;ifmg ~ Specify the destination you want to connect to

T Host Name (or IP address) Port
Keyboard
Bel |1 72.25.01| |22
Features Connection type:

= Window " Raw ¢ Telnet C Rlogin ¢ S5H  Seiial
Appearance 5 .
Behaviour Load, save |l:r delete a stored session
Translation Saved Sessions
Selection l
Colours -

Default Settings

(= Connection 0 i’
Data Save
Prony -—]
Telnet Delete I
Rlogin

[+ SSH
Serial cl oW o exi
" Always  MNever & Dnlyon clean exit

_ sbou |

As you can see, there are a number of options, but for basic SSH connectivity,
you will need to put in the host name, or IP address into Putty. RouterOS
defaults to the standard SSH port of 22. You will use the connection type of
SSH. You can also store sessions if you wish as well. Once you have the
proper IP information and port, you can click Open to start your SSH session.

| PuTTY Security Alert x|

&

[ oen ]

The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you
think it is.

The server's dss key fingerprint is;

ssh-dss 1024 93:e3:bc:01:83:9e:a3:76:c1:10:5F:94:be:5a:02:4c
IF you trust this host, hit Yes to add the key to

PUTTY's cache and carry on connecting.

If you want to carry on connecting just once, without
adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the
connection,

ves | o

Learn RouterOS — Second Edition by Dennis Burgess
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The first time you connect to your RouterQOS system, you will see a host key
that is not cached. This is the SSH Key that is generated upon the initial
installation of your RouterQS system. Putty will cache the key, if you wish, so
that you don’t get this message again if you wish. You would hit yes to cache
the key. If you hit no, you will continue connecting, but it will not cache they
key.

22 172.25.0.1 - PuTTY

login as: I

Once you connect, you will get a login prompt. From this point on, your
connection will be just like a telnet session. You will be presented the
terminal window for programming RouterOS.

47




Accessing RouterOS

WebBox

RouterOS allows you to us a webpage for basic configuration. To get to this
page, you will need Layer 3 connectivity or IP connectivity to your Router.
Your PC must be on the same subnet as the RouterOS system. In V5.x
MikroTik has completed the initial cross platform access method using a new
service call WebFig. WebFig is described in more detail in its section of the
book. The WebBox interface is a simplified system, and the WebFig system is
meant to replace WinBox as the primary configuration tool at Layer 3.

Simply browse to the IP address using your favorite web browser.

M i k ro Ti k webbox 4.0betat login:

This is a web based
configuration interface for
RouterOS. Log in above to
connect to this router - some
of the most important
RouterQsS features can be
controlled within this
interface.

Winbox is the graphical
configuration application for
RouterOS. Download it, run it
and connect to your rnuter -
all Router0OS functionality can
be controlled with this
application,

== These graphs show you
| statistical information about
your router's interfaces and
the traffic that goes through

| them. Before you use
Graphs, you have to

| configure them.

Connect with telnet and you
will have access to the
" command line interface of
RouterQS, every function of
RouterOS can be controlled
with it

Documentation License

We have written many Mikrotik, RouterOS and the
tutorials, examples and Mikrotik logo are registered
manuals for Router0S, all of trademarks of Mikrotikls SIA.
which are avaslabla here on Please read the license

our homepage. If you get
mtD trouble, ynu can always
ask for technical support,

As you can see, there are a number of options here. If you click on the
WinBox image, you can download it, right from your RouterOS. The WebBox
is the web based configuration, you will need to use the WebBox login at the
top of the screen.

From here you also can open a telnet window, by clicking on the telnet
section. Graphs are explained in detail in the “Graphing” section. You also
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have options for the on-line MikroTik documentation, as well as the licensing
information directly from MikroTik’s website.

In this section, we will discuss where items and features are at in WebBox,
but not go into detail about the usages each one has. WinBox is the primary
access method in many cases, so we will go much further in depth in those
sections using WinBox.

Interfaces

Default gateway:

Use bridge interface: ™

MikroTik

System
Interface

Name Type IP address Graph

etherl ethernet 1.1,1.1/24 graph
ether2 ethernet disabled araph
Routes etherd ethernet disabled  graph
SimpleQueues etherd ethernet disabled arap
etherS ethernet disabled graph
REPOE etheré ethernet disabled grap!

RegTable ether? ethernet disabled araph

= =

==

DHCP Server
Upgrade
Logout

Interfaces and IP addresses

Once logged into the WebBox you will be
presented with a number of options. On the left
side are the basic buttons for each section of the
router. Below that, you will have a table that
shows a number of statistics including your CPU
usage, number of APs, clients, as well as other
information.

If you click the interface name, you will be
presented with an option to change the interface
name. If you click the IP address, or disabled
option under IP addresses for an interface, you will
be prompted on how you wish to add IP addresses
on that interface. You can have no IP address, or
you can obtain an IP via DHCP. You can also configure an IP address
manually. You can return to the interfaces section by selecting the Interface
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button on the

If you select DHCP, it will take you
back to the main screen, and you
may see ‘searching..’ as the IP
address, as it is looking for a DHCP-
Server. If you refresh the screen, it
should change to an IP address as
long as a DHCP-Server was found.

Configuring the interface
manually is simple enough as
well. Simply Enter your IP
address, and in the Netmask,
enter the Dotted Decimal Subnet
mask, ex. would for example -
255.255.255.0. Once you have
entered this information, go
ahead and press OK.

Note in the example on the
right, you have the static IP
addresses are shown. Here you
can also click on Graph to view
the interface graphing, if you
have this enabled.

left side of WebBox.

Configuration for ether2

& Disabled
€ Obtain an IP address automatically (DHCP)
€ Configure an IP address manually

L oK Il Cancal |
© Disabled
€ Obtain an IP address automatically (DHCP)
& Configure an IP address manually

[ OK 10 Cancel ]
Name Type IP address Graph
etherl ethernet 1.1.1.1/24 graph
ether2 ethernet 5.5.5.5/29 graph
ether3 ethernet disabled gqraph
etherd ethernet disabled graph
etherS ethernet disabled qraph
etheré ethernet disabled qraph
ether? ethernet disabled graph

50
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Wireless Interfaces Name Type IP address Graph

etherl ethernet disabled graph
If you select a wireless ether2 ethernet disabled graph
interface, we can choose the ether3 ethernet disabled graph
type wireless to pull up the wlanl-900 wireless disabled graph
basic wireless information and wlan2 -Saqiq wireless disabled araph
configure the wireless wlan3-2.4 wireless disabled qraph
interface. cameranet wireless disabled qraph

You can see the wireless
interface settings and you can

Wireless interface (wlan3-2.4)

configure the basic options of —sid:
your Wireless interface here. Mode: [oode T
You can setup your SSID, Mode, Band: [Faomts &
and Band as well as what Frequency: [Easzame =
frequency to use. Youcanalso |, thenticate by default: @
disable or enable the default Forward by default: ®

Authenticate and/or Forwards.

You will also have options to specify a wireless security method as well.

You can specify either no security or Wi-Fi Protected access via WPA in the
security section on your wireless interface as well. Note that you can enter

your Pre-shared key or PSK, as well as your group key update.

cannot setup WPA2 in WebBox.

Security

C None
@ WIiFi Protected Access (WPA)

\

Pre-shared key (8 - 64 characters): I |

Group key update: IDEI:EIE»:DD I

OK | | Cancel |

Note you
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Registration Table

The Registration Table button on the left side, gives you the ability to view
the wireless registration table. This shows what interface wireless radios are
connected to, as well what the MAC, signal level, TX-Rate and the ability to
copy the MAC to the access list.

Registration Table

Interface |MAC-Address AP|Signal|TX-Rate
cameranet |00:1E:58:B4: 2|no |-57 54Mbps |copy to access list
D|no [-53 54Mbps |copy to access list
-66 4Mbps |copy to access list
:4F:0D|no |-39 4Mbps |copy to access list

cameranet |00:1E:

i
J
m
(=)
0
S
Q

cameranet

= |m|m

m

0 S5
wlan2 -5gig|00:13: 5

Routing

You can also specify the default oyt gateway: fiizs

gateway for your RouterOS system,

right here by typing the default

gateway IP address on the main Routes [A3d]

interface page of WebBox. If you

click on the Routes section on the

left side, you will have the option [ iination Gateway

to create other routes as well. 0.0.0.0/0 1.1.1.254 disable edit remove

To add routes you can click on the

add button. Once on the Add New Add New Route
Route screen, adding routes is as

simple as specifying, the Destination: | ]
destination network, the dotted- Netmask: | ]
decimal Netmask, as well as and Gateway: [ |

the gateway to use.

l OK | ‘ Cancel |

You can also disable, edit and
remove routes by selecting the corresponding options.
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System Options

Under the System option on the left side,
you can setup the system ID; this is the
identity of the RouterOS system. This
screen also displays your version, allows
you to reboot your RouterOS device, or

System

j{n] |www.mikrntikrouter.co
Version 3,19
Systern RESET!

allows you to change your user’s password Do reboot
from this screen. Change password
Refreshlls ;I

The refresh timer specifies how often to
refresh the WebBox software page to show information such as usages, CPU
time, etc.

There is also an option to perform a software reset; this resets the device to a
factory default configuration. This will simply reset the configuration, not
your licensing information. It does, however, reset your passwords and IP
addresses.

Basic Firewall

Inside the RouterOS WebBox Firewall, you have a few simple options. You
can specify a public Interface. Note that this is the ONLY time that you can
specify a “public” interface. You also have a number of check boxes, to
protect the router, the customer and to perform NAT out the public interface.
Making these selections enters specific commands into RouterQS to perform
the selected actions.

Firewall

Public interface: ethert -
Protect router: O
Protect customer: O
NAT: O
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Simple Queues

Inside WebBox you can also specify simple queues. The interface is the same
as specifying routes as well. Once you click on Add, you can specify a queue
name, in and out limits, and your target IP. You can also specify time and

days that the queue is effective.

Simple Queues add

Name Target-IP Max-Limit |Interface
queue2 10.222.0.0/24 |20M/20M all disable edit remove
10.222 net |172.25.0.0/24|0/0 all dizable edit remove
queuel 172.25.0.0/24|0/0 all dizable edit remaove
1net 172.25.0.0/24|0/0 all dizable edit remove
cachehit none 20M/20M all dizable edit remove
DSL Parent|172.25.0.0/24|600k/6M all disable edit remove
VolP none 10M/15M all dizable edit remove
Elze nane 300kf4500k|all disable edit remove
Add New Simple Queue

Names: | |

Out-Limit: | |

In-Limit: | |

Target-1P: | |

Interface: all v

Time: [o0:00:00 | - [23:59:59 |

Days: sun ¥ mon [ tue @ wed # thu [ fri ¥ sat ¥

OK

Cancel

54

Learn RouterOS — Second Edition by Dennis Burgess



Accessing RouterOS

PPPoE-Client
PPPoE client is disabled

RouterOS has the ability to become

a PPPoE-Client. In the PPPoE Enabled: [
section, you can select if you wish to User: | |
enable the PPPoE-Client. You will Password: | |

specify if you wish to enable the
client, what interface it will run on
and the username and password. |

Interface: etheri -

Apply

Access List

The RouterQS Access list specifies what interface and what MACs can either
Authenticate or Forward. The interface defaults will apply if you do not have
the MAC address in the access list. This is the basic MAC access control in
MikroTik. Here you can add MAC addresses, select if you wish to
authenticate or allow the client to forward as well. You can also specify an
interface as well. It is possible to specify the same MAC on multiple
interfaces; for example, one interface could not allow the client to register,
while another might not, etc.

Access List add

MAC-Address Authenticate|Forward [Interface
00:1E:58:B4:2A:FD|yes YVES cameranet|disable edit remove

Change Access List Entry

MAC-Address: [o0:1E:58:B4:24:F0 |
Interface: cameranet -
Authenticate: vyes -
Forward: ves -

Ok || Cancel
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DHCP-Server

WebBox has options to specify basic DHCP-Server information. You can
enable the DHCP-Server; specify the IP address range and gateway to hand
out, and specify as well as the DNS servers to use. You will also need to
specify the proper interface where you want DHCP enabled.

DHCP Server is on

Enabled:
Address range: [172.25.0.20 | - [172.25.0.254
Gateway: [172.25.0.1
Primary DNS Server: |
Secondary DNS Server: |
Interface: private bridge -

| Apply changes | | Clear changes |

Below the DHCP-Server options is the lease information. You can view what
MAC has what IP, as well as other information, and you can specify to add a
static lease if you wish.

Leases

Address MAC-Address Client-1ID Dynamic|Status

172.25.0.254(00:13:02;1B:4F;0D |1:0:13:2:1b:4df:d no bound |disable edit remove
172.25.0.253|00:08:21;54;1A:31 |1:0:8:21:54:1a8:31 |no bound |disable edit remove
172.25.0.187|00:0E:08:10:F4:90 |1:0:e:8:10:f4:90 no bound | disable edit remove
172.25.0.252|00:50:22:B1:6F:EA |1:0:50:22:b1:6f:ea |no bound | dizable edit remove
172.25.0.32 |00:1E:58:B4:2A:FD no bound | dizable edit remove
172.25.0.31 |00:1E:58:B4:2B:02 no bound | disable edit remove
172.25.0.30 |00:1E:58:B4:2B:09 no bound | disable edit remove
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Upgrades

The upgrade button allows you to specify a NPK file, upload the file and
upgrade your RouterOS device to the latest version. Be sure that you have
the proper file for the CPU version of RouterQS that you are using.

Upgrade

L:"-.MT"v"emil:ulw"-n:n.rtert:us-[ Browse_ ] [ iUpload File: |

First specify the filename that you wish to upload. This will upload the file via
the web browser. Once the file is uploaded, then you have the option to
remove the file, upgrading it, or in some cases downgrading RouterOS
versions. Click on whatever action that you wish to perform. Keep in mind
that either function will require the RouterOS device to reboot.

Filename

routeros-powerpc-3.19.npk| remove

upgrade | | downgrade
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WebFig

In RouterOS v5, MikroTik has introduced a new method of configuration,
WebFig, on RouterOS. This is designed to be a web based configuration tool,
which mimics the WinBox application.

IOty oo [_undo ][ medo | [[HideessWords)| safemiode | [ pesignskin | [ Logout | WebFigvs.6 tcoe

Interface List

Mash [ nterface | Ethemner | Eotp Tunnel [ 1P Tunnel | GRE Tunnel | vian | vree | Bonding

® >
T v | [Addhew ¥
1PvE >
17 items.
Routing (3
System - 4 Name Type L2 MTU Tx Rx Tx Pacl Rx Pacl Tx Dro| Rx Droj Tx Errc Rx Errc
Queues =]o] DR  <pptp-marcus3> PFTP Server Obps Obps O ] [ ] ] [
T -] o] DR <pptp-marcusS> PPTP Server Obps Obps O ] ] ] 0 [
<pptp-pbsunsets PPTP Server 0 bps 0 bps 0 0 0 0 0 [}
Tools >
- =]Bl R Local_Bridge-17: Bridge 1594 | 1013.5 kk 171.2 kb 180 1710 0 o [
New Terminal
=]DJ R VPN - Dennis Ho PPTP Server Obps Obps O ] 3 0 o [
Files
: Elolr  e3v250 VLAN 1594 | 10.1 kbps 4.0 kbps | 9 H o o [ [
() D] R etherl-wireless Ethernet 1598 | 181.6 kbp 1204.7 kk 155 180 |0 0 0 [
Make Supout.rif D] R etheri0-local  Ethernet 1600 | 1019.8 kk 193.7 kbg 185 175 0 0 0 [
Manual i+1] ether11 Ethernet 1598 | 0bps 0 bps (1] o o (1] ] 1]
bl R etherZ-publicnet Ethernet 1598 488.4 kbp 155.2 kbg 149 121 o o [ o
o] ether3-fiber Ethernet 1508 |Obps Obps (O 0 ] ] ] [
-1} etherd Ethernet 1598 Obps 0 bps 0 0 0 0 0 0
o| ethers Ethernet 1600 |Obps Obps (O o ] ] [ [
o] ether? Ethernet 1600 | Obps 0bps o 1] 1] 1] ] 1]
Bl etherg Ethernet 1600 |Obps Obps (O o o 0 o o
o] ethers Ethernet 1600 |Obps Obps (O o ] ] [ o
=lD] R loopback Bridge 65535 Obps Obps | O ] ] o [ [

The WebFig is intended to replace WinBox as a web based configuration.
Looking very much like WinBox, WebFig should be able to be used across all
platforms, including Linux and MacOS vs. The existing WinBox application
only runs only under Windows and Wine on Linux systems. You will need to
refer to the “Using WinBox” section, as the operation of WebFig is designed
similar to WinBox.
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Using WinBox

RouterOS has a great utility, WinBox, that comes free of charge, and which
allows you to have a graphical interface for RouterOS. You can download
WinBox you can download from MikroTik’s website, or, if you have IP access
to your router, you can use your web browser and connect to the IP address

of your RouterOS system. ™ WinBox Loader ¥2.2.14 I ] |
This page will allow you to

. Connect To: Connect
download a version of I —H—I

WinBox. | do recommend Login: [admin
that you visit their MikroTik Password: | -

. ave
website for the latest I” Keep Passward 4|
version though. The ¥ Secure Mode Femaye |
Webpage will deliver the ¥ Load Previous Session Tools... |
latest version, if you have Note: |
the latest RouterOS version [addmess + | User ot |

on your router.

WinBox uses either the
Router’s MAC address or an IP address to communicate. In IP mode, it will
use TCP port 8291 for the connection to the router. You can enter the MAC
or IP address in the “Connect To” box or you can browse for this. There is a
button with three periods (ellipsis), to the right of the Connect To box. By
clicking on this box, WinBox will use the MNDP packets sent out from
RouterQS devices on the local network, and display the MAC addresses of the
devices found.

= WinBox Load ==l
Connect Ta: _I Connect |
Loy | MAC Address [ IF Address [ Identity Wersion
S | 00.0C:42:1 3FAAE 172.25.0.36 MikraTik 319
Paseword: | D0:0C:42:27.26:.C0 0.0.00 MikroTik 313
00:0C:42:30:09.C6 172.26.0.2 grage-bh 318
00:0C:42:30:73:3C 172.25.01 4338H 4. Obetal

Inside the WinBox Display screen, you have several pieces of information,
including the MAC address of your RouterQOS device, the Identity and the IP
on the interface closest to your PC and the RouterOS version well.
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If you click on a MAC address, it will place that MAC into the Connect To
window for you. If you click on the IP Address, it will place the IP address into
the Connect To window. Be sure that you have IP connectivity if you use the
IP address, otherwise, WinBox will use the MAC address to connect. Make
sure you have the proper username and password.

NOTE: That the MAC address connect feature, really should be used only to
get an initial IP onto your RouterOS device. Some functions, such as file
transfers etc., are problematic at best while connected with a MAC address
through WinBox.

= 172.25.0.36 - Router0S WinBox. o ] 4|

Downloading pluging from 172, 25.0.36. ..

HNRNNNENENEN
E stimated time left;: 4 zec (256,44 kb of 344,30 kb copied)
Transfer rate: 136.19 kb/zec

Cancel |

Upon connecting you may need to download the plug-ins from the RouterOS
device. This typically should be very quick. Once it is done, it will open the
full WinBox Graphic Interface.
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172.25.0.36 {MikroTik) - WinBox ¥3.19 on RB411 {mipsbe)

Interfaces
Wireless
Bridge
Mesh

PPP

IP

Fouting
Ports
Queues
Diivers
System
Files

Log

SNMP
Users
Rladius
Tools

New Teminal
Telnet
Password
Cettficatss
Stores
Make Supaut i
Manual
Esit

As you can see there are a number of options inside WinBox.

= admin@172.25.0.36 (MikroTik) - WinBox v3.19 on RB411 {mipshe) - | a LI

Hide Passwords [ (5]

At the top of WinBox in the title
bar are a number of details. 22d 05:43:51 ME""“'T:FF-“ Mig CPU16%

The username@IP or MAC

address of the RouterOS device will be listed at Add CPU
the top. Next, the system identity is displayed,

then the WinBox title, along with the current Add Memory
RouterOS version number and Add Uptime
———  what RouterBOARD or system the

RouterOS device is. Next to that is the CPU type.

The two arrows on the left side of the screen are undo and redo command
buttons.  On the right side, we have options to hide passwords, a small
green box that shows the CPU load, and a lock to show if we are logged in
securely to the RouterOS or not. This is determined inside the WinBox
Application before you connect.
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Between the redo and undo commands and the Hide Pazszwords [ E
hide password option, you have a nice long

blank bar. If you right-click in there you will have the options to add some
other common stats. You can add CPU, Free Memory and Uptime
information to your top bar. As you can see below, it will show this
information in your task bar. You can also right-click again and remove each
one of these as needed.

Safe Mode

In V5rc6, MikroTik added a new feature in the WinBox
system. This feature was available in the command line for
an extremely long time, however, it was finally added into the WinBox system
upon the version 5 release candidate 6 update. Now, in the upper left of
WinBox, near your undo and redo buttons, we now have a “Safe Mode”
Option . Safe Mode is a simple operations mode that says, after activing Safe
Mode, any changes that you make will take effect, however, if you loose your
WinBox connection, (i.e., if your changes causes you to loose connection to
the router via WinBox) then those changes from after you activated safe
mode will be removed. This hopefully gives you the option of logging back
into the WinBox and reentering your changes correctly without loosing
connecitivity.

Safe Mode

Prior to v5rc6, we had to use safe mode via the command line. To use this, it
------- was quite simple. We hit [CTRL-X] from a

{é;- e E;é{;;ilﬁ command line or a terminal window. This
[admin@LTICORE] <SAFE> would to enter Safe Mode. Again the
2dmin@LTICORE] <SAFE> feautre works as descirbed above.  To exit
[Safe Mode reléased] Safe Mode in the command line, simply hit
[admin@LTICORE] > [CTRL-X] a second time. This will release Safe

Mode and all of your changes will be saved.
As another option though, You can also hit [CTRL-D], to this will release safe
mode, but any changes to the router during this time will be discarded.
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WinBox Menus

WinBox is organized into different menus, that allow you to access each of
the RouterOS features from. For example, the Interfaces menu will give you
access to the interface options, and settings, while the IP menu choice, will

gives you access to the IP-related commands and

Interfaces features. There are a number of
Wireless features that go directly to several  Identity
Bridge other menu choices as well. Clock
PPR NTP Client
RouterOS orginizes its features  Racnurces
Mesh inside a directory-structure-like .
. License
P [ system. Each object on the
. Packages
_ N WinBox menu, has other sub-
Routing menus. For instance, if you click = #ute Upgrade

System [ on System, you will get the menu  Loaging

Oueues to the right. Notice, that we can History
setup parameters such as clock
Files settings, view system resources :
Scripts
Log and even reboot or shutdown the
Redis system. Scheduler
Watchdog
Tools " This system is mirrored in the  Heath
MNew Terminal command line interface. We Reboat
Make Supout i discuss more command line Shutdown
options and features in the
Manual

command line section. The simplest method of

Exit understanding this is by using the menu structure. If

you wished to access the system reboot command, in

WinBox you click, System, then Reboot. In the command line, you would
type, system reboot.

WinBox also uses sub sections via tabs. In the wireless section, we see a
number of tabs and each tab represents another level of commands. Below,
you will see we have interfaces, access-lists, and other tabs. In the command
line these are represented just like folders again. If you wanted to see the
wireless interfaces, in WinBox you would click on Wireless, then click on the
Interfaces tab. MikroTik just thought it would be better to have a tab
approch for these items versus having a listing like in the system command.
In the command line, you would simply type, wireless interfaces.
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I:E Wireless Tables

Interfaces | Nstreme Dual Access List Registration Connect List  Security Profiles
g & T

WinBox Interface Options

Inside each of these tabbed sections, and all throughout RouterQS, you will

find these icons. The left-most icon is an Add icon. If you have a small down

arrow, then there are other options than in addition to Add. In the wireless

section, you can add Virtual APs or WDS

g « % 4 T links. In the Ethernet section; you have

the ability to add VLANS or other types

of interfaces that pertain to the associated section. You will also see these
arrows on different types of rules; again, they mean the same thing.

The Minus icon is for removing an object. If you have a VLAN that you wish to
remove, you can highlight the item, and then remove it by using this icon.
The Check Mark and X, are used to enable and disable the object. These
again, will show up in many different locations in RouterQOS and their function
is the same. The Note or Comment button is next and this will allow you to
add a comment to the object you have selected. This may be an interface or
a Firewall rule as well.

- V(% =T
MName ¥ | |cortains ¥ +|[=

The Filter button is the rightmost icon. This allows you to filter your objects
in the list by some method. Depending on the location in RouterQS, you may
be able to filter based on Name, MAC, or maybe Action type, SRC address,
etc. You can filter several ways as well, by selecting if it contains, does not
contain, or is or is not as well. You can type in the text that you wish to filter.
You also have a Plus and Minus button to the left of the text. This will add or
remove another filter, so that you can filter your objects by several different
criteria.

You will also find sections in
RouterOS that contain
counter resets. In some sections, such as Firewall rules, you will have

00 Reset Courters || o0 Reset All Counters
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counters that count packets or bytes. If you select an object, you can reset
that individual object’s counters with the Reset Counters button. If you wish
to reset all counters in the list, you can use the Reset All Counters button.

Some sections may have a Find, as well as a dropdown listing of some type.
We will cover each of the dropdowns as we get to that section. The Find will
find the selected text and highlight it in
all ¥ the object window below to help you

locate objects with certain text.
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Managing RouterOS

In this section we will cover how to manage your RouterQS installation. This
includes managing user’s access to your router, controlling basic services that
your RouterOS offers, and managing the logging that your RouterOS system
generates. This is sometimes a full time job if you have quite a few of
RouterOS Routers out there. If you use MikroTik’s Dude Application, covered
in the Dude section, then you will have some great abilities to help manage
large numbers of systems.

User Management

RouterOS has a built in user management system, this is located under the
Users section of RouterOS. This system was moved when WinBox was
revamped to accommodate smaller
screen resolutions. Currently, the
user’s session is under system = users. %% |Groups | Active Users  SSH Keys

# | User List

However, in the command line, it is &= Al | T ARA,
Simply under/users. MName Group Allowed Addr...
¢ o system default user
& admin Full

In the user section, you will have a
number of tabs, just like the rest of RouterOS. These tabs include the list of
users, the groups of users, current active users, and any SSH Keys that you
generate.

Adding/Removing/Changing Local Users

RouterOS provides you with a user list for router management. This list is on
the users tab inside your user list. You can add, remove, disable, and enable
users just like any other table object in RouterOS.

T New User When creating users here, you have to create
the username, and select an access group that
you want the user to be in. The allowed

Group: |read address is the IP or subnet

Mlowed Address: ~ that you will allow that user
to login with. This of course,

is only for Layer 3 connectivity. Once you create this user, you will need to

MName: |userl

-
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setup a password. | typically would hit apply and then click on the password
button to set the password for the user. This is the same process that you
would use to reset a user password as well.

You cannot see the passwords for these users, you can NOT see these. You
can reset them, by using the password button, but you can’t unhide them or
view the user passwords in any way. This is done so that another user that
logs in can’t view passwords. If they make a change, you will know, because
the passwords don’t work. The idea is that at least you know that a change
was made, instead of someone getting the admin username and password,
and logging in without your knowledge.

RouterOS User Groups

Users Groups | Active Users  S5H Keys

dp = O | T
Mame Policies -
5 A Full local telnet ssh ftp reboot read write pu::uliuEI e
5 A read local telnet ssh reboot read test winbox | Ewhroup
S A write local telnet esh reboot read write test wir Name: |group1
User groups are used to define what kind of P':'l:':iesl |
activity that the user can do on the router. By 'x:' :'-'Et
default there are three groups, Full, Read and = P
) reboot read
Write. Full allows for full router access, the ] ;
. write policy
default for your default admin account. )
test wirbo
password web
When you create or modify a group, you have a sriff

number of policies. There are a few key ones that

you should know about. Reboot will allow a user with this right to reboot
your RouterOS system. Password allows you to see or unhide passwords
inside RouterQS. Sniff allows the users to access the packet sniffing features
of RouterQS. The last one | recommend you knowing about is the policy. This
one allows users to change user settings, such as adding users, etc.
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Active Users

The active user section simply shows you what current active users are
connected to your router. In this case, we have a WinBox connection from an
IP. We also have a SSH connection from the same IP address.

Users Groups Active Users | S5H Keys

T
MName At From Via |
£ admin Jan/01/1570 00:.00:21 172.25.0.39 winbox
£ admin Jan/01/1570 01:52:25 172.25.0.35 ash
SSH Keys

SSH keys are wused to authenticate sessions without using a
username/password. When most SSH sessions are started, a shared SSH key
is generated to secure the communications between the client and the
RouterOS system. In the SSH Keys section, we have the option to import a
SSH that is tied to a username. This would be done instead of having the key

B User List [ =2
Users Groups Active Users SSH Keys
T | | Import S5H Key
User Key Owner -
5| Import 55H Key (=3

User: m Impart S5H Key

generated. Import these by clicking the Import SSH key button, then
specifying what user will use this key, and select the key file. You will have to
have uploaded your key file already. See the Files section of Managing
RouterOS for information on how to do this.

Once you have imported your key, you can use your DSA key on your client
without having to login. It will use that key with that user.
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AAA Settings — Radius RouterOS Users

B Login Authentication & Accounting

Use RADIUS oK

v| Accourting = I
ance

Apply

II g

Interim Update: hd

-

Default Group: |read

With the AAA system, you can set your RouterOS to use a Radius server to
allow users to login. By doing this, you can have a centralized Radius system
for router management. The users that you have in the RAIDUS system can
access your routers and make changes, but you are not giving out the default
Admin passwords to your engineers and techs. This will help you in a large
scale deployment of RouterQOS. One thing to keep in mind when you do this;
you typically will need to create a local group, that allows everything but the
Policy function. That way other users that login via Radius cannot change the
users locally in the router.

RouterOS Services

RouterOS has a number of services that it runs right out of the box. These
services allow remote access, and management of your router. Some of

these services include &P Sewvice List ==
your WinBox and g
WebBox access. Name Port Available From Certificate -
ofp 21 00000
By going to IP = Services, @ ssh 2/000010
X ® telnet 23 00.0.0/0
you will be able to turn @ winbox 8291 0.0.0.0/0

on and off these services
as well as change ports,
and change from the IPs addresses that they are available from. Each one of
these objects can be turned off or on, by disabling or enabling them. By
double-clicking on one, you will get the individual item context window. This
will give you options to select what port you wish it to run on. By default
these ports are setup to the most common port numbers.

@ www 20 0.0.0.0/0

You also have the ability to setup the Available From field. This field allows
you to restrict access to the selected service down to an IP or a subnet range.
If you wished to only allow 192.168.0.0/16 IPs to access your FTP server, you
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would enter 192.168.0.0/16 into the Available From field. A good
recommendation though is to disable any unused services. | have found that
on larger networks, there are multiple, non-sequential IP ranges for
management, thus, | typically will use my Firewall to restrict access by admin
ranges.

Securing Services

As mentioned in the above section, | would really recommend that you use
your IP Based Firewall to properly secure your RouterOS services.

FTP Service
5] IP Service <ftp> @
FTP is used to allow the transfer of files to Name: [fip

and from RouterOS. There are however,
. Port: |E
other ways as well to transfer files that do ort: (Al

not rely on a technology that is outdated ~ Avaiable From: [0.0.0.0/0 Apply
and/or routinely scanned. By default .

’ Disable
your FTP server is turned on; |
recommend turning it offl To do this, [|dsabled
simply disable it in the object list under IP
-> Services.

API Service

RouterOS offers an Application Programming Interface. This interface allows
you to create custom applications to program your routers. This service is
turned off by default, but just like the rest of the services, you can change the
default port from 8728 to another port, and change the Available From IP or
IP range.

SSH / Telnet Services

Just like other routers, you can SSH or telnet into the command line interface.
Using telnet, the information, like your username/password is sent in clear
text. | would recommend turning off telnet, and only allow SSH. SSH sessions
generate a key that will be used to secure the communications between your
SSH Client application and your router. The default port for SSH is 22, and it
is commonly scanned. If possible, change this port or use the availability list
to secure this further.
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WWW Service / WWW-SSL Service

This allows you to access your WebBox application, as well as the on-line
graphing etc. Here, | normally do not change the port, unless | don’t want
someone seeing this. If you need for this router to be more secure, | would
turn this off and just use SSH and WinBox to manage the RouterOS. You can
change the default port to whatever you wish.

The WWW-SSL service allows this system to be accessed via HTTPS. For the
webpage to function with a SSL certificate you must have imported the
certificate already. Once the certificate is imported, it should be an option in
the drop down menu in the SSL Service, allowing you to select the proper SSL
certificate to use. This will allow you to run SSL on the web server.

WinBox Service

WinBox by default runs on port 8291. Inside the IP Services system, you can
change this port as well as change where it is available. Normally, | would
secure this with Firewall rules, like other items. | typically though, leave it on
the default port.

Working with Files

RouterOS offers two different ways to manage files on your Router. The
original way for several versions, was to simply FTP files up and down via the
FTP service. You can connect via a standard FTP client, using your admin
username and password that you setup on the router, and then transfer the
files as you need. The files that you would typically transfer are packages or
RouterOS NPK version files. You would also commonly transfer hotspot files
as well. This method is quick and painless, but does require you to have a FTP
client program loaded on your computer.

The best way to transfer files though, is through WinBox. = WinBox allows
you to transfer files and even entire directory structures. This works quite
well, and does not have an extra port or non-secure protocol to transfer.

To view your files in WinBox, simply click Files.
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7| File List =
T Y || @ | Backup Restare
File Name o | Type :Size .CI'EEﬁDI_'I Time ) :V
5l Mikro Tik-04011970-0451 backup___backup 1 96KB_ Jan/D4/1970 045135 |
[1item [276MBf 61 4MBused  [54% free

As you can see, you have information, such as how many items that is inside
your file system, as well as space information on the bottom of the window.
You can also select an object and delete it by using the minus button at the
top.

Getting files into the file ' Uploading Files
system of RouterOS is
simple. You can use the
FTP service to upload or
download files as needed.

But RouterOS and your WinBox application is smarter than that. You can
simply drag and drop files from a folder on your desktop, right into the file list
window!

Uploading routeros-mipsbe-... (408.5 KiB of 9.5 MiB at 565 45 kb)

Below, you can see that we have uploaded an .npk file. This is a MikroTik
Package file that allows your RouterQOS to either install or upgrade the OS or
packages. You can simply drag and drop it from your file system right into the
file list window.

5] File List [=]
T @ | Backup Restore
:File Name ) ] :T','pe :Si_ze - :Creation Time .
= Mikro Tik-04011970-0451 backup backup S6KE Jan/04/1570 04:51:35
& routeros-mipsbe-3.19.npk package 99MB JansD4/1970 23:15:24

Clicking the Backup button created the .backup file. You can now simply, click
and drag onto your desktop or into a file folder. It will then download from
RouterOS.
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When downloading and uploading files in RouterOS through WinBox, you will
typically need an IP or Layer 3 connection. Sometimes the Layer 2 connection
can be a bit flaky, and unreliable. | have seen instances where it will stall,
stop and hang on some computers. | would recommend putting an IP
address on your Router, then connecting with the IP address through WinBox
and then uploading your files.

Backup / Restore

In the File List window, you also have Backup and Restore options. Backing
up RouterOS is as simple as clicking the Backup button. When you click the
Backup button, you will see that there is a .backup file created. This is the
backup file for your RouterOS. Restoring this file is as simple as uploading the
file, selecting the file and clicking on Restore.

There are a few things that you should know about backups that | would like
to share. The .backup files are the best way to do backups in general. They
will restore on the same hardware platform without issues, however, if you
have an older platform, and the chances of you replacing that older platform
with a newer one in the event of a failure is high, and then | would suggest
also making a text backup. The .backup files are not editable, they are a
binary file that is proprietary to RouterOS, so you can’t see inside them,
view the configuration etc. If you have a unit that you wish to make a
change to, you can create a backup file and make the change. Reverting is as
simple as uploading the file and doing the restore.

Creating Editable Text Backup Files

Creating editable backup files is very easy, but you can’t do it in the graphic
interface. You will need to start a terminal window. Do this by selecting New
Terminal on the left side of WinBox. At the command prompt, type export
file=exportfilename. You can change the export file name to whatever you
wish.

[admin@learnRouter0S] > export file=export

Once you export the file, you can go to the file listing, and see that there is an
export.rsc.

= export rsc script 11.6 KiE
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Now you can take this file, just like a backup file or other files, and download
it in WinBox. If you open this file, in any text editor, you will see:

/interface bridge

add admin-mac=00:00:00:00:00:00 ageing-time=5m arp=enabled
auto-mac=yescomment=""  disabled=no forward-delay=15s  max-
message-age=20s mtu=1500 name=bridgel priority=0x8000 protocol-
mode=stp transmit-hold-count=6

/interface Ethernet set © arp=enabled auto-negotiation=yes
comment="" disabled=no full-duplex=yes mac-
address=00:0C:42:32:22:17 mtu=1500 name=Ethernet 1
speed=100Mbps set 1 arp=enabled auto-negotiation=yes
bandwidth=unlimited/unlimited comment=""  disabled=no full-
duplex=yes mac-address=00:0C:42:32:22:18 master-port=none
mtu=1500 name=Ethernet 2 speed=100Mbps

set 2 arp=enabled auto-negotiation=yes
bandwidth=unlimited/unlimited comment="" disabled=no full-
duplex=yes mac-address=00:0C:42:32:22:19 master-port=none
mtu=1500 name=Ethernet 3 speed=100Mbps

/interface vlan add arp=enabled comment= disabled=no
interface=Ethernet 2 mtu=1500 name=v1an100.2 vlan-id=100

This is the command line representation of the programming and
configuration that you have on your RouterQOS. You can take sections of this,
and paste them into the terminal window to copy configuration. Doing this
for the entire script will not work. However, since you can read the
configuration, you can use this to base other configurations and/or
reconfigure other units.

Note: the above italic text was edited for formatting. Your output could
contain the same information; just the formatting may be different.

Importing Scripts

Once you get real good at reading and doing command-line interfaces, you
can start creating scripts, or RSC
files that you can bring right into
RouterOS.  You will need to

[adminf@learrs 05] > import export
Opening script file export.rsc

Script file loaded and executed successfully
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create this file, and of course test and test again. Once you have it just the
way you want it, then go ahead and upload the file. Of course you can simply
paste it right into the terminal window, but you can also import the file in the
command line. To use this feature, you simply type import filename. You will
need to be at the root in the command line interface for this to work.
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Loggin

Just like with other routing systems, you have logging capabilities. You will
use this to review access to the router, make changes and even show packets
that you may be dropping or changing. We also have options to send your
logging data out to a Syslog server, like the one contained in MikroTik’s The
Dude application, or other standardized Syslog servers. Debugging
information also can help you diagnose issues, such as Radius, and hotspot.

To access your log in WinBox, simply click Log on the left menu.

X Leg

all ¥

Jan/01/1970 00:00:16  system emor crtical  router rebeoted without proper shutdown, probably power outage
Jan/01/1970 00:00:18  system info dns changed

Jan/01/1570 00:00:18  dhcp info debug dhcp-client on etherl got IP address 172.25.0.50

Jan/01/1570 00:00:21  system info account user admin logged in from 172.25.0.35 via winbox

Jan/01/1570 00:09:11  system info bridge port changed by admin
Jan/01/1970 00:09:24  system info device changed by admin
Jan/01/1970 00:09:26  system info device changed by admin
Jan/01/1570 00:09:34  system info bridge port changed by admin
Jan/01/1970 00:09:37  system info bridge port changed by admin
Jan/01/1970 00:09:42  system info bridge port changed by admin
Jan/01/1970 01:38:29  system info user fadf added by admin

Jan/01/1570 01:52:25  system info account user admin logged in from 172.25.0.35 via ssh
Jan/01/1570 01:53:12  system info account user admin logged out from 172.25.0.39 via ssh
Jan/01/1570 02:08:03  system info account user admin logged out from 172.25.0.39 via winbox
Jan/04/1970 01:25:01  system info account user admin logged in from 172.25.0.35 via winbox
Jan/04/1570 01:25:05  system info system identity changed by admin

Jan/04/1570 05:16:16  system info account user admin logged out from 172.25.0.39 via winbox
Jan/04/1970 23:.07:42  system info account user admin logged in from 172.25.0.35 via winbox
Jan/04/1570 23:.07:51  system info system identity changed by admin

Jan/04/1570 23:20:01  system info account user admin logged in from 172.25.0.35 via telnet
Jan/04/1570 23:31:30  system info account user admin logged out from 172.25.0.39 via winbox
Jan/04/15970 23:31:30  system info account user admin logged out from 172.25.0.39 via telnet
Jan/04/1970 23:36:14  system info account user admin logged in from 172.25.0.35 via winbox
Jan/04/1570 23:36:14  system info account user admin logged in from 172.25.0.35 via telnet
Jan/04/1570 23:39:42  system info system identity changed by admin

Jan/04/1970 23:41:19  system info account user admin logged out from 172.25.0.39 via telnet

In the log, you have the date/time, as well as what system generated the log
and the actual event information.
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Setting Logging Rules

Logging options are setup in System = Logging.

Here you can setup how your Logging ==
logs are stored, where they Rules | Adtions

go, and what you wish to log.

Most of the topics that are + T

included in RouterOS are m’ic" Prefix ::r':;ﬁr hd
really debugging information. emor memory
Normally you would not need *C“I:E;“lg :;TDDW

to see all of the Radius

information on a Radius request, however, seeing this information, may show
you that your Radius server is not responding, or show that there is not a
profile on your RouterOS that corresponds to the one sent in Radius.

Under your Logging Rules, you have objects that you can add, remove,
disable and enable just like any other object in RouterOS. The default logging
options are listed above. This is what your RouterOS system will come with
on a fresh load. These are the minimum that | would have on a Router. The
ones that | would use normally are Radius and hotspot logging.

Logging to Disk/File Log Action <action1>

Mame: |action

You can also log data out to disk

files. These will be stored on your Type: |disk ¥
system disk. You will have options
such as what name of the files File Name: [firewall

name, number of many lines per _
file as well as how many files. You Lines Per File: | 5000
can also stop the logging once the File Court: |20
file count has been reached.
Stop on Full
Once you setup your logging action, it will create a filename.0.txt file in your
files menu; this is the log file that is currently being written to. You can then
download these as you wish.
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Flashfig

Flashfig was introduced in a v4.6 of Netlnstall. This utility is designed to allow
you quickly program RouterOS systems. This program, applies a
"configuration" or script within typically 2-3 seconds! This is a windows
application, which runs inside the NetlInstall utility. It is important to note
that this utility requires Flashfig support on the RouterBOARD. All
RouterBOARDs support this, however, by default; only boards manufactured
after the March 2010 have it enabled by default.

Enabling Flashfig on RouterBOARDs.

There are two ways to enable Flashfig on your RouterBOARDs. The simplest,
is to load RouterOS, and connect to a terminal window. Inside your terminal
window, you can simply select the boot device.

% MikroTik Netinstall for RouterQS vd.6 Ll 2@_
Routers/Drives =
Label WA address / Media | Status Software I0: Help
=N Hard disk Ready Fem ’7
y:
r
IP address: / |—
Flashfig
Gateway:
Baud rate:
Make floppy | Met booting | I~ J

The Flashfig program can be accessed right in NetlInstall as shown above.
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Basic RouterOS Setup

There are a few features of RouterOS that you need to be aware of. These
features are commonly used in many configurations, and before we dive into
them, you will need to know where you can find them and how to configure
them.

Configuring IP Addresses

We are dealing with a Router right? Well then we will need some IP
addresses to go on our Router. Now, we are not going to get into talking
about sub netting and TCP/IP right here in this book, but we are going to at
least get you on the Internet with some basic IP information.

We are going to start by configuring 7 yew Address
an IP address. To access your list of IP
addresses, you will click on IP >
Addresses (imagine that!). You will
add IP Addresses to RouterOS just like = Broadcast:

any other object list in WinBox. Click  Inteface: |ether!

Address: |192.168.200.1/24

(=]
=

1elll elels
=
[

4

Netwaork: Cancel

4

p

+

the plus sign and you will be on your ieable
way. To configure your IPs, you will ==
need three pieces of information. opy

One is the IP Address itself. The e —

second is the subnet mask, or in our
case, the CIDR, and the third is the interface you wish to place that IP on.

| get plenty of comments like “what the heck the /24 is on the end of this IP”?
# | Address <102.168.200.1/24> There are two ways of displaying an IP
and subnet mask. Most people are

Address: |1592.168.200.1/24 accustom to typing in the IP address, in
this case 192.168.200.1, and then typing

Network: | 192.168.200.0 -~ a subnet mask that looks like this,
Broadcast: |152.162.200.255 | & 255.255.255.0. The above IP and mask,

192.168.200.1/24, is the exact same thing
Interface: |etherl *

as putting in all of those 255’s. Using the
Triple-255-dot-zero is called the Dotted-
Decimal Notation method. Another method, the one that RouterOS uses, is
the CIDR, or Classless Inter-Domain Routing method. This method uses the
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“/24” to notate how many of the subnet mask bits are “on”. If you convert
255.255.255, to decimal, and count the ones, you will get 24, hence, that’s
where the “/24” comes from. Both methods are perfectly valid, but
RouterOS prefers the CIDR method.

You also may have noticed that | have not entered a network or broadcast
address. One nice thing about RouterOS is that, based on your IP address and
subnet mask, it will calculate your network and broadcast addresses for you.
Once you hit apply, it will fill in those fields for you. | do recommend that you
allow RouterOS to do this for you as it will prevent human-error issues
normally.

An important note to remember is that when you change your IP address and
CIDR notation on an existing IP Address entry, unless you use the up arrow
next to each field to clear the broadcast and network addresses, WinBox will
not automatically recalculate your network and broadcast addresses.

IP Subnetting

| wanted to do a quick subnetting review. In this book you will see that | refer
to private IPs and public IPs. If you know what they are, then you are doing
well, but if you don’t, here is what you need to know.

IP addresses basically start from 0.0.0.0 and go through 255.255.255.255.
That’s a lot of IP addresses, however, there are blocks of IP addresses that
will never be used on the Internet as a whole. These blocks are used for
different things, including private IP space. The Internet Assigned Numbers
Authority (IANA) Reserved Private Network ranges are as follows:

Prefix Range Total IPs
10.0.0.0/8 10.0.0.0 - 10.255.255.255.0 16.777 Million
172.16.0.0/12 172.16.0.0 - 172.31.255.255 1.048 Million
192.168.0.0/16 192.168.0.0 - 192.168.255.255 65,536

These blocks are set aside just for private network use in RFC 1918 and RFC
4193. The most common block is the /16 of 192.168.0.0. This entire block is
very common in home routers. You can use these blocks on your internal
network, or private network, without fear of them being used on the
Internet.
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Everything else is considered public IPs. These are IPs that are routed
somewhere around the Internet. These are public, routable IP addresses, and
these addresses typically allow for direct connections between point A and B.
Private IP addresses are not publicly routable. You will need to have some
form of Masquerading or other translation from your private IPs to your
public IPs for you to get on the Internet. You also can not send data from a
public IP address on the internet to a private IP address. Those private IP
addresses are not listed in the global routing table.

Default Routes

A default route catches all traffic that the router does not have a route for,
and tells the router that this is the gateway of last resort. To put it another
way, unless another route more specific route is specified, the router will use
this “default” gateway. RouterOS uses a default destination-address of
0.0.0.0/0 for its default gateway. To setup your default route, you will need
to set this gateway. To access your Routing-Table, you will click on IP =
Routes, again very straight forward. This will gives you access to the routing
table, and allows you to click the plus sign and create a new route.

El Mew Route
General | Attributes

Destination: |1 0/0
Gateway: |192.162.11.1 -
Gateway Interface: =

Above, you will see the destination of all zeros, or 0.0.0.0/0. This means all
networks with any subnet mask, what we call a default route. You will need
to enter the default gateway address for your network in the Gateway field.

DNS Caching / Service

Once you get your IP addresses on your router, then you will need to have
some form of DNS. Depending on your provider, they may have given you
the DNS server’s IP addresses; in which case you can enter that right into your
DHCP-Server or your client computers. However, RouterOS does have the
ability to do DNS caching. This allows everyone that uses your MikroTik
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RouterOS router as their DNS server, to cache and to provide faster DNS
lookups compared to going out over the Internet for these lookups.

There has been some debate on if this method of caching is actually faster
than just using a regular DNS server. The results that | have found are that as
your DNS lookup queries hits your RouterQS, it and it does have the
information that you need in cache; your DNS lookups take only are a few
milliseconds verses 30-50 milliseconds just for the round trip time up to the
next public DNS server.

You will access your DNS system, by clicking on IP = DNS.

=/ DNS
Static | Cache
gk i Settings
H Mame Address TTL (s)
0 @ core router.com 152168111 1d 00:00:00

Once you get into your DNS system, you will click the Settings button to setup
your upstream DNS servers.
Versions prior to v4.6 had two  [BJEREIE
DNS servers; these were listed

Servers: (8388 =

as primary and secondary DNS
Servers. After v4.6 you have 4221 >
the option of just a single 4233 a
“servers” field, where you can
add many DNS servers as you «| Alow Remote Requests
like. Max UDP Packet Size: 512

Cache Size: | 2048 KB

If you use DHCP-Client (refer
to the DHCP-Client section for
more information), and the use-peer-dns option is selected, then the DNS
servers under your DNS settings options will be replaced by any learned DNS
servers from the DHCP-Client.  You will also need to check the Allow Remote
Request box as well. This allows your RouterOS to respond to DNS requests
on its interfaces. If this option is not checked, then the RouterOS system will
only use the DNS servers for internal lookups, and not respond to remote
DNS requests.

Cache Used: (213
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Static DNS Entries

Mew DMNS Static Entry

RouterOS supports the ability to Mame: |www website com
answer DNS queries with a built in
DNS server. This server, as outlined
above, is not a full blown DNS server. TTL: |1d 00:00:00 g
It will however allow you to specify

some records for resolution. These static entries take priority over other
“learned” DNS entries from other DNS severs. For example, if you use
website.com, and create a static entry like the one pictured here, if someone
goes to www.website.com, and they are using your RouterQS system for their
DNS server, they will receive 1.1.1.1 regardless what is on the public internet.

Address: |1.1.1.1]

You can also use asterisks (*), and common expressions inside your static DNS
entries. So instead, of using www.website.com, you can use *.website.com.
This would match all of the following - www.website.com, ftp.website.com,
or just website.com.
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DHCP-Client

Sometimes, your Internet provider will allow you to obtain all of your IP
settings automatically via DHCP or Dynamic Host Configuration Protocol.
RouterOS has both a DHCP-Server and Client built in and will allow you to
easily get the configuration that is necessary from your network or provider
with ease. DHCP-Client will obtain not only your IP address, but your subnet
mask, your DNS settings, NTP Server, and your default route. This makes it
very easy to configure hosts quickly on a network. Most businesses will use
DHCP to issue IPs out to clients that don’t need to have a static IP address.

To access the DHCP-Client system, you will need to click on IP > DHCP-Client.

7| DHCP Client ==
g T Release Renew
Interface Usze P... |Add D... |IP Address Expires After | Status V|
A etherl yes yes 192.168.11.1... 15:45:48 bound |

Above you will see the DHCP client, running on Ethernet 1. On the right are
the options that you have to select when you add a DHCP-Client. The main
item that you will need to select is the interface you wish to run your DHCP-
Client on. The other options, such as &) DHCP Client <etherl >

Hostname and Client ID are typically ' DHCP | Sigtus

not used for our purposes. However,

Interface: ¥
we do want to make sure we enable
the Peer DNS, Peer NTP and Default Hostname: =
Route. We are also not going to Cliert 1D -

make any changes to the Route
Distance here as well.

v| Usge Peer DNS
v Use Peer NTP

Note that on the top menu bar of our ] o e i

RouterOS item list, we also have two  Default Route Distance: |0

extra buttons. One is a release and

one is for renewing IPs. You will select the DHCP-Client under your item list
that you wish to use, and then you can release or renew an IP address as you
wish by using these buttons.

85




Basic RouterOS Setup

The default route distance is used to = DHCP Status

select what the distance cost is for the IP Address: [192.168.11.171/24
default route that is learned by this Gateway: |192.168.11 1
DHCP Client. This is useful if you need
several DHCP-Clients, and wish to prefer
a specific default route from one client.
Refer to the static routing section and
distances for more information about
the distance feature.

DHCP Server: |152.168.11.1
Expires Ater: | 15:42:42

Primary DNS: |192.168.11.1
Secondary DNS:

Primary NTP:
Above, there is an image of the DHCP-  seconday NTP:
Client status. This shows the IP address,
gateways, DHCP-Server address, and DNS and NTP information that we
obtained, and how long it is valid for.

DHCP-Server

Just like the above, RouterOS also has the ability to become a DHCP-Server,
and handing out IP configurations for client usage. You can have multiple
DHCP-Servers on different interfaces handing out different IP scopes for you,
as well as have DHCP-Clients running on other interfaces. You can only have
one DHCP system on one interface. With your DHCP-Server, you can give all
of the necessary information to your clients without having to manually
configure each one.

One important note is that you cannot run a DHCP-Server on an interface that
is part of a bridge group. You can add a DHCP-Server to a bridge interface,
but not to the interface that is part of the bridge group.

5| DHCP Server ==
DHCF | Metworks Leases Options  Alerts
e T DHCP Config DHCP Setup
Mame Interface Relay Lease Time Address Pool |Add AR..| ™

To access the DHCP-Server menu, you will click IP > DHCP-Server. DHCP-
Servers are not complicated to setup, but there are a number of functions
and pieces of information that must be obtained and setup for them to work.
Due to this fact, RouterQOS has created a wonderful DHCP Setup button that
we can use to quickly setup a DHCP-Server based on an interface. | do
recommend that you go ahead and setup your IP address on the interface

86 | Learn RouterOS - Second Edition by Dennis Burgess




Basic RouterOS Setup

that you are going to put the DHCP-Server on. This will add that range and
subnet to the DHCP-Server setup wizard.

DHCP-Server Wizard
5| DHCP Setup ==

Let’s run through the wizard so that

you understand all of the information  DHCP Server Interface: g
and questions that RouterOS asks Back Cancel
during the setup wizard. Start by

clicking the DHCP Setup button. It will

ask what interface you wish to run the DHCP-Server on. Remember, DHCP-
Servers run on an interface. You typically will only have one DHCP-Server per

network as well. Select the interface and select next.

You will be asked you for your & pHcp Setup =3
DHCP Address space. This typically
will be filled in for you if you have

. DHCP Address Space: | 192.168.200.0/24
your IP already on the interface

that you selected. This is basically Back Cancel
the subnet that the DHCP-Server

will run on.

When you click Next, you will be %1 DHCP Setup 5

asked to select your Gateway for

the DHCP network. This typically is
going to be your Router, if it is the T LR s

default gateway. This is the IP Back Cancel
address that will be given to the

DHCP Clients as their default gateway. Click Next to continue.

Now, you will specify the IP | EIDHCP Setup ==
Addresses to give out. This is a

pool of IPs that will be given to ' Addesses to Give Out: &
your clients as they request

them. By default, RouterOS will ack conce
specify all of the IPs in the subnet other than the IP of your router. In this
case, our router is 192.168.200.1, so by default the router gives out
192.168.200.2 through 192.168.200.254.
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If you are running a business network you may need to have some IPs that is
statically assighed. | typically will use 2 through 50 for static items, such as
printers, servers etc. You can set this up however you wish. Also, if | know |
will not have more than 100 dynamic devices on the network at once, | will
set the DHCP address range to be ] DHCP Setup =
something like 100-200. . :

The next section is the DNS Server S Sepe ) 4.222

setup. As we said in the DHCP- 4221
Client section, we can hand out

! Back Next Cancel
the DNS Servers that we wish our : "
clients to use. Here we can enter the DNS Servers to hand out. This could be
the local IP of our MikroTik, so we could enter in 192.168.200.1 as our
primary DNS server and add a secondary upstream server if we wished.

“ O

The final stage is to setup the lease | =

time. This is the time that the - DHCPSetup
client will keep that IP and sl Al

information. Once this expires, the  Lease Time:

client must perform another DHCP

request. They very well may get Back iz
the same IP address back however,

if there is a break in time after the lease expired is up and the computer does
another DHCP request, then the original that IP may have gone back into the
pool of available addresses and been handed out to another DHCP Client.

There are a number of thoughts to assigning  DHCP Setup
the lease time. Typically DHCP traffic is
minimal, so a shorter lease time often is
sometimes preferred. If you are setting up a
network that will have lots of transient users,

or users that come and go often, then you may wish to reduce the lease time
way down to something like 2 or 3 hours. This way you won’t run out of IPs.
If you have desktop computers that don’t move around much, then you can
have a longer lease time. | would always recommend on a lower lease time
rather than a higher one, as the worst it can do is to require the DHCP client
to renew their lease more often. This does not generate much traffic and
doesn’t affect clients.

Setup has completed successfully
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5| DHCP Server
DHCF | Metworks Leases Options Aleris

L T | | DHCP Config || DHCF Setup
Name Inteface Relay Lease Time Address Pool  |Add AR...
& dhcp etherd 3d 00:00:00 dhcp_poall no

Once this wizard is completed your DHCP-Server should be working. One
reason it might show up red, is that you placed it on an interface that is part
of a bridge group, or the interface is not running. Double-clicking on the
DHCP-Server object will allow you to change the interface settings, as well as
the lease time and the pool of available IP addresses it will use. You also have
the options here to select of adding ARPs for the leases that you have, as well
as the ability to use Radius.

& | DHCP Server <dhcpl >
MName: m QK

18

Interface: |ether3 * Cancel
Relay: hd Apply
Lease Time: | 3d 00:00:00
ase Time
Address Pool: |dhcp_pooll -
Copy
Src. Address: -
Delay Threshold: -
Authoritative: |after 2s delay *
v| Bootp Support
Add ARP For Leases
Always Broadcast
lUze RADIUS
5| DHCP Server (=]
DHCP Netwotks | |eases Options  Alerts
L =T
Address Gateway DNS Servers DNS Domain |WINS Servers hd

4192163200024  192.168.200.1 4222
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Under the Networks tab of your DHCP- 7 | DHCP Network <192.168.200.0/24>
Server, you will see all of the network LNIIEEES 192 168, 200.0/24

settings. As you can see in the image
below, you have options for your Gateway
information, DNS Servers, and even other Netmaskc: ~

Gateway: |192.168.2001 | &

information such as DNS Domain, and DNS Servers: 4222 a
WINS Servers, if you have them on this

DNS Domain: hd
network.

WINS Servers: =
Double clicking on the DHCP Network = NTP Servers: -
object, will allows you to change these ]

DHCP Options: =

options for your DHCP networks. If you
wish to specify NTP Servers you can do that as well right here inside your
DHCP network.

Other DHCP Options, such as TFTP
Servers, are setup here. The tab B DHCP Server
under DHCP-Server called Options,  DOHCP  Metworks Leasss Options | Aleds
allows you to specify what Options

. o & T
you wish to use. You will first

: : Name Code Value

creéte these Options along with 1TrF oF (192 168,200 2
their code and value, and then
under your DHCP Network settings, you will be able to specify that this
Network has this DHCP Option. In this example, the TFTP name would show
up in the DHCP Options section. You can specify several DHCP options as
needed.

The DHCP Setup Wizard does quite a few things; real quick, let’s review them
here.

» What does the DHCP-Server Setup Create?
» DHCP-Server Interface
o What Interface to run on
o Leasetimeto use
> IP Pool to use
» DHCP Network Settings
o What Gateway to hand out,
o DNS Server
» Other DHCP network options
> IP Address Pool
» Creation of a pool of IP addresses to hand out.
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Using “Add ARP for Leases”

A feature in RouterOS called “Add ARP for Leases” allows your DHCP-Server
to hand out IP addresses to MAC addresses on your network, and it then adds
ARP entries for these MAC addresses in your ARP table. Normally, this is not
needed; however there is a reason to do this in specific instances.

So what would be one of these instances? This feature can be used as a
security measure in some cases. What you would do is Setup your interface,
the same one your DHCP-Server is running on, to only reply to ARP requests.
This option is called “reply-only” under your interface ARP settings. This
allows devices that are looking for the MAC of an IP address that is on your
router, to get a reply; however, RouterOS never enters their MAC/IP address
combination into its ARP Table. This prevents your RouterOS box from talking
to devices on your network,

because there is N0 ARP entry oo | mremet | Status | Trsffic

for them.

Name: |ether2
So how does this work with our Type: |Ethemet
DHCP-Server?  Normally, the MTU: 1500
ARP mode is enabled on your L2 MTU:

interfaces.  This means that  yac adgress: 08:0027.74:00AE
any devices can put a IP in the
address range that the router
has, and the router will communicate with it. It will cause when the device
asks who has an IP that is on the router, the router replies giving its MAC
address. The Router has to do the same, it asks, who has some IP, and then
the client will respond via its MAC. With the interface in "enabled" ARP
mode, this would be the normal operations. However, with the interface in
"reply-only" mode, the device can get the MAC of the router, but the router
does not attempt to find MACs for other IP addresses. The only way the
router knows what MAC goes to what IP is by the DHCP-Server assigning a
MAC a specific IP and then entering that as a ARP in the routers ARP table.

ARP: |reply-only ¥

So by using a combination of interface ARP Reply-Only and your DHCP-
Servers “Add ARP for Leases” options, your router will only talk to devices
that have received IP addresses from your DHCP-Server. Other IP addresses,
even if it is in the proper subnet, would not get two way communication from
your router.
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Prevention of Rouge DHCP-Servers (er, rather, help prevent)

Wireless ISPs that run bridged or Layer 2 networks, have issues with what we
refer to as Rouge DHCP-Servers. Simply put, these are DHCP-Servers that are
operating in the same broadcast domain as valid DHCP-Servers. You should
only have one DHCP-Server per broadcast domain, but when you add
customers whose networking experience is somewhat limited, you can end
up by having customers plug their home routers in backwards, or uses
switches in-line with their home routers. These actions can cause issues on
your network, regardless if the customer knows they are causing it.

Some hardware manufacturers have ways of preventing this. Typically this is
done by not allowing DHCP-Discovery packets to pass through the wireless
interface to the Ethernet interface. RouterOS can prevent this the same way,
by ensuring that the DHCP-Discovery packet cannot go toward the client
address. This is done simply would by creating by a filter rule preventing that
type of traffic through your bridge.

RouterOS also has another

DHCP Server <dhcpl=

standardized feature, called

Authoritative. This basically sets your e ded

server as the “Authoritative” server Interface: |sther2 ¥

on the broadcast domain. Another Relay: -

way of looking at this is; is this DHCP-

Server the only one DHCP-Server for L2 e LY

the network? Ifitis, then you should Address Poal: |hs-poal-2 ¥

setup your DHCP-Server to be

Authoritative. LRI v
Delay Threshald: -

By default, the Authoritative setting

is after-2sec-delay. This causes your Authoritative: |yes hd

DHCP-Server to wait two seconds Bootp Support: |static ¥

before doing anything with the 4dd ARP For Leases

client’s request. Typically we don’t Always Broadcast

want to wait. We, as the IUse RADIUS

administrators of the network, know
that this is our only DHCP-Server and it should be the one to answer the
DHCP requests.

With this said, is this a cure-all for rouge DHCP-Server operations on any
network. Nope. Will it help out? Of course it will. Preventing your clients

92 | Learn RouterOS - Second Edition by Dennis Burgess




Basic RouterOS Setup

from receiving other clients DHCP Requests would also help as well. In my
opinion, your clients should never have access to your Layer 2 network. They
should always be segmented by a router preventing the issue entirely. This
though this may not be practical for every network, but in most cases it
should be a goal for many administrators.
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DHCP-Relay

DHCP-Relay is a proxy that is able to receive a DHCP request and send it to a
real DHCP-Server. To setup DHCP-Relay, you will click IP > DHCP-Relay and
create a relay. The interface is the interface that the DHCP-Relay can run on.
The DHCP-Server is the IP address
that we pass the DHCP-Server request

General | Statys

Mame: |relap to.
Interface: | haotzpat >
DHCR Server | 4222 a On your DHCP-Server side, you create
a DHCP-Server with the proper IP
Delay Threshold: + Pool, but in the DHCP-Server options,
sl At . You will place the IP address of your

DHCP-Relay in the relay field. This will
make that server respond to only relay requests only.

The IP address of the DHCP-Relay is the IP address that your DHCP-Relay
sends the requests from. This typically will be the forward-most-facing
interface from your DHCP-Relay to your DHCP-Server. This can cause us
issues if the DHCP-Relay router undergoes a routing change that causes it to
use another interface. In this case, the IP address that the relay uses to send
out the relay requests would change to the new interface. To fix this issue,
we use the local address to specify what IP address the DHCP-Relay uses to
send out the requests to the DHCP-Server. This should match the IP address
in the DHCP-Server under the DHCP-Relay IP address field.

Real World Usage of DHCP-Relay

The DHCP-Relay feature allows you to use a single DHCP central server where
all leases are handed out. In many networks, we end up having a central
(core) DHCP-Server, and all of the other sites would have a central DHCP-
Relay system set up to relay those requests to the centralized server. This
gives you the ability to monitor all of your DHCP-Leases in a centralized
location, and the ability to make the entries static or to remove them, all
from the one central location. Scripting can be used to automate tasks, if
needed from the single central location instead, vs. all of at all your DHCP-
Relay locations.

Keep in mind that you will have to have IP networks addresses properly
configured defined for all of your DHCP-Servers, as well as for your DHCP-
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Relays addresses defined for this feature those systems to work properly. If
you have a fully routed network as well as redundancies, you will need to
implement a loop back system to assign your SRC-Addresses in your DHCP-
Relays too. See the loopback interface section for more information on how
this works.

IP Pools

The wizard also creates IP Pools; these are pools of IP addresses that your
RouterOS System can use to assign IP addresses out of. These IP Pools are
automatically created for you, but you should know where it they are
created.

To access your IP Pools, click IP = Pools under WinBox.

1P Pool [==5]
Pools | lUsed Addresses
L T
Name Addresses Mext Pool |
T dhcp_pool1 152.168.200.2-152.168.200.254 none |

You will notice that there is already a DHCP Pool created. Double-clicking the
pool will access the individual pool
information. Here you can change the
address range that it gives out. There is also =N Slhep_pooli |

an option for the Next Pool. This option  pjiccese: (187 162 200.2-15: a
specifies what pool to go to once this pool is

out of IP addresses. Next Pool: [none 2=

7| 1P Pool <dhcp_pooll>
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Masquerading - NAT

The NAT or Network Address Translation system inside RouterOS is very
advanced. We will focus on is just one function called Masquerading in this
section. This feature allows is a many-to-one translation of IP addresses. An
example would be; you have 100 computers on a private network. You are
assigned a single IP address from your Internet provider, and you need all 100
clients to get to the Internet. By using Masquerading, you will be translating
these 100 client addresses all into one IP address. Lots of consumer routers
will call this function NAT, but NAT actually does quite a bit more than just
masquerading, and may not require masquerading to function. We will refer
to NAT and Masquerading them as separate items.

We don’t need to go into the interworking knowledge of how Masquerading
is accomplished, however, it is important to know that, from the Internet’s
perspective, looking toward at your 100 clients, all that will be seen is just
that single public IP address that we were assigned. All of the traffic will
appear to be coming from that single IP address even though we have 100
clients behind it. This is important to understand as the outside world does
not have any direct access to any of the individual devices behind that
Masquerade. It hides those private addresses, and because of that, no other
IP addresses on the Internet can connect directly to your private addresses.

Configuration of basic Masquerading

g —

. IP " Addresses
To start, you will need to access the NAT
. - Routing I Routes
section of RouterOS. This is located under
. . Ports Pool
your IP Firewall system. Click IP > q
. . USUes ARP
Firewall, and then under the Firewall o
. . . rivers Firewall
options, you will need to click the NAT Tab. e
This is pictured to the right and below.
5| Firewall (=)
Fiter Rules MNAT |Mangle Service Ports  Connections | Address Lists  Layer7 Protocols
L : = | T Fesst Courters || 00 Reset All Counters al ¥
" .Act\on .Chaln Src. Address | Dst. Address |Proto... |Src. Pot | Dst. Port  |In. Inter. ...Out. Int. ..Bytes Packets [ -

Here’s how to need to create a basic Masquerade. We will assume our
Internet connection is on Ethernet 1, and our private network is on Ethernet
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2. Just like other sections of RouterOS, we will click the plus sign to create a
new object. In this case though, we will call these objects rules. The reason
for this is that we now have an order in which the rules are processed. In the
above window, we have a # field to the far left. This is the rule number.
RULES ARE PROCESSED BY ORDER NUMBER.

5| Mew NAT Rule
General | Advanced Bstra  Action Statistics

Chain: |srcnat *
Src. Address: hd
Dist. Address: hd
Protocol: hd

Src. Port
In. Interface: -
Out. Interface: ¥ A
Packet Mar: hd
Connection Mark: hd
Routing Mark: hd
Connection Type: -

performs the action of Masquerading.

5| MAT Rule <=
General  Advanced Bdra Action | Statistics

Action: [IEEETECY | +

These objects are rules. What is
the goal of rules? It is simple; to
match data. You will be building
rules that will match data in some
way. Since our Internet connection
is on Ethernet 1, we are going to
setup this rule to match on our
Out Interface using Ethernet 1.
We use a chain of src-nat. We will
discuss NATing and the chains
later in the NAT section of the
book further.

Once we have said that we are
looking for traffic that is going out
Ethernet 1, we now need an
action.

We click on the Action Tab and
then select the action of
Masquerade. This says, once the
rule is matched, and then
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Home Router

One common method of setting up RouterQS; as well as a great introduction
to some of the common features of RouterOS, is setting it up as a generic
home router. There are a few functions we will need to perform here:

e  Our Goal
o To allow several computers on a private home network, to
gain access to the Internet through a single Internet
connection.
e  What We Know
o DHCP Internet connection
o Several computers on our home network
o Internet Connection is on Ethernet 1
o Private computers will be on Ethernet 2
e Features We Will need to Use
o DHCP-Client
= To get the IP information from our Internet
provider.
o DHCP-Server
= To assign private addresses to the computers
inside our network.
o Masquerading
= To translate the many private IPs on our private
network computers inside our network to the
single public IP address that we will receive from
our Internet provider.
o Here are the Steps We Will Take:
Login to RouterOS
Set your Private IP on Ethernet 2.
Setup DHCP-Client to run on Ethernet 1
This will obtain your Default Route and DNS information
Setup DHCP-Server on Ethernet 2.
= DNS information will be filled in since we obtained
it from our DHCP-Client.
o Default Gateway will be our router
o Setup Masquerading on the Ethernet 1 Interface
e Create rule, out Ethernet 1, action Masquerade

o O O O O
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Home Router Walkthrough

Step 1: Login to your router 5] New Address
Step 2: Set your Private IP on Ethernet 2. el |2 168.200.1/4
We will use 192.168.200.1/24 for your Metwark: -
private range. Click IP > Addresses = Plus
Sign. Add IP address to Ethernet 2.

Broadcast: hd

Interface: |ether2 ¥

Step 3: Setup DHCP-Client on Ethernet
1. Click IP > DHCP-Client = Plus Sign. ™. New DHCP Client
Select interface Ethernet 1. We will DHCF | Status
use all of the peer information as.well nterface: =
as the default route from our provider,
so leave these checked. Hostniame: v

Client 1D: -

v| Use Peer DNS
v| Use Peer NTP

v| Add Default Route
Defautt Route Distance: |0

Verify that you obtained an IP address

5] DHCP Client =]
& | | 58 T{' | Release || Renew '

. Imerf_a_lcg Use .. |Add D...:IP Address :Expires Alter :Status V
A& etherl yes yes 17225.0.36/24 %:59:27 bound

Step 4: Setup DHCP-Server on Ethernet 2. Click IP > DHCP-Server - DHCP
Setup Button. Follow the DHCP Setup Wizard. Select Ethernet 2 as the
interface, the address space will be filled in as we have already placed the IP
on the interface. The gateway will be the IP of your RouterQOS system that
you placed on Ethernet 2. Leave the defaults values for the addresses to give
out. The DNS servers that show up in the DNS section will be the ones that
you obtained from your Internet provider. The final step is to leave the lease
time at 3 days and finish out the configuration. Since we have followed this
process in the DHCP section above, | will not outline it here.

Step 5: Setup Masquerading on data going out Ethernet 1. Select IP -
Firewall = NAT tab = Click the Plus sign. The chain will be src-nat. The out
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interface will need to be set to Ethernet 1; and then click on the action tab,
drop down the actions and select Masquerading.

5| Firewall ==l
Fiter Rules NAT | Mangle Service Pods Connections  Address Lists  Layer7 Protocals

[#|[=] [«][] [=] [7 Reset Courters || 00 Reset Al Courters R
[# ] [Azon [chan [src Addess [Dst Address [Froto..[Src Po [DstPor [in.iter..[Out it [Bytes  [Packers | [~
1.0 =l mas... sronat stherl 0B 0

Once this is done, you can now plug a computer or device into Ethernet 2,
obtain an IP address, and then browse the Internet.
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Common Wireless Configurations

So you got your first RouterQOS system running, either x86 or RouterBOARD.
Let’s go through the basic information that you will need to setup wireless
configurations on your RouterOS. Some of the material in this section, we
will talk address only briefly, but in the RouterQS Features section, we will go
in to much more depth. Here are some basic configurations in this section.

Bridged Access Point Configuration

To create a bridged access point, there are only a few things that you will
need to configure. First, open your router and connect to it. Create a bridge
group, and then add both your Ethernet port and your wireless interface to
the bridge group that you just created. Once this is done, you will need to
setup a basic IP address for management as well as a default route. The IP
address should be on the bridge group interface.

Now that you have your bridge and management IP setup, simply configure
your wireless interface. For Point-to-Multipoint, select AP-Bridge, select the
best channel for your usage after you, as well as setup the band that you wish
to operate in. Then create a SSID that you wish to use. The last thing you
should do is setup a security profile inside your wireless interface if you wish
to have security on your wireless network!

Some people have asked about the NAT and DHCP settings. Simply put, if you
are allowing your access point to be a simple bridge, | would configure those
features on your router below your access point instead of vs. on your access
point. There is no need to have more services on the access point. If you
wish to have bridged CPEs you will need to go ahead and setup your WDS
settings. | would recommend dynamic WDS mode along with the default
bridge as your bridge group you created originally. For more information on
WDS, please refer to the WDS section.

CPE - Client Premise Equipment Configuration

CPEs are mainly used at a subscriber’s home for internet access by wireless
ISPs (WISPs). These configurations may not be the best for your business
however the bridged client and access point configuration be used is to
create a Layer 2 back haul link between buildings or towers. For WISPs, | will
always recommend the routing/NAT configuration for a CPE instead of the
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client bridges configuration. The reason is that it keeps the clients from
connecting gear on your network, remember we don't want to allow your
clients direct Layer 2 access to your network; you will be providing them a
private subnet that is just for them. If they plug in something incorrectly,
create a bridging loop, or if they have a virus that creates a broadcast storm,
your network should be protected due to the router being in-line with the
client before they get to your wireless network.

Bridged Client

To create a bridge client, the proper way is to use WDS. You will have to
configure your access point for WDS. This is done simply by adding the WDS
mode and default bridge to your wireless access point. See the Bridged

Interface Bridge Access Point Configuration section. Once
+-tetherl bridge1  this is done, then you can configure your
ftwlanT bridge1 = CPE; otherwise it will not work. Note; refer
to the WDS section for more
Mode: |station wds ¥ detailed information on WDS
Band: |5GHz = configuration and operation.
Frequency: | 5180 + | MHz
aneney First, create a bridge group on
SSID: |garage-bh “  your RouterOS System. Add
Scan List: | 5600, default - both the Ethernet and the

wireless interface to the
bridge group. Next, configure
your wireless interface mode
for a mode of station-wds. This mode will form a station relationship along
with WDS to your access point. Configure the proper SSID or scan for the
proper SSID. You may have to configure your security profile to be the same
as your access point security profile in order for the unit to register to the AP.
You will also need to configure the WDS settings; | would recommend
dynamic WDS. Now, along with adding the bridge group you first created as
the default WDS bridge group.

Security Profile: |default -

Once you complete these configurations this

WDS Mode: |dynamic and the CPE associates to the access point,

WDS Defautt Bridge: |bridge 1 you should see a WDS interface that displays

the MAC address of your CPE on your access

point. Also, in the CPE bridge group you should see that a WDS interface has

been dynamically created on your CPE as well. This will bridge the Ethernet
interface and the wireless interface by providing a true bridge
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How to Use Pseudobridge Mode

To create a CPE that uses Pseudobridge mode, follow the instructions in the
Bridged Client section above. However, you do not have to have your access
point and CPE with WDS enabled. Simply set your mode to station
Pseudobridge or station Pseudobridge-clone mode. Once you do this, and
you have added your wireless interface and Ethernet port into a bridge group,
you are done! Remember though, this is not per the 802.11x RFC
specification.

Routed / NAT CPE

The best way to configure a CPE is to have either a Routed or a NAT mode.
These really are two different modes. Routing allows you to configure a

ublicly or privately routable IP

Mode: v PURICY OF PIIVATEY
address that can then be routed
Band: |5GHz * | through your network. This
Frequency: | 5180 # | MHz typically is the best option,
55ID: |garage bh . however, for cu'stomers that do
not need publicly or privately
Scan List: | 5600.default 4  routed subnets, and this
Securty Profile: [default #| includes most residential and/or

business customers, you can
simply do NAT on their CPE and use a single IP address on the wireless
interface. By doing this, you create a separate broadcast domain for your
clients, and prohibit broadcasts and ARPs from going across your wireless
network!

To do configure a CPE in Router/NAT mode, you will need to configure your
CPE’s wireless interface in station mode, just like any other client device.
First, place an appropriate IP address and default route on the wireless
interface. This should allow the CPE RouterOS device to ping out to the rest
of the network and maybe even to the Internet. Second, you will create a
private subnet on the Ethernet interface. | commonly use 192.168.200.1/24
on the Ethernet interface as most home and businesses do not use this on
their networks. Go through the DHCP-Server setup on your Ethernet
interface; this will hand out IP addresses to clients connected via Ethernet.
The last step is to create a Masquerade rule going out the wireless client
interface. | typically will set the source address of 192.168.200.0/24 along
with the out interface of the wireless interface name. The action will be
Masquerade using a Source NAT rule. This will Masquerade all of the private
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IPs, or (192.168.200.x IP addresses) out using the single public/private IP on
your network. That’s it! If you wish you can also setup the DNS Client to
accept DNS requests, and cache them right on your CPE device as well!

For businesses that need public IPs on their equipment you would configure a
subnet, depending on the number of IPs required by the customer, on the
Ethernet interface of your CPE. You would also have to have the proper
routing setup on your network, access points, etc. For a customer that just
needs a few IPs, we would typically route a /29 to the IP address on the
WLAN interface from our Access Points or tower routers. Then on the
Ethernet port, we would place the first usable IP of that /29 as the routers IP.
This functions just like the previous configuration, but we don't need any NAT
functions or rules. The Router does what it does best, route.
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RouterOS and IP

In this section, we will start discussing the features of RouterOS. We will go
down the WinBox section lists discussing each feature, how it works,
configuration options, and give examples for your future use! Inside
RouterOS and WinBox, there are a number of places that are “duplicated”.
For example, you can configure the wireless interface settings of an individual
radio card inside the interface section, but you can also get the same
configuration settings inside the wireless interface section as well.

Why Routing

MikroTik RouterOS is of course, a router! Let’s get into the basic routing
functions of RouterQOS! First off, | like to spend a moment to answer a
common question that | get all of the time. When | bridge, configuring IP
addresses is easy and things work, so why should | route? Let me answer this
question with two comments. First, bridging and IP addressing is very easy to
manage, and run. However, it is not a matter of “if it will fail”, it’s just a
matter of “when it will fail”. Second, my company motto is, “Friends don’t let
Friends Bridge Networks!”

With that said, what are the technical reasons why you should route? The
Internet is routed for a reason. Failures cause topology changes, and, just like
the Internet, you should have routed traffic so when there is a network
outage, your traffic will be able to fail over to other connections and links. In
other words, by routing, you can take advantage redundant connectivity.
Bridging will allow some redundancy, however, typically at the expense of
turning OFF some links. Preventing a bridging loop requires disabling ports,
therefore entire links are wasted. With routing you can have some traffic, go
over a primary connection, and other traffic go over secondary connections,
so you actually use more of the infrastructure that you have.

I also like to keep traffic that should be local, well, local. Every device on my
entire network, from core routers, etc. doesn’t need to know about all 500
other devices on the network. ARP entries should be limited to just those
needed to communicate. This also has another benefit, and that is to be able
to better handle ARP and broadcast storms. This is done by limiting the size of
your broadcast domain. Due to this, you also limit the effects of these types
of issues to a much smaller part of your network. Backbone connections
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should not be affected by (and congested by) excessive ARP traffic or by
broadcast storms. Read the VLAN section as well as it will describe further
information about how VLANs do not keep traffic separate on physical
networks.

IP Addresses

All IP addresses in RouterOS are setup and configured in the IP - Addresses
menu or the IPv6 = Addresses. Unlike Cisco and other manufacturers, that
place the configuration of the IP address
on the interface itself, we configure the
IP address on the Address menu.

Address <1.1.1.254/24>

Address: |1.1.1.254/24
Networ: [1.1.1.0 rs

Interface: |etherfocal #| Note that in v4 and many of the beta

and RC version of v5, you will have both

network and broadcast addresses shown in here. In v5rc9+ you should just

see the network section instead of vs the network and subnet. The network

address is calculated by the CIDR subnet block. RouterOS no longer uses not
use Dotted Decimial notation, only CIDR.

Interface ARP — Address Resolution
Protocol Settings

ARP or Address Resolution Protocol basically changes MAC addresses to IP
addresses. A PC or device will say, via MAC broadcast, ‘I need to
communicate with 192.168.1.1’. There will be some other device that replies
via MAC, or Layer 2 communications. This other device will say, “I am
responsible for 192.168.1.1 and here is my MAC. This communication is
done at the second layer of the OSI Model. This IP address-to-MAC address
translation is retained in the ARP list. See the following section for more
information about the ARP list.

Depending on the interface that you

have, you typically will have only a few = ARF: |enabled ¥
ARP options. The main options, that

you have will be enabled, the default setting, disabled, proxy-arp and reply-
only.
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99.99% of the time, enabled is perfectly fine. This is the default option, which
will reply to ARP requests. When a device is looking for an IP that your
RouterOS has on its interface, this router will reply to that device saying it is
responsible for that IP. Also, if it does not know the MAC of an IP, it will send
an ARP request out to find the MAC for that IP.

So what are the uses for the other ARP modes? Some administrators will use
the ARP disabled mode as a form of security. With ARP in the disabled mode,
your router will not send out ARP requests, or reply to ARP broadcasts.
Because of this, you will have to add ARP entries in your ARP list manually.
On the other device, you will also have to do this as well. This requires
manual ARP entries on both devices, but works quite well to increase
security. With that said, some devices don’t have manual ARP tables
therefore you can’t make a manual ARP Entry.

The Reply-Only ARP mode, will allows for this. In this mode, your RouterOS
will reply to ARP requests, but will not send out ARP requests. So your
remote device will send out the ARP request, and your RouterOS will reply,
but your RouterOS will not know what IP is on the remote device. You will
have to enter a manual ARP entry so that your RouterOS knows what IP
belongs to what MAC.

In a previous chapter, there is an example of using Reply-Only ARP settings
along with your DHCP-Server. This would be a practical example of using the
Reply-Only ARP setting. Refer to that section called “Using ‘Add ARP for
Leases” for more information about this feature.

Proxy ARP

The last mode is Proxy-ARP. Smaller ISPs and WISPs will use this mode to
deliver public IPs across their private network. This is not extremely
common, but it can occasionally be useful work. The interface that you have
setup for Proxy-ARP, takes any ARP requests it receives and forwards them
on to other interfaces. If another device on one of the other interfaces has
the specified IP, the ARP request is replied to. However, RouterOS translates
this. The interface with Proxy-ARP will say that it has the desired IP, but it
then translates the IP it to the other interface’s MAC. So think of Proxy-ARP
it as a Masquerading of MAC and IPs at Layer 2.

The most common example of a need for Proxy-ARP this is if you have several
servers behind a RouterOS Router, you can place a public IP on a server. The
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gateway is on the public side of the router. Because the public interface has
Proxy-ARP turned on, it forwards the ARP requests from the gateway, and
sends them through to the server. This allows the server or servers to have a
public IP even though the interfaces are not bridged.

As a professional recommendation, | typically stay away from the above
method. See the NATing section for information on how to NAT public IP
addresses instead of vs. using Proxy-ARP. However, in a pinch, Proxy-ARP this
will work. If possible, | would rather have routed subnets. When you have
trouble on your network, look at Proxy-ARP first, and you will waste less time
troubleshooting.

ARP List / Table

This table stores the - ARPList

entre MAC to P * | [

translation list that a IP Address MAC Address Interface -
D =172250.33 D0:1FCECIT3F2 etherl

network device will

need to communicate at Layer 3. You can access the ARP List by going to IP
- ARP. Note that there is have a “D” next to the entry in this unit. That
means this was a dynamically created entry. We get dynamic entries when
your MikroTik sends out ARP requests and receives the replies from the
remote devices.

You can add manual ARP entries, by

IP Address: | [T clicking the plus sign. You can also

MAC Address: | 00:00-00:00:00:00 enable/disable just like other item Iisps,

as well as add comments to each static

Interface: |etherl ¥ entry. You also have the ability to use

the find function to find MAC or IPs. To

add devices, you will need the IP address and the associated MAC address,
and the interface that the MAC address is found on of.

MikroTik also gives you tools such as Ping, MAC Ping, etc., to help you verify
ensuring that your static entries are correct. Another feature that you should
be aware of is the Make Static option. This option will let you select a
dynamic ARP entry, and easily convert it to a static entry.
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IPv6

As you may know, the internet as we know it is running out of IPv4 address
space, and, by the time you read this, it may already have ran out of IPv4
addresses. In this book we are not covering, how, what, and when IPv6 came
about, how to implement it, or best practices. However, it is important to
note that RouterOS software is fully IPv6 capable. If you wish to know where
and why IPv6, there are plenty of books that describe the best practices,
options, header information, as well as the agreed upon specifications of the
protocol.

What we do cover here is the IPv6 support in RouterQS, how it works, what
works, and the specific IPv6 features that RouterOS contains. However,
MikroTik is always adding new IPv6 features and support, so there is no point
in listing it here. Most major usages for IPv6 are already implemented, but
refer to www.MikroTik.com for more information on what actual feature set
is supported and tested.

The IPv6 Package

Mesh In order for your RouterOS system to
P I support IPv6, you will have to install
IPvE e and/or enable the IPv6 package. In
Routing e most system the package is aIreaTdy
installed, but not enabled. By enabling
System " ND '
a . the package and rebooting your
Heuss ELE router, it will enable the IPv6 feature
Files Routes

set.

A number of IPv6 commands including the IPv6 Firewall, routes, and IP
addresses are all under a new menu item called IPv6. | know; creative wasn’t
it? It also will show you your IPv6 neighbors as well.
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Dual Stack

By installing the IPv6 package, you will have the [lEREar et ks
ability to run ‘dual stack’. In other words, your
RouterOS system can route both IPv6 and IPv4
packets. This goes for all of the RouterOS Port: |22
services if you configure telnet or WinBox to

answer, it will answer on any IP address, or IPv6 Available From: |2000:./3
address on the router (unless Firewalled). You 10.0.0.0/8
also add abilities to specify src-addresses and

available forms throughout RouterQOS with IPv6 addresses as well.

Mame: |ssh

IPv6 Addresses

As you can see, IPv6 addresses are quite a bit different than v4 addresses, but
inside IPv6 = Addresses you will have the ability to setup the IPv6 address of
your RouterQOS system. There are two
options here, one is the advertise
Address: feature. This enables the stateless
address configuration for that subnet
on that interface. This option is set by
default if the subnet size is a /64. This
advertises to hosts using ICMPv6 and
allows auto configuration of IP addresses

IPvE Address <2001:470.c31e:1/64=

|

Interface: | etherdfiber

EUIE4
v Advertize

The second option is EUI64. With this option, the last 64 bits of the address
will automatically be generated and updated by using the interface identifier.
How and why this process works, is really outside the scope of this book,
again, refer to a IPv6 resource or book for more information.

IPv6 Stateless Autoconfiguration

IPv6 offers and stateless Auto configuration feature. This allows
configuration of the individual nodes connected to the LAN without a DHCP-
Server. Devices plugged into the network will automatically receive and
configure IPv6 address and gateway. This can only be done on /64 subnets
and you must configure the IPv6 address to advertise.
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IPv6 Firewall

The IPv6 Firewall is virtually the same Firewall as the standard IPv4 Firewall
with the exception that we can use the IPv6 addresses! This Firewall is
separate from the IPv4 Firewall, as it only processes IPv6 packets. The
standard IP Firewall system, will only process on IPv4 packets. The IP stacks
are separated inside RouterOS. Check out the dual stack section for more
information about this.

IPv6 Firewall

Fiter Rules | Mangle Connections  Address Lists

o =l | T Reset Courters || 00 Reset All Courters
H Action  |Chain Src. Address | Dst. Address
& #dop  forward 2001:470:c31e:- /48
3  acc... forward 2001:470:c31e::/48
4 W acc... forward 2001:470:c3: 214 24 feTh.dfca
h $log  forward 2001:470:c3 e /48

We also have the IPv6 Connections, Mangle and the IPv6 Address-list here
under the IPv6 Firewall just like the standard IP Firewall. Counters, and
actions are identical; the address-list simply runs IPv6 addresses but is
otherwise is unchanged in configuration.

IPvé Dynamic Protocols
The IPv6 package we also has added support for IPv6 in BGP, OSPF, and RIP.

IPv6 BGP

Mame: |peerl

In BGP, it was designed originally with
multiple  address families; therefore
migration to IPv6 is very simple and straight-
forward. In this case, you can BGP peer with
either an IPv6 address or and an IPv4
address, and do your announcements
running BGP over IPv4. You also can use an
IPv6 remote address as well.

Instance: |default
Remote Address: | 2001:470:1F10:550::2
Remote Port:
Remote AS: |33344
TCP MD5 Key:

MNexthop Choice: |default

Muttihop
Route Reflect
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If you wish to make announcements for = Gemeral Advanced | Status
IPv6, you will need to have a BGP peer that
supports the IP family of IPv6.  Note this
is shown to the right. As you add networks to advertise, you will have the
ability to simply type either an IPv4 address or an IPv6 address.

Address Families: (v ip v ipvE

IPv6 OSPF v3

OSPF, unlike BGP, was never really designed to be able to support address
families, or other similar systems. OSPF required many changes to the
protocol to support IPv6. It required so many changes that they ended up
creating an entirely new version of OSPF. OSPFv3 is the new version of OSPF;
OSPFv2 is the standard IPv4 OSPF and they are completely separated. In V3
uses the same systems as v2, (for example: LSAs, and flooding) but also adds
the IPv6 addresses, as well as improving on the protocol as well. You will
need to consult and OSPFv3 resource to get more information on the fixes
that were accomplished in v3.

Routing F pop
To configure OSPFv3 you will need to use

5 ¥
ystem — the OSPFv3 options under routing. The
Gueues MME standard OSPF section is for v2 and IPv4.
Files OSFPF
log OSPED Once |n5|f:|e OSPFv3, you will Fonflgyre

_ OSPF using the same configuration
Radius Prefic Lists  interface that you are used to with v2.
Taools [ <11 One of the major differences though, is
New Teminal RIPng OSPFv3 does not support the Networks

tab. This was done away with in v3.
OSPFv3 runs on interfaces rather than subnets or networks. So the networks
tab is completed unneeded in V3. The

IPv6 RIP — RIPng

Just like OSPFv3, RIP for IPv6 created a new version of RIP. RIPng is the new
version that supports IPv6 addresses. The configuration is the same as RIP
other than you must configure the RIPng interface instead of adding
networks, again just like OSPFv3, as RIPng is interface-based not IP subnet-
based.
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IPv6 to 4 Tunnels — 6to4

RouterOS supports 6to4 tunneling. This is a technology that was designed to
aid in the transition from IPv4 to IPv6. What this does is simply encapsulate
IPv6 packets inside IPv4 packets. This creates a tunnel, or link to be able to

Interface <sit1 transmit IPv6 across network
s = infrastructure that does not support
General | Traffic IPv6. Note though, that this tunnel does

Name: [T not have any type of security features.
Type: |Gtod Tunnel To create a 6to4 tunnel, simply go to the
interface list, and add a 6to4 Tunnel.
You will need both the local and remote
L2 MTL: address. That’s it. You would configure
this on the other end as well, with the

Local Address: |38.114.87.14 addresses swapped.

MTU: |1230

Remote Address: |203.51.181.2 Remember that we are using ‘Dual Stack’

so the routing processes of IPv6 and IPv4
are separated. In other words, we have an IPv4 default route and an IPv6
default route. Once we have the tunnel established, then we would place an
IPv6 address to the tunnel, and then create a route (possibly your default
IPv6 route) to point at the tunnel. This will route your IPv6 data out the 6to4
tunnel.

Deploying IPv6 Within Your ISP

There are basically two major ways to allow your WISP or ISP to run with IPv6
and to provide IPv6 services to your customers. The first way is to run dual-
stack, as explained in the previous dual-stack section; we have the ability to
run both IPv4 and IPv6 at the same time. This means that you have to have
both an IPv4 and IPv6 address on all of your interfaces. You maintain two
separate routing tables, one for v4 and one for v6. Think of it as running two
different versions of IP, because, you are! This method works fine, but adds
additional work for you as an administrator. You must keeping up two sets of
IPs on every device and every interfaces. This method is the best way to run
both versions of IP.

The second way is to create a 6-to-4 Tunneling server at your network edge
and let each of your clients create a tunnel back to your core. This allows you
to run IPv6 over your existing IPv4 network. This works quite well if you have
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a few IPv6 clients that you wish to enable. This also allows you to maintain
the IPv4 network, including your dynamic routing, and keep your IPv6 clients
happy. For the short term, this will work for most ISPs that are slowly
deploying IPv6 on their backbone. As you roll out your dual-stack network,
you can easily convert from the 6-to-4 tunnels.
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Routing and Routes

Adding Routes is a very simple process. Click the plus sign while you are
viewing the routing table. The new route window will give you plenty of
options. Remember, your
default route will have a
destination of 0.0.0.0/0. You Generdl | Attrbutes

7| New Route

can specify the gateway by Destination:

typing the IP address in the Gateway: S
Gateway box. Gateway Inteface: =
In v3 of RouterOS there is an Interface:

option to specify a gateway Check Gateway: 7
interface. You can do this on Type: |unicast ¥
tunnel connections, PPPoE

connections, and on another [emwes v
interface that is setup with a Scope: |30

/30 subnet. The reason for this, Target Scope: |10

is that there are only two other Routing Mark: -
IP addresses to use in the /30 S .

subnet. Your router will have

one, and the other will be used as the Gateway. Interface routing makes it
very easy to route, just by using just an interface name instead of needing vs.
having to know the IP address.

Static Routing

RouterOS offers a very simple interface for creating static routes. To access
the Routing interface, simply click IP = Routes.

5| Route List 5
Routes | Rules

+ =) | T [NET £
| | Destination / :Gatewa',' :Gatewa*,'... Interface | Distance :Routing Mark :Pref.Soun:e :V
AS k00000 1.1.1.254 etherl 1

DAC P1.1.1.0/24 etherl 0 T:1:1:1
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The IP Routes list will show all of your Route options you have. The

first column is very important. This column shows the status of each ig --------
of your routes. DAC
AS

S = Static Route 5

A = Active Route DAo

C = Connected Route *5

o = OSPF Route AS

X = Disabled Route Da

r = RIP Route

b = BGP Route

d = Dynamic Route

There are also items that are blue in color. Blue items are routes that are
valid, but are not active. This typically means there is a static route that is
taking priority, or another route that has a lower cost. It also could mean
that the gateway check has failed; therefore the route is inactive due to not
being able to get to the gateway.

There are two types of routes that |

Destination Gateway . ) -
DAS P 0.0.0.0/0 1722501 wish to cover in more detail. DAS
.DAC P 172.25.0.0,/24 routes are always interesting. How

can it be a dynamic active static
route? This statement contradicts itself. The reason for this is that this is a
route that was received via the DHCP-Client system. When the DHCP-Client
has the check box to receive the default route, a DAS route is created. It's
static due to the fact that it was entered in via the DHCP-Client, but since the
client entered it from a dynamic source, DHCP in this case, it is also dynamic.
There are also DAC routes. These are dynamically active connected routes.
This basically says this subnet is directly connected to the router. It is added
dynamically due to adding an IP to the router, and as long as the interface is
up and running, it will be active!

Checking Gateways

Check Gateway gives you the ability to verify that the gateway is available. It
has two options, ping or ARP. If the router does not have an ARP for the
gateway, the gateway will be considered to be unavailable. This makes the
route turn Blue; it would normally be available and active, but in this case,
without an ARP table entry, the gateway is considered not on-line or
otherwise unavailable. In most cases you would use the ping option first, as
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this pings the gateway watching for it not to respond. However, if you have a
router or gateway that does not respond to pings, you can use the ARP
option.

The check gateway with ping has some interworking's that you should be
aware of. When you specify check gateway on an IP address, the router will
check the gateway by pinging it. It will ping, every 10 seconds; if you use ARP
it sends an ARP request at the same interval. After two timeouts, it cannot
ping the gateway after two attempts, the gateway is considered unreachable.
If it receives a reply from the gateway, then it is considered reachable and the
timeout counter is reset. Once the gateway is considered down, any route
that uses that gateway would be considered unreachable! Once you put
check-gateway on one route, it would be used for all other routes using that
same gateway. It don't flood that same device with pings from every route,
RouterQS is smart enough to know to only send one ping every 10 seconds
even if there are 400 routes with the same gateway.

Using Distances

The distance metric is also very useful to us. This is the distance that your
static route has, sometimes called “cost”. If there are of two different
Internet connections and one with has a distance of 2 and one with a
distance of 1, the route with a distance of 1 will be preferred over the route
with a distance of 2. The route one with the shorter distance is preferred.
The route with the longer distance will be shown in blue. The longer route is
still a valid route, but there is another route that is preferred, just due to its
sorter distance.

ECMP — Equal Cost Multiple Path

RouterOS also offers a real easy way to balance traffic across multiple
gateways. This process is called ECMP or Equal Cost Multiple Path. ECMP
system basically says that two gateways are of the same cost. In the
following example you will see that we have specified multiple gateways
therefore.  Because of this, we will balance our connections going out
between both gateways.

Notice that | said the word balance “connections” out the gateways; this will
not balance “bandwidth”. ECMP balances connections by matching source/
and destination IPs up. Once computer 1 establishes, a connection, that
source/destination IP information will stay on one interface until that
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connection is completed. However, that same computer could establish

another connection that may
7| Route <0.0.0.0/0> go out the second gateway.
General | Attributes Let’s put this into an example
of web page surfing. Normally,
when you open a webpage,
this opens up from 5-20
connections, just to get the
images, etc. Now let’s say that
some of those images are on
different servers, etc. Some of
stherl those connections could go out
one gateway and some could
go out another. This normally
is not a problem for HTTP traffic. But HTTPS depends on the source IP
address you are coming from to ensure encryption. ECMP will break HTTPS,
so make sure you don’t use ECMP for HTTPS traffic.

Destination: |0.0.0.0/0
Gateway: |1.1.1.254

4@ 4

1111

Gateway Interface:

4

Interface: |etherl

+
[

Check Gateway: ping

In my experience, ECMP works for only for traffic going out the same
provider. | have had this turned on with one cable provider and one DSL
provider, and the differences in round-trip time usually caused issues.
Webpage timeouts and other weird issues occurred. On the other hand, if
you have three DSL lines from the same provider ECMP usually works quite
well, however, | typically put only port 80 or HTTP traffic through EMCP. For
other traffic, | use routing marks and route accordingly.

When using the Check Gateway option with EMCP, note that the gateway or
route will not turn blue if it is inactive, but it will be marked as inactive and
not used, even though it does not indicate this.

If you have an unbalanced connection, for example, one gateway has 2 Mbps
and the second has 1 Mbps, you can list the same gateway multiple times. In
this example, if you had this setup you would place the gateway with the 2
Mbps service in the list twice, and the 1 Mbps gateway only once. This would
be a 2:1 difference. You will need to calculate the difference in your
gateways and figure up how many entries you will need for each to make it
balance as much as possible.
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Policy Based Routing

Policy based routing is one of the many great features of RouterOS. This
feature allows you to create multiple routing tables on one router. This is
great if you have multiple connections, and/or wish to control how traffic
flows. Basically you will have a policy rule that will match data in some way,
and then determine what routing table to use. With policy-based routing,
you can send data from one customer through an anti-virus/anti-spyware box
and other customer’s data directly out to the Internet. | have also used this
as well in enterprise applications where | want remote site users to go to the
main site for Internet access instead of going out their local gateway.

There are a few basic ideas that you have to understand when you are doing
policy based routing. First, you have to identify the traffic that you wish to
change the routing on. Typically we will use our Mangle system to identify
the traffic and then place a routing-mark on the packets and/or connection.
Second, you have to specify where you want the identified traffic to go. We
will create a second routing table with separate routes on it. This table is
distinguished by a routing mark. The last part is a routing rule, which
basically says; if you have this routing mark, then process those packets on
said routing table.

Since version 4 though, MikroTik implemented a change in which you can
effect policy based routing in two steps. RouterOS identifies the routing-
mark inside the Mangle system with the routing-mark of the routing tables.
So there is no need for a routing rule, as the routing-mark from the Mangle
and the routing-mark on the routing table identifies where to send the traffic.
You may still use the routing rules to modify this default behavior though.

So the steps in the process include you need are: traffic identification, use of
a separate routing table, and use of a policy (a routing rule). In v4+ you can
remove the policy or routing rule unless needed.

Routing Policies

There are two ways to identify your traffic; one is using routing marks under
the Mangle system. The second is to directly identify the traffic under your
routing policies. To access your routing policies, or (more commonly called
“routing rules”) click on IP = Routes = Rules tab. This is your routing rules
section.
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# | Route List
Foutes Rules
+ (=R g
| # Src. Address Dst. Address

Routing Mark | Interface | Action Table -

Under your routing rules, you can create rules that identify traffic directly.
Typically, | will use a Source Address. | identify the traffic by specifying this
address, but you can also use a routing mark. Remember, these are rules,
and any rules in RouterOS are processed from the top down in ordered
fashion. Each rule is attempting to match 57 pew Policy Routing Rule

traffic. If you specify both a Source Address

Src. Address: (192168525 |
and a routing mark, both will have to match for
it to work. Dst. Address: -
Routing Mark: mark| ¥ .-
Under the action section, we are going to do a Interface: -
lookup, but you can also drop or make that
traffic unreachable. The lookup action simply Action: |lookup G
says use the listed table to find the proper Table: |ak_table ¥
routing.
7| New Route

General | Atributes
Destination: |0.0.0.0/0
Gateway: |172.25.01

Gateway Inteface:

Inteface:
Check Gateway:

Type: |unicast

Distance:

Scope: |30
Tanget Scope: (10
Routing Mark: |alt_table

Pref. Source:

+

4

+

To access your routing table, click
on IP = Routes, and select the
Routes tab. Under this tab we
have a dropdown on the far right.
Normally, this will say all;
however, we can add as many
routing tables as we wish to and
give them any name. In our
example, we add a default route
out to a second table, and we will
call it alt_table, like the example
above.

Note, we have added the normal
destination for a default route,

and setup a proper gateway. Below, we changed our Routing mark to be

alt_table.

To the left we see this rule has been added. Note, that we clicked on the right
drop down and selected just the alt_table. This allows us to only see the
alt_table rules. Sometimes you may get this item as a blue entry. The reason
for this is that you may not have a routing policy defined yet for that table. In
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this case, we created one before we added our new route, so it becomes
active right away.

5| Route List ==
Routes | Rules
*=| ||| |a] |7 a =
Destination jG_E!te_wa',' jG_E!te_wa*,' ...'In_terface .Distz_lnc_:e jF{oLrtin_g Mark F‘ref Source V
AS  POO0DA 17225.0.1 ether 1 3kt table
DAS  0.00.0/0 172.250.1 etherl 0
DAC | 172250.0/24 ether] 0 172.25.0.50
DAC [ 192.168.200.0... bridge1 0 192.168.200.1

In the above list, note that we have two default routes! This occurs because
the first one has a routing mark that directs traffic to another routing table.

QUICKTIP: When using multiple routing tables,
secondary tables (tables that are not the main
table) will failover to the main table if there is not a
matching route. However, if you use a default
route in your secondary table, it will never fail to
the main table.
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Using Mangle to Route Traffic

Earlier, we said another way to identify traffic is by using routing marks in
Mangle. To access your Mangle system, you will click on IP > Firewall -

Mangle Tab.
5 Firewall ==
Fiter Rules  NAT Mangle | Service Pots  Connections = Address Lists  Layer7 Protocols
4 1| [ 7] [= Reset Counters |[ 00 Reset Al Courters Al ¥
& [Acfion [Chain [Sm: Addess (Dst Addess Prota S Pt |Dst Pott i Infer |Ont ot |Futes Packets ||
Your Mangle system is very

B New Mangle Rule
General | Advanced Bxtra Action Statistics

Chain: |sg=pligl) ¥

Src. Address: 152.168.5.88 -

Dst. Address: hd
Protocol: hd

P2P: hd

In. Interface: hd

Out. Inteface: -
Packet Mark: -
Connection Mark: A
Routing Mark: -
Connection Type: -
Connection State: A

El Mew Mangle Rule
General Advanced BEdra Action | Statistics

L.l

Action: |mark routing

*l

Mew Routing Mark: |Use_alt_table

powerful. You can use any of the
ways shown wish to identify traffic
here. These are rules and just like
any rule in MikroTik they are
processed in order. Once the
packet has been matched, it may or
may not continue to be processed
by other rules. In our case, once we
match it, we will typically stop the
processing by specifying a routing
mark.

To do this, click on the Action tab,
and select ”"mark-routing” as the
action; you can then define the
New Routing Mark as you see fit.
Uncheck the Passthrough option; so
that once data matches the rule, it
will stop processing other rules.

Once you have your routing mark,
then you can setup your policy rule
to use your routing mark, and then
lookup on the corresponding table.
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Firewalling

RouterOS has a full featured Firewall. The Firewall will allow you to permit or
deny different types of traffic, based on a set of rules. Firewalls are used to
not only prevent unauthorized access to your router, and your network, but
they also can be used to prevent unwanted or unnecessary data from flowing
through your network.

Traffic Identification

First off, | love dealing with Firewalls, |spend more time working on Firewall
rules, management, and coming up with creative ways to achieve to the
desired result. The most important function in Firewalling is, "traffic
identification”. Just like with many other features, your Firewall deals with
traffic coming to, from and through your router! There are all kinds of traffic
and being able to identify the traffic you want is sometimes the hardest part.
Think of picking out that nice red sedan that you want, out of 20,000 cars as
they go down a 10 lane highway! This becomes hard to watch for, and you
have to know how to identify it. This is ever harder when the bulk of the cars
are red!

So first, let’s talk a bit more about traffic identification. You can identify
traffic in a number of ways. With RouterOS you can use your Firewall to
identify traffic by what interface it either arrives or leaves on. This is a very
broad approach.

TCP/IP as you know has a number of protocols. The most common ones are
TCP and UDP, but there are others commonly used, such as GRE and ICMP. If
we identify traffic by protocol, now we know what “highway” they are
coming and going on. This again, is still quite broad. So we go deeper, and
look at what port they are using. Both TCP and UDP have 65,000+ ports each,
so figure you have 65,000+ lanes to each highway. That is a huge number of
lanes to watch, so we need to further narrow it down further.

Sometimes we have flags to help us. Between all of these highways in and
out, each (protocols), and then each port or lane, we have narrowed the
traffic down quite a bit. But what happens if we have a flag? If we have a
flag with a number on it, that’s what DSCP or TOS bits do for us. So now we
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can identify for just cars on this highway, going out of our city, in this lane,
that are red, and have a flag that has the number 46.

RouterOS offers the ability to build rules based on many different variables all
at the same time. This allows you to specify “l want this car, with this flag, on
this road, going to this highway on this lane”. Not only can you identify
packets through set rules like this, but you can also setup methods to match
only a percentage of traffic, connection counts, and many other methods as
well. We also have a tool called Torch; that we will cover this in the tools
section, which will help you further identify the traffic as well.

Once you have identified the desired traffic, now you can do something with
it! That’s the goal! This same process is used when you identify traffic
through the Firewall filters or through your Mangle system.

Rules

RouterOS uses rules in its Firewall and Mangle systems. It also uses rules in
several other places. Rules are an ordered list that is typically processed in
order. In the Firewall/Mangle system, these rules are used to match data,
once the data is matched; the rule has an action assigned to it. In reading this
section and others, you will see me mention "drop rule" and "log rule". These
are simply an entry in your Firewall system that is assigned an action of Drop
or Log. They are types of rules, but RouterOS does not distinguish between
these types. It's just an entry that needs to be processed and once data
matches that entry, it will perform the action specified.

Understanding Connection States

You need to understand connection states when configuring for your Firewall
rules. There are four types of connection states in RouterOS: Invalid, New,
Established and Related. Normally, when a connection is established
between point A and point B, it goes through two connection states. One is
the New connection state. This connection state means that the connection
is being created. Once the connection is created, the state becomes
Established. The bulk of your data movement and packets are going to be
with Established connections.

An Established connection, sometimes, calls upon another connection state
to do something else while the original connection continues on. A good
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example of this would be your web browser. The first connection obtains the
HTML code for the page. During this connection, it will call upon other
Related connections to obtain images, graphics and sound. Each one of these
separate connections never goes through a New connection state but rather
a Related connection state. These Related connections, then enter the
Established state once the connection is running.

Below is a chart of common processes of a connection.

It is important to understand connection states with the RouterQOS Firewall
because as it gives you the ability to understand how connections are
created. By understanding how these connections are made, you can create
a better Firewall, not only one that protects your devices but also one that is
efficient as well. We typically assume that invalid packets are hack attempts,
as they are packet injections into the connection stream that are out of order
or do not match the connection.

Firewall Efficiencies

Creating your Firewall efficiently is very important, especially on
RouterBOARD products. Remember that every packet is processed though
the Firewall and your Firewall should limit the number of rules that any
packet needs to go though. The packet is processed though the Firewall in
order, so how can we maximize the efficiency of your Firewall rules?

The single largest step is to process on the New-type connection states only.
These would be New, and Related connection states. To do this, the top two
most rules will typically be accept rules for both Established and Related
connections. The ideology behind this is, if you never let the connection
become Established, then there will be no further data. If you did let it
become Established, why process rules on the rest packets? You allowed the
connection state to become established. If you did not want the connection,
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why allow the new connection state packets? In regards to the related
connections, again, you allowed the original connection, why do you need to
do anything but allow your related connections?

With this said, by creating two accept rules at the top of your chain, you will
limit the number of rules your packets have to pass though. The rest of your
Firewall would only process on New connections. So how much more
efficient is this? Is it worth doing? Let's look at a single connection, this
would be a download of a ISO image, we will say around 550 Megabytes. In
this case, the first packet would be the request for the connection, if we did
not have the Established and Related Accepts, this packet would flow though
the Firewall and look for anything that would match the data. If not found,
the default action is accept and the connection would then change to an
Established state. Now in the Established state the file begins to download.
As the download progresses, every packet in the download rules though ALL
of the Firewall rules, and then since there is no rule that matches, is
accepted. If we had the two rules at the top of our chain, the first packet
would go through those two, and run through all of the Firewall rules, and
eventually be accepted. The rest of the packets, once in the Established
state would be then accepted on one of the first two rules and no other rules
would be processed. 99% of the entire 550 megabyte transfer would be
considered Established and would be accepted by the first rule; no other rule
processing would be done.

Here are some good suggestions about connections states. First, drop your
invalid connections, as typically they are hack attempts. Process your rules
based on New connection states, and allow your Related and Established
connections. This will minimize your amount of CPU usage that you use,
while as well as still accomplishing the Firewalling features that you need.

127




Firewalling

Packet Flow in RouterOS

When you start building Firewall rules, you will need to understand how
packets flow inside the RouterOS system. This packet flow is important;
depending on several factors, the packets may use different chains etc.
Below is the RouterOS packet flow diagram. You will need this to understand
how packets flow. This is even more important if you wish to use several
RouterOS features, like QoS, Hotspot, and other features. Many thanks to
MikroTik as these diagrams are directly from their Wiki.
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Mangle Packet Flow

Below is the Mangle packet flow. Use this if you wish to know what RouterOS
facilities are used on each of your Mangle chains.
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Above is a diagram on the packet flow for IPSec Encryption; on the next page
we have a diagram on how IPSecDecryption occurs.
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Packet Flow with MESH

MikroTik has a MESHing protocol called HWMP+, (see that section for more

information) so titled; however, we have been talking about packet flow

though RouterQS. At the time of this writing, the MESH system does NOT

pass though the IP Firewall system. You cannot use IP Firewall and/or Mangle
using this system.
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Chains

Before we start working with the Firewall, we need to discuss chains.
RouterOS uses chains for segmenting the different types of traffic that your
router has. There are three built-in chains; these are chains that are always
present in any RouterOS system. You can also create new chains for greater
manageability as well. All of your rules under each chain are processed in
order.

I *
RouterOS also makes it easy to manage these 2 — hd
. - ) . Connect Limits
chains by providing a drop-down box in the right |~ thound-SMTE
side of the Firewall filter rules. You can manage |RouterServices
each portion of your RouterOS Firewall more |S5H Attack Prevention
easily by grouping rules into chains, and then SYN-Protect
calling those chains from the built-in chains. dyramic
forward
. hackertraps
Input Chain input
output
The input chain processes on data that is going to tﬂatlls "
the router. If you have five IP addresses on the v'ianﬁs BCHEr

router, then any packets coming into the router

for one of those IP addresses would be processed on the input chain. Use
your input chain to provide access rules that allow services and authorized
users onto your router and the IPs associated with the router.

Output Chain

The output chain is for data that is generated from the router. Things such as
pings from the router, and ping replies from the router. Creating tunnels,
using the web proxy system, and other outbound connections would be
controlled here.

Forward Chain

The forward chain is used to process on packets and data that flow through
the router. Most of the Firewall rules that you create will be in this chain, as
this would protect customers, and networks behind your router.
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Other Chains

Just because you already have the three chains, does not mean you can’t add
more. You can create chains with any name you wish, just simply by changing
the name of the chain under each rule. You will need to jump to these chains
to be able to use them from one of the built-in chains.

The main purpose of these other chains, is to allow you to specify rules
chains, and jump to them from the main built-in chains. This gives you the
ability to provide rules based off another rule. For example, you can setup
your forward chain to say if the packets are destined for your web server IP
address, to send them to a chain called, web_server. Then, under the
web_server chain, you can apply all of the Firewalling that you wish to, as
needed. This allows you to have a completely different set of Firewall rules
for one individual IP address vs. all of the other forwarding rules.

Also, as mentioned before at the beginning of the session, you can also
improve manageability of your Firewall by grouping functions of your Firewall
into chains, and then calling on those chains from the built-in chains.

Jumping to Chains

By default, you have the three built-in chains, input, output and forward. For
organization and other reasons, you build other chains that you create names
for. To use these other chains, you have to jump to them from one of the
built-in chains. Remember, all data flows through the three built-in chains
based on the type of traffic. For you to jump to another chain that you
created, let’s say your web_server chain, you will have to create a rule with a
jump action under your built-
in chains.

B] New Firewall Rule
So, we will assume that you General | Advanced Esra  Action  Statistics
have a web_server with a Chain:
public IP address being routed
through your RouterQOS
system. This web server’s IP Dst. Address: | 1|55.55 -

address will be 5.5.5.5 in our
case. Since we are routing Generl Advanced Edra Action | Stafistics

*

forward

Src. Address: hd

through our router, we will Action: [jump
need to apply Firewall rules in
the forward chain, or jump

+

*

Jump Target: websewer_c:hain|
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from the forward chain to our web_server chain. Since we only want to send
data that is going to our web server to the web_server chain, we will apply a
new rule that matches only the web server data, and then specifies a jump to
our web_server chain.

We have created a rule and told it to jump to our web_server chain. Note
that we have added the web server IP address as our Dst-address field as our
web server IP address. This is so that the only data that will jump to this chain
is data that is going to our web server IP address. We then go into our action
tab, and tell the system to jump to another chain.

Now, inside the webserver_chain we can create other rules, and since we
have only brought traffic that is

General | Advanced | Edra  Action  Statistics destined for the 5.5.5.5 IP
Chain: |webserver_chain ¥ address into the
Sic. Address: + Wwebserver_chain, we don’t have

to specify that information
again. In this rule, we say that if
they are using TCP port 80, HTTP

Dst. Address: hd

Protocol: & fcp) ¥ | A
P . traffic, we will apply a rule called
accept. This action will accept or
Dst. Port: 180 “ allow the packet. Once the
accept rule has matched the
General Advanced Bdra Action | Statistics data, that packet will not
Action: - = process any further in the chain.

Since this is a web server, you may need TCP/443 opened up for secure HTTP
or HTTPS traffic. If you don’t, the last rule in this chain would be a drop rule.
Drop is basically a deny rule. Any other traffic that was not matched against
the accept rules, will be dropped. This data will not make it past your Firewall
to the web server.

Returning from Chains

Once you have jumped to another chain, you have the option to return to the
original chain. In our example above with the web server, there is no need to
return as we have processed all of the rules based on the IP address of the
web server, and anything not accepted was dropped.

One example of jumping and needing to return is a connection limit chain.
You jump to the connection limiting chain to apply a few connection limiting
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rules, just as an organizational method; at the bottom of your connection
limit chain, you can apply a rule called return. This returns you to right under
where you jumped from. You can jump from one chain to another to another
if you wish, and every time you return, you return to the point from which
you jumped from. Most of the time, | create the rules on my “other” chain,

and then | would create a :
rule at the bottom of the General Advanced BEdra Action | Stafistics

other chain for the return. Action: _

Your return action rule
typically will not have any matching options, rather it matches all packets that
flowed through your chain and did not match other rules.

Address-lists

Address-lists are an extremely powerful feature of RouterOS. The Address-
lists give you the ability to provide a list of addresses, a single address, or an
address range or subnet, which you can use in other parts of RouterOS. In
the Firewall filters section, under the advanced tab, you will have the ability
to match based on address these lists. To access the address-list section, click
on IP - Firewall = and then the Address-lists tab.

2| Firewall
Fiter Rules = NAT Mangle Service Ports  Conmections Address Lists | |ayer7 Protocols
+ < [=] [7] al s
| Name Address ¥

You can add many entries in the address-list as well as have many different
lists. You can also have RouterOS create Dynamic Address-lists. These lists
are created when a Firewall

rule is matched. Once General Advanced Edra Action | Statistics
matched, these addresses Action: |add src to address list ¥
are added to the.address-llst Address List: |Using P2P 3
of vyour choosing for a

Timeout; |02Z:00:00 -

specified time. Note
however, that these dynamic entries are just stored in RAM, so if you reboot
your router, it will clear out dynamic entries. In contrast, static entries
however are stored on the disk.

An example of using the address-list feature is to generate an address-list
dynamically get created as users use Peer to Peer applications. This will
create an address-list dynamically giving you the list of those users who are

134 | Learn RouterOS — Second Edition by Dennis Burgess




Firewalling

using Peer to Peer applications. The timeout value in your Firewall rule will
determine how long the users will stay on the address-list. You can specify
both Source and Destination address-lists as needed, and can create an
address-list with any name.

Another use for an address-list is to create a list of possible hackers. The
methodology that you will use is “detected, add, block”. First, you detect
that a hack attempt is taking place. You do this by specifying Firewall rules
that identify this type of traffic. Once identified, you will add their IP address
is added to an address-list. Now that you have an IP address-list with these IP
addresses on it, you can create another rule. | typically decide that once an
address is on this address-list, even if they were doing a Port scan, or
attempting a SSH brute force attack, it doesn’t matter. Now you are on the
list, so | have another Firewall rule that blocks all data if you are on that
address-list. Once you are listed, they can’t get past my Firewall until the
timeout value has been reached, and they drop off the list. Please refer to
the section under Firewalling called “SSH Attack Prevention” for more
information about if you are interested in understanding this process.
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How to Match Data

There are many ways to match data in RouterOS. In the following sections
we will talk about common ways to match data. Keep in mind that you can
use these in both the IP Firewall system, as well as the IP Mangle system to
match data. The rules in the IP Firewall as well as the Mangle system are
processed in order. Make sure you process them from the top down. |
typically will accept at the top and drop at the bottom.

5| Firewall

Fiter Rules | NAT Mangle Service Ports Connections  Address lists | Layer7 Protacols

= =l (T — Reset Courters || 00 Reset All Counters 1 | all
# Action  |([Sre Address |Dst Address |Proto|Src Port  |Dst Port | inter |(Sro_ Address List | Bytes Packets
) WFacc.. | 1ic lether1 0B
1 Wacc.. | 17 u 6768 1704 KIB 518
2 WFacc.. | 17 53 0B ]
3 Wacc.. | 17 20561 12.2 MiB 31893
4 Facc.. | 29 o 0B ]
5 Wacc.. | 17 u... 520521 0B o
6 Faco. | Bficp) 520521 0B 0
7 Wacc... | 6 &tep) 179 DB ]
8 Facc... f 17 (... 123 0B ]
9 wacc.. | 6 ftcp) 3128 0B 0
10 W acc... F127.0.0.1 127.001 0B o
11 wacc.. | 6 ftcp) 2000 0B 0
12 Wacc.. | 17 (... 2000 0B o
13 W acc... | 17 (... 5678 630.2 KiB 6 950

Right on the general tab, you can configure the basic IP matching rules. You
have the ability to match based on source and destination addresses,
protocol, as well as source port, destination ports, or any ports. You can also
match based on your In or Out interfaces as well.

The ‘any port’ option basically says match the packet regardless if its source
or destination port number, as long as one of them is the ‘any’ port. You can
also use packet marks to match data as well in the Firewall rules, but make
sure to follow the packet flow diagram to know how and where to put these
packet marks and Firewall rules. The packet flow diagram can be found a few
chapters back in the “Packet Flow in RouterOS” section.

In the Advanced tab, you have even more options for matching common
TCP/IP data. We talked about building and making those source and
destination address-lists dynamically under the Address-lists section. Once
you have IP address-lists created, you can then match based on those lists
under the Advanced tab, or you can say NOT this address-list, by checking the
! box.
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There are a number of other
methods of matching data in
your Firewall and Mangle.
Keep in mind that you can
combine fields and types to
create a match. For example
you wished, you can say you
want all TCP/80 traffic with a
source address of the source
address-list called “local IPs”.
You can also match data
based on packets that have a
ToS bit of 4 and come in your
Internet Ethernet port. The
key is to put all of your
Firewall rules together to
make it do whatever you

want!

Connection Bytes

General | Advanced BEdra Action Statistics

Chain: |input ¥

Src. Address: -
Dst. Address: A
Protocal: -

P2P: 4

In. Interface: -

Cut. Interface: -

Packet Mark: -

Connection Mark: -

Routing Mark: -

Connection Type: titp F|a

Connection State: I+ | «

General Advanced |Edra  Action  Statistics

Src. Address List: hd
Dst. Address List: -

Normally | would reserve not talking about connection bytes as it’s
sometimes difficult to properly communicate. Connection bytes only work on
TCP connections first of all. This rule gives you the ability to match based on
the amount of data a connections transferred by a connection of data.

A really good usage for this is looking

Content: -
for extended downloads. The
example in the graphic shows a rule ~ ermection Bytss: [10465760 -
looking for connections that have St MAC Address: h

gone over 1Mbps of transferred

data. Of course, you can change this number to whatever quantity you want
to have. Once the connection goes over 1Mbps, it will start matching this
rule. The rule is in Bytes so calculate accordingly.

Now that you have this rule, you can do something with it. Sometimes | will
use a connection or packet mark, with a special rule, that puts the connection
into an extended download queue. Everyone in that queue can then contend
fight over the bandwidth in that one queue for these extended downloads.
Normally though, the bandwidth limit it would not be 1 Mbps; it would be
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something like 200+ Mbps for most of my configurations, but the bandwidth
limit can be any value that you choose is a preference.

Built-In Peer to Peer Filtering

RouterOS is used by many ISPs (Internet Service Providers) and WISPs
(Wireless Internet Service Providers). In many cases P2P or Peer to Peer
(P2P) applications can be disruptive to some services by creating many
packets per second and using up
quite a bit of Access Point
bandwidth. RouterOS gives you the

5| Mew Firewall Rule
General | Advanced Edra Action Statistics

Chain: |forward ¥ ability to create your Firewall rules
Src. Address: ~  that filter P2P packets. These filters
Dst. Address: - are extremely optimized Layer-7
filters. Firewall rule functions are
Protocal T constantly being updated in newer
Sre. Port by RouterQOS versions, therefore
Dst. Port due to this; the latest RouterOS
Any. Port version provides will give you
pop: [ [Fasttrack fcazaa) 3.  better matching compared to older
| _raled versions.
n. Interface: bit4oment hd
blubster
Cut. Interface: | |direct connect hd i
edonke You can select several different
i f!rEi_
Packet Mark: | [ ola : v types of P2P or you can select all-
Connection Mark; | _|<oulseek ~ p2p, to match all of the types.
Routing Mar: [ L40MX ~ Once you have used this filter
option to match P2P data, you can
Connection Type: -

do whatever you wish with it. You

Connection State: ¥ can apply other options to do

connection limiting on this, or you

can even drop the traffic. In the address-list section, we mentioned that you

can also use this filter to add P2P users to an Address-list, and then base
other rules off of that.

This P2P feature is also in the simple queue section and allows you to assign
bandwidth limits to P2P applications as well. This is discussed in more in
depth in the Traffic Management section.
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Layer-7 Filters

Normally, when you identify traffic by, you are using port, protocol, IP
addresses, etc. However, some applications use common ports that are used
for other types of data. Some instant messenger applications will use TCP
port 80 to connect with IM servers. TCP port 80 is more commonly used for
HTTP traffic. This IM data is virtually impossible to match and catch without
affecting other types of traffic. That’s where the Layer-7 Firewalling abilities
of RouterOS come in to help out.

When you apply most RouterOS Firewall filters, you are really only looking at
the first 40 bits of data, or the TCP header data. The header contains your IP
addresses, port numbers as well as options like TOS, etc. This is less than 2%
of the data contained in many packets. Because of to this, we can process
rules very quickly. However, when we start doing Layer-7 or application layer
filtering, RouterOS must start looking at
the entire packet. Therefore the amount
of data that must be we processed goes
from 20 bytes to the entire 1500 byte or
larger packet. Since we are now
processing the entire packet, we can look for data inside the packet that is
common to a specific application.

If we use the IM or instant messaging traffic that we talked about earlier as
an example, we can match data based on a Layer-7 filter that defines what
the packet must contain. If the packet it does contain IM data, the packet it
will match the filter. The following to the right example illustrates you an
example of matching based on packet content.

To match via this we have to first define what the Layer-7 filter will be
matching. This is done in the Layer-7 tab of the Firewall. To get to this, click
the IP = Firewall > Layer-7 Protocols tabs.

& Firewall
Fiter Fules MNAT Mangle Service Pots Connections  Address Lists  Layer7 Protocols
&k Al | T
MName Regexp

@ M Traffic  “fymsahypnsihoo).7.2.2.7.2.2. Fwt]. “xc =20

In the above example, we have defined a Layer-7 Protocol and given it a
name. This name can be anything but you will use it in your Firewall rule.
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When you create that Firewall rule, you will use the Advanced tab, and select
the Layer-7 Protocol that you created in the Layer-7 Protocol tab. Once you
do this, you can then define an action
based on that protocol.

7| New Firewall Rule

General Advanced |BEdra Action Statistics

With Layer-7 processing you will Src. Address List: -

consume quite a bit more CPU time, as
you are processing the entire packet. Layer7 Protocal: ¥ -
You’ll need to do your own testing, but

assume 2 to 3 times more CPU for the same amount of data when you are
doing Layer-7 processing. | prefer to leave this type of processing in the core
routers, where CPU power is plentiful.

Dst. Address List: -
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Connection Limiting

In the Extra tab under your Firewall rules, you also have a feature called
Connection Limiting. This feature is very simple to use. | use it quite a bit to
limit P2P applications from creating

General | Advanced Bdr | Action | Statistics too many connections. | also use it to
-~ Connection Limt prevent a residential client from
Limit: [£3 100

becoming a spammer.
Metmask: |32

To use Connection Limiting feature, you will need to select the TCP protocol
because as it is a connection-based protocol in the TCP/IP suite. In most
cases, | will also select either a Source Address subnet or a Source Address-list
listing on my network, so that | apply Connection Limiting this to only my
network instead of to the entire Internet. Once this is done, specify the
number of connections in we can apply the limits. The limit field is for the
number of connections. If you want to limit your customers to 100
connections, you would enter that number in the limit field. The netmask
field defines the size in what size of the subnet to apply this limit too. If you
defined a /8 in your source address, and then defined a netmask of 32, you
would end up giving every IP address on your /8 100 connections. If you
changed this to a netmask of 24, that would allow 100 connections per /24
network under your /8. In most cases you will use a netmask of 32 to say
every IP address receives 100 connections.

Connection Limiting Chart

What it actually does. Limit Field = Netmask
100 TCP connections per individual IP or 100 32
/32 address range

100 TCP connections per /24 address range 100 24

50 TCP Connections per /29 address range 50 29

| get a lot of questions that ask on what to set the connection limits too. |
have found that a limit of 25-30 connections per residential account is
typically a good number. On business connections we typically let them run
without a limit. This is typically because they are paying a premium for their
connection and we don’t know how many PCs or devices they have behind
their single IP address. If though, you use the rule of thumb of 20
connections per workstation, you typically will not have issues.
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Port Scan Detection

RouterOS offers the ability to match against port scanning activities. It does
this by providing a cost or weight . pep

when someone attempts to open a  Weight Threshold: |21

port. There are three weight Delay Threshold: |00:00:03

variables included in the PSD, or | . pos weight: [3

(port scan detection) system. The
most important is the low port
weight. This is for ports under 1024. It is typically normal that ports below
1024 are more commonly scanned as most basic Internet services are
provided below port 1024. RouterOS allows you to define a weight for these
ports, and then a weight for high ports, or ports above 1024. Typically the
weight on the high ports would be less than the lower ports.

High Port Weight: |1

You then specify a delay threshold and a weight threshold. When the weight
threshold is exceeded within the
specified delay threshold a match
Address List: |portscanner to the rule takes place.
Timeout: |2d 08.00.00 - Remember, this is a rule, so you
are matching data based on the
rule. Once the data is matched, you have to specify what do with it. | will
typically place an action to add the source IP address to an address-list, for
example, typically “port scanners” or some other easily recognizable name.
Then | typically will place another rule that will drop all traffic from the “port
scanners” address-list.

+

Action: |add src to address list

+

Ingress Priority and TOS / DSCP

| put these two features together even though they are separate items,
because but they both deal with priorities. The ingress priority is a function
of WMM (Wireless Multi-Media) or VLAN priorities. If you set priorities with
VLAN or WMM you will be able to match data based on those priorities.

The DSCP or TOS bit is a priority-based number that is included in the IP
header information of the packet. Because this information is transmitted
with the packet you can perform QoS and other data matching very easily. In
some cases, you can do ingress marking by letting your edge routers identify
the traffic and place TOS bits on all of the traffic. Then, in your core network,
or within your backbone, you can process based just on the TOS bits. If you
want to change priorities, you can do it by simply by changing the TOS bit.
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Since RouterOS can change TOS bits as they pass though the router, we can
do anything we wish, including removing the TOS bits. Some networks drop
all of these as they pass through their network, however, typically TOS bits
are designed to help identify critical traffic, such as VolP or other latency
sensitive applications. | typically would use them to help identify VolP Traffic
on networks, but keep in mind that any network that the packets bits pass
though, could have changed the TOS bits.

Random

Using random can be fun. For example, that when | want to aggregate my
wife, | can use the random command to drop 30% of her web traffic. Trust
me; | get a response from her in about two minutes from enabling that rule. |
don’t know which is worse, the fact that | actually use that rule, or the fact |
have it just disabled in my router, ready for action.

As the random switch implies, it allows you to setup a random matching
ability. Besides aggravating the wife with it, it can also can do some good. If
you have an application that you wish to test based on with a simulated poor
connection, you can randomly drop packets based on a percentage of the
packets. This will simulate the performance of a T1 or other type of link that
has packet loss on it.

Limit/DST Limit

This function allows you to effectively limit packet rates based on time.
Blocking denial-of-service (DOS) or Ping-Of-Death (PoD) attacks works quite
well when you limit the packets per second. You can also use this limit
system to limit the amount of logging messages per second, and other
functions as well.

The configuration is very simple.
You have a rate option, which is the
maximum average packet rate.
This is normally measured in pps or
(packets per second). You have the option though of changing the time
variable, so you can say, per second, or per minute, if needed. You also have
a burst option; and this is how many packets to allow in a burst.

A |imit
Rate: |1 /|sec

-

Burst: |5

The thing to keep in mind with the limit value is that it does not match data
until the data rate exceeds the rate that you specify. Once it goes over the
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rate, then it matches data. Once the data is matched, remember, you will
then have an action. The rule, matches data once the limit value is exceeded.
Once that occurs, the rule matches and then you can configure your rule to
perform some kind of action. This could be drop the excess data or use an
address-list to perform some other actions. Remember, that if you specify
this rule without other options, then it will ONLY look for the rates, not rates
based on Src-Address or other options.

The DST Limit further limits packets per second but this time it limits per
IP/port. In the limit system, if you place a limit of 40 pps for an entire /24
subnet, then that is exactly what you would get. The entire subnet would
have a limit of 40 pps. If you change the rule from a limit to a dst-limit you
can revise that limit to 10 pps per destination IP and port. Instead of the
entire /24 subnet being limited to 40 pps, an individual computer can have 10
pps per port. If

Nth

Nth is a value that you can use to match Nth amount of data. In version 3 of
RouterOS this is handled differently than v2.x. It

is now possible to match 50% of your data with ~a- Nth

only one rule. The key to understand Nth, is that Every: 112

you are matching what packet out of what
packet count. If you create a rule matching
every 2nd packet with a packet number of O,
then this rule will assume we are dividing up all matching packets into two
streams, furthermore, the rule specifics that we are going to match on packet
0 of those streams. So our rule shows every 2, packet 0, so as packets go by
RouterOS divides them up by two. The first packet would be considered
stream 0, the second packet would be considered stream 1, and then the
third packet would be back to stream 0, and so on. This rule also has the
option of Packet 0, so we are only matching packets that fall into the stream
0. We would need another rule, with the same Every field, but the packet
would be packet 1 to match the REST of the data that the first rule does not
match.

Packet: 0

Once we match the rules, we can then preform some action with them, such
as adding them to an address-list. The major use of the Nth was to help load
balance connections out multiple gateways; however, this has been replaced
with the PCC function. Please refer to the PCC (Per-Connection-Classifer)
section for more information.
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Time

The time field is exactly what it sounds like. It lets your rule match at various
times of the day! This works great if you wish to allow access to some sites or
change bandwidth allocations at different times of the day. The rule works
just by matching the time to the system clock. Remember, on
RouterBOARDs, they do not keep the clock set after a reboot, so make sure
they can get to a NTP Server to reset their time. For x86 applications, you
won’t have to worry about this.

Simply specify the start time and the duration. Then use the check boxes to
specify on what day  -a- Time

or days to apply the Time: | 00:00:00 -| 1d DO:00:00

rule applies for with ¥/ sun  [¥l mon |vltue [ wed [wlthu [« fi v sat
the check boxes. |

typically use this in combination with other items. | normally have one rule
that has time options checked, and then below that rule another option with
no time rules. If it is during the specified time frame, the first rule will match
and take the correct action. If that rule does not match due to it being out of
the matching time frame time, then it will fail over to the second rule.

Firewall Actions

Inside your Firewall there are many different actions. Some just accept data,
some deny data, and others can change data. In the sections to follow, | will
discuss the different types of Firewalling actions that you can use in
RouterOS.

Accept

Accept is very simple operation; it accepts” or allows data traffic. By default
RouterOS “allows all”. In other words, with no Firewall rules, everything is
allowed. There is nothing blocked, no data is not passed.

The typical usage for accept rules is to allow very specific data. One common
practice with Firewalling, especially in the enterprise, is to deny everything
but what is needed. You create accept rules for all of the types of traffic that
you will allow. Then at the end of the chain, place a rule that denies
everything. As data flows through the Firewall rules, if it matches against
one of the accept rules, the packet is matched and no further rule processing
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is done. However, if the packet gets to the bottom of the list the “deny all”
rule will block that traffic.

Drop

When you drop data, this means that you are denying it. You have matched
that packet, and that packet is no longer processed. It does not forward
through the router; it is not processed by the RouterOS system in any way.
The packet is basically ignored as if it was never received it.

I commonly use drop with a connection limiting rule. Once there are xx
number of connections, then the connection limit rule starts to match data. If
| used an accept rule data over the connection limits | had specified would be
accepted and continue on, nothing would really change and no connections
would be denied. By making that rule a deny rule, once an IP goes over that
connection limit, it will start dropping or denying connections above the
connection limit; only data above the connection limit would be dropped. An
example would be if we limited a customer to 50 TCP connections, as they
attempt to establish the 51%, the new TCP connection request packet would
be dropped, and the customer would not be able to establish the 51°
connection.

Logging

Inside your Firewall you can also perform logging actions on your data. This
logging action allows you to identify
traffic. The best use for this is to
see what kind of data is hitting a
drop rule. Right before your “drop
all” rule, place a log rule. This will log all data that makes it to the “drop all”
log rule, and unlike most other actions, the log rule will let the packet
continue to process down the rule list. The next rule though, is a drop all
rule. This way you will get information on what your drop rule is dropping.
The Log Prefix information is simply that, an informational prefix that is
appended to all of the logs generated.

General Advanced Bxtra Action | Statistics

Action: I+

Log Prefec: |ICMP -

The logging rule places these logs into memory as ‘Firewall info’ types. You
can then use your logging actions to be able to see these in your logs, or send
the logs to a Syslog system. You can get more information on how to send to
a Syslog server, by reading the logging section in the “Nuts and Bolts”
chapter. Below you can see what the output is inside your log memory. Note
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that we have the ICMP prefix that we defined above. This information will
help you identify specific traffic as it passes through your Firewall.

Mar/04/2009 10:45:45 fiEwaH info ICMP input: in e‘IHErT out:fnone), sre-mac 00:1:c6:c1:7312, proto ICMP (ype 8, code 0), 172.25.0.39->172 25.0.50, len 40
Re_ieCt Action: |reject *
Reject With: |icmp network unreachable ¥
The reject action is solely for icmp admin prohibited
. icmp host prohibited
ICMP packets. This rule stops icmp host unreachable
icmp net prohibited
the ICMP packets, and  then
sends a reject message back. icmp port unreachable
. icmp protocal unreachable
Once you select the reject icp reset

action, you can then specify
what reject message to respond with.

Tarpit

The Tarpit action is used to simply tick off hackers! Yep, that’s right. When
hackers attempt to open connections, either for DOS or other types of
attacks, they send a TCP SYN packet. This basically says, “open a connection”.
What The Tarpit action does is replies to this, with a SYN/ACK, saying the
connection is open; however, Tarpit doesn’t open a connection; it simply
then drops everything else. To the hacker, the TCP connection is open, and
there is no response to the hacker’s “close connection” packets. This keeps
these connections open on the hackers system, and consumes resources their
system resources. The end result is, the hacker has many of open
connections, that don’t respond, and in the end, makes them mad!
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Protecting Your Router

I would like to go over some common ways to protect your router. Some of
these are common-sense measures, but | like to cover them anyway. Here is
a check list that you can use to ensure that your router is secure.

Change your Admin password!
Add another user to the system and disable the Admin
account!
Select a good, strong password.
Disable services that are not needed.
If you don’t use Telnet, FTP or SSH, turn them off!
Input Chain: Only allow Established and Related
Connections in your Firewall.
» Input Chain: Identify port scanners and massive SYN
attacks.
Add Source IPs to address-lists.
Input Chain: Drop hackers and PSD IPs from the dynamic
address-lists.
» Input Chain: Only allow services that you are using on your
router in your Firewall.
Limit ICMP pings to something manageable.
Drop excessive pings.
Allow only services you use:
o WinBox
o SSH, Telnet, or FTP
» Input Chain: Only allow management connections from
trusted IP addresses.
»  Build an Address-list for management IPs.
o Drop other packets not from management IP
» Input Chain: Log other data that makes it past your
standard rules.
> Input Chain: Drop everything else besides what you allow.

Y V

\ 4 YVVVYVYYV

YV V V

The basic idea behind these suggestions is to disable services
you don’t need, block DOS and PSD IPs once you identify them,
allow only traffic from management IP subnets, and drop
everything else!
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Protecting Networks

Common Firewall Options

Putting the Firewall to use for you and your customers can be challenging.
RouterOS offers so many options that building your Firewall may seem like a
daunting task. As a router administrator, putting it all together can be hard
work.

First off, we want to prevent the unwanted traffic that we don’t need on our
network. TCP-based connections are the place to start. We will block invalid
connections, but allow those Established and Related connections. This will
keep us from processing excessive data by focusing on our efforts to block
the initial creation of the undesired connections. This also will keep our CPU
time down. To provide basic Firewalling, | would also look for port scanners
in your forward chain just like in the input chain. Add those detected users to
an address-list and block them.

Next, work to prevent
some data crossing
your network. Both
TCP and UDP ports
135-139 are commonly used for worms and viruses. These are the ports that
are used by NetBIOS traffic, and in my opinion, should never traverse a public
network. A common example of this is two users on a network, file sharing
directly in Windows. The NetBIOS ports should be blocked on most ISP
networks. Not blocking these allows for hackers, viruses, etc., to get into
your customer computers. TCP/UDP 445 is also NetBIOS ports and should be
treated as such.

What about viruses? There are a number of virus scripts, a script; a set of
terminal commands that would automatically enter a number of Firewall
rules into your router simply by pasting them into a terminal window, on the
Internet. You will need to look over these before adding them to your system,
as some of them may have undesirable affects. So be sure you know what
you are doing and what it will affect. | have seen some of these scripts block
common ports that are regularly used. So be very careful when applying
something that you did not make. | do have a small section on pre-made
Firewalls that | would read over prior to implementing a pre-made script.
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In our input chains, we also limited ICMP packets and TCP SYN packets when
they come into our network. We can do the same thing with our forward
chain, helping protect our customers from POD, (Ping of Death) attacks, as
well as DOS attacks that flood systems with connection attempts. | typically
will put a TCP SYN limit of 300-400 per second per IP. You can also prevent
large pings from going through your router completely as well. Preventing
large ICMP (ping) packets from flowing though you router will help with PoD
attacks, but some customers may use large pings to troubleshoot
connectivity.

SPAM Prevention

As an Internet provider, you may wish to prevent network users from sending
out SPAM. This is a difficult task, as there may be legitimate mail servers
operating on your network. Even with this, there are a number of methods
that you can control SPAM on your network. The first way is simple
connection limiting. Most mail system will send outbound mail via TCP port
25. This is the SMTP port.

Because mail servers commonly use port 25 for mail, identifying mail traffic is
fairly easy. If you apply a connection limit per IP just on port 25, this will be
the first step. Residential users typically will never need more than five TCP
port 25 connections out. They typically send a single message via a single
connection; therefore, any residential user going over this limit very well may
have been infected with a virus or worm that causes their computer to send
out SPAM. A rule that prohibits over five connections, and then adds the
source IP to an address-list will allow you to identify spammers' user. Set this
rule up with for an hour or so timeout period on the address-list. Create a
second rule to block all port 25 outbound access based on that address-list.
Once a computer is infected and attempting to open more than 5
connections out, it will be placed on the list, and all SMTP traffic will be
blocked for an hour. After that, if that address continues to attempt to open
more than five simultaneous connections, they will simply get added again.

chain=forward cn=add-src-to-address-list protocol=tcp address-list=0ver 5 SMIP
address-list-t 1t=2h dst-port=235 i limit=5,32
chain=forward action=drop src-address-list=0Owver 5 SMIP

With the above rules in place we have effectively eliminated the possibility of
sending lots of SPAM and e-mail out quickly. What happens if you have a real
mail server on your network? Well there are two ways of dealing with this.
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Real mail servers may send out quite a few messages very quickly as they are
legitimately serving many users. A retail business that | worked with had
about 175 users, but they could send out a staggering amount of e-mail in
some cases.

Most mail servers though will limit the number of outbound threads, or
connections. One hundred seems to be a good number for simultaneous
connections on most mail servers. The simplest method of allowing
!egltlmate mail servers processmg Src. Address List: (¥ | Accepted Mail Servers ¥ | -

is to first create an “accepted” mail [

server list. You create an address- Protacol- 1116 fcp) Ll
list containing that is for approved Src. Port: =
mail servers. When you create Dst. Port: [ 1|25 -
your standard 5 connection limit -« Connection Limt

SMTP rule, as discussed in the Limit: .25

previous paragraphs, you will add Metmask: |32

+

an extra option, this is on the Action:
advanced tab. The option is the  Addwess List: |Over 5 SMTP
Src-Address-List, where you will Timsout: |02:00.00 -
specify your accepted mail server's

address-list. You will also use the !, or NOT function. This says this rule will
only match, if the protocol is TCP, dst-port is 25, they already have 5
connections open, AND they are NOT on the accepted-mail-server's list. If
the src-ip is on the list accepted mail server address-list, the rule will never
match, so you don’t have to worry about them getting on the list.

-

Brute Force Attacks

These attacks send an entire dictionary of words to a SSH, telnet or FTP
Server trying to discover the password that will let them in. One of the ways |
have found to effectively limit this type of attack very effectively is to create
several different address-lists dynamically. These lists, will allow only so many
SSH, FTP or Telnet login attempts before it blocks the attacking IP for a set
amount of time.

To do this, you will simply create a rule that says “if this is a new connection
attempt on one of these ports; add the IP address to a stage 1 list". Normally,
most actual users will not go past this, and the stage 1 list only keeps the IP
there for maybe a minute or two. With telnet, you will have several attempts
to type in the correct username and password, but if you type the wrong
one(s) the router will terminate the connection. Now you can create another
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connection and try again. This is where your stage 2 rule comes in. This rule
says, "If your IP is already on the stage 1 list, and you are attempting to make
a connection, add the IP to the stage 2 list; this time for five or six minutes".
Again, as the user, you will have several attempts to connect with FTP and
telnet. The third rule is the big one. "If you are making made a third
connection attempts, and you are already on the Stage 2 list; your IP will be
added to a stage 3 list". This time however, your IP will be retained on the
stage 3 for several hours to days. There is also another rule that says if you
are on this stage 3 list, drop all of your traffic preventing you from getting
past the Firewall to do any other attempts.

H Action  |Chain Src. Address |Dst. Address |Proto...|Src. Port  |Dst. Port  |In. Inter... |{| Src. Address List
.92 ctadd... S5H Attac... 6 ficp) 22 ssh_staged

93 tadd... S5H Attac... 6 ttcp) 22 ssh_stage2

94 tadd... S5H Attac... 6 ttcp) 22 ssh_stage1

95 tadd... S5H Attac... & ftcp) 22

This is a set of rules that | usually use. | would jump if it is port 22 for SSH or
port 23. You don’t have to actually specify the port here, because you can do
this in the jump rule as well. Note that we ordered them backwards; we
wanted the first rule to look at the stage 3 list while the second rule looks at
the stage 2 list, and the third rule looks at the stage 1 list. So on and so forth.
The idea behind this is that we create several opportunities and have several
stages, to let someone that may be valid to login. Once they have made an
excessive number of attempts in a small time period, we assume that they
are attempting to hack the router, and then block them for a long time.

DOS/POD Attacks

There are two other types of attacks that we commonly see. One is a DOS or
Denial of Service attack. This attack typically sends thousands, or more,
connection requests, or (TCP SYNs) to a single IP address. This IP may be a
web server, or some other connection based protocol. Even though all of
these connections requests may be made and are valid, the issue is that the
server can only handle so many of them. After a while the server will be
overloaded with SYN requests and will have so many connections open that
the server is overwhelmed and performance slows down.

First off we need to identify these types of connections. We can setup a rule
to match TCP connections, with a SYN flag that are in the “new connection”
state. This identifies all of these connections that are attempting to be
opened up. Next, we place a limit on the number of packets per second we
wish to allow. A good number would be 300-400 of these types of packets
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per second. Once we identify that a single IP has gone over this limit, we can
then add the remote IP to an address-list, then we can use another rule to
block access.

The second attack that is common is called a POD or Ping of Death attack.
This attack uses many computers around the world, to ping you (or an IP
behind your router) with large packets. The sheer number of ICMP packets
coming in typically consumes all of the available bandwidth. Further, the
large number of requests per second consumes CPU power. If you have a
small Internet connection, under 50-100 Mbps, a PoD or DoS attack will
typically result in slow service, or performance because your bandwidth is
consumed and legitimate traffic is slowed before it gets to your RouterOS
system. With the POD attack, simply limiting the size of pings can lessen the
impact. Secondly, prohibiting or limiting pings totally also will also help.

Firewalling Examples — Using Multiple Rules to do what YOU
want!

| have said that RouterOS is an infinitely configurable router. But do you
know what the only problem with RouterQOS is? Simple, it's an infinitely
configurable router! Many system administrators today simply check a box
to enable a Firewall, or selecting a link and turn on VolP QoS. These types of
clickable configurations don’t match data effectively, don’t guarantee QoS,
and in general are a shotgun approach compared to the precision control that
RouterOS features can provide. The challenge is getting the RouterQS system
that you have to make it do exactly what you want! Sometimes it’s not as
simple as just checking a single check box or enabling a feature. Sometimes
you may need to build Firewall rules to do something and then, followed
those by three more “if-then” statements. One rule eventually will block that
hacker, but you have to make it do it!

Using Pre-Built Firewall Scripts

Be careful of prebuilt Firewall Scripts. Make sure you know exactly what that
script does PRIOR to its installation in your network. Why? In some cases,
that Firewalling script may do things that may adversely affect your network.
Firewall rules that might be fine on the original creators network, may not
work properly on your network. Always use caution when implementing
Firewall scripts. You should use the mantra of, "If you don't know what it will
do, don't use it!"
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Multiple SMTP Outbound Limits

In this example, we have created a set of rules that allow us to have two
different outbound limits for outbound SMTP traffic. There are actually four
steps in this system. The first is a forward chain jump. We jump to a SMTP
chain so that we can process further inside a custom chain, providing us
organization inside our Firewall rules.

1 &ljump G icp) 25 Inside-IPs
H Action Proto... |Dst. Port | Src. Address List Connection Limit./Limit
20 3 drop 6 tcp) Cwver 10 SMTP
il =t add src to address list 6 fcp) |Allow Ower 258 SMTPs 10
a2 3 drop G ftcp) Allow Over 25 SMTPs 25
23 4 retum

This list does a number of things. One, it checks a list called “Allow 25
SMTP”, for IP addresses, if they are on this list; they will get 25 SMTP
connections. If they are not on this list, it will give them 10 SMTP
connections, once they go over 10; they get added to an address-list called
“Over 10 SMTP” for 2 hours. Once they are on this list they will have all SMTP
blocked for however long they are on the list.

This gives you two levels of SMTP, one default and one that allows up to 25
connections. Of course you can modify that list or the number of connections
to suit your preferences.

Here is the order of events:

Conditional Jump from Forward Chain to SMTP Chain
Conditions

Source Address-list: Inside IP addresses — Lists all inside IP
addresses.

Protocol: TCP
Dst Port: 25
Jump to: SMTP Chain

If they are on the “Over 10 SMTP” Address-list, drop all
traffic

If they have over 10 connections, and are NOT on the
“Allow 25 SMTP” Address-list, add their IP to the source
address-list of “Over 10 SMTP”

YV VYVVV VVYVY
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> If they are on the “Allow 25 SMTP” address-list, then drop
any connections over 25.

> Return to forward Chain
SSH Brute Force Attack Prevention

Again, there are a number rules that are needed in this case. Just like the
above example, we will have either an input or forward chain rule that jumps
TCP Port 23 packets over to our SSH Attack chain.

H Action Chain |l Proto... |!|Dst. Port |1/ Src. Address List  |(| Address List
F 11 £t add src to address list LTI S5H .. Eftcp) 22 ssh_staged hacker

12 £t add src to address list  LTI_SS5H .. Eftcp) 22 ssh_stage? ssh_staged

12 £t add src to address list  LTI_SS5H .. Eftcp) 22 ssh_stage1 ssh_stage2

14 £t add src to address list  LTI_SS5H .. Eftcp) 22 ssh_stagel

15 4 retum LTI_S5H ...

In the above example, we show what rules we would add to have a multi-
stage SSH attack-prevention Firewall. This could work for FTP as well as
Telnet services as well. If we go through the rules in order:

e  First new SSH Connection
a. IsSRCIP on ssh_stage3 address-list? No.
b. IsSRCIP on ssh_stage2 address-list? No.
c. IsSRCIP on ssh_stagel address-list? No.
d. AddSRCIP to the ssh_stagel address-list for 1 minute.
e Second SSH connection
a. IsSRCIP on ssh_stage3 address-list? No.
b. IsSRCIP on ssh_stage2 address-list? No.
c. IsSRCIP on ssh_stagel address-list? YES!
i. Add SRC IP to the ssh_stage2 address-list for 1
minute.
e Third SSH Connection
a. IsSRCIP on ssh_stage3 address-list? No.
b. IsSRCIP on ssh_stage2 address-list? YES!
i. Add SRC IP to the ssh_stage3 address-list for 1
minute.
e  Fourth SSH Connection
a. IsSRCIP on ssh_stage3 address-list? YES
i. Add SRC IP to the hacker address-list for 10
days.

3 drop LTI _forward hacker ({ Drop Known Hackers

155




Firewalling

There is also a rule that looks for SRC IPs on the hacker address-list. Once
found, we drop all traffic to and from that SRC IP address, in our forward and
input chains. This rule, blocks those attempted hackers from even getting to
our RouterOS or to customers.

Using Mangle

The MikroTik Mangle system is used for several different tasks. Marking of
data, by using connection, packet, or routing marks are but one task of the
Mangle system. You can also modify some fields in the IP header of TCP/IP
packets. These modifications can include TOS and TTL fields. Take a look at
the Firewall section for examples to understand on how to match data.
Again, the key to your Mangle is matching data. Once you match data you can
perform an action on it.

Chains

The Mangle system uses chains, just like your Firewall system. It is important
to understand how these chains work together. Depending on how your data
flows, you will use different chains. Make sure you look at the packet flow
section in the Firewall system.

Pre-routing

This is the most common location for your Mangle rules. Pre-routing will
process data as it flows through your router, but more importantly, it
processes prior to your routing decision. So you can apply marks prior to the
router to determine what route to take. 99% of your Mangle rules will go
here.

Post-routing

Post-routing is typically for packets leaving your router that you wish to
Mangle. Good usages for your Mangle system here is when you are changing
your TCP MSS size, or making other packet changes. Another use possibility is
to change the TOS bit of the packet.

156 | Learn RouterOS — Second Edition by Dennis Burgess




Firewalling

Input

The input chain in Mangle is the same as the input chain in the Firewall
system. Input rules are for packets that are destined for your router. They
input into the router. An example of this would be ICMP ping packets that
are pinging your router. Your router receives them in on the input chain, and
then responds to them on the output chain.

Forward

The forward chain is the same as the forward chain in the Firewall system.
This chain processes on packets that are passing or flowing though the router.
The DST or SRC IP is not an IP address on the router, but rather the router
passes the packet though the router, in one interface and out another.

Output

The output chain is just like the output on your Firewall rules. This is for
packets that are generated by your router, and sent out an interface.

Using Marks

While using your Mangle system, one of the key features is marking. You will
typically use the ability to mark data simply to identify it for use in other
RouterOS features. There are several different features that RouterOS will
uses marks for. Policy based routing, along with traffic management, and
queues are just a few. Each of these RouterOS features uses a mark to
identify traffic. Since these marks are just used to identify traffic for other
RouterOS features, they do not travel outside of your Router. They don’t go
between RouterOS systems, nor are you changing the packet or data in
anyway. The two marks that you will commonly use are Packet marks and
Routing Marks.

Packet Marks

When you are identifying data to either use in Firewall rules, or in the
gueuing system, you are going to be marking the packets with a packet mark.
This is the most common type of mark that you will use. The goal is to
identify traffic and then place a mark on that traffic for other RouterOS
facilities. To identify traffic, you will use the Firewall-like options in the
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Mangle to match data. Once the data is matched you will have an action type
to mark your packets. This places a virtual mark, only inside the RouterOS
system, that you can use in your queuing system, as well as your Firewalling
system.

Routing Marks

Routing marks allow you to mark data in a way to apply routing policies and
rules to the data. The data that you match can have a routing and packet
mark at the same time. Just like packet marking, you will match your data,
and then specify a routing mark to give to that packet. This routing mark has
only one real purpose. This is to allow you to identify traffic in the routing
rules section of RouterOS. Identifying traffic allows you to apply different
routing tables to different types this type of traffic.

Unlike the actual routing rules section, in Mangle, you can apply routing
marks to packets. This means you can use all of the advanced features of
your Mangle to match data. An example of this is to send non-latency
sensitive data out a connection that has higher latency. HTTP traffic could be
sent out a secondary connection to off-load traffic from the primary low-
latency connection.  You could then apply another routing mark for more
traffic, say SMTP or mail traffic, and send it out a connection that is just for
mail traffic. The routing rules only give you the options to match based on
source or destination IP addresses. You also can specify routing marks
creating in the Mangle system in your routing rules. This allows you to tell
your routing system to use a routing mark that was created in your Mangle
system.

Connection Marks

Connection Marks are used to increase the processing capacities of your
RouterOS. It's important to understand how connections are created and
how connection states in RouterOS are handled. Refer to the connection
state section if you need more information.

Using connection marks, is very simple, you need to match the data,
preferably when its connection state is still new, by using a Mangle rule. The
Mangle rule then places a connection mark on that connection. All other
packets that come from that new connection will also have a connection
mark on them. This then allows you to place a routing or packet mark on the
packets that have a connection mark on them. Processing all of the packets
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based on the mark is faster than matching the data every time. The
connection mark allows you to do complicated or high capacity matching
without the high CPU overhead of processing and analyzing every packets
header information. It’s just simply faster to process based on the
connection mark.

So the question that has to be asked is; when do you use connection marks?
Typically | have found unless you are really starting to push the RouterOS
system and hardware that you have, | find it simpler to mark with packet or
routing marks directly, instead of indirectly with a connection mark. If you
are having CPU issues with the RouterOS device, either you are pushing too
much data or you have lots of rules, you can start to use connection marks to
improve the performance of your router and CPU. If you are starting to drive
your RouterQOS system to this level, then you should think about replacing the
hardware with something a bit faster.

Change TOS Bit / DSCP

Using this option, you can change the TOS/DSCP bit of a packet. This is very
useful for identifying traffic in your Mangle system. Unlike packet and
routing marks, TOS bit changes travel with the packet as it leaves your router.
This allows you to identify traffic on some routers and put a bit number on it
for further identification across your network or on other networks. | will
typically use a TOS bit change this to match data, then | match and prioritize
the data across backbone routers, by using only using the TOS bits instead of
matching the data again by some other method. This is one of the few
actions that work well on your post-routing chain.

Change MSS

This allows you to change your MSS or Maximum Segment Size field of your
IP header. MSS is the largest amount of data that a device can handle in a
single unfragmented piece. The number of bytes in the MSS plus the header
information must not add up to be more than above the number of bytes in
the MTU or Maximum Transmission Unit.

Typical usage for changing the TCP MSS is to set a packet size on an outgoing
interface, which your data will leave on. An example of this is a PPPoE-Client
connection. You will typically have a 1500 byte packet size with Ethernet, but
when you add the header information that PPPoE has to have, you end up
with a 1460 maximum packet size. By changing your MSS, you are specifying
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those packets that are going through your routing and leaving on said
interface need to be fragmented to the MSS size.

Of course you can use your post-routing chain for changing your MSS,
however, for optimized processing; you can also specify the packet size in the
advanced tab of your Mangle rule, specifying packets that are oversized for
your interface. So if you are changing your MSS to 1460, instead of
processing on all of the packets that are larger than that, you can specify
1461-1500 packet size. This way it will only change the MSS on packets that
need to be fragmented.

Clear DF

This simply clears the DF, or do-not-fragment, bit of the packet. This bit if set
to 1, specifies do not fragment. This basically says that this packet should not
be fragmented. By using this option, you are clearing this bit and resetting it
to 0, showing that the packet can be fragmented.

Set Priority

This sets a new-priority parameter on the packet that is sent out through a
link that can carry the priority. This is just for VLAN and WMM-Enabled
Wireless interfaces.

Strip IPv4 Options

This does exactly what it says; it strips the IPv4 Option fields from IP packets.
These may include any of the following options: /loose-source-routing, no-
record-router, no-router-alert, no-source-routing, no-timestamp, router-alert,
strict-source-routing, timestamp.
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NAT — Network Address Translation

Network Address Translation or NAT, is a very useful feature in many routers.
Unlike many other routers, RouterOS offers a full featured NAT system. Too
many times, consumer routers offer a NAT feature, but it actually is a small
feature set of the NAT system. Usually, this feature is Masquerading, or
many to one translation. RouterOS will allow you to do both inbound and
outbound NAT as well as redirection and other functions. We will cover the
basic usages of your NAT system in this chapter.

NAT has two main sides, and inside and outside network. You can perform
NAT on many different IPs, and RouterOS does not restrict you to private
versus public routable IP addresses. The inside IPs are typically being NATed
by a many-to-one rule, called a masquerade rule. Incoming connections,
unless they were called by an inside request, are typically dropped. However,
you can perform inbound NATing or dst-nat with RouterQS as well. This will
take the public IPs that you have, and translate them to an inside IP address.
In most cases, the IP addresses on the inside will be private IP addresses,
while the outside will contain public IP addresses.

To access the NAT system in RouterQS, you will click on IP --> Firewall --> NAT
tab. Use the chart below to remember what chain to use:

Outbound Traffic
SRC-NAT Many Privates to Single Public
Private IP to Public IP
Inbound Traffic
DST-NAT Public IP to Private IP
Chains

The NAT system has two built in chains. Just like the Firewall chains, NAT
rules must belong to a chain of some type. All NAT rules will start with either
a src-nat or a dst-nat chain. Src-nat rules are rules that perform actions that
come from the NATed network. As the data passes through the router, the
source IP address is replaced by the new IP address on the outside of the NAT
system. Dst-nat rules are data that come from the public side of your network
and are translated to the private side; think inbound routing.
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Masquerading

This feature is misnamed quite a bit. Lots of routers, especially the lower cost
home routers and other types of CPEs will label this feature as NAT.
Masquerading is a many-to-one network address translation system. This
allows many IP addresses to be translated
into a single IP address. The most
common usage is to translate many

B Mew NAT Rule
General | Advanced Btra  Action  Statistics

private IP addresses, such as a Chain: |srcnat c
192.168.0.0/24 subnet, into the single IP Src. Address: | ||152.168.0.0/24 o
address that you received from your Dst. Address: -
Internet provider.

Protocol: -
To implement a masquerading system,
you will need to define at least one of two bet F
options. What is the source IP subnet, or Ary. P
the outbound interface? You must have In. Interface: -
one of those to perform the action of Out. Interface: [ |ether? ¥|a

masquerade. When you do this, all data
going either out that interface or from the defined source addresses will be
translated to the IP address on that interface.

One of the little details that you need to understand is that when you do
masquerading, the outgoing IP address on the out interface that is used for
translation is the first IP that was added to that outgoing interface. Also,
there is no reason you cannot masquerade public IPs, or virtually any IP
address you wish with RouterOS. Many routers will only let you masquerade
private addresses. | do this when a networks primary Internet connection
with public IPs goes down and all we have is a DSL or cable connection. We
masquerade customers with those public IPs out the DSL or cable interface
letting them get on-line, but not use their public IPs.

To create a basic masquerade rule, see the above graphic, click on IP >
Firewall = NAT, and create a new rule. Enter either a source address or an
out interface, preferably both, and then click on Action, and use the action
drop down box to select masquerade.

Setup basic Masquerading:

> IP = Firewall > NAT
> New Rule
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Add either Source Address Subnet or Out-Interface

You can specify both if you wish

Select Action Tab

Use the action drop-down to select masquerade as the
action.

YVVVYV

PPPoE-Client and other types of Tunnels and Masquerading

When you create a PPPoE-Client, you may get a public IP once the connection
comes up. This is just like any other interface with RouterOS. If you have
private IPs that you wish to masquerade out a PPPoE-Client connection, your
outbound interface will have to be the PPPoE-Client, as that is the actual
interface that you are sending data out. This remains true when you have
other types of tunnels, or wireless interfaces as well.

Inbound NAT

Inbound NAT or dst-nat commonly iS  Generl | Advanced | Bam | Action | Statistics

used to take a public IP address, and Crain: TR =
forward it into an internal private IP o i -
address. You do not have to forward

an entire IP address and all protocols

and ports though. You can simply have several rules to only forward specific
protocols and ports. This typically will be used in conjunction with your
outbound NAT rule as well. The reason for this is that data that comes in
through the inbound NAT system will

typically need to reply on the same IP

Dist. Address: public -

General Advanced Bdra Action | Statistics

Action: |dst-nat kS
address that the request was sent
To Addresses: |private addess Fy
too.
To Ports: hd

To create your basic NAT, think of data that is coming in via a public IP
address. We need to get this data to a private IP address. This private could
be a customer IP, or a server. In this case, you will create a DST-NAT rule,
which will use the destination IP address of the public IP. If you don’t wish to
specify a specific port or protocol, you will then need to specify what action
you wish the rule to perform. You will select dst-nat as your action, to
perform destination NAT, and then the to-address field will be the private IP
that you will be forwarding that public IP to.
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Outbound NAT

Outbound NAT uses your source

General | Advanced Bdra  Action  Statistics
IP address to translate to a

e *|  specific public IP address. Instead
Src. Address: [ ]|Private IP Address ~  of looking from the outside in, you
Dst. Address: + Will be looking at this rule from

the inside private address going
out, hence outbound NAT. RouterOS calls this src-nat, or source NAT. This
feature is very basic. It says, if data comes from xyz private IP address, then
perform src-nat on it, and translate it to abc public IP and send that data out
to the Internet. This will allow a private IP address to show up as a very
specific public IP address. You will have to have this public IP address on your
public interface of your RouterOS system.

General  Advanced Bdra Action | Statistics To create this rule, simply specify

Action; |src-nat ¥| the src-nat chain, then you will
To Addressss: |Public IP Address 4 specify the source address of the
Private IP address on the inside of
your network. Use the action tab,
perform the action of src-nat, and the To Addresses field will be the Public IP
address you wish that private to show up as.

To Ports: -

One way to check this feature is to have the private IP of a computer or
router, and browse to a website that checks the public IP address that you
are coming from and displays it. Whatismyip.com is one of these, as well as
another called IPChicken.com. This will display the IP address that you are
coming from. If you are simply doing your masquerade, it will be the first IP
address on your outgoing interface. Once you specify this src-nat rule, you
should be able to reload that webpage and see the IP address that you put on
the to-address field in the action tab. This will make the computer, or device,
that is on the private address appear to come from its own public IP address.
You can only have one src-nat rule per public IP address, as this is a 1:1
relationship.
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Performing a One-to-One NAT - Assigning a Public IP to a
Private

Doing a 1:1 NAT, allows you to assign a public IP address to a private address
on the inside of your network. In some routers, the functionally of this is
limited, however, with RouterQS, this function works perfectly. To do this,
you will have to create two different rules. One is an outbound NAT. This
takes all the traffic that the private IP address generates and sends it out an
individual public IP address. No other traffic will be generated from this
public IP without it coming from the private IP.

The second rule is the inbound NAT rule. This sends all packets that are
destined to the public IP address and forwards them into the private IP. We
do not define any ports or protocols, so that all data is passed through. The
only thing that is changed is the source and destination IP addresses to allow
forwarding through the private network.

General | Advanced Bxtra | Action  Statistics General | Advanced Edrm Action  Stafistics
Chain: |dstnat ¥ Chain: |srcnat ¥
Src. Address: - Src. Address: ||| Private IP Address -
Dst. Address: || |Public IP Address| a Dst. Address: -
General Advanced FBwra Action | Statistics General Advanced Bdra Action | Statistics
Action: |dst-nat ¥ Action: |src-nat ¥
ufitdticszeey Pivats IP ddress “ | ToAddresses: |Public IP Address a
To Forts: v To Ports: v

Above, | have provided screenshots of the rules that are required.
Remember, your dst-nat is inbound, so your DST-Address field will be your
public, and that dst-nats to your private. Your src-nat is outbound so your src
address is your private IP address and you are translating it to a public IP
address. With this method, you have sent a public IP to a private IP on a 1:1
basis. This will forward in all protocols and all ports to the private IP address.
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Selective Port Forwarding

When you do port forwarding from a public IP to a private, you typically do a
1:1 NAT like the above section. However, you don’t necessarily have to
forward in all of the protocols and ports. You can selectively send these in as
needed. Keep in mind that this will require more rules than a standard 1:1
NAT.

First, you will still need to have the src-nat rule to send data from your private
IP out the public. So create your src-nat rules as the outbound NAT section
Generdl Tl e P e describes. You need to do this

because when a request

Ry = *!  comes in to your public IP, we
Src. Address: ||| Private IP Address o need to have the server reply
Dst. Address: - from the public IP address. So
. >~ you will need to create this

General Advanced Bdra Action | Statistics

rule.
Action: |src-nat ¥

To Addresses: |Public IP Address - Once that is done, now you
To Ports: S need to create your inbound

NAT rule. This is done with
the same information as the inbound NAT system described in the prior
sections. You will make a change though, now you will select what protocol
and/or ports that you will need to send in. So the example is if you are
sending in web or HTTP traffic to a web server, you will need to select the
protocol of TCP and a destination port of 80. On the action tab, you typically
will not need to specify a port,
as you are receiving on port 80
so it will forward to port 80. Chain: |dstnat

General | Advanced Extra Action Statistics

*

Src. Address: hd
You can also change the port
during the translation on the
inside or private network as Protocal: [ 1|6 ficp)

Dst. Address: Public IP Address -

| a
well. Once you specify the To EE e Adin [
Addresses or the private I[P
where your server is, you also PETE *
have the ability to change the  ToAddresses: |Private IP Address| -~
To Ports. If you wished, you can To Ports: |81 FN

run your web server on port 81
on the private IPs, but port 80 on the public IP will be translated to port 81 on
the inside.
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For every other protocol and port that you wish to send to your private IP,
you will need another rule. If you wished to send TCP port 25 into that same
private IP, you will need to create another rule that uses DST port 25 protocol
TCP to send inside to that private IP. Any protocols and ports that you do not
forward in with a dst-nat rule will end up hitting your router. | would suggest
putting a deny rule on the input chain for this IP address so that your router
does not get any requests. | say this, because if you do not forward in port
23, the telnet port, then you could have users hitting this public IP that is
normally assigned to a server with a private IP, but they actually get the
router login prompt since it is not dst-nat to your private IP address.

Inbound NAT with DHCP Public IP Address

Sometimes you will only have a single public IP address and you obtain that IP
via a dynamic method, such as DHCP or PPPoE. When you get this public IP,
you do not necessarily know what the IP address is going to be, therefore,
how can you do your dst-nat Genewl |Advanced B Action Statistics

rules for IP addresses you don’t
know? So how do you do this?
Well, since we can’t use a
destination address and we Dst. Address: ~
typically will only have one IP

*

Chain: |dstnat
Src. Address: hd

. . Protocal: (1|6 ¢ ¥ a

address on the interface, we will e =2
specify the in interface instead. felnE v
Dst. Port: 80 -
In the example to the right, you Any. Port: -
will see that we are sending in . Interface: [ 1lethert =

TCP port 80 via a dst-nat rule.

Since we don’t know the IP address to put in, we can use the interface that
we know the information is going to come in on. This interface may be an
Ethernet port that we have DHCP Client turned on, or it could be a PPPoE-
Client Interface.
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Redirect

Redirect is the same thing as a dst-nat action, but it does not need a to-
address field. It always redirects to the incoming interface IP on the router.
What this is typically used for is redirecting traffic to router facilities and
features. Two really good functions of this feature is for redirecting web

traffic to your web proxy system,

General i it . .
fdvenced | (B | [ Achon | [ Ststsics and/or redirecting DNS requests

Chain: |dstriat *| to the local DNS caching system
Src. Address: [ |Private Range] « onRouterOS.
Dst. Address: hd

An example of the transparent
redirect for DNS would be a rule
Sre. Port: ~ that would match against DNS
traffic; so UDP port 53. | typically
would add either a source
address of your private range, or if you have multiple local address ranges,
you can create an address-list with these and match on that. Then your
action would be to redirect to the local port 53. This will send DNS traffic
from your local subnet to your caching system on your RouterOS system. Be
sure to enable remote requests
in your DNS system!

+
3

Protocal: udp

Dst. Port: 53 -

General Advanced BExra Action | Statigtics

Action: |redirect

Ll

To Ports: 53| -
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Basic Interfaces

The interface sections will allow you access to all RouterOS interfaces. You
will be able to configure not only Ethernet, but also Wireless Interfaces,
Tunnel Interfaces, VRRP, Bonding and VLAN interfaces within the interface
settings. We will cover Tunnels such as EolP and IP tunnels in the tunneling
section.

B Interface List =
Interface | Bthemet EolP Tunnel IP Tunnel VLAN VRRP  Bonding

Ethernet

Inside the Ethernet interface settings, you will see a listing of just hard
Ethernet interfaces. This will not include other interfaces associated with
Ethernet interfaces, such as PPPoE or VLANs, but just actual, physical
Ethernet interfaces.

Mame Type Tx Fx Tx Pac... |Rx Pac... |Master Port |Rx Ban... | Tx Ban... | Switch |+
R 4itether] Ethemet 102 Mbps 3.2 Mbps 1169 874 none unlimited unlimited
R ##ether2 Ethemet 41 2kbps  77.0kbps 42 40 none unlimited  unlimited
R #rether Ethemet Obps Obps i) 0 none unlimited  unlimited

Inside this section you will see #1interface <etherl>

0
0
0
==
the type of Ethernet interface, Generl | Ehemet Status Traffic oK
the current TX and RX data rates, Name: |etherl Cancel
as well as the TX and RX number Type: [Ethemet |:’“°°’*’
of packets. Depending on your | 1500
. ’ Disable
version and hardware, you may MAC Address: |00:0C-42-3073:
ress: [00:0C:42:30:73:9C
have some other options. On _ — @
. ARP: |enabled -
the RouterBOARD 400 Series, Torch
Master Port: |none ¥

you may have options such as
switch port, master port and
TX/RX Bandwidth limits.

Upon double-clicking the
Ethernet interface, you will be
presented with the actual

Banidwidth (R Tx):
Switch:

urlimited || ¥ | /|unlimited

0

unning

interface configuration options. These are pictured to the left.

+

linke ok
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You will be able to configure what the name of your interface is, however on
Ethernet interfaces, | would also recommend leaving the Ethernet 1, 2 names,
and then adding more description to the name, instead of renaming the
entire interface. The reason | recommend this is simple. Most Ethernet
interfaces are numbered in some way, if you rename them without the
numbers, then later, it may be difficult to find out what interface belongs to
what name. | have seen this a number of times, and typically it’s simpler not
to rename the entire interface.

You do have some other options on naming interfaces; you can also add a
comment by clicking on the comment button. This will let you put in
information and comments for that interface. Comments such as, “cable
goes to the third floor,” or other type of descriptive comments can help you
identify an individual port instead of renaming the entire interface. The
name of the interface will also be used in other places in RouterOS, so | would
not put in a long interface name as well.

RouterOS also allows you to change your MTU, or (Maximum Transmission
Unit) packet size. For Ethernet interfaces you will typically leave these alone,
however, if you have a long distance fiber link etc., you can change this to
include super frames, and allow for more throughput if necessary. This is
very uncommon though.

Switch Controls

On most Ethernet interfaces you will not have options to control bandwidth
or options for master and switch ports. These are typically on the
RouterBOARD 100 and 400 series devices. This gives you options to setup
Ethernet ports into a hardware-based switch’s. By selecting what master port
you are using and the switch number, you can place several interfaces in a
hardware switch. There are a few benefits with using this method of
switching. The first is that it will give you faster throughput, typically close to
the 100Mbps the Ethernet port is capable of processing, but you will also
lower your CPU load as well. This is due to you using the onboard chip
instead of using the CPU and software bridging.
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Ethernet Speed and Negotiation / MDI-X

RouterOS supports full Auto-

7 | Interface <etherl> Negotiation on its FEthernet
General Ethemet | Status | Traffic Interfaces.  Most network and
P computer related devices will
ol & 100Mbps ¢ 1Gbps support this as well. Auto-
Negotiation allows the Ethernet

¥| Auto Megotiation ports to negotiate how fast they
¥ Full Duplex can communicate. The options are

10Mps, 100Mps or  1Gbps.
RouterOS also now supports 10GigE interfaces as well if you have the
hardware to run it.

Below you will see the Ethernet tab of an Ethernet interface. Here you can
manually select the Ethernet speed as well as enable or disable either Auto -
Negotiation or Full-duplex Operation. Full-duplex operation means that the
interface can both send and &ijiaface <cthers ==
receive data at the same time. el Bhemet Status | Traffic
This is the default for most

) Auto Negotiation: |done
Ethernet connections. If you _
X Rate: [100Mbps
have a device that only runs at v Full Duplex
10Mbps Half-Duplex, then you
should manually configure your
interface, by checking the

10Mbps option, and unchecking

both Auto Negotiation as well as

Full-duplex. This  will tell

RouterOS to ONLY run the

selected Ethernet port in the

10Mbps Half-Duplex mode only.

disabled runining limk: ok

In the Ethernet status window, you will see the current status of your
Ethernet port. In this example, we have performed auto-negotiation. We
have a link rate of 100Mbps, and are running Full-duplex.
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Note at the bottom of the window, we have a few other indicators. If the
interface was disabled, the disabled text would be black instead of grey. We
show that the interface is running and it’s not a slave to another interface.
This is typically used in bonding applications. You also will see that it shows
that the Link is OK, showing that the Ethernet interface has a link indicator.

| Interface <etherl» In the Traffic tab, you have
General | Bthemet | Status  Traffic 0 one of the best features of

T | 7.4 Mbps Comcel RouterOS. This is the real-

R [223.3kbps Aoply time traffic graphing. In this
case, we are looking at an
Ethernet interface, and its
Comen current traffic.  We have
Torch TX/RX data rates, both in

He number an BraEh torm 2

second, again, in both graph
Il Tx Packet: 768p/s
i e stonird bottons o he

and text form.
sabled nunning linke ofc right side of your interface
are very common to many
types of interfaces. You can disable the interface, as well as comment on
the interface, and use Torch. We will cover Torch in the Tools section.

g

Tx Packet: | 768 p/s
Fux Packet: 412 p/s

Disable
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Virtual Ethernet Interfaces

i | Interface <vifl>
General | Traffic

Mame: Eﬂ

Type: |Virtual Ethemet

MTU: | 1500
MALC Address: |02:A8:B9:1A:75:C3
ARF: |enabled ¥

Virtual Ethernet interfaces are
used in conjunction with virtual
routers. An example of usage for
these interfaces is to
interconnect a virtual router to
an interface on the actual
RouterO0S. Think of it as an
Ethernet cable between the
virtual router and the physical
router, just, well, virtual!

To create a virtual Ethernet

interface, click on interfaces 2 Plus = Use the drop down to select Virtual

Ethernet.

Once you create the interface, you will just need to name it. Once named, it

will become active and now you can
configure your virtual router to use it.
Using MetaRouters, you will create
your MetaRouters using the normal
procedure. Once created, then you
can assign interfaces. Click on the
MetaRouter - Interfaces tab. This
will allows you to assign interfaces to
your virtual routers.

5| VM Interface <02:EA:45:05:0E:71>

Virtual Machine: |Vitual Router 1
Type: © dynamic *
Static Interface: |wvif1

¥

WM MAC Address: |02:EA:45:05:.0E:71
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i | MetaROUTERs (]
MetaROUTERs  Interfaces
& T
Vinual Machine Type Static Interface WM MAC Address -
Vinual Router 1 static etherd 02 1F:0A:B5:50:.EE
Virtual Router 1 static wif1 0Z:EA:45:05:0E:71

As you can see, we have assigned Ethernet 3, the physical interface of our
main router, as a static interface to our Virtual Router. We also assigned vifl
to this same router. This will make our virtual router have two interfaces.
One that is connected to the Ethernet 3 interface of our physical router, and
the second, is our Virtual Ethernet Interface interconnecting both our
physical router and our virtual router.

This interface, just like every other one in RouterOS, can be masqueraded,
Firewalled, and otherwise controlled just like if it was a real interface.
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Bridge Interfaces

MikroTik fully supports bridging of many types of interfaces. You can bridge
Ethernet ports together, making them function as a software switch. You can
also easily bridge an Ethernet port and a wireless radio in Access Point mode
as well. There are also a number of tunnels that support bridging.

There are some reasons for bridging; one would be to control data flowing
through a network. You can bridge two Ethernet interfaces and then control,
block, and manage traffic as it goes through your RouterQOS device. You can
also bridge VLAN traffic as well.

Creating your bridge starts by Geneml |STP  Status  Trofic
creating a bridge interface. This
interface is now the single interface

Mame: |bridge1

i i Type: |Bridge

that your traffic will flow through. wTU: [1500

To create this interface, select MAC Add

Bridge = Add Interface = Configure - =

Bridge Options. et :
Admin. MAC Address: v

In most cases, a simple bridge will do. No options are necessary other than
maybe changing the name of your bridge. The first tab inside your bridge
settings will allow you to set the name of your bridge interface, as well as the
MAC and Admin MAC address if you wish. You can also setup your ARP
information as well here as well.

51 Interface <bridgel > The STP section of your
bridge is for Spanning Tree

-Protocol. STP is designed
i Csp T ostp to prevent bridging loops.

General STF |Status  Traffic

Protocol Mode: @ §

Priority: |2000 hex  These occur when you have

several different paths that

Max Message Age: |00:00:20 a Layer 2 frame can pass
Forward Dealy: [00:00.15 through. Think of it as two

switches plugged together.
STP gives your data a single
Ageing Time: |00:05:00 path, like a single cable,
between the two switches.

Now, add another cable. What often occurs is that packets enter on one
switch, go out through the first cable, go through the second switch and then
go back out the second cable, back to the first switch. That same packet then

Transmit Hold Count: |6

176 | Learn RouterOS — Second Edition by Dennis Burgess




Basic Interfaces

goes back out the first cable, so on and so forth. The packet keeps going
around and around endlessly. Eventually this will use up all bandwidth and
CPU power in the switches, causing the network to basically come to a
complete halt, or at best, becomes so slow that the network is not usable.
This is also called a network loop.

STP of course, is designed to prevent this. RouterOS supports two different
versions of STP, the standard STP and RSTP. RSTP stands for Rapid Spanning
Tree Protocol. In most cases the default settings for STP and RSTP is fine. The
main thing to note is that when you enable STP and turn on an interface, you
have to understand that there is a forward delay. This delay, defaulted to 15
seconds, basically enables the interface, but does not allow any transmission.
It waits during the forward delay and listens to see if enabling that port would
cause a loop. If enabling the port would create a bridge loop, then (R)STP will
leave that port disabled. This prevents the bridging loop.

RSTP does the same thing, but it does not wait, it listens and looks to prevent
a loop quickly before it becomes an issue. Also topology changes happen
within seconds or less instead of in 30-50 seconds that STP requires for a
change. Also, RSTP maintains backup details regarding the discarding status
of ports. This will help avoid the timeouts if the current forwarding ports
were to fail.

A few things to note; if the port is in forwarding status; data is flowing across
that port. Disabled status means that the port has been disabled due to loop
detection. Listening means that it is trying to figure out if it can bring that
port to a forwarding status without creating a loop. Backup ports mean that
the port is disabled but considered a backup if necessary. The last mode is
designated port; this is also a forwarding port.

Bridge Ports

Once you create your bridge interface, now you will need to add ports to it.
Below is a bridge that is running STP.

Name Type Tx Fx Tx Pac... |Rx Pac... |MAC Address Protoco...
R 4Fbrdgel Bridge 0 bps 0 bps 0 0 00:0C:42:32:22:18 stp

The Ports tab is where you will add new ports to your bridge interface.
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Bridge Forts | Fiters MAT Hosts
L @Al T

ONCE YOU ADD INTERFACES TO BRIDGE GROUPS, FEATURES SUCH AS
HOTSPOT AND DHCP WILL NO LONGER FUNCTION. YOU MUST ASSIGN THESE
FEATURES TO THE BRIDGE INTERFACE VS A PORT MEMBER.

By clicking the plus tab you can add & Bridge Port <vlan100.2>
objects to your ports. You will  Geneml | Siatus

need to select what interface you
wish to add to your bridge group
and what bridge group you wish to

+

Interface: |vlan100.2

+

Bridge: |bridge1

add that port to. Typically the Priority: |80 hex
options that are included are Path Cost: [10
perfectly fine. Horizon: -

Edge: |FTT I |

One instance when you would wish
Point To Point: |auto ¥

to change these bridge port options
is if you wished to prefer one link
over the other. An example of this is if you have a high capacity fiber or
wireless link, say over 100 Mbps, and right alongside of it, you have a low cost
30+ Mbps wireless link. Of course you will wish to use the higher capacity link
normally, but with Spanning Tree, it does not detect which link is faster.
However, we do have options inside our interface that allows us to prefer a
link. You would have to configure this on both sides of your link as well.

Extemal FDB: |auto *

The simplest thing to do with this is just to increase the priority of the
interfaces that are on the slower link. The default is a priority of 80. An
increase to 90 will make the primary link, if working, to be preferred.

Interface Bridge Priorty (h... |Path Cost |Horizon |Role Root Pat...
+tvlan100.2 bridge1 50 10 backup port 10
ttvlan100.3 bridge1 80 10 designated port

Note in the above example, we changed the priority to 90 on our vlan100.2
interface. Since both are running, we have preferred our vlan100.3 interface.

We have an example of setting up an Active/Failover Backup link with priority
in the Quick Reference Guide.
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Bridge Settings / Using IP Firewall

In RouterQS version 2.9.x, by default, the system will pass data through the
bridge and through your IP-based Firewall. This IP Firewall is located under IP
- Firewall = Filters. However, in Version 3.x MikroTik added a bridge
setting feature. This feature is designed to eliminate the processing time and
CPU needed to process the bridge interfaces if you don’t need a bridge
Firewall. However, quite a few MikroTik users wish to use the IP-based
Firewall filters and rules on their bridged traffic. This new feature, allows you
to process bridge packets on your IP Firewall. If you run VLANs as well, you
will have options for running your IP Firewall for bridged VLANSs.

# | Bridge Settings
v| Use [P Firewall oK

¥| Uze IP Firewall For VLAN
Cancel

Apply

g

Bridge Loopbacks

In other sections, we have recommended  FEEEREREERRERTES
you find the loopback section. Here we
will describe in detail why it’s important
to use loopback addresses in detail. A
loopback is simply a bridge group with no

General | STP  Status  Traffic

Mame: |loopback

ports, which is always running, and is part Type: |Bridge
of your OSPF or oth-er-dynamlc roytlng MTU: (1500
protocol network. This interface typically
has a single /32 address assigned to it. L2 MTU: [65535
MALC Address:
Management
ARP: |enabled

There are a number of usages for Admin. MAC Address:

loopback addressing. The first that we

will discuss is for management of your network. For example, we can use a
subnet; say 10.255.255.0/24, as a routed loopback management network. All
communications with your routers, such as WinBox, etc., would come to and
from the management subnet. This allows you to build Firewall rules
protecting your routers from access from other subnets that customers may
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be one, or other devices. Your customers will never see this management
subnet IP addresses in a traceroute but the management addresses will be
there for your use only. Having these IP addresses on each one of your
routers will assist you in securing your network. Since you only will have only
a single IP for management, you now can have only a single subnet to
remember, 10.255.255.x instead of all of the subnets out on your network.
You will know that .45 is your core router at POP 4 and .55 is your core router
at POP 5.

OSPF Loopback

During a network outage, IP addresses from one side of a link may not be
available anymore. For instance, the near side of the primary link has a /30
on it, the first IP, let’s use .1, is your router on the near side of the link. The .2
is on the far side of the link but there is a wireless issue preventing
communication. This causes a subnet, in our case the 1.1.1.0/30 subnet to
become split. In OSPF, there will be two routers advertising that they are
connected to the 1.1.1.0/30 subnet, but those two routers will have
“different” parts of the subnet available, therefore we have an issue.

. 4

1.1.1.1/30 WLAN1 1.1.1.2/30 WLAN1

10.1.1.2/24 etherl
10.1.2.2/24 etherl

In this example, we have a break in the network. A single subnet is split. If
we were coming from a subnet on the left side of our network diagram, we
would only be able to see the 1.1.1.1 address, not the 1.1.1.2 address. The
reason for this is that once we reach the 10.1.1.2 router, it thinks it’s directly
connected to the network. When we send a request to 1.1.1.2, it ends up
going out the 1.1.1.1 router as a ARP, and since the link is broken, that ARP
never gets a reply. In the end, we can’t connect to the 1.1.1.2 IP to manage
it. In our example we assume that we have disabled the running check, in
other words, the wireless interface does not think that it is down, but the
wireless connection is down. This happens frequently when using other
radios, such as Ubiquiti or Motorola, the wireless link actually goes down but
regardless of the running check, the Ethernet interface is still running. This
creates said condition.
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The other condition that could occur is that both wireless interfaces show
down, and that entire subnet is removed from the routing table. Again, we
cannot manage the 1.1.1.2 IP address.

LO —10.255.255.1/32 LO - 10.255.255.2/32

1.1.1.1/30 WLAN1 1.1.1.2/30 WLAN1

10.1.1.2/24 ether1
/24 ether 10.1.2.2/24 ether1

Using the example above, we have added Loopback addresses. To create
this, we simply create a bridge with no ports associated with it, and then add
the /32 IP addresses accordingly to this interface.  Now, using our first
example, we would be using the 10.255.255.2 IP to manage our router, not
the 1.1.1.2. Since that interface never goes down, it’s always in our routing
table. Since we are using a single IP in a /32 subnet on an interface that
never goes down, that IP is always available to us, regardless of the routing
changes. If we did not use management loopback addresses, if we were
using the IP address of our primary backhaul to manage our router, and that
backhaul went down, then that IP address that we was using would become
unavailable. This means, we cannot manage our router. The management
loopback address not being tied to an interface that can go up or down, will
be accessible, as the dynamic routing protocol has rerouted access to that via
a backup link. Note that if you don't have another path to that, then of
course you will not be able to get to the management IP.

Loopback SRC-Address

In other sections we have suggested to looking at the loopback section. One
example we will use is our DHCP-Relay system. When the DHCP-Relay system
sends a relay request, the default action is to send it from the IP address
closest to the destination IP. If routing changes, so too could this source IP
address. Seeing that the DHCP-Server has a DHCP-Relay IP address entered
into it, if that IP changed, then this would break your DHCP-Relay system, as it
would be sending from an IP address that the DHCP-Server does not have in
its relay system, breaking your DHCP-Relay system, and making you scratch
your head!
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In these cases, it would be a good idea to create your loopback address and
specify that loopback address as the Src-Address for your DHCP-Relay system.
This prevents routing changes from breaking your DHCP-Relay system, as the
source IP address will always be your loopback. The reverse is also true. |
would suggest using a loopback on your DHCP-Server, with the correct Src-
Address specified as well.
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Virtual LAN (VLANSs)

RouterOS Supports Virtual LANs, or VLANs. These are used to separate traffic
inside an individual Ethernet segment. VLANs will reduce the number of
devices in a broadcast domain; however, this does not reduce the physical
size of the broadcast domain. The biggest use is to separate logical networks,
such as a data network and a network with just VolP phones on it.

RouterOS though, does not manage VLANs as you are used to with switches.
RouterOS is typically an end-point. You can run up to 4095 VLANSs, each with
its own unique VLAN IDs.  You can also do Q-in-Q, or VLANSs inside VLANSs.
One example of this is to have a managed Ethernet switch and you can run
VLANs through a single cable. Then you break out those VLANs to untagged
ports, giving you many routable interfaces on your managed switch. Then if
you need another VLAN on top of one going through the switch, you can
simply configure the new VLAN!

Wireless has some restrictions with VLANs. It is not possible to have VLANs
on a station wireless card while in a bridge. You can run a VLAN on a station
wireless card if that’s the termination point of a VLAN,

not bridged through. So if you need to end a #i*ether?

connection with a VLAN, and put a IP on that VLAN &b wlan100.2
interface to route through, you can do that, but you 4}#ether3
cannot add that VLAN to another bridge group and ylan100.3

bridge it through the wireless station interface.

Bridging your VLAN traffic between interfaces is very simple. In the image to
the right, you will see two Ethernets that have VLAN 100 configured on each.
Then you will need to create a bridge

interface, see bridging, and add each Interface Bridge
of the VLAN interfaces to your +tvlan100.2 bridge1
bridge group as shown in the image  4=twlan100.3 bridge1

on the right. Once you get these
added to the bridge group, data will flow from one VLAN to the next without
issues.

Something to note with this type of setup, is that you can use different VLAN
IDs. So if VLAN 100 is on Ethernet 1, you could bridge VLAN 200 on Ethernet
2, or bridge VLAN 100 on Ethernet 1 with VLAN 300 on Ethernet 1. You can
also add Firewall rules based on your bridged interface.

183



Basic Interfaces

VLAN Configuration

VLAN configuration is super simple. All #.| New Interface
we need to know is what the VLAN ID  Generl | Traffic
that you wish to run. If you wish to run

VLAN 100 on Ethernet 2 then that is the Mame: |vlan100
extent of the configuration that you will Type: [VLAN
need.

MTU: | 1500

To add a VLAN, Select Interface > Add = MAC Address:
Interfaces = VLAN = Enter the Name ARP: |enabled
of the VLAN, and change the VLAN ID.

|

WLAN (D | 100
Something that you need to be aware of
is that MikroTik will default to VLAN1,
and VLAN2 names. They increment for each VLAN you add. It is more
common to change the name of the interface to match your VLAN.
Something that | do is to name the interface, VLAN100.Ethernetnumber, so if
you placed VLAN 100 on interface Ethernet 1, then the name for your VLAN
interface would be VLAN100.1. | do this because you cannot have two
interfaces with the same interface name.

Interface: |etherl ¥

Overall, VLAN configuration with RouterOS is very simple. Select what
interface you want the VLAN to be on and what VLAN ID. RouterOS does
treat these as separate interfaces, so you can apply NAT rules, Firewall filters,
and other rules to VLAN interfaces just like other types of interfaces.

802.1QinQ - VLAN inside VLAN - Q&Q

QinQ is an addition to the original 802.1Q standard. RouterOS does support
VLANs inside VLANs. The concept is simple enough, the ability to add one
VLAN inside another VLAN.

Normally you simply place a VLAN Mame Type

on an Ethernet or wireless |R  $i*etherl Bthemet
interface; in this case, you are P @“43”"31"“1[:'[:'_ VLAN
simply adding a VLAN on another R , 4Pvian-v150inv100  VLAN

R 4jpether? Ethemet

VLAN interface.

In the example provided, we simply have VLAN 100 on Ethernet 1. Then, you
add another VLAN 150, with the interface set to the ordinal VLAN 100
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interface you already created. This allows multiple VLAN tags inside a single

VLAN.

Bonding

Bonding will allow you to aggregate several interfaces into a single virtual
link. You will end up getting higher data rates as well as possibly providing
failover. Typically you would bond only Ethernet interfaces, however, you

| New Interface
General Bonding | Traffic

Slaves: |etherZ ¥ |-

¥ -

Mode: |balance m *
Primary: |none

Link Monitoring: |none >

Down Delay: (0 ms

Up Delay: |0 ms

LACP Rate: |30s ¥

can bond other types of connections,
including  tunnels, and wireless
interfaces.

To create a bonded interface, you will
simply click interfaces = Plus sigh 2>
Bonding. You can also use the bonding
tab under interfaces as well.

When creating one of the bonding
interfaces, you will need to select what
interfaces are “slaves”, or under the
bonding interface. These interfaces
will become part of the bonding group.
You can select two or more interfaces.
An example of using more than two

interfaces was bonding six GigE interfaces on PowerRouter 732 units. After
doing this, and using Jumbo Frames, bandwidth tests showed 5.9 Gbps of
data able to pass between two units using bonded interfaces.

There are several different modes.

The

|

Mode: |balance m

default mode of balance rr, is a round-robin
load balancing of the data across each
slave. This will provide load balancing as
well as fault tolerance. This mode, typically
gives the best results as long as the links are
balanced. An example would be two GigE
interfaces. It works the best if the
connections have the same latencies.

mary:

nitoring:

n Delay:

802 3ad
active backup
balance alb
balance m
balance tlb
balance xor
broadcast

The 802.3ad mode is the |IEEE dynamic link aggregation standard mode.
Using this mode, the interfaces will be aggregated in a group where each
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slave shares the same speed. This mode is typically what you would use to
increase overall speed into a switch, as long as the switch supports the IEEE
802.3ad standard. This provides load balancing and fault tolerance. Using
this mode you will have the ability to bond two GigE channels into a single
switch, giving you close to a combined total of two Gbps instead of the 1
Gbps of a single GigE Ethernet cable. | have used this mode quite a bit, and
the end performance is great.

Active-backup is only designed to allow for a backup link. One slave will be
running at a time and there is no load balancing. Even though this gives you a
good way to fail over to a second connection, | would recommend using
dynamic routing or other methods instead of using active-backup. It does
work but there are better ways of providing a failover from a primary to
secondary connection. | have used active-backup as a replacement for STP.

If you wish to balance outbound traffic according to the load on each slave,
then balance-tlb is for you. This mode, will balance the outbound traffic, but
the receiving data comes in by the current slave. If a slave fails, then another
will take the MAC address of the failed slave. This does not require any
special switch support. | typically don’t use this mode.

Adaptive load balancing is what balance-alb is. It includes the balance-tlb
functionality but also balances the receive data. Note that for this to work;
you will have to have device driver support for setting the MAC address. If
not, it will not work. This mode does not require any special switch support. |
typically do not use this mode.

The balance-xor mode uses a XOR policy for transmission, but only provides
failover. | typically do not use this mode.

The broadcast mode sends data out all slave interfaces at once. This will
provide fault tolerance, but on some slower systems, it can cause slowdowns
on the speed of the connection. | really never have used this mode, as |
typically need more throughput.

On the modes that have a primary
and secondary connection, such
as active-backup, there is also an
option to specify the primary
connection. In this case, | have selected active-backup, and then selected
that Ethernet 1 is my primary connection. This mode works quite well even if

Maode: |active backup *

Primary: |etherl *
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you don’t have balanced links. So your primary connection may be high-end
giving hundreds of Mbps of throughput, however, your secondary may be a
much smaller connection. This will fail over, but no considerations are made
for the slower connection. All it cares about is, is the primary up, if not bring
up the backup.

Of course, you have to have a way to detect that you have a failed link in any
of these methods with fault
tolerance. The link monitoring type
will help you with this. There are
basically three types of monitoring.
ARP is the most common. [t simply
uses the existing ARP entries to
determine if the remote interface is reachable. MIl, or Media Independent
Interface, basically allows the media interface to be changed or redesigned
without changing the MAC hardware. There is a hardware and driver
requirement that must be met for these modes to function. Most Mini-
GBICs and other such devices support MIl. Type one uses this standard to
determine link-status of the slave interfaces. If you can unplug a slave
interface and it still shows up, this means it is not supported with Mll. Type 2
uses MII type2 to determine the link status. This would be used if typel is
not supported by the interface.

+

Link Monitoring: (none

Down Delay:

LI Nelane-

A few notes about bonding. Most of these methods require the latency of
the connections to be similar, as well as the speed of the connections. If you
are trying to balance across different types of connections, | would suggest
using another method. Trial and Error sometimes will help you with this, set
up and test across your links to see how they will perform when you are
trying to balance across multiple links. If you are more worried about failures
and redundancy, link failure detection will work much better on higher-end
hardware such as 3COM and Intel NICs compared to other less expensive
cards. An example would be some Intel cards will detect the failure and
switch over in less than a second, while other, less expensive cards may
require up to 20 seconds!
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MESH

RouterOS offers a MESH Protocol, what is called HWMP+. We are covering it
in the interfaces section, because even though most people think MESH is a
wireless standard, and it does not have to run on wireless interfaces! Before
we dive into MESH systems, note that the RouterOS implementation is
HWMP+, not the HWMP IEEE 802.11s draft standard, so it is not compatible
with the HWMP standard. It is however, based on the HWMP, or Hybrid
Wireless Mesh Protocol standard. It is typically used instead of either STP or
RSTP in a Layer-2 network to ensure loop-free optimal routing.

To access the MESH configuration, you g ==~ N
will simply click on the MESH button / p?lta.\

on the left side of WinBox. To use the

WV =
MESH configuration in RouterOS, the g&’-z=--=- & - A
first thing you need to think of is that  *# \ N /"
this is configured as a bridge. Look Ny’ =
&

back up in the bridge system if you
need to. You are going to create a
mesh interface, and then add ports under that mesh interface. Since the
ports are under the mesh interface, they will have the mesh or HWMP+
system running.

——> - RANN message

We are going to cover what is called
a proactive mode of HWMP+. This
mode only has one additional
feature, and that is a portal. This
portal is typically an entry or exit
point to the mesh network. In most
cases, this could be a hotspot
controller or the gateway router to >~ PREG message
the Internet. By configuring a

portal, the network will send a RANN message out into the mesh network,
saying that it’s basically the default route. As other mesh devices reply with
PREG or Path Registration messages, it will build a routing tree with the root
of the tree as the portal. Think of the portal as the default gateway. Also, if
other nodes do not know where to send data, they will default to the portal
device.

With all of that said, you do not have to have a portal mode device, however,
this is better for a mesh network where most of the communication occurs
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between devices, not out to the Internet. Instead of a device sending RANN
messages out, all of the devices send out the PREQ messages looking for
other devices and destinations. Clients of an access point do not have to
respond to these messages as the device that they are connected to will
answer them for those clients and send PREP, or path response messages
back for the clients.

When you start to build
your network, keep in
mind  that  wireless vl iMesh Portal ...}
stations can’t be bridged,

so you will need to use the WDS setup. You can either set it up statically or
dynamically. One thing | like to do with WDS is to take advantage of Dynamic
WDS, but put a high access-list signal value. | don’t want any device that
doesn’t have a good strong signal to form a WDS bridge with my devices.
This eliminates low signal transmissions, and other devices that simply will
not form a good quality link too!

General HWMP | Traffic

7| Mesh Port <etherl > Once | create my mesh interface, |
typically create them with defaults. The
Interface: hd only option | normally change is the mesh
Mesh: |mesh1 ¥ portal device. You do this by clicking the
HWMP tab on the mesh interface and

Path Cost: |10 then check the Mesh Portal option.

Hello Interval: |10 3 .

Once you have your mesh interface up
Part Type: |auta ¥ and running, simply add your mesh ports.
You can add Ethernet interfaces as well as
DR Address: |00:00:00:00.00:00 wireless interfaces. You can also add

bridge interfaces if you wish to. | typically
will not use the bridge interface because | want the mesh to take care of
everything. Also, you can set the port type if you wish; however, RouterOS is
really good with the auto type. You can set a port to the type of port that it
is, either an Ethernet, wireless, or WDS.

As the mesh builds, it will determine different MACs and devices. As it builds
it creates a FDB, for forwarding database. This will labels devices as outsiders
if they are not part of the mesh network. These may are clients, etc. Local
types are the MACs that belong to the local device. Direct types are MACs
that are a wireless client on an interface that is in the mesh network. You will
also have MESH MACs. These are devices that are reachable over the mesh
network; it may be either internal or external to the mesh system tough.
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MACs that are another mesh router directly connected to your router are
called neighbors. Unknown MACs are addresses that belong to an unknown
device and if that device is reachable over the mesh network, then they are
changed to a larval device, but are still unknown.

The mesh system is not real difficult to manage or to run; the whole point is
that of it is a self-aware Layer 2 bridged networks with many interconnection
points. If one link fails, it will reroute around the failed link. This will also
give you the best routing of data to its end point, thus making it better than
RSTP as RSTP, those protocols are only for loop prevention. Mesh calculates
the best route by simply using the link metrics -think of OSPF, just for a Layer
2 network. However, with WDS links, the metric is updated dynamically
depending on actual link bandwidth. This is influenced by wireless signal and
the current data transfer rate. The idea is that it will use the better quality
links first, before the lower quality links.

Switches and MESH

Just like anything good, there are a few configurations that you will have
issues with. One of them can occur when is by simply placing a switch
between two mesh nodes. Hubs do not have this issue, but the end result is
that the switch can cause data to be lost and devices not to get their data. |
have found the best way of getting around this, is to use a RouterBOARD 493
and simply set all of the ports as mesh ports. This will allow the mesh to use
this node as a mesh device and prevent the lost MAC issue that can occur
with a switch.
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VRRP

VRRP or Virtual Router Redundancy Protocol is a RFC standard protocol that
is used to combine several routers into a Virtual Router Group, or VR. This
group’s purpose is to have router redundancy. Each of the Virtual Router
Nodes will have a virtual IP configured along with a virtual MAC address. One
of the nodes will have the virtual IP as its real IP. This node will be the owner,
and will only be replaced if the power becomes unavailable. The other
routers will be backups; when they do not see a number of broadcasts that
normally come from the owner at the advertisement intervals, they start an
election process and one of the backup routers becomes the master router
and assumes the virtual IP as their own.

Before we configure VRRP, it is important to understand how this system
works and what its limitations are. The reason | say this, is because typically
when | think about using VRRP, | ended up using dynamic routing to route
around a failed interface or router. This typically works better, and allows
you more options. But, there may not be an ability to do this in your network
design etc., hence, VRRP.

To configure VRRP, you have to
create a VRRP interface; this is done
on the interface menu. Click General VRRF |Serpts Traffic

Interfaces = Add = VRRP. This will Interface:

| New Interface

*

start you off with a new interface.
The VRID is your Virtual Router ID VRID- {1
number. You will also need to setup Priorty: {100
a priority if you wish to have one nterval: 11
router to be primary and another ¥] Presmption Mode
one secondary. I would also
suggest using some form of Authentication
authentication. Also, you will need * none " simple  ah
to have the same interval on all of p ]

assword: hd

your routers, otherwise other
routers will ignore the received advertisement packets and it simply will not
work.

There are three types of VRRP routers. The Master is the router that is
currently being used as the IP. It would be the unit that you would be using
to go through normally. The Backup, of course, is the Backup unit, and you
can have multiple Backups these if you wish. When the Master is no longer
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available, then the Backup router with the highest priority will become the
new Master. Now, if the original unit comes back on line, if it has a higher
priority, it will automatically become the new Master, so your traffic will
switch over to that higher priority unit. You may not wish this to occur, so
you can turn on Preemption mode.

The Preemption mode ignores higher priority routers and does not switch
over just because a higher priority backup router comes on-line. But the third
type of VRRP Router is an Owner. An Owner router is by default the Master
router. The owner needs to have a priority of 255 and its virtual IP is the
same as its real IP. It will own the IP address. When this unit comes back on-
line, regardless of the preemption mode, it will become the Master.

Since you created a VRRP interface, you will need a virtual IP. This IP will be
placed on the VRRP interface, but you will need to have a /32 on it. What you
will do is create a real IP; this is the IP that the routers communicate between
on. This IP would be 172.25.0.1/24 on Ethernet 1. Your backup router would
be 172.25.0.2/24. Then, you would configure your VRRP IP, the virtual IP.
Place this on the VRRP interface; and the IP address would be something like
172.25.0.254/32. Your default gateway on your network can be the .254, but
the other IPs will ensure that the two VRRP routers can communicate on the
network.

Testing this is simple, by unplugging the master router; you will note that the
IP and gateway does not change, nor does the ARP entry for the .254 or
Virtual IP. The second router simply uses the same MAC and IP when it
changes from Backup to Master status.

Another consideration that you will need to understand is that the backup
router will need to ensure that you have the right configuration on it for it to
route, send data, etc. This means that the backup router must have more
than just the VRRP IP on it. Remember, VRRP is only to backup an IP address,
not the entire router. You will need to have dynamic routing, default
gateways, etc., on the backup unit, just like the master. That information
does not carry over with the VRRP configuration. You will need to have all of
the IP addresses on all of your interfaces setup with VRRP. You will also need
to copy the configuration from your primary unit often to ensure you have
the same configuration on the Backup router. Then if your primary router
completely goes off-line, your Backup will work for you. You will also need to
put some thought into what happens if one interface goes down on your
primary router and not the entire router as well!
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Wireless and RouterOS

RouterOS started with Wireless networking. MikroTik itself makes M-PCI
radio cards including the R52, R52H, R5H and even the newer R52N radio
cards. RouterOS also has full support for a number of radio cards other than
MikroTik cards ones as well. There are many different modes of operations,
radio frequencies and other abilities inside RouterOS. MikroTik also has
proprietary high-performance wireless protocols. Most of the radio cards
that you will find will meet the are IEEE 802.11x standard.

WIC — Wireless Interface Cards

Most of your wireless cards will be M-PCl; however there is support for a few
PClI and PCI-E wireless cards. We will focus on the more common M-PCI cards
as these are made by MikroTik and are designed to go onto the RouterBOARD
hardware. The newest Radio card is the R5N.
This radio card can run in both 2.4 and the 5

!_ © routerboard com - @ R52n

Mikrowik FECE G)

RoulerBOARD R52n gigahertz spectrum. It will run standard IEEE
L

modes such as A, B, G, and even the pre-
standard of N.

Depending on the wireless radio card that
you select, you may have options for only 5
GHz only or only 2.4 GHz because as some
radio cards are designed for only those specific frequencies. There are also
down-conversion radio cards available. These cards use the 802.11a standard
and then down convert the frequencies from the 5 GHz band, to other bands.
The XR9 and XR7 are cards that do this from Ubiquiti Networks. There are
other cards available as well available.

Reset Configuration Button

After you make changes to the advanced configuration in the wireless
interface, you may decide that the configuration is not working for you. In v3
of RouterQOS, you can now simply reset the entire wireless interface back to
the default settings as if you just put the card in for the first time and
powered up your RouterOS system. Remember though, all of your
configuration will be lost, and if you are using the wireless interface to
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connect to your RouterQS system, it will be disabled and reset, so you may
not be able to get back into the system again.

Basic Configuration of Wireless Interface
Cards

To create a basic Access Point, you will need to click on Interfaces = Double-
click on your Wireless Interfaces = Click on your Wireless Tab. Once here,
you will have all of the settings that you will need to do the basic
configuration. You will need to

.
setup your radio mode, band and :

General Wireless WDS  Msteme  Statuz  Traffic

frequency, as well as the SSID or

service set identifier. If you have a Mode: |p bridge *
security profile that you have Bl 2 AGH28 ¥,
already configured, you will select Frequency: | 2442 ¥ | MHz
that from the security profile drop 55I0: |access pint -
down. This will get you going Sean List: -
quickly! Security Profile: |defaul 3
Antenna Mode: | antenna a ¥

Defau,t Options Default AP T Rate: ¥ bps
Drefault Client Tx Rate: ¥ bps

There are three check boxes that
v| Default Authenticate

you may or may not need to

. . w| Default Forward
configure depending on your needs. Hide 551D
The Default Authenticate box allows
MAC s that are not in the access list to connect. If it is in the access list, it will
perform the action listed in that rule. The same goes for the Default Forward
check box. By default, both of these will be on. If you do not wish your
clients to directly communicate to each other, via the access point, then |
would suggest turning off default forward.

Hiding the SSID

The Hide SSID check box tells the access point not to transmit its SSID in
beacon frames. It will also not respond to an “empty” SSID request as well. IF
your SSID is not hidden, then your access point will transmit beacon frames
periodically. When you open your laptop and look for wireless networks, the
listing that you see is generated by the beacon frames that were received by
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your laptop. The wireless access point will also respond to “empty” SSID
request, if you do not have the Hide SSID option turned on.

Note that hiding the SSID is not a security measure. When clients attempt to
connect by typing in the exact SSID, the SSID is transmitted in clear-text, and
hence is not secure. Anyone sniffing the air can see these SSID transmissions
and will have your SSID.

Default TX Rates

MikroTik has proprietary wireless frame data that is transmitted with
MikroTik wireless devices. This data is typically ignored by most other
devices, however for MikroTik devices; we can specify default transmittal
rates both on the Access Point and on the Client. These fields will set these
options for you by default. These default AP and Client Rates will be
overridden if they are specified by an access list policy.

Scan List

The scan list is not normally used; however, if you have a RouterOS device
with super channel license, you will have the ability to put an access point on
a non-standard frequency center. The scan list will give your client devices
the ability to scan the inputted channels for your SSID. When you put in the
scan list, you will type the frequencies to scan separated by spaces to scan for
your SSID.

Basic / Advanced Configuration Modes

RouterOS has quite a few wireless options inside your wireless interface.
Most of these options do not need to be changed

. .
under normal operations, however, if you know what
you are doing, there is an advanced mode available for you to use. Once you
open your wireless interface, click on the Advanced mode button. This will
add the Data Rates, Advanced, and Tx-Power Tabs. It will also show other

information such as frequency mode, country, DFS, and WMM options in
your wireless tab.
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Wireless Tools

RouterOS is a very powerful router and gives you plenty of tools and abilities
with your wireless interfaces. There are a number of tools right inside the
wireless interface settings that will help you.

Note that using these tools will disable normal wireless operations. If you
were configured and operating as it’s an access point, anyone connected will
be disconnected while you are using these tools.

Scanning

Scanning will allow you to basically see any broadcasting SSIDs that are within
range of the wireless interface card. You will need to setup your band prior to
scanning, and if you are using Nstreme, you will need to enable that as well
before you will see Nstreme enabled SSIDs.

Ml Scan <wlan1-900> {running)

Il

Stark
Address 551D Band Frequ...|Signa... Noize...| Signa... Radio Mame Fouter... |+
ABR OOOC:42:23:8%:86  2.4sp2 2.4GH=-B 212 -58 -a1 23 000C422385936 323
ABR 020C:42:23:8%86 cams 2.4GHz-B 2412 -G a1 25 000C42238336  3.23
ABR 020C:42:23:8%:87  hatspat 2.4GH=-B 2412 56 a1 25 000C42238986  3.23
ABR 020C:42:23:8%:88 temp-wds  2.4GHzB 2412 -5 81 25 000C42238986 323

The Scan table will also give shows you the MAC addresses of the access
points. If there is MikroTik proprietary extensions are transmitted, you will
see the as radio names and RouterOS version. You will also see the signal
strengths, SNR and noise floor information. By selecting on one of these
access points and then clicking on you can then select Connect, your wireless
interface will to automatically change your wireless mode to station with the
correct SSID and frequency.

1

(o}
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Frequency Usage

The frequency usage tool processes the will take all packets and data
received by your wireless interface and displays you the noise floor for each
channel as well as and show you the percentage of usage based on

packets/data in the air. Even if they -
Frequency Usage =wlan1-900> (running)
are encrypted, you can see how

much a channel is being used, and

Frequency [MHz] « |Uzage Maise F...| |»

based on that, you can make an 2417 96 88
educated decision on what channel 3312; gg gg
to use. Typically, you want to use 2427 00 -8
2432 0.0 g8

the channel that has a zero or low SO0 e
usage. 2442 0.0 -85
2447 0.0 a1

2452 0.0 a7

s 2457 0.0 1
Sniffing 2462 0.0 95

The Sniffer is another wireless tool. This is basically the same as the packet
sniffer tool (described later in the book), but instead of having to be
connected to a wireless interface, this pulls packets out of the air. How?
Well wireless is wireless; just because you are not connected to an access
point does not mean that there are not packets floating in the air! This
system simply listens on all channels all SSIDs and reads packets as it receives
them. It will listen on multiple channels, as it does not look at only the
channels that are defined by specific SSIDs.  You can also use this in
conjunction with a streaming server. This use is covered in the Packet Sniffing
section under RouterOS tools more.
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Snooping

Using the snooper tool you, will be able to see all of the wireless stations, and
access points and statistical over-the-air data information about each one as
that data is moved around in the air. From the image below you can see what
kind of data you can collect, including how much data, the packets, what
SSID, band, frequency, and channel usage percentages they are using
including the actual bandwidth being used by each device!

M Snooper =wlan1-900= (running)

Metworks | Stations
Frequenc... » |Band Address 551D Of Freq. (%] Of Traf. [%] Bandwidth | Met... | Stati.. |
] 2412 24GHz.. 43 36.0 kbps 4 4
)22 24GHz.. D0:0C42238%85  2.4ap2 1.0 249 8.9 kbpz 1
&) 2412 24GHz... 02:0C:42:2389:86  cams 1.0 246 8.8 kbps 1
) 212 24GHz.. 020042238587 hotspot 11 281 9.0 kbpz 1
B 212 24GHz.. D20C42238%88  tempwds 11 253 91 kbpz 1
(5] 2417 24GHz.. 29 24.0 kbps 1] 1]
(5] 2422 24GHz... 0o 0 bps 1] 1]
(5] 2427 24GHz... 0o 0 bps 1] 1]
(5] 2432 24GHz.. 0o 0 bps 1] 1]
(5] 2437 24GHz.. 0o 0 bps 1] 1]
(5] 2442 24GHz... 0o 0 bps 1] 1]
&) 2447 24GHz.. 0o 0 bps 1] 1]
(5] 2452 24GHz... 0o 0 bps a a
Spectrum Analyzer

In RouterOS v4.3, MikroTik added the ability to perform a spectrum snapshot
for R52N and R2N radio cards. This tool will allows you to see what
frequencies are in use regardless of the type of transmission.  Using this
feature, you can find other radios and RF equipment that does not use the
802.11x standards. These could be wireless video senders, or Trango™, or
Motorola Canopy™ radios as well. It really don’t matter, it’s a true spectrum
analyzer integrated right into your RouterOS system.

To use the spectrum analyzer this, you must use a command line mode,
however, since Dude v3.6, MikroTik added the ability to take this information
and translate it into a graphical form. See the Dude -Spectrum Analyzer
section for more information on using the Dude to perform these analyses.
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The command for using the spectrum analyzer spectral scan is simply
spectral-scan then the interface number. Refer to the on-line documentation
for all of the commands associated with this.  An ASCII graph, like the one
above, will be displayed showing the signal received regardless of the
transmission type.

Air/Data Rates and Performance

| wanted to make sure | said something about air and data rates. | have
customers calling me asking how fast an access point is, or what the
maximum speed of a wireless point-to-point link is. When | tell them, they
will say “But | am connected at 54 Mbps”. So let’s clarify this information!

We will start with 802.11b. The maximum air-rate that you can get is 11
Mbps. But the actual data transfer rate is right at 6 to 7 Mbps, depending on
the type of traffic. UDP traffic will be on the higher side. However, that
assumes only one wireless client! As you add more and more clients, the
data rate per client goes down. You have to keep lowering total possible data
rates. What that means is, with an 802.11b access point, the absolute highest
bandwidth you can get is when only a single client is connected to that access
point, and it would be around 6 Mbps. Then, as you add more clients, each
additional client uses up a bit more access point time, so that actual
throughput drops a bit more with each client you add.

Now let’s talk about 802.11a/g. If you have a data connection at 54 Mbps air-
rate, the maximum data rate will be around 30-40 Mbps in one direction. As
you drop your channel width mode, from standard 20 MHz channels down to
10 or 5 MHz channels the maximum you also will get a cut in throughput goes
down proportionally to the decrease in channel width. Assuming you can get
30 Mbps of data though a 802.11g connection, and then you drop from a 20
MHz to a 10 MHz channel, you would lose roughly half of your data
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throughput, going down to around 15 Mbps of throughput. Drop that down
to a 5 MHz channel size, and you will cut it from 15 Mbps to around 7.5
Mbps.

Access Point Time

Another question | get is about access point time. For example, how many
clients can | put on a single access point? This is really a measure of
modulation type and connection rates. For example, if you have a client
connected at the 1 Mbps connect rate, they have to use 11 times more of the
access point time to transfer the same 500k of data compared to a client
connected at 11 Mbps.

My recommendations is, for normal usage, 30-40 clients on a B/G access
point is high, but if most are using 11 Mbps connections on most of your
clients, then you can get upwards of 50-60 clients! On 802.11a, | would say
this is a bit more, assuming again, good data rates, upwards of 60-70 clients
should be possible. This will also depends on how much bandwidth you are
giving each connection as well. If you are a wireless ISP, then selling 4 Mbps
downstream Internet access on an 802.11b access point only allows you to
sell a few connections on one access point!

Bands

There are a number of bands that RouterOS can operate in. The IEEE
standards typically apply unless you are using RouterQOS with a super channel
license. You have 802.11b or b/g modes, very common, but you can also turn
off the CSMA protocol with

802.11b and just run g-only with = Band 24GHzE

all the 802.11g air rates. You can  auency: 5 aGHzB/G
also run g-Turbo mode as well. 5590 |3 iGHc o
This uses a 40 MHz channel size nlist |3t o
instead of a 20 MHz channel size.

Doing this in 2.4 GHz typically will reduces the number of non-overlapping
channels to about two, but will give you higher than expected data rates. In a

wireless ISP scenario, | would stick to the smaller channel sizes.

+l

You also have options for 2.4 GHz at 10 MHz and 5 MHz channel sizes. The
reason for these options is to have more channels available, and also to
reduce interference. For every % cut in channel size, your signal-to-noise
ratio (SNR) will improve by receive around 3dBi, just due to the fact that you
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are now only listening to only one half of the frequency range. This does not
show up in signal strength improvement, only in SNR.

In 5 GHz with 802.11a, you have the same options, both A-Turbo using 40
MHz channel sizes as well as smaller 10 MHz and 5 MHz channel sizes.

Wireless Operational Modes

RouterOS offers a number of different wireless operational modes for
wireless interfaces. No longer are you limited to a device being only an
access point or just a station. RouterOS allows you to select between these
modes simply by changing a drop down box! Note that we will discuss
Nstreme Dual Slave mode in the Nstreme Dual section instead of in the
operation modes section.

AP-Bridge (P2MP Access Point) Mode

You may be familiar with one of the most common radio modes; one is the
AP-Bridge mode in RouterOS. This is the standard point-to-multipoint access
point mode. This will allow a number of clients to connect at the same time,
providing computers the ability to connect to an access point. In this mode
you do have the ability to add the radio card to a bridge group. The IEEE
standard will allow bridging of a wireless radio card with other types of
interfaces as long as the wireless card is running as an access point. You can
enable WDS support though for this type of interface.

WDS-Slave Mode

The WDS-Slave mode is basically an access point, however, it connects to an
AP-Bridge radio cards and forms a WDS (wireless distribution system)
connection. The only difference between this and the AP-Bridge mode is that
if the primary radio, the one in AP-Bridge mode changes channels, the access
point in the WDS-Slave's will change channels accordingly.

Bridge (P2P Access Point) Mode

This mode is the same as the AP-Bridge mode with one major exception. It
will allow only one station to connect. This means it’s very well suited for
point-to-point wireless links where there will only be one station connection.
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Of course you can add this to a bridge and/or use WDS to bridge though if
you wish too. What is nice about this mode is that any other attempts to
register to the radio is completely ignored and not processed.

Station (Wireless Client) Modes

The other most common mode is the Station mode. In this mode, the radio
card acts as a client device. You would use this if you wished to connect to an
access point, and act as a client device. Most of the CPEs (Customer Premise
Equipment) that WISPs would install are be set to this mode. When you set
this mode, you will typically need to do some form of routing, or
masquerading as the IEEE specs do not allow bridging of a wireless interface
in station mode.

If you are required to do bridging; the proper way, per IEEE RFC, is to use the
Station-WDS mode. This mode, along with an AP-Bridge radio running WDS
(Wireless Distribution System) is the proper way to create a true bridged link.
If you are linking a number of stations and wish them to be bridged, there is
little performance loss when using this method, as long as there is only one
access point. See the “Using WDS” section for more information on how to
set this up.

Another way of bridging is to use the Station-Pseudobridge modes, and yes, |
say “modes” because as there are two; Station-Pseudobridge mode and the
Station-Pseudobridge-Clone mode. These modes will both allow you to add
the wireless interface to a bridge group and run properly run. These are both
non-standard, as in they are not per the IEEE RFC. To make this work, MAC
NAT is performed for devices behind other interfaces of the bridge group
with the Pseudobridge mode. In the Station-Pseudobridge mode, MAC NAT
will be performed with the wireless radio cards MAC. All clients and devices
behind the wireless card will appear as coming from the MAC of the radio
card. In the Station-Pseudobridge-Clone mode, a device will transmit, and
then the wireless card will take that MAC and use it, or you can specify a MAC
to use in the settings of the wireless interface card.

WMM - Wi-Fi Multimedia

WMM is actually WME or
Wireless Multimedia
Extensions per the Wi-Fi
Alliance interoperability certification. This is based on the IEEE 802.11e

L

WMM Support: (enabled
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standard, and provides based QoS over an 802.11x network. WMM
prioritizes traffic based on four different ACs, or access categories. This
though, does NOT guarantee throughput! RouterOS does support WMM on
its wireless interfaces by simply enabling it, disabling it, or requiring it. If you
set the WMM Support to “required”, then a CPE will not be able to connect
without using WMM. If you have WMM simply enabled on the wireless
interface, then the client could or could not have WMM, but still could
connect.  So you will need to be careful with this feature if you do have
clients that do not support WMM.

WMM has four priorities as mentioned. According to the WMM spec,
priorities 1 and 2, are for background data, priorities 0 and 3 are for best
effort traffic, priorities 4 and 5 are meant for video, and 6 and 7 are reserved
for voice. WMM is used in when setting priority of the data flowing through
your RouterQS system. These priorities can come from several places; one is
WMM packets that are transmitted over a wireless interface, and the second
is the “ingress priority” from packets that come into your RouterOS system
though a VLAN. As this priority is in the VLAN header, other packets, for
example routed packets not over a wireless link, would be treated as an
ingress priority of 0.

Setting WMM Priority’s

The two methods to set WMM priority; is by using DSCP (Differentiated
Services Code Point) or the Set Priority field in the Mangle system. You can
set priorities by either using the IP Firewall, Mangle system, or you can use
the bridge Firewall filter rules as well. Even though you get an ‘ingress
priority’ through either a VLAN or WMM packet, note that you still need to
set the priority as the ingress value is not

copied to the priority value by default. You Action: |set priorty

will need to ensure you have the proper
rules to do this. You also need to remember
that priorities only go out on either WMM
wireless interface or a tagged VLAN, that’s it.

Mew Priorty: (4
Passthrough

Setting the priority by using your Mangle is simple enough; you will use the
Firewall/Mangle system to identify the traffic (see the Traffic Identification
section), and then your action will be to set priority. Remember there are
only 4, four, priority types.
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The second way is to manage priority is to use the DSCP bits. This is the
preferred way as the DSCP bits are attached to your IP packets and are
transmitted regardless of the medium. Also, once you set the DSCP bit, it will
travel through your network and WMM will automatically use this DSCP bit to
assign priorities. The method of deciding what DSCP bit to setup for what
priority gets a bit complicated. For this, we have the chart below:

WMM Traffic WMM Value DSCP Bit(s)

Best Effort 0 0 through 7
Background 1 8 through 15
Background 2 16 through 23
Best Effort 3 24 through 31
Video 4 32 through 39
Video 5 40 through 47
Voice 6 48 through 55
Voice 7 55 through 63

Even though you have the DSCP bit set, you
will need to tell your RouterOS system to use
the DSCP for the priority. All you have to do New Priority: | from dscp
is create a single Mangle to set the priority
based on DSCP, or based on ingress (if you are
receiving it from a VLAN). As you can see, you
simply create a blank Mangle rule to set the
priority from the DSCP. You also can set this Mew Priorty: |from ingress
to "from ingress” if needed as shown.

Action: |set priorty

Passthrough

Action: [set priorty

Passthrough

Security Profiles (Securing your
Wireless Connection)

To understand wireless security, you have to understand why wireless has
more security issues than other types of connections, such as wired
connections. The main reason is simple; the transmission is in the open air; it
is not limited to the inside of a cable. For instance, if you setup a point-to-
point link between buildings a few hundred feet apart, you are sending and
receiving data from the buildings. You could stand in-between these
buildings and see all of the data that is being transmitted from both ends if
there is no security enabled. What if you were a mile behind one of the
antennas? You would get (at least) the transmission from the far end of the
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link, (depending on power levels). You are a mile away and receiving the
wireless transmissions. With an Ethernet cable running between the
buildings you eliminate the other RF energy in the air and you would have to
have physical access to the cable to be able to tap it. With wireless, even if
they are not connected and directly communicating with the access point,
you can still watch data flow through the air! | hope your data is encrypted!

With this said, | think you can see how wireless is considered to be very
insecure. However, with the proper encryption and security practices, you
can secure your wireless signals and prevent unauthorized computers from
connecting or viewing your data. Without a connection, an intruder won’t be
able to transmit data to the access points, however, this doesn’t prevent
them from listening to the air and possibly pulling data as it goes between a
station and access point.

The way RouterQOS works is that you will define security profiles with a form
of encryption. These security profiles can then be setup on your wireless
interface. Simply define the profile, setup WPA and the shared key, and then
you will change the drop down on the wireless interface to the profile that
you configured. Once you do this, the wireless interface will be using the
security profile that you setup.

MAC Authentication

I will start off this section by saying, “MAC does NOT provide security on your
network”. By using MACs to control access, you are telling the access point
that you must have such-and-such MAC address to connect to the access
point. Keep in mind that this is not encryption, so data is in the air is still
unencrypted by using this. Second, | want to tell you that MAC does NOT
provide security on your network. Even in RouterOS it is very simple to spoof
a MAC address and there are plenty of applications out there for even the
average Joe to spoof a MAC. MAC level security is just not going to do
anything for your wireless network security.
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WEP (Wired Equivalent Privacy)

WEP is an IEEE standard to secure wireless networks. This uses a shared key
to encrypt data between the access point and the client device. To setup
WEP on RouterQOS, you will need to setup static keys in the Security Profiles.
You will setup your mode for static keys.
General | RADILS | EAP  Static Keps If you make WEP optional, which means
that clients don’t need to have to have
WEP to connect, but if WEP it is required,
then you have to have the WEP key to
continue. Then, under the static
keys option, you can select if you
Koy |406k wep ¥ ] O™ wish to use a 40 or 128 bit WEP key.

This is the key that you will share with your clients to allow them to connect.

Mame: | profilel

[t = i kews required

General BADIUS E&P  Static Keys

You can also select a transmit key. This allows you to connect to the Access
point without the key and then the key is given to you so that you can
communicate securely using WEP. You will need the mode as static keys
optional so that they can connect and get the key before they start using the
key. Keep in mind that this method transmits your WEP key over the air as
well.

With that said, my recommendation is to NOT use WEP. WEP is outdated; it
was originally created in 1997. With any Linux-based laptop, it usually takes
for the most part it takes about 20 seconds to break WEP. It’s considered
very easy to break and should not be used if you are wishing to have a well-
secured wireless network.
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WPA / WPA2

WPA or Wi-Fi Protected Access was created once several weaknesses were
found in the WEP system. These weaknesses were considered serious and
you should consider WPA as a

; : General | RADIUS | EAP | Static K
replacement to WEP. Keep in mind EHIE [RES

that they are not backwards Name: | profile1
compatible. WPA2 is considered a Made: | dynaric keys ¥
replacement for WPA since there Authentication Types
were issues with the TKIP key stream = ¥ WPAFSK v WPA2 PSK.
found in WPA. WPk EAP WPA2 EAP
Unicast Ciphers
. . v tkip aes com
Typically you will deploy WPA the )
Group Ciphers
same as you would as WEP. Go to .
v tkip aE3 Com

your security profiles and, when

creating a new security profile, select = wPa PreShared Key:
the mode as “dynamic keys”. You can  ypas Frehared Key:
then choose if you wish to use PSK
(pre-shared keys) or EAP (Extensible
Authentication Protocol). Most users
will use PSK, as this relies on a shared
secret that you will give to the clients connecting.

Group Fey Update: |00:05:00

You will also be able to select what kind of ciphers as well. Most users will be
fine using TIKP ciphers; however, if you are security conscious, you can use
the AES-CCM ciphers as well. RouterOS can run WPA and WPA2 at the same
time, and if you wish you can specify different shared keys for each method.
Once you setup your security profile, you can then enable it on your wireless
interface by selected it in the security profile dropdown in your wireless
interface.
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Access Lists

| like to talk about access lists right next to the security profiles section
because they are related. Your access list allows you to do is setup a number
of rules based on MAC address, signal strengths, shared keys and time. These
rules will allow you to specify if the radio in question has the ability to
connect, has the ability to talk to other clients connected to the same AP, and
what shared key to use based on the current time.

Il New AP Access Rule

MAC Address: | 00:00:00:00:00:00 Py
Interface: | &l ¥

Signal Strength Range: |-70..120

AP T Limnit: -

Client Tx Lirnit: -

¥ futhentication

v| Forwarding
Frivate Key: |none ¥ Ox
Private Pre Shared Key:
4 Time
Tirne: | [IIRITEN] - 1d 00:00:00
vosun v mon (vl tue v owed v thu v fii v zat

These rules, like other ordered lists in RouterQS, run from the top down, in
order. Once a rule is matched, the processing stops. This allows you to setup
times when the rule may or may not match, for example, to allow any MAC to
connect during lunch hour, but at other times, only allowing a few MACs to
connect. Remember that this is not just MAC authentication only. If you
have WPA2 running, then you will still need that WPA2 shared key. But you
can also specify that a specific MAC address must have this specific pre-
shared key. This will allow you to setup different pre-shared keys for each
MAC that you have connected to your access point.

The Signal Strength also limits the Access Point to only allowing clients with
strong enough signals to give good quality connections. An example is in
802.11b, a -70 dBm signal is typically required to have an 11 Mbps air rate
connection. With a rule like the one above, every MAC must have at least
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between a -70 dBm a 120db signal to be able to connect. A client with a -80
dBm signal would NOT be able to connect. Remember though, if you create a
rule like this, you then need to specify that anyone that doesn’t match that
rule would not be authenticated by un-checking the authentication check
box.

You can also limit a customer’s forwarding ability. This prevents the client
from talking through the access point to another client directly connected to
the same access point, or client-to-client communications. This does not
prevent a client on access point A from communicating to a client on access
point B.

The TX Limits are for MikroTik CPE or clients. They can be in any wireless
mode that connects them to the access point. Once they are connected, you
can add an AP and Client TX limit. This will limit the TX speed of the access
point sending to the client as well as limit the clients transmit speed sending
to the access point! This information is embedded in the MikroTik
proprietary wireless frame extensions, and will not work with most other
non-RouterOS clients.

210 | Learn RouterOS — Second Edition by Dennis Burgess




Wireless and RouterOS

Registration Table

The wireless registration table is exactly what it sounds like. It is a listing of
wireless registrations or connections to your radio card. If your wireless
interface is in station mode, it’s registered to the access point so you will see
a registration. Inside the registration table, you will see information about
your wireless connections, such as up time, signal strengths and air rates.

Radio Mame + | MAC Address Interface Uptime AP ‘... Last Activit... Signal Strengt... Tx/Rx Rate
4p000C4234,.. 000C 42340240 wianl 00:56:55 no ho 0.500 -67 58.5Mbps-HT /EMbps

Double-clicking the registrations in your list, you can see much more detailed
information about your connection.
such as RouterQS version, CCQs and the P Throughput
are all listed here. The P Throughput field is a “possible
throughput” that RouterOS will calculate based on a
number of factors. It will also show the CCQ information Resat
on both directions and the Signal Strength in both
directions of your link.
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Remove

Copy to Access List

Copy to Connect List

L . . Fing
Also inside each registration, are a number of support
tools that you can use just on the wireless registration. MAL Fing
One of the fields you will see is the Last IP. This is simply Telnet
the last IP packet that has traveled through the interface. MAC Telnet

It is not the “IP Address” of the link, or a side of the link, Torch

just simply an IP that has flowed through the link.

Remember this when using Layer 3 tools such as Ping, telnet, and Torch. You
will also have options to copy the MAC information to either your access or
connection lists here as well.
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Connection Lists

Connection lists are the exact opposite of the access lists. Access lists, if you
read back a few pages, are for controlling access to an access point.
Connection lists are for telling your station what and how to connect to

access points! To use them, remember
Mew Station Connect Rule . .
that they are an ordered rule list, just

Intertace: v like anything else in RouterOS. What
MAC Address: | 00:00:00:00:00:00 | & you can do is either setup by MAC or
v| Cannect SSID, as well as another feature called

areas. We will discuss that in the next

550 -
o section. You start creating this ordered
fea et list, with multiple SSIDs, and Signal
Signal Strength Range: |-120.120 Strengths-

+

Security Profile; | default

An example is that you can say connect

to SSID ‘Towerl’ only if the signal strength is above -70 dBm. If it drops

below that signal level, then it will disconnect and start searching for another

connection. The 802.11x standards will not drop a working access point for

another with a stronger signal unless the signal of the currently connected

access point drops below the allowed range. So once tower 1 drops below
that -70 dBm level, it will disconnect and start looking for something else.

Another thing that is handy is that you can have different security profiles
associated with different rules and/or SSIDs. Some wireless ISPs will use a
standard load on a CPE device, loaded up with SSIDs, security profiles and
signal strengths settings for installers. This way, once they point it at a
tower, it will automatically connect with the right security profile for that
access point, assuming they have enough signal strength. This creates a
simple method of having installers performing installations without having to
have the installers knowing all of the security keys and other settings.

212 | Learn RouterOS — Second Edition by Dennis Burgess




Wireless and RouterOS

Area / Area Prefixes

Inside the advanced tab of your wireless interface settings,
there is a value called Area. This area value is matched up
with the connection lists area prefix. An example of this, is that if all of your
wireless towers and access points have an Area set that starts with “2K”, then
you can create a connect rule that has an area prefix of “2K” as something to
attempt to connect to. This area prefix allows you to either match the entire
area on the wireless interface or just the beginning of the area. If your area is
“2K-AP2” on your wireless interface, and your connect list just has “2K” as the
area prefix, it will match. Of course it will have to match the rest of the
values in your connect rule as well.

Area | 2K-4P1
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Virtual Access Points

RouterOS has a great feature called Virtual APs, or Virtual Access Points.

These are treated as new interfaces with separate SSIDs and security profiles

on the same radio and channel. Since this is considered a completely new

interface, you can run separate IP space, separate DHCP-Servers, and even

run other services such as hotspots, all

while running a single radio card.

General “Wireless WS | Status | Traffic To create a virtual-AP, simply click on

Interfaces > Add > Virtual AP. The

main three settings you will need are the

new SSID, what actual radio card you will

Szap aitle: [l be transmitting this new virtual SSID

from, and the security profile. All of the

other settings are the same as any other

wireless interface. You can form WDS

v Default Autherticate  CcONnections as well with a virtual AP.

v| Default Fonward Once you create this interface, you will

Hide 551D either need to place it into a bridge

group, or place IPs and other Layer 3

services on it for it to work, just like if you had a new wireless interface card
installed.

55ID:

Master Interface: | wlani

Default &P T= Fate:

Default Client T= Rate:

You will need to be careful however, because, even though you have two
separate SSIDs, they are still on the same channel as the master wireless
interface. They share the available bandwidth of the frequency that you have
placed them connected on.

VAPs and VLANs

Many customers ask about running several different VLANSs for different SSIDs
and networks. A common practice is to run a specific SSID that would be for
corporate, or private traffic, as well as another SSID that would be for general
public use. In these cases, you may want to VLAN each SSID to separate the
traffic. This is very simple to do, but many people have become accustomed
to seeing a check box to enable VLAN on this interface. RouterOS handles
this inside the VLAN and bridging system of RouterOS.
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To give you an example, let’s use VLAN 100 for our private traffic and VLAN
200 for our public traffic. On all of our RouterOS access points we have
created and SSID called ‘private’ and another called ‘public’. In our case, we
will have our WLANL1 interface as our ‘private’ SSID, and we created a Virtual
AP, under our WLAN1, with our ‘public’ SSID.

To complete the task above, we will need to complete the following steps:

1) Create a ‘private’ and ‘public’ bridge group

2) Create the VLAN 100 and VLAN 200 interfaces on the correct Ethernet
port.

3) Add both the VLAN 100 and the private WLAN interface to the private
bridge group.

4) Add both the VLAN 200 and the public VAP interface to the public bridge
group.

This sounds simple enough. Remember, VLANs are basically bridges, so we
are just going to create a bridge, with the correct VLAN and the correct
interface. Data coming in the public VAP interface has only one port to go
out, that would be the VLAN interface, when it passes though the bridge
group it adds the VLAN tag and sends it out the VLAN interface, properly
tagged as that VLAN. The same is done for our private interface; the only
difference is that we are using the actual WLAN interface instead of a VAP.
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NStreme HT MCS wWDS Msteme | TuPower Status  Traffic | ...

:Enable Mstreme

Enable Polling

Nstreme is a proprietary
v/| Disable CSMA

extension of the 802.11x design
that  MikroTik created to
overcome some of the
limitations and increase the
performance of wireless links. This is only supported with MikroTik RouterOS
running on both ends. The goal is to increase performance typically at the
cost of latency. Nstreme does a few things, including compression, polling,
and no limits on distance. It will also combine frames similar to the way M3P
(Mikrotik Packet Packing Protocol) does as well.

+

Framer Policy: | dynamic size

Framer Limit: | 4000

To enable Nstreme on your access point, you will simply need to check the
Enable Nstreme button on the Nstreme tab of your wireless interface. Here
you can also set your framer policy, limits, polling as well as the ability to
disable CSMA. Once you check this box on your access point, if you had
clients connected, they will be disconnected. You will need to check the
corresponding box on your clients as well so that they will connect. Also
remember that when you are scanning with Nstreme enabled, you are
looking only for Nstreme enabled access points, not standard a/b/g/n access
points.

In typical usages, Nstreme mode will provide higher data throughput,
however, typically latency increases a bit. This is mostly due to the
compression that occurs in the link. There is also no limit in the ACK timeout
values, so you can go greater distances compared to running standard
802.11x. We have seen 52 Mbps connections using 5 GHz Turbo modes and
Nstreme, however, with 802.11n; this performance is upwards of 70 Mbps
half-duplex. This is not what you will get all of the time, typical link
performance and path analysis should be done to determine what your actual
throughput is expected to be.
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Nstreme Dual

Dual Nstreme uses two wireless
interface cards to create a full-

General  Mstreme Dual | Data Rates | Statuz  Traffic

. . . T+ Radio ¥
duplex wireless link. You will need ] =
. Fix Radio: |wlanl ¥
to setup your two wireless
. Fiemate MAC: | 00:00:00:00:00:00
interfaces to N-Nstreme-Dual- """
Slave mode. Once you set your Tw Band: |5GHz =
radio cards to this mode, 1,requency 5180 Mz
everything with the exception of
the Tx power settings are for the RxBand: |SGHz g
most part ignored by the system R Frequency: |5180
and are then cc.)ntrolled by a new —.
Nstreme dual interface that you 0o (oo 5
will create. To create this, click on .
Framer Limit: | 2560

Interfaces = Plus sign = Nstreme
Dual Interface.

General  Mstreme Dual  Data Rates  Status | Traffic

This will create your new interface.
This interface will use two radio
cards to provide full-duplex
throughput. It does this by
enabling one card for only receive
only and the other card to only

Fix Signal Strength:
T« Signal Strength:

R Rate:
T=Rate:

Packets [Tw/Rx: | 040
transmit. On th'e Nstreme Dual ta'b Bytes (TR [070
of your new interface, you will
. A Frames [Tx/R%: | 040
need to setup what radio card is
.o . Frame Bytes [Tx/R«): | 040
receiving and what one s
s Huw. Fi TRl | 040
transmitting. These would be the o etees (Ui
TX and RX radio settings. Hw. Frame Bytes [T=/Rx): 040
T Retiez Timeout: |0
One of the most common mistakes T Retries Lost: |0
that are made in the Nstreme is Rt Bad Seqs: |0
that once configured, you will have R Duplicates: |0
frequencies for TX and RX; these
Conkected

frequencies are flipped on your
remote system. So for example, if you transmit at 5180 MHz then you have
to receive at 5180 MHz on the remote side. It is a common mistake to set
5180 MHz as the transmit frequency at the remote end. Another mistake is
to forget where to get your Remote MACs from. The remote MAC is the MAC
address of the far end’s Nstreme Dual interface. This is only created once you

217



Wireless and RouterQOS

do the initial configuration of the interface. Click on General of your Nstreme
Dual interface, and you should see a MAC Address. This MAC would go into
the other end’s remote MAC address field.

Just like other wireless interfaces, you can set the frequencies, disable CSMA,
and set your framer policies and configuration of your data rates. Your
Nstreme Dual interface will take care of what radio card transmits where.
Inside your status tab you will have all of the information that you would
need to diagnose your connection and perfect it. This information will
include your signal strengths, retries and timeouts. The connected check box
at the bottom shows you if you are actually connected or not. If you use a
dual-polarity dish or antenna, and you have about 20-25 dBi difference from
what your signal is and what your link path analysis showed you should have,
and then you may need to swap your Tx/Rx radio cards. This would be to
simply change what card transmits and what card receives.
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Using WDS (Wireless Distribution System)

WDS or (Wireless Distribution System) is designed to create custom wireless
coverage areas by using multiple access points that can pass data between
each other just as if there was a wire connected between them. The access
points will need to be on the same SSID and same channel as well as use the
same band and channel size. There are two types of WDS, one is dynamic
and the other is static. When you put a radio into WDS mode, you will select
what mode type and typically what bridge group to add the WDS interfaces
into. Per RFC specs, if you wish to bridge a wireless link, you must use WDS.
This would include if you are wishing to send VLANs across a bridged wireless
link.

WDS Bridged Wireless Link

To create a WDS bridged wireless link, on the access point, configure the
wireless interface to use the proper modes and frequencies that you wish to
use. You will need either an AP-Bridge or bridge mode interface to work with
the WDS system. Then on the WDS tab you will need to configure the WDS

HT MCS WDS | Mstreme TxPower Status  Traffic .. type' dynamlc or Stath, and the
WD Mode: [dpmarmic = default bridge group. Typically you will
WD Default Bridge: 5 create a bridge group and add your

Ethernet interface on it. You do not
need to add the wireless interface
because when the client connects the

WDS Ignore S5ID interface is created. The system will
either dynamically add the new WDS interface to the bridge group or you will
manually add it once the WDS interface is created. This will depend on if you
have configured the WDS-Default-Bridge option.

WDS Default Cost: | 100
‘WS Cost Range: |50-150

On the remote end, you can use Station-WDS. If it is simply a point-to-point
link, then | would use Bridge on your main site and Station-WDS on the other.
On the Station-WDS side, you would also create a bridge group, add your
Ethernet interface and then configure your Station-WDS wireless interface
with the proper WDS type and default bridge group. When the link comes
up, the wireless interface card should be dynamically added to the bridge
group. You should also notice a dynamic WDS interface created on the bridge
R T Wieless [tharos 11M] side, as well as it being added to the
DR&  @bwds] WhS bridge group as well.
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Static WDS Bridges

If you wish to use static WDS entries, you will need to setup your wireless
interface WDS settings to static mode, and then you will have to have the
remote MAC of the radio cards you wish to form a WDS link to.

WDS Bridged Access Points

Of course the point of using WDS is to have multiple access points within an
area without connecting them with wires. To create a custom coverage area
like this, you will simply set the modes to AP-Bridge, and then as you add
more systems with the same SSID, Channel and band, they will dynamically
create WDS links to any other systems with the same configuration that are
within range.

Two major issues that you will come across by using this method is a) the
slow performance and b) bridging loops. When you first bring up a new unit
with dynamic WDS enabled, if it can see four other systems with the same
configuration, it will attempt to form a WDS connection and interface. Even
though this is what you normally want, the issue that often arises is bridging
loops. The interfaces are not smart enough to make a determination if WDS
link 1 is better than link 2, and therefore link number 2 should be disabled.
You will need to use some form of spanning tree protocol on all of your
access points to ensure a bridging loop does not occur. Using WDS like this is
just simply not practical in many cases.  MikroTik created the HWMP+
Meshing system to overcome these limitations, please see the "MESH"
section for more information.

The second issue is the slow performance of a WDS system like this. As you
go further out and go through more and more access points, your
performance degrades very quickly. For example, if we assume that we have
a chain of WDS enabled access points, the performance of a client connected
to the main or first access point would likely be at 11 Mbps, assuming they
have a good of a connection. The second access point though, even though it
shows an 11Mbps connection, has only one half of the performance. This
happens because the access point is using up one half of the air time to
retransmit the client’s data back to the first access point. So now the possible
performance is only 5.5 Mbps given a perfect world (no interference, perfect
signal qualities, etc.). Now, when we go to the third access point and the
actual performance here is cut by one half again. So now the maximum
possible performance is 2.75 Mbps. This is the air rate, so if we are using
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802.11b, the actual throughput data rate would be under 1.5 Mbps. This may
be enough for your solution however; this example is for that’s given a
perfect world with one client. As you start adding additional clients to the
network, this performance can drop very quickly.

WDS Bridged Access Points - Dual Radios

The performance issues that are listed in the above section can be fixed by
using dual radios in all of your systems. The main access point will have
Station-WDS wireless clients registered to it, and then in the same bridge
group you can have another radio with can be a different SSID and channel
that will be for clients as well as the next WDS link. If you need to link more
access points you would have a third card with a third SSID, which would run
AP-Bridge mode with WDS. Repeaters would then have a radio card
configured in Station-WDS mode, as well as an access-point for clients. This
eliminates the need for the same radio card to do the retransmission to the
next node allowing a dedicated radio do this.

AP-Bridge

Station-WDS AP-Bridge Station-WDS

. WLANZ1: Backhaul Station-WDS WLAN1: Backhaul Station-WDS
Wmut*ﬁ;ﬁg;:;f:ﬁg:iei WoS WLAN2: Backhaul AP-Bridge/WD$ WLAN2: Backhaul AP-Bridge/WD$
. & WLANS3: Client AP-Bridge WLANS3: Client AP-Bridge

This will eliminate the bridging issues, as each backhaul Station-WDS only
connects to a specific AP-Bridge. Clients have their own radio cards to
connect to on each node, therefore, when they are transmitting, their access
point simply receives that data, and then sends it over to the backhaul radio
card to transmit back to the main site. No radio care in this configuration
actually retransmits what it receives; therefore we have removed the
performance issue. Since the Station-WDS nodes are not connecting to
multiple AP-Bridges, we can build our network and don’t have to worry about
dynamically created bridge loops.
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Wireless Link Optimization / Best
Practices

Over the years of deploying wireless networks, there are a number of best
practices that | can recommend. There are a number of things that you can
do to improve your wireless links. In general, these optimizations apply to
point-to-point wireless links that are fixed on both ends, for example, a
tower-to-tower wireless link.

Keep it Simple First

When first setting up a wireless link, start with the most basic configuration
possible; set one end in Bridge mode and the other in Station mode. Do NOT
put a security profile in place; leave it as an open access point. Don’t worry,
we will secure it later. The idea here is that you will keep the configuration as
simple as possible until the wireless characteristics of the link are optimized.

Hardware Selection

Hardware selection plays an important role in the design of your network. It
is ALWAYS better to have a larger antenna and a lower power radio instead of
a higher-power radio with a smaller antenna. Antennas amplify in both
directions; they have both receive and transmit gain. If you are using a 20 dBi
antenna that means the signal that it receives will be increased by 20 dBi AND
the power from your radio card at 12 dBi then is also increased by 20 dBi as it
leaves the antenna. If you can use a 60 mw radio card and a 20 dBi antenna,
it will be better than using a 600 mw radio card and a 12 dBi antenna. Again,
plan to use lower transmit power and a higher-gain antenna. Finally is that
when designing backhaul links, don’t skimp on the CPU power. Go with AH
RouterBOARDs instead of the cheapest thing possible!

Radio and Antenna Coax and Selection

From your radio to your antenna, you want the least amount of loss possible.
| recommend using integrated radios, where the radio is built right into the
antenna, whenever possible. This eliminates transmission-line loss as much
as possible. You simply need to run outdoor, UV-rated Cat 5 Ethernet cable
to your radio and that’s it. It will provide power and data and the antenna is
integrated. If you can’t use an integrated radio, due to distance or wind
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loading on your tower, then you will need to either use the shortest possible
length of coax as possible or use high quality coax. An example is that |
typically would not go more than 20-30 feet with LMR400 cable on 5.8 GHz
before | started considering at putting in the use of 5/8 inch Heliax™ coax.
We are dealing with milliwatts of power, not watts, so even a few dBi of loss
is substantial. Contact your hardware vendor, for more information on
specific line-loss levels of each cable offered. You also can find datasheets
from cable manufactures to show your transmission-line loss at specific
frequencies, so that you can choose the proper cable.

Antenna Alighment

Now that you have the equipment selected, the antennas and coax installed
etc., now we need to go ahead and align the link. Again, start with the
simplest configuration, no security, a simple SSID, etc. If possible, get the
units to connect on the ground before you put up the link. Then go ahead
and put up your link. You should have done your link planning prior to
putting up the link. You will know in advance what signal levels (in dBm) to
expect on each end. If you have a 10-mile link with 19 dBi antennas and 320
mw radios, you should have close to a -70 dBm signal on both ends. When
you align the links, first start with your horizontal or side to side azimuth, and
once you maximize the signal as much as possible that way, optimize the
antenna alignment vertically until you get the best possible signal vertically.

Find Possible Interference

You will now also need to do an interference study. This is simple enough, if
you have a spectrum analyzer (if you don’t you need one), hook it to one of
your antennas, and let it record the max values across your entire 5 GHz
range (if that’s what you are using). You should record this for as long as
possible, but the minimum time would be 30-45 minutes. After this recording
is done, look at it, then choose the cleanest channel(s). Hopefully, you will
have a number of channels to choose from. Now that you have the
channels, select a channel that is the cleanest. The less interference, the
better! Go ahead and hook your radios back up.

Signal Issues

Now that you have your antenna aligned, what is the signal strength? Is it
within +/- 2 dBm of the planned link quality? If it is not, then there may be
something wrong. Is it 20 dBm off? If it is, then you may have an antenna in
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the wrong polarization! Typically the difference between vertical and
horizontal polarization is around 20 dBm, and if you are using a single
antenna and you are 20 dBm off from what you calculated, then guess what,
turn one of your antennas 90 degrees! What if your signal is fluctuating
wildly, more than +/- 5 dBm? You may have Fresnel zone issues. Check your
link path again to make sure there are no obstructions. Moving one end up
or down 5-10 feet may provide you with relief from this issue.

Secure your Link and Testing

When you have a good quality link, your CCQ should be higher than 90% most
of the time, now it’s time to optimize that link. First, if you are going to run
security or encryption, now is the time to go ahead and place your security
profile on the link. Next, do some tests, remember don’t do bandwidth tests
from your link radios. You should have some other bandwidth testing
RouterBOARDs or other high-end systems on both sides of your link for
testing (see image below). The reason for this is that moving data across the
wireless link takes CPU power of your wireless devices, you don’t want to add
more CPU time by generating data to do the bandwidth test with, and you
need to have separate bandwidth testing devices doing this processing.

PoweRouter 732 PoweRouter 732

Minimize Rate-Flapping

Your bandwidth tests will tell you if you have good throughput. If the
throughput and CCQ vary during your bandwidth tests, you will need to look
at your air rates. If they are changing from 54 Mbps to 48 Mbps to 36 Mbps
and so on all of the time while you are doing your transfer, you may have a
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rate-flapping issue. What you want to do is lock in your data rate to the
highest rate that the system is able to maintain consistently. If you move
data and it stays 90% of the time at 48 Mbps, then unselect the 54 Mbps air
rate. Changing from 48 to 54 Mbps takes time and causes latency issues as
well as performance issues. If during your transfer it will sometimes, less
than 10% of the time, drop to 36, | would leave the 36 Mbps data rate in
there, but remove the lower data rates. This will prevent you from constantly
changing data rates and adding latency and jitter to your link. Another
suggestion is to increase the hardware retries to 10, to see if you can prevent
rate flapping more. This is done in the advanced menu options.

Using Nstreme

Now that you don’t have a bunch of jitter in your link, now try enabling
Nstreme using the default settings. Remember to do it on your far end first,
and then do the end you are at, so that you don’t lose connectivity. When
the connection has been reestablished with Nstreme, duplicate your
bandwidth tests and see if Nstreme will give you more throughput.
Sometimes it does, but | have seen times that due to other factors (such as
interference) etc., it does not.

Try some variations of Nstreme as well, such as larger frame sizes, and
dynamic frame sizes. The goal is to find the best settings for your link and
every link will be different. What works on one link may not work on
another! One last option for more throughput, is to try using turbo channel
sizes. If you can’t use Nstreme, try turning on M3P (MikroTik Packet Packing
Protocol) as well on both interfaces, this could save you quite a bit of
bandwidth as well. There is already some compression done with Nstreme
and | have found M3P doesn’t really help much with Nstreme turned on.
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Improving 802.11n Performance

The much touted 802.11n protocol boasts extremely fast speeds when
compared to 802.11a. 802.11n is, designed for MIMO (Multiple-In-Multiple-
Out) operations. One of the first things to remember when trying to get an
802.11n link is that it requires at least two antennas. The current generation
of radio cards supports 2x2 antenna modes, giving you the ability to attach
two antennas to a single radio card.

Channel Width: | 20/40MHz HT Above ¥ Rate flapping is a big reason for
a link to become unstable and
Wireless HT |HTMCS WDS Nstreme NV2 ..

z = slow. In many cases, | would
HTDx Claie: L) ictith 1) chein ] also suggest turning off the

HT Rx Chains: v/ chain [v! chainl 88 g
802.11a/g data rates, so that
HT AMSDU Limit: |8132 you operate using only on 11n
HT AMSDU Threshold: |8192 data rates. By selecting only the

n rates, you can hopefully
continue to optimize your n link.
HT AMPDU Priorities .
20 : s 2 A typical fastest setup for 11n
4 5 c 7 links also includes setting an HT
Channel Width (allows for 40
MHz operation), and using all HT TX and RX chains, as shown above.

|

HT Guard Interval: |any

In these configurations, | have seen upwards of 60 Mbps TCP and 220 Mbps
UDP transfer rates between two 802.11n radio cards. | also note that when
using dual polarization antennas with good signal strength. It's very
common for a pair of MikroTik SXT radios with -60 to -60 dBm signal
strengths to max out with 92-95 Mbps of TCP throughput.

AMSDU (aggregated frames and sending using block
acknowledgement) or (Frame Aggregation)

The HT AMPDU (aggregated frames and sending using block
acknowledgement) is used to allow the 802.11n standard to cut overhead by
sending multiple frames per single access to the wireless medium. This is
accomplished by combining frames together into a larger frame, kind of like
what Nstreme does already. This system can increase the maximum frame
transmission size up to 8k. By default RouterOS comes set with only O
enabled. By enabling more priorities it is possible to increase throughput, but
may increase latency. In most cases, where | need a balance of performance
and low latency, | leave the AMSDU alone.
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802.11n and Data Rates HT Suoported MCS

802.11n is a bit different when it MCS 2 7 MC
comes to data rates. In o '
802.11a/b/g the radio i
negotiates to the highest i
possible data rate without iCS 8 MCS 9
errors. As your link preforms ACS 1
retransmits it will eventually MCS 12 ]
drop down your data rate and MCS 14 71 MeS 1
retry your transmission until it - o
can communicate reliably without retransmits. 802.11n does this as well, but
handles the extra spatial stream (or extension channels) differently. By
default, RouterOS supports MCS's (Modulation and Coding Schemes) from 0
through 15. This is all MCS's that support 2x2 spatial streams. This is
basically the MIMO operation to use the second antenna.

] on oW

N 2
)
)
3

The issue comes in when we don't have a good signal in 802.11n. The
example we will use is when we have a signal that only allows us to get to
MCS 5. This MCS is using one antenna, not MIMO, but since we have 6 and 7
enabled, we will NEVER attempt to connect at MCS 8-15! We never get to a
MCS that offers two spatial streams or MIMO. 802.11n goes by MCS just like
b/g/n does; it goes from MCS 0 to MSC 1, then to MSC 2 and so on. But you
must note that MCS 5 and MCS 12 is basically the same thing, one with two
spatial streams and one with only one.

In v5.6, MikroTik made a change to their rate
selection system. They added a new option in
the data rates section of your wireless Rate
configuration.  This rate selection option, & default
allows you to use the old original legacy

method of rate selection. The details and information described in the above
section all apply with this legacy mode of operation. The advanced mode
eliminates the need to disable the higher single stream MCS's in order to be
able to get to the dual stream MCS's. It is also supposed to help with the
b/g/n mode and getting above 11 Mbps modulations as well.

Rate Selection: legacy
advanced
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The 802.11 Hidden Node Issue

802.11 uses a carrier-sense multiple access (CSMA) system to sense when
other radios are transmitting on the channel. See the CSMA section under the
NV2 topic for more information on CSMA. Using CSMA, every radio clients
connected to the same tower, listens for any source of radio-frequency
energy on the channel. If no other signals are heard, the radio (it could be
either a client radio or an access-point radio) client then starts transmitting to
the access point.

Originally, the 802.11 protocol was never designed for long range wireless
communications, the way we use it today for fixed wireless operations. It
was designed for in-office and short-range use, typically with omnidirectional
antennas on all devices, both the access point and clients. When two laptops
are talking via Wi-Fi, or (802.11) they will use CSMA. For example, if laptop A
is uploading a file to the access point and laptop B wants to start transmitting
as well, it uses CSMA to listen to see if the frequency is clear to talk. In our
instance, Laptop B would hear both laptop A, and the access point therefore
it waits until Laptop A has finished before it to transmits. In the typical our
large, outdoor scale wireless networks though, laptop B (or in this case, client
B), can’t hear laptop/client A because there may be some physical topology in
the way such as buildings, trees, or even hills.

Simply put, Client B can’t hear client A, therefore client B starts transmitting.
Client A is a hidden node to client B, and hence the hidden node issue. If
Client B can’t hear Client A, Clint B transmits at the same time that Client A is
transmitting, and we end up with collisions at the access point receiver. This
reduces overall network throughput, and increases network latency. The
performance of the entire network is reduced. In some cases this can cause
significant issues with access points on fixed wireless networks.

So how do you fix such an issue? For many operators, using 802.11 protocols
that include CSMA is simply going to be an issue. You can increase the power
and/or transmitting gain of your clients so that they all can hear each other,
however, in most terrains, this would be not only impractical, but impossible.
You can also move the client’s antennas in such a way as all of them can see
each other, but | doubt that your clients will be willing to move due to your
hidden node issue.

MikroTik has two fixes; the first is a polling protocol called Nstreme. Clients
must poll the access point in order to transmit, and the access point then

229




Wireless and RouterQOS

controls who talks when. This does work, but may decreases efficiency, as
every time a client wishes to transmit it must poll. The latest workaround is
NV2. NV2 uses timeslots and the access point scheduler to give clients times
when they can transmit. Each client must wait their turn and, based on the
bandwidth needs of the client and other factors, the timeslots are
dynamically allocated. In this method, the access point controls when the
clients can transmit, thus preventing the hidden node issues.

Keep in mind that any type of polling or NV2 protocol is a departure from
802.11 standards. We are no longer using 802.11 as the protocol; we are
using something new, something hopefully better to prevent our hidden
node issues and increase overall network performance. With RouterQOS, both
Nstreme and NV2 are proprietary, so you will have to have both RouterOS
access points and RouterOS client radios with Nstreme (or NV2) enabled on
all radios. If you have other clients that follow the 802.11x standard, those
clients will not be able to connect to the access point when it changes from
the 802.11 standard to either Nstreme or NV2.
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NV2

NV2 is a new wireless time-division multiple-access (TDMA) protocol
introduced in v5 of RouterOS. This protocol is proprietary, so you will need to
have RouterQOS on both ends of the connections. This system uses TMDA or
Time Division Multiple Access technology instead of the original CSMA system
that 802.11 devices uses.

CSMA - Carrier Sense Multiple Access

It is important to understand the differences between the protocols and
access methods when we start talking about NV2. | wanted to make sure |
put some information in to help you understand these differences. Using
CSMA, we use the first two words, “carrier-sense” literally mean to listen
before transmit — to listen, we use carrier sensing to determine if another
carrier is present before the transmitter can transmit. The radio listens for
another “carrier”, for example, another radio transmitting. If any carrier or
signal from another radio is not heard, then the transmitter can start
transmitting.
CSMA/CD Flowchart

In  short-range indoor
networks where every
station can hear every

other station this works l——] Defer for (2°K)*51.2 uS - Set k=10
quite well. In large
outdoor wireless

Carrier NO

networks such as WISPs, Sense

we have an issue called
“Hidden Node”. This issue
is described in more detail
in the previous chapter.
This becomes a major
problem when CSMA Wi-
Fi network protocols are
used at long range.
Clients connected to the
same access point can’t

Interframe gap,
receiver nodes
settle

Transmit
4 byte
jam

Preamble, 62 alternating 1's and
0's followed by 11, allows lock of

hear each other due to PLL last byte is 10101011, frame

delimiter

obstructions, such as
buildings, hills, trees, etc.
Therefore, the carrier sensing simply can’t hear if another radio is
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transmitting. This causes many issues, including collisions, that overall reduce
the network throughput.

TDMA - Time Division Multiple Access

NV2 is the new access protocol that uses TDMA. Instead of sensing
transmissions, which we know has problems in long range 802.11 networks;
the available air time is divided into different time slots. Each user, gets pre-

assigned time slot, and

|I I I‘I I I‘I I I‘ atn Secten il ced transmits only during
| | i B | i frames

their timeslot thereby,

o preventing collisions on
Frames divided into

time shois.  Eoch user the nEtwork' ln

1 3 4 8 allosotee] G st outdoor, long-range

wireless networks, the
kind that RouterOS
| Time skts contadn data H i i
1010101011 1010101 | with a guard period if uses, this is a big
| needed for syncmimaation adVa ntage_

> e NV2 of course, uses the
Cnard periods {optional)
TDMA  method  of
access, removing some of the limitations of the older CSMA style networks.

NV2 Hardware & TDMA

To use NV2, one of the first things you need to remember is that you must
have a newer Atheros-based radio card, anything starting from the AR5212
will work. NV2 does not work with the older AR5211 and AR5210 chips; you
may have to upgrade your hardware in order for NV2 to work. You can use
both 802.11n and older 11a or 11 b/g devices; however they just simply must
use the newer chipsets.

As we said, NV2 uses TDMA, where access control is done by the access point.
The NV2 access point will divides up the time into a fixed time slot periods.
This is done dynamically, based on the queue state on both the access point
and the clients. The Timeslot allocation is done in both directions, both for
downlink and uplink. Uplink or (client to access point data) is further divided
between the connected clients based on their bandwidth requirements. Each
period or cycle, the access point will transmit a schedule that tells the clients
how and when they should transmit and how much time they have.
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Because of the access point schedules the transmission times for all
connected clients, as well as leaving some “unspecified’ time for new clients,
we eliminate the hidden node issue that is common with CSMA networks
therefore network performance is increased. We also increase performance
in several ways as well; network overhead is reduced because of the
propagation delay overhead, this would be the per-frame ACKs, as NV2 also
does frame aggregation. NV2 also has advantages over the original Nstreme
protocol because, we are not polling each client and that reduces the polling
overhead. There is also, more control over the latency, with adjustable period
sizes and QoS features.

Configuration of NV2

One of the key improvements that RouterOS implemented since v5rcl is a
new interface setting called wireless-protocol. | know that does not sound

exciting, however this setting allows Wirsless Protocol: |unspecified
L] .

us to control what wireless protocol 202 11
to use, and guess what, we use it to Security Profile: a,-ﬁ,,'
set up NV2 if we wish to have it. nstreme
w2
. Frequency Mode: v 2 nstreme
So to setup an access point for NV2, Coutry: nv? nstreme 202 11

first, you will change its wireless

protocol to NV2. Other options such

as "nv2 Nstreme 802.11", allow the client, to search for a NV2 access point

first, if not found then move to a Nstreme access point, and then finally to a

802.11 access point. There are other options such as the NV2-Queue-Count,
etc., that we will not discuss here.

TDMA Period Size: |2 Securing NV2
Cell Radius: |30
Security Securing your NV2 access point is a bit
Preshaed Rexy: different than with your original 802.11
system. A new TAB in your wireless interface
Queue Court: |2 called NV2 gives you all of your NV2 Options,
QoS- [defadt including your security settings. Before NV2,

there was a security profile under your
wireless tab that allowed you to specify what security protocol you wish to
use, however, using NV2, we have a security option to enable security, as well
as a Pre-shared key to use. The security profile on the wireless tab is NOT
used in NV2.

233




Wireless and RouterQOS

NV2 implements its own security using the pre-shared key that you have
placed on the NV2 tab. The NV2 security system includes hardware-
accelerated data encryption using AES-CCM with 128-bit keys, and pre-shared
key authentication. It will periodically update the group keys, and also has a
four-way handshake for key management very similar to 802.11i. To
configure security, simply enable the security by checking the security box
and then setup a pre-shared key in the NV2 tab. These settings are for NV2
ONLY.

NV2 QoS

NV2 also has QoS built into it; it will work with your Firewall/Mangle, VLAN
priorities and/or MPLS EXP bits. The built in QoS scheduler will allow you to
specify what data to prioritize. It also has a variable number of priority
queues. The QoS policies that are defined are controlled by the access point
and the clients adopt the policy from the access point.

You will configure the NV2 QoS system by using the QoS settings under the
NV2 tab. The NV2-QoS setting specifies what kind of frame priority it should
be using. By default, the system will use built-in rules and provide QoS based
on the built-in QoS policy algorithm. This algorithm selects queues based on
the packet type and size. If the built-in rules don’t match, then it will use the
frame priority field.

The second option is the Frame-Priority field. This bypasses the built-in QoS
schedule for your own. You must set the Frame-Priority field by processing it
in either Firewall rules, ingress priority or by the frame forwarding process,
such as MPLS EXP bits. The queue is selected by the frame priority done by
the 802.1D recommendations.
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Migration to NV2

With the introduction of the wireless-protocol setting, we have a new feature
that will allow us to migrate to NV2 quicker. Using the wireless-protocol
setting we can specify what wireless protocol to use, but we also have the
ability to select any. With the ANY option, we have the ability to quickly
migrate from 802.11 to NV2 quickly and effectively.

The simple procedure is as follows:

e Upgrade your access point to a version that supports NV2, but do
not turn it on.

e Upgrade your clients to a version that supports NV2, but these
times, configure your clients with either ANY, or NV2-nstreme-
802.11 options.

e Configure any security-related settings on both the clients and the
access point.

e Change your wireless protocol to NV2 on your access point

o If you have an issue, simply change it back to 802.11 and all
clients will connect to the 802.11 access point.

e Tune NV2 for settings.

e Implement QoS.
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Troubleshooting Wireless Links

Low Signal

When you design your wireless link the first time then, and based on your
path analysis you should have calculated your link budget. This link budget
will tell you what signal strengths you should have at each side of the link.
This typically is accurate to 1 to 2 dBi! If your signal is not within a few dBi, in
other words, if it is in excess of 4 dBi off, | would recommend looking at your
link further. The number one reason for low signal is antenna miss-
alignment. Follow the instructions in the New Link section to check your
antenna alignment. The second reason is for low signal is usually Fresnel
zone encroachment. Again, your path analysis should show if you have
something in the Fresnel zone that can block part of affect your signal.
Finally, on a new link, simply a bad radio card or antenna connector can cause
low signal levels. | highly recommend using a pre-built, known-good pair of
RouterBOARDs that you can hook up to your antennas that are tested with
signal strengths to ensure that you don’t have this issue in the field.

On an old link, if your signal level has gone down, then you would need to
recheck your antenna alighment. Antennas can move over time, usually due
to lose bolts over time.

Wandering/Fluctuating Signal

A wandering signal or fluctuating signal would be +/- 4dBi of signal level
change within a few minutes. If you just installed your link and the signal is
changing wildly, again, 2dBi +/-; and then | would go ahead and look for
possible causes. If this is a new link, then | would first look for Fresnel zone
issues. Move one side of the link up 5-10 feet and see if that improves the
stability of the signal. If this is an old link that just started to have this issue,
investigate and see if the issue could have started with a recent rain or
freezing weather. If so, then chances are you have a water-intrusion issue.
Remember, those N connectors and cabling ends needs to be wrapped
extremely well to prevent water from getting into them.
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Bad CCQ

Bad CCQ can be a result of a low or wandering signal, so check those first.
When your CCQ starts going down, see what air rate you are connected at,
again, Fresnel-zone issues could be the culprit. Make sure trees have not
grown in your path, or buildings built in your path. Don’t laugh, it happens! If
your CCQ is low even with minimal or no data running across the link, then
this typically is always a signal issue, something about the signal is creating a
change in the link quality, and troubleshooting that is the first step.
Interference is also a good possibility, as a new link could have gone up and
may be causing many retransmits on your link. Use in a spectrum analyzer
and test for this once you have done everything else. Remember you want
to use a larger antenna with a tighter antenna pattern to minimize
interference from other links.
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Tunnels

RouterOS offers many different types of tunneling options. Some of these
you can bridge and some you cannot. Tunnels that you can bridge are Layer 2
tunnels. My experience though, shows that you will always have a better
performing network if you use Layer 3 tunnels. Tunnels you will route
through reduce your network overhead and minimize the size of broadcast
domains. Also, Layer 3 tunnels provide routing capabilities, so you can really
control traffic on each segment, as well as provide queuing, traffic shaping
and QosS.

Some tunnels also encrypt traffic, and that encryption can be simple or very
advanced. RouterOS can do from MPPE 128 Stateless encryption, very
common for home VPN connections, to AES-256 bit encryption. Some of the
tunnels however, do not encrypt traffic or have an option not to encrypt
traffic. | use a rule of thumb to keep encryption to a minimum; this also keeps
the load off of your RouterOS CPU as well. An example would be for most
site-to site-traffic, which does not deal with private personal data and/or
credit card information; | would suggest just using the MPPE 128 encryption.
Typically this provides enough encryption to keep that private data private.
IF you are transmitting credit card information, first it should be encrypted by
whatever method you are transmitting it before it hits any types of tunneling,
but you may wish to bump that up to something like 3DES or AES-128. But if
you want the most encryption you can get, you can do an IPsec tunnel inside
an encrypted L2TP tunnel. So, you encrypt with AES-256 or 3Des, and then
hit the tunnel, that encrypts the already encrypted data with MPPE 128.
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EolP

EolP or Ethernet-over-IP (EolP) tunnels are proprietary to RouterOS. These
give you a very quick, unsecured method of creating a Layer 2 tunnel. To
create an EolP tunnel, you simply need two MikroTik systems that can
communicate directly with each other. EolP will use IP Protocol 47, more
commonly referred to as GRE for the communication between the two sites.
EolP is not a replacement for WDS in wireless bridging as well.

Even though EolP is not encrypted, it

General | Traffic can run on top of other tunnels. An
Name: | eciptunnell example would be an encrypted

MPPE 128bit PPTP tunnel, as well as

Type: |EolP Tunnel any other connection that uses

MTU- 1500 TCP/IP. To use a PPTP tunnel, first

setup a PPTP tunnel and set it to use

L2 MTL: encryption. Now create your EolP

MAC Address: |02-FC-36-01-63.DF tunnels, and use the remote address
of the PPTP interface on both ends.

ARP: |enabled This will force the tunnel to go
through the PPTP tunnel, thus,
Femote Address: |0.0.0.0 encrypting it. This method does

work, however, look in the PPTP
section, as you can now simply bridge
the PPTP interfaces instead of setting up two tunnels.

Turnel 1D: |0

To create an EolP tunnel click Interfaces = Plus Sign = EolP Tunnel. This will
create a new interface that you can apply filters, queues, and setup routing
on. The only two items that you need in the interface settings is your Remote
address, this would be the remote IP address of the remote end, and the
tunnel ID number. This number must be the same on both ends. Once you
create the two ends, now you have a tunnel. You can at this point, place IPs
on each end, and setup routing. You can route across an EolP tunnel if you
wish, but most people would use it for what it is intended for, and that is for
a transparent bridge.

One thing that | want to point out, and one reason | do not use EolP tunnels
much, is that the interface,

Name Type .
R eopiunnell EalP Tunnel regardless of its actual status,
always shows running. This
means that you will not have a state change, or other identification that
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shows that the interface is down. It never goes down, and hence, anything
that is based on the interface never changes or fails over due to this fact.
Also, unless you pass data to the other side you will not know if the link it
working or not.

Bridging an EolP Tunnel

Creating a bridge on an EolP tunnel is [ ioface Bridge

super easy. Since the interface was fteqiptunnell bridge

designed to be a bridge, you will only  4-tether? bridge1

have to add it to a bridge group, to

bridge it. In the example to the right, you will see that an EolP tunnel
interface is in the same bridge group with an Ethernet port.

One major issue that you may have with EolP links is MTU. Typically when
you bridge Ethernet across the Internet, if you have a good Ethernet
connection, you won’t have issues; however, if you go through things like a
PPPoE-Client, you may have to adjust the packet sizes of your tunnel. By
default your tunnel MTU will be 1500, and this is fine for Ethernet, but may
not be optimum for use over the Internet. MTU issues are often difficult to
troubleshoot. Common signs are HTTPS and other very specific websites are
not working (assuming you are going through the EolP tunnel to get to the
Internet) as well as large ping packets are not getting though. To fix this, you
will simply need to change the MSS size on large packets to be smaller than
the max MTU that the devices between your two routers can support.
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IPIP

IPIP is IP inside IP. It simply & pMewInteface
encapsulates IP packets inside other

IP packets. IPIP, unlike EolP, is a General | Traffic
standardized tunnel type and is used Mame: [ipip1

by other router vendors. IPIP, like

EolP, is very simple to setup and can Type: |IF Tunnel
run inside another tunnel if you MTU: [ 1420

require encryption, but does not
offer encryption by itself. IPIP also,
does not show an interface state.
Once you create the interface, it will =~ Remote Address: |remote [P

always show as “up” regardless of

the other side of the tunnel. You will have to implement other kinds of
checking, such as pinging or ARP to verify that this tunnel is running.

Local Address: |local IP on inteface

To create the IPIP interface, click on Interfaces = Plus Sign = IP Tunnel.
Once you get the new interface screen up, you will have two IP addresses to
enter. One is the local IP address of your router. Typically this IP is the IP
address of the closest interface to the remote router. This could be any
address on that interface though. The remote address is the IP address of the
remote router. Once you create both ends, | would place IP addresses on
them, and ping across the tunnel to verify its operation. You will need to
route data across the IPIP Tunnel as it is not designed to bridge.
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PPP System

Router0S offers a full PPP Server/Client system. This point-to-point system
includes other protocols as well, such as PPTP, L2TP, PPPoE, and even
OpenVPN. It also supports the PPP Server and Client. To access the PPP
system, click PPP in WinBox.

PP =B
Intedface | PPPoE Servers Secrets  Profiles  Active Connections
- 7| || | PPP Scanner || PPTP Server || SSTP Server || L2TP Server || OVPN Server || PPPoE Scan

Name Type LZMTU [Tx [Re Tx Pac... |x Pac...| Tx Drops | Fx Drops | Tx Erors | Fx Errors [~

As you can see, we have quite a few options here. The important thing here
is that there are a number of tabs that are common to several different
systems. The secrets, profiles and active connections tabs are all shared by
the PPP System and each of protocols uses these tabs. The PPP System uses
four authentication modes, as well depending on the protocol and service.
What is important to note is that the PAP method is not encrypted or
secured, when in doubt, disable this method.

PPP Secrets

The PPP Secrets section is for the creation of PPP shared-user accounts.
These accounts are basically a local authentication database for the PPP
protocols. These accounts have many options where you can setup what
username/password they have, what service they use, as well as if they must
call from a specific IP address. It also gives you options for the local and
remote address, but this can be specified inside the profile that they use. We
also have the ahility to add a route when this PPP secret is used. This can be
% lppp [meSe]
Inteface PPPOE Servers Secrets | Profiles  Active Connections

L4 (7| || | PPP Authentication & Accounting
Name Password Service |Caller ID Profile Local Address | Remote Address | v
@user! oren any default
Quse2 any defaut

used if you are using an IP pool in the profile. You will not know the [P
address that will be assigned to the PPP user, but regardless, using the route
here, will add a route to the IP that the PPP user has been assigned.
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Also on the secrets tab, you will have
an option for PPP Authentication and
Accounting. By clicking on this button
you can access get into the Radius
information for PPP. By enabling
Radius and accounting information
here, the PPP system will use a Radius
server to attempt authentication of
the PPP user. By default, the system
will always look at its own local
database first before sending it out to
the Radius system. This Radius system
could be a billing system, or even
Internet Authentication Services with
Active Directory. There is more to
configure however, you will need to
setup a Radius server with the PPP

service as well for this to work.

5| PPP Secret <userl>
MName: m
Passward:
Service: |amy
Caller 1D:
Profile: |default

Local Address:

Remote Address:
Routes:

Limit Bytes In:
Limit Bytes Ciut:

*|

*|

7| PPP Authentication & Accounting

v| Accounting

Interim Update:

245



Tunnels

PPP Profiles General | Protocols | Limits
Name: |profile1
Ohce you create PPP Secrets Local Address: -
with usernames and
passwords, you also have the Remote Address: hd
ability to point that user to a
. . Bridge: hd
PPP Profile. The profiles are
used to group common items ,
. . Incoming Filter: hd
that PPP clients need into one
profile. An example would be Outgoing Fitter: ~
for PPTP VPN clients. These Address List: -
clients need to get an address
from a pool of IP addresses, DNS Server: -
and SpeFIfIC I?NS servers for WINS Server s
your active dlrgctory system. Changs TCP MSS
You can also wish to require & default C o C yes
them to encrypt your data via
MPPE128. General FProtocols | Limits
Lse MPLS
To configure your PPP Profiles, & default T no ¢ yes O required
you will click on PPP = then in e
the PPP windows select the & default © no O yes
PPP Profiles tab. Two pr(l)flles Use Vi Compression
come by default and can’t be & defaul Clug Ol yes
removed. The default, allows e
no encryption and the default-  Genersl Protocols  Limits
encryption forces encryption.
Session Timeout: hd
You can create as many of
these as you wish. The remote Idle Timeovt: hd
address is where you typically
will specify the IP Pool you  Rate Limit (k). i
WISh- the cI|ent§ using the Orly One
profile to get their IPs. In the & defaut Cono € yes

case of a Windows Server

System, you can add your DNS servers to point them to the Active Directory
DNS server. You can also configure if you want compression and encryption.

Another option here is the ability to change your TCP MSS or Maximum
Segment Size (MSS). This is mostly important if you are using PPPoE and
need to reduce your packet size to allow for the PPPoE header information.

Learn RouterOS — Second Edition by Dennis Burgess
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PPP Active Connections

The active connections tab is very straight forward. It will show all of your
current active sessions for your PPP System. This includes PPPoE, PPTP, as
well as L2TP connections. You have the ability here to highlight one of these
and click the minus; this would disconnect that PPP User. They may come
right back if their system auto redials right away, but this would be how you
could remove a client from being connected.

A ppp
Inteface  PPPoE Servers  Secretz | Profiles  Active Connections

N

Mame % [Service |Call...|Encoding Address |ptime
iL &tmp1 [2p 20... MPPE128 stateless 17227055 00:00:46
L @mi. [&p 70... MPPE128 stateless  172.27.0.3 00:31:40
L @ma... [2p 66.... MPPE128 stateless 17227014 00:31:35
L &ma... 12p 65.... MPPE128 stateless 17227015 00:31:35
L @joeh [2p 7. MPPE128 stateless  172.27.0.201 00:31:40

PPP Server

7| Mew Interf
The PPP Server and Client are used to SHIEracE

. . General | Dial i
create PPP connections. The main usage Eistion) e Sieste

for the PPP Server is to be able to establish Name: |ppp-n1
a PPP connection using a modem of some Type: |PPP Server
type. Typically a dial-in modem would be Max MTU: [1500
used. To do this, you will have to create a
. . Mzx MRU: 1500
PPP Server. Click on Interfaces = Plus Sign
- PPP Server to create this new interface. e h
Once there, you.\A_nII have to speufy.th_e Port: samall =
Port and modem init. You can also specify if _
you are going to use a null modem cable or  Medem Init “
Null Modem

not. Typically for a modem, you would not.

One of the challenges when using this method is that the existing serialO is
typically used for the console. If you are using a RouterBOARD or other
hardware with only one serial port, you will have to remove the console from
the serial port.
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| Port List =
T

MName Used By Baud Rate | Fow Control il

Above you see the port list; you get this by clicking the PORT button in
WinBox. This port button shows you your serial interfaces and ports. Note in
this example, it shows that serial0 is in use

7 Console =] by the “serial console”; this is your console
L T port for RouterOS! We will have to
Part Term + remove the serial console in order to use
Fsenall vi10z ' the Serial interface for PPP Server. The

process for this is to click on System = Console. This will give you the
console options. Note in the screen shot to the left, we have the serialO port
is using the emulation type vt102. We will simply need to remove this, so
that our serial port will be unused. Highlight the serial0 item here and then
click the minus to remove it.

| Port List =

T
MName lsed By Baud Rate  |Flow Control v
& seniall auto nane i

Now you will see that the port list does not have a “used by” value next to
your serial interface. This shows that you have freed the port. Now finish
configuring your PPP Server interface. You will need to configure your
modem init string. Typically this would be ATZ, to issue a modem reset, and
then the default configuration of your modem would be set to auto answer.
If you do not have the default configuration set you can also use ATAO,
however, refer to your user manual for

5| Mew Interface
exact auto answer commands.

General Dialin | Status  Traffic

Authentication Under the Dial-in tab, you can specify
v| pap v| chap what profile you wish to use. Think of
| machap1 | machap2 this, not as a serial console, but as a

method to get an IP connection via a
modem. The profile will specify the IP
information as well as other
information, and you can use Radius to

+l

Profile: |defautt

Ring Count: 7]

248 | Learn RouterOS — Second Edition by Dennis Burgess




Tunnels

login as well. Since you are using this mostly for remote access, | would use a
local PPP secret to connect. Something else to keep in mind is that you can
specify a MRRU; you enable MP or Multilink-PPP. This will allow you to use
several serial ports to bond speeds if you wish. | typically use PPP Servers to
allow out-of-band access to your routers via phone lines, so typically you do
not need greater speed than the phone line allows. Once you configure this
interface and apply it, you will see that your serial port is in use by your ppp-
in interface.

5 Port List
| LT}
|[Name |[UsedBy |Baud Fate iFInw Cantrol
& senall PPP <pppdn1: auto none
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PPP Client

The PPP Client is used to dial some
connections. ISDN modems would be
General | PPP | Status  Traffic another example of using PPP Client.
The PPP client will have to have a free
port as well, just like the PPP Server,

5| New Interface

Mame: |ppp-outi

R however, with the PPP client; you can
Max MTU: | 1500 also use other forms of modems, such as
Max MRU: | 1500 3G or Cellular data cards. First, you will

need to free up the serial port. Once
s T that is done, then you can create your
, — PPP Client. Do this by clicking on
Port: [serall * . .
Interfaces = Plus Sign = PPP Client.
Modem Init: hd
Hull Modem If you do wish to use a modem init

string, you will need to place it in here.
Most modems attention and reset command will be ATZ, however, refer to
the modem manual for the proper commands. If you are using a null-
modem cable, you would specify it here
as well.
7| New Interface
Genersl  PPP | Status | Traffic On the PPP tab you will have the rest of
your options. Specifically the phone

Fhone: ;. number you wish to dial, the dial
Dial Command: |ATDT command of your modem, and the
login information. If you specify the
User: Dial On Demand option, this will only
£ i dial out once a request has been made.
assword: } ) )
- You will typically need to specify both a
Profile: |defaut * | User and Password as well as a method
i of authentication to be sent.
Dial On Demand R b PAP i d h
v Add Default Route . e?errt:te;, o is u.:seliure , SO W 'en
7| Use Peer DNS |n' oubt, don’t use it. If you are usm.g
this as your Internet access, you will
Allow need the default and peer DNS.
v pap ¥| chap
v| mschap v| mschap2 One of the common usages for this is

with an out-of-band cellular data card.
| use these cards along with the PPP client, to have out-of-band access to core
routers. This works quite well, and will give you a backup method to get into
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your router. When | do this, | do not use the peer DNS or default route
options, but | do leave the dial on Demand unchecked as | want the
connection to be up all of the time. | also will use a tunnel of some type as
these types of connections typically do not offer static IPs. | force this tunnel
| force out the PPP connection, so that | have remote management IPs for all
of the core routers via tunnels to my main connection or main office.

Using PPP Client with a Cellular USB Card

Start by referring to the PPP Client section, as this will give you some insight
on how | use these connections. Since we are using the USB port, we will
need to ensure that RouterOS knows how to handle this card, including if the
drivers included in RouterOS include the drivers for your card. Refer to
MikroTik’s website and the list of supported hardware if you are unsure if
your card will work.

Most carriers will offer configuration guides to get connected without using
their software, typically it’s just a simple PPP connection. In the US, Sprint
requires simply has to have a dial command using the phone number of #777.
Other carriers will differ so you will need to have the correct dial-in number
for them. Information can be found either by contacting the carrier or on-
line.
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L2TP/PPTP Servers

| combine the L2TP and PPTP systems together, because the setup is virtually
identical. Each protocol is a bit different; both use GRE protocol 47 to
establish the connections; however the PPTP system is TCP-based while L2TP
uses a UDP stream. Which is better? | get asked that quite a bit. PPTP is
more common, and due to it using TCP, it should be more reliable, however, |
have seen better performance with L2TP connections on lossy or other high-
latency applications. If I had to make a recommendation, | would use PPTP.

=1 pPP
Interface | PPPoE Servers  Secrets | Profiles  Active Connections
ghr = | T PPTP Server LZTP Server OVPM Server
Mame Type Tx Fx Tx Pac... |Fx Pz

To setup either of the PPTP or L2TP

5| PPTP Server servers, you will need to enable them.
-+ Under your PPP menu, you will have
Max MTU: [1280 options for both servers. The options are
Max MRU: [1260 virtually identical with the exception of
the keepalive timeout on the PPTP server.
MRRL: - . .
You will need to Click on the enable check
Keepalive Timeout: |30 .

box to start the server. Here, it also
Default Profile: |defautt-encryption |+ allows you to specify what authentication
Authentication method to use you wish to allow and what
pap s the default profile to use. By enabling
S e & this, you effectively turn this on for all IPs

on the router.

As you can see, the configuration for the L2TP Server is very close to the
PPTP Server configuration. Remember that by enabling this server, you turn
it on basically on every interface and every IP that comes into the router.
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5| L2TP Server These servers will use the
username/passwords through the PPP
Secrets system, or Radius. If there is

Mz MTLU: {1460

profile information in the local user
Meox MRLI: [ 1460 account, it will be used it. If you do not
MRRL: = have any profile information in the

Radius server, then the default profile for

s et encrypiion | the server will be used. Hence the need

Authentication for the default profile on the server. You
+| pap v chap can also select what type of
v| mschap1 v| mschap2 authentication that you wish to have on

the L2TP server as well.

Windows PTPP VPN Users

Since Windows 98, we have had a built -in PPTP VPN client. By default, this
client uses by default PPTP, but on newer versions it can also use L2TP. The
Windows VPN client will connect to the PPTP server of RouterOS without
issues. You will have to issue an IP and hand out DNS to the client, but this
type of VPN connection is extremely common. Most of the time, when a user
says they VPN into their office or work, they are using a PPTP connection.
There is no special configuration in Windows for this to work.

L2TP/PPTP Server Interfaces

When you enable the L2TP and PPTP servers, there is no interface that is
created, and you normally | DR {E'E}dﬁp-tmp'l = LZTP Server
do not need these

interfaces. As clients connect and disconnect, the interfaces will be
automatically created and removed. These interfaces will be dynamic, and
normally this works perfectly fine. For VPN users, that is using PPTP this is
very common and does not present any type of issue. However for Site-to-
site communications, it’s sometimes desirable to create Firewall and NAT
rules based off of the interface. Using the L2TP/PPTP server interfaces, you
can create a static interface that comes up and down depending on if the
proper user is connected. This will give you the ability to create rules based
on that interface. If you don’t do this, what will happen is your rules will
work, until that user disconnects. When that occurs the interface is no longer
there, and your rules become invalid. Even when the client reconnects, and a
new interface is created, that new interface is not matched and your rules
will remain invalid.
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To create a static interface, simply click on

Interfaces in WinBox—> select the Interface = | New Interface

Tab = click the Plus drop down Box = Select

either PPTP or L2TP Server. This will create a General | Status | Traffic
new interface, and the only option is the
name and the user. The user is the username
that you wish to associate with the server Type: |LZTP Server
interface. The remote site would use a
username/password stored in PPP Secrets
normally to connect to this server. That username would go into the user
box. Once created, if there is already a connection up that is dynamic, shown
by the D next to Interface, then you will need to remove that active
connection. Once removed, that connection should come back and when it
does it will put an R, for Running, next to your new server interface. This
shows you that that server interface is running. If that client disconnects, the
interface will go hard down. This gives you a state change for your routing
protocols, but does not remove the interface so that your rules will still work
when that interface comes back up.

Mame: I2t|:|-in'||

ser: |tmp1

L2TP/PPTP Client

7 | Interface < pptp-2K=
Unlike enabling the PPTP or  General DialOut |Status  Traffic
L2TP Servers, the clients are
interfaces. When you create
one of these client interfaces,
you will have to put in all of the
information necessary to have Password:
that interface establish a
connection to the server. In
this case, on the Dial-Out tab, Dial On Demand
you will find the IP address that Add Default Route
you will need to connect to, as

Connect To: |151.58181|

User: |officenst

Profile: |default-encryption

well as the username/password Alow
and the profile that you want to v| pap | chap
use on the client. You also can v| mschap1 v| mschap?

set the Authentication method
you wish to send and as well as install a default route.

Note that you also have a profile here. The profile on the client side is
typically used to direct compression, and encryption information. The default
profile that comes installed with RouterOS will tell the client to follow the
profile that the server has installed. Typically the server side profile will

254 | Learn RouterOS — Second Edition by Dennis Burgess




Tunnels

contain other information, such as IP addresses, what kind of
encryption/compression is required, and other variables. The client is
typically just receives this information and follows.

Bridging PPTP

RouterOS has begun to offer the ability to bridge your PPTP VPN connection.
This will allow you to create a direct Ethernet bridge, and allow you to pass
Layer 2 Traffic across your encrypted tunnel. This only works in PPTP and not
in L2TP. You will start by simply creating your VPN just like you would if you
would route your tunnel. Create your profiles on both sides, with one
exception. In this bridging profile you will need to select a bridge. This bridge
is the bridge that when your
Bridge: Ml | « PPTP tunnel comes up, it will
automatically add the PPTP
tunnel into your bridge group for you. You will need to select this on both
sides of your PPTP link. Once this is done, enter your PPP Secret, and create
your interfaces. | would suggest using PPTP Server to create a static interface
on your server side. When the interfaces come up, they should drop the PPTP
interface into the bridge group dynamically, and you should be able to pass
traffic across your tunnel.

In some versions of RouterOS you may see unknown interfaces under the

bridge group as dynamic

Interface Bridge entries. These dynamic

D 4<pptp-NT> WANERIDGE entries may be red.

Upgrading to the latest version should fix any of these entries. Even if they

say “unknown”, they will typically still work. If you check in the command

line, it very well may show correctly. This simply was a display issue in
WinBox vs. an actual issue with the protocol.

For those of you who have tried this, don’t forget that you are going to have
to increase your MRRU to 1600, | typically also decrease my MTU and MRU to
1200 or 1400. You will also need to setup your MRRU in your PPTP server as
well for it to be able to pass 1500-byte packets.
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SSTP

SSTP or Secure Socket Tunneling Protocol allows you to transport a PPP
tunnel inside a SSL channel. This also gives you the ability to bypass many
proxy server and/or Firewalls as it uses TCP port 443 for communication.
RouterOS typically follows standards; however, it did add the ability to
communicate on the SSL port without valid certificates, or any certificates for
that matter. This only can be done however, with MikroTik at both ends,
both client and server.

SSTP Server SSTP Server
iEnabled

The server setup is very simple;
just like PPTP or L2TP, you will Port: |443
have to enable the tunnel Max MTU: [1500
interface. You will be able to
enable this under the PPP Max MRU: [1500
section of RouterOS under the MEEL-: -
SSTP server button.

Keepalive Timeowut: |60 s
In the SSTP Server menu, here Default Profile: |default =
you can enable the server, o
what port to use, the default el
profile as well as ¥l pap v/ chap
authentication. Note that we | mschap1 | mschap2
also have the Certificate option
here to select your certificate. Cerfficate: \none ¥
You will have to import a Verfy Cliert Certficate

certificate into the certificate
system before it will be an option here.
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SSTP Client

General  Dial Out

Connect To:
Paort:

Proncy:

Proocy Paort:

Cerificate:

LUser:
Password:
Profile:

Keepalive Timeout:

Allow
v pap
v| mschapl

tunnel.

Status | Traffic

0.0.0.9
443

443

none

Verfy Server Cenificate

default-encryption

Add Default Route

v| chap
v| mschap2

+|

+

The SSTP client is very
similar to the PPTP/L2TP
system. You  will
configure the new
interface to connect to
your server IP, what port,
if you are or wish to relay
though a proxy server, as
well as client certificate
to use. Note that you
have the option to verify
the server certificate as
well.  You will also still
need your
username/password and
profile. Remember that
this is basically a PPTP or
L2TP system inside an SSL
connection, so most of
the properties are the
same as any other PPP
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PPPoOE Server

RouterOS offers a very powerful PPPoE server. An example of this is that we
have run 2600 active sessions through one router with peaks upward of 200+
Mbps of throughput. That’s a lot of encryption, traffic and data for one piece
of hardware. PPPOE server is a Layer 2
protocol, so the only thing that you
need for this service to work is the Service Name: |service1
username and password. This of

B] New PPPoE Service

Intefface: |etherl ¥
course, can come from the local PPP
database and works just like a VPN e a0
tunnel, though with the exception that Max MRU: | 1480
you need to have that Layer 2 MRERU: <
connectivity for the connection to run.
Since this is Layer 2 traffic, there can Kespalive Timeout: M
be no routers between each site, but Default Profile: |default ¥
you can place protected ports in-line; One Session Per Host
just remember you have to have two Max Sessions: >
way communications between the Authentication
client and the server. Since this v pap v chap
system uses the PPP secrets and v/ mechap v mschap?

profiles, it can also use a Radius server
as well.

Being that PPPoE Servers run via Layer 2, you can add them to a bridge group,
Ethernet port or wireless interface. To add them, you simply need to click on
the PPPoE Servers tab under PPP. Here you can add the PPPoE Service to
your interface as you needed. You can select what authentication methods to
allow as well as what default profile you wish to use. Just like in the PPPTP
and L2TP services, this will be for users that do not have a profile from
Radius. The One Session per Host field will enforce that only one connection
can come from each MAC. This is useful to prevent several connections from
one MAC address.

PPPoE Server Interfaces

Just like with PPTP and L2TP, typically when the user connects, it creates a
dynamic interface. This interface is removed upon disconnect of the PPPoE
session. You can create a PPPoE Server interface for you to apply rules to by
simply clicking on Interfaces = Interfaces Tab = Plus Sign Drop Down -
PPPoE Server. Inside this new interface put the username that the user will
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use to connect via PPPoE. This will create a static interface that is not running
when the user is not connected, and will show running when the user is
connected.

PPPOE Server, Dynamic Routing and /32 Subnets!

The PPPoE Server in RouterQOS creates dynamic interfaces as PPPoE-Clients
come up. Since you are creating a point-to-point interface, you can assign
your customer a /32 subnet. This is a single IP, and then a private IP on the
server side. Your customer may get 199.1.5.2, a public IP on their PPPoE-
Client, but the default gateway would be 10.0.1.1, a private IP. Their subnet
mask will be a /32 or 255.255.255.255, giving them only one direction to go,
their remote address. When you do this, you can assign public IPs out to your
customers again, with a single /32 subnet. If you add in a dynamic routing
protocol, such as OSPF, as soon as the interface comes up, that’s a state
change, so that subnet will be advertised. Within a few seconds, and
sometimes quicker, that new route can appear in your edge router. That
edge router having the large block of publics routed to it, now knows how to
get to that individual /32 address on your network via private IPs.

Using this method, you can assign public IPs all over your network without
subnetting them down into smaller chunks. You can also have any IP on any
tower. If your customer moves and they now connect to a new tower, their
same username/password can give them the same IP address even though
they are on another segment of your network. This allows you to give out
public addresses without losing ANY to routing. Of course, this will increase
your routing table size, but in many cases, the size of the routing table will
not affect performance.  You also will not have to deal with subnetting
blocks of IPs out to towers etc., as you can use a Radius system to push a pool
of addresses out to your clients, all controlled by your centralized Radius
system!

Connection Balancing and/or Failover with PPPoE Servers

Since PPPOE is a Layer 2 system using PPPOE-Discovery packets, it is possible
to balance between two or more PPPoE severs. If you add two servers to the
same Layer 2 broadcast domain, you will end up with a very close balance. It
will only balance the number of PPPoE connections, so it won’t know that the
majority of the traffic is going through one server or the other. If you have
200 PPPoE sessions, and add two, when they call come up, you will end up
with around 100 on each one.
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This really is more of a balancing between the connections that are coming
into the PPPOE system on a single broadcast domain. However, in the event
of a hardware failure on one of the units, the other will respond to all
requests for reconnection. When the first unit comes back on-line, you will
need to bump users off the second one for some of the connections to come
back on the first one.

PPPoE-Client

The PPPoE-Client, just like the
PPPoE Server, is a Layer 2
protocol. Because of this, it
runs on an interface. The Service: | i
PPPoE-Client will obtain all of = AC Name: -
the information that it normally
will needs to access the Internet
or network. It will receive your  Fassword:

IP address, subnet information, Profile: |default

and default gateway, and you ,

. Dial On Demand
can also receive DNS | Add Defautt Route
information. ~ Of course you Use Peer DNS
have a few options -to get some

.| New Interface
General Dial Out | Status = Traffic

User:

*

.. . o Allow
of this information or all of it via
R v pap v| chap
the options for a default route . v mschap?

and to get DNS information.

You also have to specify the PPP Profile that you wish to use. Remember
there are two default profiles in every system, both default and default-
encrypted. If you require encryption on the PPPoE Server side, you will have
to use the default-encrypted profile in order to connect; else it will attempt
to connect and then just disconnect.

Even if you are using PPPoE-Client on a wireless or Ethernet interface,
remember the PPPoE-Client is an interface. If you are doing masquerading,
many people forget to change the masquerade rule to have an out interface
of the PPPoE-Client instead of using the Ethernet or wireless interface. The
reason for this, again, is that the PPPoE-Client is an interface, and you are no
longer going out the WLANL1, instead, you are going out the PPPoE-Client
interface.

| do get questions about the Service and AC Name. The service name is the
name of the PPPoE service on the PPPoE Server interface. This name
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normally goes unnoticed, as most PPPoE-Clients look for any PPPoE service,
regardless of its name. Usually, the goal is, “get them on-line quickly”.
However, if you do have the time to kill, you can use the service name under
the PPPoE-Client and setup the client to only use one PPPoE Service name.
This could be used if you need multiple concentrators in a given broadcast
domain due to speed and/or processor restrictions. My suggestion is to leave
this to a single PPPoE Server per segment, and ensure that you have enough
performance. If you have a failure, it's simple enough to activate another
server and get everyone back online quickly instead of having another
parameter to configure in the client or server.

Multi-Link or MLPPPoOE

RouterOS also offers Multi-Link PPPoE. This service does, is gives you the
ability to bond multiple PPPoE-Clients into one large pipe. To enable this
feature simply specify

Interfaces: |etherl ¥ |2 multiple interfaces to run
— your PPPoE-Client on; doing
e

so will automatically attempt
to make a PPPoE connection
on both interfaces. The PPPoE Server that you are connecting to must
support MLPPP. You will need to contact your provider to be able to verify if
their system supports MLPPP. Other than this, you will gain about 95% of the
additional connection bandwidth because is typically some additional
overhead, but all in all, you will experience a decent speed gain. Also, this
method is a true bonding, so if you have 2 x 2Mbps/6Mbps Internet
connections, then you will actually get on a single TCP connection of around
4Mbps/12Mbps.
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OpenVPN

OpenVPN is an open source virtual private network (VPN) or virtual private
network designed to create point-to-point or point-to-multi-client tunnels
with strong encryption. It was designed to work across NAT and Firewalls as
well. RouterOS supports both OpenVPN Server and Client. What is nice
about OpenVPN is that it functions just like a PPTP or L2TP tunnel instead of
an IPSec tunnel. If you are interested in getting all of the security that you
need with the encryption of IPSec, and the ease of creation like a PPTP or
L2TP tunnel, then OpenVPN is for you. It's based on SSL certificates and
offers 3DES, as well as AES encryption capabilities. On top of all of those
great features, it has been ported to virtually every operating system you can
think of, including Linux, OpenBSD,

i X A | OVPN Server
Windows, Vista, and even MacOS.

:Enabled

Inside of OpenVPN there are two Por: [ 1134
different modes, TUN and TAP. Mode: |ip *
These are the common names in Metmask: |24
Linux and Windows operating MAC Address: |FE:BC.7EC3:A4:4D
systems; however, RouterOS has
changed these names to what they ] 150
really mean. TUN is for IP routing, Keepalive Timeout: |60 -
and TAP is bridge mode, or in Defautt Profile: |defaut 3
RouterQOS, Ethernet. To create a
bridged tunnel between two Certificate: |none ¥
locations using OpenVPN, then you Require Client Cartificate
will use the TAP mode. If you wish Aith.
to route across your tunnel (what | v shal v| md5
like to call “The Right Way”), then e
you will use the TUN mode, or IP. | blowfish 128 v| aes 128

aes 152 aes 256

OpenVPN Server

The Server portion starts out just like any other PPP tunnel. You will need to
define a profile, and then create a VPN user under the PPP Secrets section.
Then, you will need to enable the OpenVPN Server. IF you read the PPTP
Server section, then you will know there are three buttons in the Interfaces
tab of the PPP menu. The last one is our OpenVPN Server. So to get to this
you would click PPP = Interfaces Tab = OpenVPN Server button.
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Of course you will need to enable the interface, and then pick what mode you
wish your OpenVPN server to operate in. Select the Profile that you wish to
use as well as the server-side certificate. If you need to install a certificate,
refer to the certificates section of the book. You will also have options for
what type of authentication encryption you wish to use, and what cipher. |
typically will use AES-128, but if | need to ensure the data is secure, use AES-
256.

OpenVPN Server Interface

This is a repeat of PPTP, L2TP, and PPPoE Server Interfaces. This functions
just like the rest of the tunnels, so please refer to them for more information.

OpenVPN Client

The OpenVPN Client is an interface
like the rest of the Tunneling &!Newinterface

Systems. On this interface, you can  General DialOut |Status | Traffic
apply routes, Firewalls and rules too.  Comnect To: |0.0.0.0

Here, instead of checking boxes to Port: [1134

allow ciphers and authentication Mode: |ip

methods, we have drop down boxes
to select these. You will also need

-

User:

to have the correct certificate = ="

installed, the correct profile, and ey cft ¥
mode. These settings really will  cotficate: [none =
mirror the server side, but you will Auth - [md5 =

need a correct username and -
pher:
password as well. Once you enter

all of the correct information
correct, the link will connect up - just like any other tunnel. The difference
now is that you can run AES encryption and have strong authentication and
cipher methods.

-

Add Default Foute

| really like using OpenVPN, because it gives me the security of IPSEC, and
when dealing with financial or private information, this high security is a
must. Moreover though, is that it creates an interface. This interface is
“SIMPLE” in comparison to routing, Firewalling and do other common IP tasks
too. If the data goes to the interface, it will be encrypted, so the method |
use to send data over that encrypted tunnel is just like the rest of the tunnels
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in RouterOS. This makes it simpler for me to push encrypted traffic as
needed.

OpenVPN TAP / Bridging Mode

Just like PPTP, you can bridge using high quality cipher with OpenVPN. The
method for creating the bridge is the same. You will need the bridge group’s
setup in your profiles and, but you will also have to change the mode on both
ends to Ethernet, or TAP.
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IPSec

Internet Protocol Security or (IPSec) is an entire protocol suite to encrypt, and
secure IP communications. This suite is an open standard, so it can be used
for cross platform security, ex. You can have a connection from RouterOS to
Cisco, and on the same RouterOS system have another connection to a
Juniper or other IPSec router or Firewall. IPSec has long since been regarded
as the defacto standard in data encryption technology. There are entire
books dedicated to IPSec, and therefore, we will not cover all of the
technology here, the ins and outs. | will assume that you know the basics of
IPSec.

So let’s start with where IPSec is matched. When you have data that you wish
to encrypt, after performing any SRC-NAT rules (if needed), and right before
the interface queue; the policy database for IPSec will be looked at. This
policy is where we start with IPSec. The SPD or Security Policy Database
(SPD) is created under the IP = IPSEC >

2 | Psec Policy 00000200000 pojicies tab. These security policies tell your
General | Action router what to do with data — how to encrypt it.
Src. Address: | TN Should we do nothing, or should we encrypt in
some way. There are two parts to this; the first
is the packet matching. Just like Firewall and
Mangle rules, you have to match your data. If
you wish to encrypt the data, first you must
match it and & | ipsec Policy <0.0.0.0:0->0.0.0.0:0
then you can
encrypt it, the second part, that's the

Src. Port: A
Dst. Address: (0.0.0.0

Dst. Port: A

+

Protocol: |1 (icmp)

General Action

action. RouterOS gives you options to Action: |EE=ye ¥

discard, or drop the data at this step, _ 5 =
R . Level: |require *

encrypt the data, or doing nothing and

continue on with the packet as if there is  |Psec Protocols: |esp ¥

no IPSec for that packet. This gives you a Tunnel

number of ways to filter and match data. SA Sro. Address |0.0.0.0

All of this data matching does not do you SADst. Address: 0.0.0.0

any good unless you have some security; Proposal: |default ¥

this is where the SA or Security Association Priority: |2

(SA) comes into play. Each rule will have

been associated with SAs that specify what and how the packets get
encrypted. On top of all of this security you can even have multiple rules,
using their own SAs, or using a common SA. The level field controls this. If
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you specify the “use” level, it will send the packet unencrypted, but if you
specify “require”, that means you must have a SA for that data to go through,
and this will use the IKE domain (something we will talk about in a few lines),
to go ahead and create a SA. The last option is unique, this means that there
will have to be a new SA just for data matched in this rule, and that SA cannot

be shared with other policies!

IKE Domain

The Internet Key Exchange is the . MewIPsecPeer

system that provides the “keying
material” for the ISAKMP framework.
ISAKMP stands for the Internet
Security Association and Key
Management Protocol. This basically
provides a means for authentication
and automatic management of the SAs
we talked about before. 99% of the
time the IKE is not doing much. But if
traffic is caught by a policy and there is
no SA, then that policy will notify the
IKE and it will establish a connection to
the remote side of the link. The other
time it is running is when it responds
to said requests from a remote
connection. When it does this it has
two phases of operations.

Phase 1 is when the two sides agree on
what algorithms they will use to send
IKE information and then they
exchange that “keying material”

Address:
Port:
Auth. Method:

Secret:

(=]
il

]
i

Exchange Mode:

Proposal Check:
Hash Algorithm:
Encryption Algorithm:
DH Group:

Lifetime:

Lifebytes:

DFD Interval:

DPD Madmum Failures:

0.0.0.0]

500

pre-shared key ¥
main ¥

v| Send Initial Contact
NAT Traversal

+

obey
md5

+

+

Ides

*

modp 1024
Generate Policy

1d 00:00:00

0 {disable DPD) ¥ s
1

between each other. All of the SAs that will be generated will start from this
material, so it has to be the same on both sides.

Phase 2 is when the peers establish one or more SAs. These SAs have a value

that determines when they will become inactive.

SAs can be based on a

lifetime value, (a timed SA), or a life bytes value; it that remains active until a
certain amount of data has been transferred, or both! Once either of these
two values runs out, the SA will become invalid. These values also have two
additional values, a soft value and a hard value. Once the soft value has been
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reached, the IKE domain is contacted again, and an attempt is made to create
a new SA before the first one reaches its second timer. The second is the
hard value, once the SA reaches this value, the SA is invalid. Hopefully there
is a new SA already in place, or else, the data will have to wait for that, or be
dropped.

If you wish to have even more security, you can regenerate the keying
material every time the phase 2 operation starts. Even though the SA has
been created and the lifetime or life bytes value is getting ready to expire,
now we will create an entirely new key is created, to generate new SAs from
that are totally different than the originals in phase 1. This can be very CPU
intensive, and | would only recommend it on x86 systems!

IPsec Peers

Once you have created your policy, you will need to create a peer. This peer
gives your system all of the information that is necessary to create a
connection. The peers are located on the Peers tab under IPSec. The peer
you will need the basic information, such as the remote IP address and the
port that you wish to use. Typically, you will start with a pre-shared key, this
is a secret that will be entered on both sides, and will be the starting point for
the keying material as well as the SAs. Make this a strong key; use upper and
lowercase letters, numbers and some symbols if at all possible. You can also
use a certificate to generate this material as well instead of a pre-shared key;
however the key is the most common.

In this section you will also set your exchange mode. | use the “main”
exchange mode 99% of the time, and unless you know what you are doing
with IPSec, | would suggest not changing this. The option for the initial
contact allows this peer to tell the IKE to start a peering conversation. The
NAT-Traversal option will only works in some cases. This basically enables the
Linux NAT-T system that helps to solve IPSec incompatibility with NAT routers
between peers. This only works with the ESP protocol. My results are mixed,
but typically this will not help much if you do have a NAT system running.
The proposal check is a lifetime/life byte check, that determines how it
should act if these values are different from on one router to another. |
would suggest ensuring that they are identical on both peers to ensure
proper operations. These are also set here in the peer options.

The rest of the options will allow you to set the kind of encryption and
proposals you wish to use. These values will need to be identical on both
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peers of course. You can also check the box to generate policies. This creates
SAs based on traffic that may go across a tunnel. It will generate these SAs
dynamically as traffic passes, creating a simple way of encrypting traffic,
without having to create a lot of complex IPSec policies.

Proposals

The Proposal is basically the start of the

conversation. The Proposal starts a secure Name. | T
M CIET ST
channel between the two IPSec peers and ;. soipms

allows them to communicate securely even md5 | shal
during the start of the conversation. When nul
configuring Proposals, you will need to have Encr. Algorithrs
the same information on both ends. The rl des

) . . . v Jdes aes-128
Authentication Algorithm allows the two sides I g

to authenticate against each other. The
Encryption Algorithm is the method of
encryption.

Lifetime: | 00:30:00 -

-

PFS Group: |modpl024

The Lifetime and PFS (Perfect Forward Secrecy) Groups are also specified
here in the IPSec Proposal menu well; these will need to match on both ends
of your IPSEC tunnel.

Encryption Performance

Since we are talking about encryption, now is a good time to discuss the
different types of encryption and the performance that each provides of
each. Most people have heard about triple DES, or (3DES). This is a very
common high-security encryption method that is widely supported. However
this 3DES is fairly slow in most cases. Performance and encryption using this
method takes quite a bit of CPU time and | would recommend at least a high-
end RouterBOARD or even better, an x86 system. The AES-256 encryption
method is a Department of Defense (DoD) standard. It offers better
encryption and faster encrypting/decrypting routines than 3DES. If | had an
option of using AES or a form of DES encryption, | would use AES.
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Choosing a Tunnel Type

Choosing your tunnel type can be confusing. Between all of the acronyms
and security options, you have a daunting task. The following chart
summarizes and compares the tunneling options for you. So | wanted to
break down the information so that you can choose what you wish to use.
Below is a chart that shows what kind of encryption, what board you may
need, as well as other information that you may find helpful in your choice.

Tunnel Protocol Functional Setup Private Max Minimum
Name Used Layer Complicated? Data? Encryption Hardware
PPTP TCP 20r3 No No MPPE 128 400AH+
L2TP UbDP Layer 3 No No MPPE 128 400AH+

IPIP Layer 3 No No None 400
EolP Protocol 2o0r3 No No None 400
47
OpenVPN TCP or 20r3 Yes Yes DES - RB1000+
uDP AES256
IPSec UDP Layer 3 Yes Yes DES - RB1000+
AES256

A few other points that you want to remember are; IPSEC and OpenVPN will
require quite a bit of CPU power. OpenVPN is not difficult to setup, but it is
more time consuming than setting up PPTP tunnels. If you are in the need to
ensure that you are providing maximum protection for private data, things
like complete customer financial data, credit card numbers that are not
already encrypted, or bank information, then encrypted with something
stronger than the MPPE. However, if you are not transporting sensitive
information then, use PPTP or L2TP, as these are much simpler to setup, and
troubleshoot!
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Traffic Control

MikroTik RouterOS offers a very advanced method of controlling traffic, as
well as many different ways to control traffic. You can queue traffic and
control it based on individual IP addresses, giving each IP address its own
gueue, its own bursting abilities all based on up and down speeds, or a total
speed. You can also evenly distribute traffic among IPs on given subnets by
using the PCQ queuing method, all with a single IP. RouterQS, though, does
not stop there; you can identify traffic by types, including protocols, ports,
source or destination IP addresses, peer-to-peer traffic as well as by using
stateful packet inspection or Layer-7 identification rules. With all these
capabilities, this you can build an extremely sophisticated queuing system
that can provide advanced quality of service, (QoS) for your customer’s data,
based on any method you wish!

Compared to using RouterQS, providing advanced QoS is difficult on many
systems, and they only allow you to identify specific types of traffic. Many of
switches look only at simple Type of Service (ToS) bits, however, that may not
be the only method you wish to use to prioritize traffic. With RouterOS you
can tailor QoS for other latency-sensitive applications, such as terminal
services, remote applications, and even telnet sessions can also be prioritized
inside RouterOS. The definition of QoS is to provide Quality of Service to
some form of data, and with RouterOS you can define what that data is, and
how it acts!

The first step when you start building your queuing system is to understand
that you must identify traffic. You can use many different methods inside
RouterOS to identify traffic for your queuing system. These methods can be
as simple as specifying an IP address or an entire subnet range. As you get
more advanced and wish to really start providing more than just bandwidth
limiting and queuing, but QoS, then you will need to start identifying traffic
based on protocol and ports, and if necessary, Layer 7 traffic characteristics.
For most people, managing bandwidth for a specific IP address is the most
common use of QoS.

In this section, we are going to talk about how MikroTik does its queuing,
the methods of queuing available, and how to ensure QoS with applications,
controlling Peer-2-Peer traffic and help you understand how bursting works
as well.
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Identifying Queue Data

Normally we would go into a long section on how to identify data; however,
we already covered this in our Firewalling and Mangle section. However, it’s
important to note that if you wish to identify data by using ports and
protocols, you will need to create packet marks so that the queuing system
has something to identify the traffic with. RouterOS does allow for IP
addresses and subnets inside the simple queue system without using Mangle
to identify traffic. Your situation and needs will dictate how you wish to
identify traffic, and you can identify traffic based on both IPs and Mangle
packet marks, the trick is to put both of these methods together. | would like
you to refer to the Mangle section for more information on how to identify
traffic using your Mangle system.
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Hierarchical Token Bucket— HTB

MikroTik uses a system called HTB or Hierarchical Token Bucket to provide all
of the queuing and bandwidth control inside RouterOS. This is a common
Algorithm, it allows bursting of data, and controls when data can be
transmitted by controlling the outbound data flow. All QoS implementations
inside RouterOS will be based on this system. This system uses a hierarchical
Queue structure by creating three virtual HTB queues. These queues are
Global-In, Global-Total, and Global-Out. However, there is also a queue
created for every interface, but remember this is only for outbound data. We
typically can’t control data coming in, however, data flowing through the
router, has two control points. Data from our LAN going out our WAN has a
control point, as it goes out our WAN connection. Data from our WAN going
to our LAN ha a control point as it goes out our LAN connection. Using this
method we can control all aspects of data as it flows through our RouterOS
system.

HTB Packet Flow

As packets flow through our router, it will flow through all three global HTB
queues, but it will also pass through the interface HTB queue as well. So for
data going through our router, it passes through a total of four HTB queues.
Data to our router will only use the Global-In and Global-Total queue, so it
only passes through two queues. Data that our Router generates will pass
through the Global-Out, Global-Total as well as the interface HTB queue. You
can see this on the image below.

Prerouting Y INPUT Y
e{ [ConnTrack
Mangle onnirac | INTERFACE

Global-In 1 - Routing Input
Queue Decisio Mangle
Global-Total Forward " Local Local
Queue Mangle | Process-In Process-Out,
Interface et |- - -, Output <
QU\EUE "r Mangle
[ OUTPUT ] Global-Out | || |Pestrouting
INTERFACE Queue Mangle
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HTB Queue Tree Structure

As far as bandwidth is concerned, HTB has a few rules that it follows. As we
said, HTB forms a hierarchical queue structure, so you have queues that are
parents of other queues, and queues that are parents of other parents. Once
a queue has a single child, or queue under it, then it is considered a parent
queue. Now the hard part, no matter how many parent queues there are or
the number of levels of parent queues, all child queues treated as equal. You
need to use the child queues for your actual traffic. SO you match traffic in
your child queues. Your parent queues are strictly for distributing that traffic.
Of course, child queues cannot receive more traffic than the parent has as
well. See the image below for a better understanding of this.

"All-download"

( Parent parent=Local-interface

"VIPs-download"
parent=All-download

"Other-download" "VIP2-download" "VIP1-download"
parent=All-download | |parent=V/Ps-download| | parent=VI/Ps-download

HTB and Rate Limiting

HTB has two rate limits, the limit-at and max-limit rate. You may have heard
of CIR and MIR though, and these relate to the limit-at and max-limit rates in
RouterOS. The CIR, Committed Information Rate, or limit-at rate in RouterOS
is considered a guaranteed amount of bandwidth. This is what you will say
your customer is guaranteed, providing that there is enough bandwidth
available. Keep in mind that even though you have a limit-at of 1 Mbps for
each of your 10 customers, if you only have 5 Mbps of Internet bandwidth,
then you really can’t guarantee that bandwidth. But if you have 20 Mbps,
and other customers that don’t have a limit-at rate at all, they are not
guaranteed any bandwidth, your customers with the limit-at will receive the
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bandwidth and then the customers with only a MIR or max-limit will get
what’s left over. The Max-limit is defined as; during a best case data can flow
up to this limit, assuming that there is bandwidth available.

There are a few rules as well for the bandwidth distribution using your
queues. First is that your max-limit of the parent must be either greater than
or equal too, >=, the sum of all of your child limit-at’s, and the max-limit of all
of your child’s must be less than or equal to the max-limit of your parent.
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There are a number of different types of queues.

Queue Types

RouterOS supports four

different types of queues; FIFO, RED, SFQ and PCQ. To help you decide on
what you will use, the chart below will assist you!

Queue Type Reason to Use Pros / Cons
Use for simple bandwidth | Pros: Very quick, low CPU overhead.
FIFO limiting and control. Simplest
and fastest. Cons: Provides only two priorities.
Pros: Still very quick.
RED Have never found any.
Cons: Never had a need for the random
feature.
. Pros: Provides up to 16 priority levels, and
Gives you up to 16 queue | \yorks great for providing QoS configuration.
SFQ levels, a must if you are
wishing to provide QoS.
Cons: Highest in CPU cost.
Pros: VERY FAST, one queue can serve
hundreds of clients.
Use if you wish to share
PCQ bandwidth equally among

many users.

Cons: Dividing this into sub queues of
different types of traffic and QoS becomes
difficult.

To configure your queue types, you will need to go into the queue types tab
under queues click on Queues = then the Queue Type Tab. Here you can
specify queue names along with their types and their configurations.
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FIFO Queues

FIFO or First-In-First-Out Queuing does exactly what it says. Data leaves the
gueue in the same order that it entered the queue. As data comes in it goes
out. FIFO does not reorder packets based on priorities as they flow through
the router, however, for

basic bandwidth PFIFO

shaping and traffic |N ouT
limiting, it works! There ‘I
are actually two types of T Ty T Enques] !
FIFO queues in PFIFO Limit 1 Packet H’
RouterOS, -byte and I

I

packet FIFO queues. _ _ .
~ Queue Size = )_‘ Drop Hb
PFIFO Limit Packet

They both work the
[
[

same way however they
operate just on different
types of data. A packet
FIFO queue works on entire packets while a byte FIFO queue works on bytes
of data.

The way this works, is simple, as data comes in, it flows through a queue,
Think of FIFO the queue as a bucket of water with a hose going in and a valve
for a drain. As data flows into this bucket, the bucket is constantly draining at
the rate that you specified in the queue. So if you have a drain that allows
can fit 1 Mbps of data through, then that would be its max-limit. As data
comes into the bucket, it drains back out at 1 Mbps. Sometimes, data comes
into the bucket faster than it can drain out. This is normal, so what happens
then? The bucket eventually becomes full depending on the queue size of
the bucket. If you have a queue size of 10 packets, then once 10 packets
come in to the bucket, it’s full. As more and more packets come in, again,
you can only drain the bucket at the max-limit rate, and then eventually the
bucket will overflow. Those bits or packets that “spill out” are lost, in our
case, dropped. Now, the data stream has lost data. TCP/IP corrects this; by
slowing down the speed at in which data is sent and eventually, you end up
with an actual data rate very close to the max-limit that the bucket is draining
at.

This is the default behavior for most queues and as you create queues in your
gueue tree or simple queues (discussed further on in this section) you will
have many buckets that are filling and draining all at the same time.
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RED Queues

When | first started writing this section, | questioned if | should even put this
gueue type in the book. | have never really found a good use for Random
Early Detection (RED) Queues. These queues function just like a FIFO queue,
with only one exception. RED queues allow an additional possibility that
packets coming into the

bucket could be dropped ED

randomly. The idea behind IN o ouT
this to prevent what is called
Global Sync. We won’t get
into a detailed description of
that here, but basically it
occurs when all of the data
going through the router fills
up the queues. Each stream
slows down and then, all at
the same time, tries to speed up again. With that additional random
probability of dropping data even though the bucket or queue is not full, RED
fixes this issue.

Enqueue

. ™
Avr < Min Thres Packet

ompute
Avr

Queue

Length

“Min Thres <Avr &
Avr < Min Thres

Avr > Max Thres

| typically do not use RED in production networks; there just simply does not
seem to be a need for this in most cases. However, your situation may
warrant such a queuing system; therefore it is built into RouterQOS.

SFQ Queues

Stochastic Fairness Queuing (SFQ) is the way to go if you are looking for great
QoS implementation. This system will take advantage of priorities, max-limits
and limit-at’s in your queues. It works by using a hash value from up to four
different classifiers, typically SFQ

but not limited to using both
source.  and  destination
addresses for most types of

Hash | |
0x000

IN
I
I
I
I
implementations. Then it i @7
_..(@_Q 0x001 Round

divides that traffic into 1024 Robin Alot |
sub-streams, and then Hash !
Ox3FF || :

|

ouT
:
|
|
|

Pertub

performs round-robin
between each of those sub-
streams. Even though this
gueue uses the most CPU time, it is absolutely great for traffic prioritization
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and QoS implementations with RouterOS. With SFQ queuing system, you can
guarantee data rates, provide the QoS type of services based on types of
data, as well as ensure VolIP quality.

PCQ Queues

Per-Connection Queuing (PCQ) is a MikroTik specific queue type. This was
designed to simply distribute traffic evenly across a large subnet and then
provide the ability to limit each sub-stream that is created while maintaining
a super-low CPU requirement. PCQ works by taking classifiers, and then
based on those, forming sub-streams. Each of those are basically an individual
FIFO queue. In most WISPs
and ISP implementations, N ouT

|

1

1

1

1

2

the idea is to have an entire :
subnet have the same max- I
I

FIFO 1
limit for each individual IP
| | Grouping y FED

address, or to share an - o —<] [Frog) 9—@_:_;
amount Of ||m|ted ) FIFOOueueSize:I

. . PCQ Total Limit
andwi wi a 3
bandwidth with all P | |
evenly. : FIFO Queue Size = :

PCQ Limit

Using PCQ is very simple; however there are a number of things you will need

to understand. There are two limits to your PCQ queues, a max-limit which

shows the overall queue bandwidth, and a pcg-rate. The pcg-rate is the rate

to give the individual sub-queues. If you leave that, the pcg-rate, as zero,

pcq-rate:O there will be no individual queue

limit. This will allow us to evenly

distribute the max-limit of the PCQ

e max-limit=512k me—>-  queue regardless of the number of
sub-streams.

1 user 2users 7 users

-512k :2255‘?:: :?{gi: So how does that work? Let’s
— 73k —> assume that you have a max-limit
TZ”r  of 512k. As you add more and
:;SE: more users to the network, they

will get grouped by classifier, and
separated into each of their sub-streams. If you have two users downloading,
each can only get 256k as there is only a total of 512k available. As more
users come on-line and start moving data, as with the image to the left, the
bandwidth for each user goes down and is split evenly!
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If we specify a pcg-rate, now we
pcg-rate=128000 are adding that individual rate
limit for each of our sub-queues.
So in the example above, when
we had two users, they could use
256k each, however now that we

e 2 x-limit=512k m—-

2users 4users 7 users have 128k pcg-rate, each user
:11223‘:_': :ggt: iy cannot use more than 128k
— T3k —
:th:: When configuring your PCQ

system you also need to look at
the limit and total-limit settings of your PCQ Queues. If you have a limit of 50
(50 packets per sub-stream limit) and a total-limit of 2000 (all sub-streams
have a combined limit of 2000 packets), then it would only take 40 users
before the entire queue is filled. You can do the math but a total-limit of
2000 divided by a limit of 50 equals that 40 user's number. You should have
at least 10-20 packets available for each user, so you will need to increase the
total-limit number as your user count grows. If you set a limit of 50, and
figure 20-25 packets per user and if you have 300 users, then you would need
a total-limit of around 7500.

PCQ RAM Requirements

As the number of users this grows, you will need to take into account RAM
usage as well. RAM is used as queues are being used, once the buckets are
full, the queues have to store that data someplace, and this is in RAM. PCQ
allocates RAM based on your total number of packets stored. You can figure
a max usage of 1500 byte packets times your total limit, there is overhead as
well. PCQ uses about 4.2 Megabytes of RAM if you have a total-limit of 2000,
and around 10.5 Mbps of RAM for a total-limit of 5000. If you take our
example above and figure a total-limit of 7500, that would be around 15.7
Mbps. Take your total-limit and divide that by around 470 or so. That will get
you a good number for RAM.
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Using PCQ

Now that you understand how PCQ works, |
want to describe how to configure PCQ!
First, we need to create two different PCQ
Queue types, up and down. This will help us
identify traffic that is considered up, or
going out to the Internet from our
customers, and traffic going down, or to our
customers.

First go to the Queues = Queue Type tab

Type Mame:
Kind:

Flate:
Lirnit:
Tatal Limit;

Clazsifier
¥| Sic. Address
Sic. Port

Lpstrean

*|

pcq

1]
50
2000

Dist, Address
Dist. Fort

and create a new queue. This one will be our upstream queue. This queue
we will use our source address as our classifier. We will then create a second
gueue type, called downstream, again, note that we are setting this up as a
PCQ kind. This time, the downstream PCQ will use a destination address as

its classifier.

Now that we have both of these queue
types created, now we can identify our
traffic and limit them. In this case, we are
not specifying a PCQ-Rate, we are leaving
the rate fields in each one of these PCQ
types as 0, and therefore we are not limiting
each individual customer to a specific rate.
If you want to limit your upload and
download rates per customer, or in our case
per IP, you would do that in the PCQ Type
rate field.

Target Upload Target Download
Limit &F | unlimited * | |unlimited
Queue Type: | upstream * | | downstream

* | bitz/s

*l

Type Name:
Kind:

Rate:
Lirnit:
Tatal Limit:

Clazzifier
Src. Address
Src. Port

downstream

*

pcq

]
50
2000

¥| Dst Address
Dst. Port

Once we have our

per

PCQ types and rates

customer, now

we need to setup a

rule

to match data

from our customers, and then setup max-limits that that queue can pull. If
you don’t set a max-limit, then the PCQ will assume that you have 100 Mbps,
or whatever your Ethernet connection is, and will not divide up the
bandwidth accordingly. You have to setup a rule that knows how much
bandwidth you wish to divide evenly between all of your customers!
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Now, we'll create a simple queue rule. Under the Advanced tab, we select
your upload and download queue types to our new PCQ Queue types that we

General | Advanced  Gtatistics  Traffic Total  Taotal Statistics

Mame:

Target Address: | 10.0.0.0/8 -
v Target Upload v Target Download
b & Lirnit: | 3h * | 3 * | bitz/s

created. We Specify
the target address so
that you know what
data you are aiming
for, in this case our;
in this case, private
subnets. , and then
specify a Max-Limit

so that the PCQ system knows when to start dividing the bandwidth up at.
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PCQ Bursting

MikroTik added PCQ Bursting in v5rc5

(version 5 release candidate 5). PCQ
bursting functions just like the
standard PCQ system and s

configured the same way, as v3 and v4
PCQ is configured. | even left the older
version screenshots in the original PCQ
system section, however now we have
options to allow bursting inside the
PCQ system.

As far as options, it’s very close to the
standard bursting option in the simple
queues. For more information on the
bursting options, | would suggest
reading up on the bursting section.
The options are the same as the
standard bursting system. You still

Type Mame:
Kind:

Rate:

Limit:

Total Limit:
Burst Rate:
Burst Threshold:

Burst Time:

Classifier
Src. Address
Src. Port

Src. Address Mask:
Dst. Address Mask:
Src. Address6 Mask:
Dst. Addresst Mask:

queue 1

pcg

512k
50
2000

™
500k
00:00:10

v| Dst. Address
Dst. Port

32
32
64
64

*

have the classifier, and now as well as now you have a burst rate, and a burst

threshold and a as well as burst time.
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Queue Trees

The Queue tree is an implementation of Hierarchical Token Bucket (HTB). To
get to this, click on Queues = Queue Tree tab. The queue tree only works in
one direction, so you will need to create two queues, one for up and one for
down if you want working to control traffic both ways. Inside the queue tree,
all queues are processed at the same time, so they are much faster than
simple queues, even though you have to have two of them to perform the
same task. Something you can do inside the queue tree that you cannot in
the simple queues is providing double-queuing. By using your Mangle system,
you can mark packets and process them on the queue tree. You don’t have
to mark twice, one for each direction. If you mark web traffic for instance,
data that is going out your WAN interface is (your up traffic) then the data
going out your LAN interface is your down traffic. You can specify speeds
here as well as your priorities.

Simple Queues  Interface Queues  Hueue Tree | Queue Types

E‘E ’E: Reset Counters

\ 00 Reset All Counters |

‘Name 4 [F‘a;ent IPacket b ark ]Limit At Ib...[MEH Limnit j
o Baldowrload  Local ethers e M
2 VIPs-download all-dowwnload 2k 4500k
EVIP1-download  VIPs-download WIP1_packets 1M 4k
EYVIP2-download  VIPs-download WVIPZ2_packets 1M 4

i} other-download all-download other_packets 3k 4500k,

As you can see from the above image, you can setup multiple parent queues,
typically though, you will setup the main parents on the actual interface. You
do this by specifying the parent as the interface you are going out. You would
then need to create a second set of rules, just like the one above, however,
this time; you would create an all-upload queue with a parent of the WAN
connection. It is also important to note that any simple queues that match
traffic that would normally be matched by your queue tree, will take that
traffic and not allow the queue tree from processing, as simple queues are
processed before the queue tree.
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Simple Queues

Simple queues are designed to make your life simple by providing a single
queue for individual and/or multiple IP address and subnets. The simplest
configuration of simple queues is to put a target address as your customer IP,
or the IP that you wish to control bandwidth on, then you can set both max-
limits and limit-at data rates. The simple queue will actually create between
zero and three queues, possibly creating Global-Total, Global-In and/or
Global-Out queues. These are actually created in the queue tree but you
won’t see them. If you create several rules in your simple queues, and then
click on your queue tree, you will see something that the bottom like “0 of 2”,
or “0 of 8” etc. It will be a blank list, but the “8” or second number is the
number of dynamic hidden queues created based on your simple queues.

Limiting Total Throughput for IP or Subnet

To create a simple queue that will limit an IP or subnet to a specific speed,
the simplest method is to create a simple queue, select the target address of
the customer IP and then select their speed Max-Limit. Inside the Target
address field you can click
on the down arrow and put
Mame: | queus] in a second or third IP

General | Advanced  Statistics | Traffic Total | Total Statistics

Target &ddress | Customer [P = address. You can also put
in a subnet range as well,
¥| Target Upload ¥| Target Download . .
something like
bz Lirnit: | 512k ¥ 2M * | bitz/z

192.168.1.0/24. Your Max-
Limit field will effectively
limit the target addresses
up and down bandwidth speed. Specify the speed in bits, so (512k would be
512000). You can also specify the speed either in Kilobits by typing "512k" or
in Megabits "2M".

¥ Burst

* Time
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Bursting

Once you have setup your customer with their simple queue, you can also do
bursting. Bursting allows you to specify several options; that will give your
target address the ability to receive a higher data rate for a short period of
time. This works very well
when you have traffic that is
short and bursty. Web traffic

General | Advamced  Statisics | Traffic Total | Total Statistics

Mame: | queus

for the most part is this way, - Target Address: | Customer [P s
you load the webpage, and v| TargetUpload (vl Target Download
once the page is done loading, bae Limit: | 1M ¥ 1M ¥ | bite/s
you basically sits there moving = Burst

no data while you read the Burst Limit: | 2k ¥ | |2 +* | hitz/s
page. Bursting in this case, is  Bust Threshald: | 300k ¥ | 900k ¥ | hits/s
perfect, giving your customers Burst Time: |50 1} 5

a faster web surfing experience v~ Time

overall.  Downloads can be

done this way too, if you have a large download that is a few hundred
Megabytes, you can download that at 2 Mbps for a while, but once your
gueue no longer allows you to burst the download would slow.

The example to the right shows you how you can setup bursting for your
customer. In this case the customer will receive a burst of 2 Mbps for roughly
30 seconds. That

assumes that for  Mbps Limitation with Burst .
the last 60 seconds q{=---=--------pag----- Quistimit
they have not
transferred any
data. Bursting is a
tricky subject and |

fax-limit

allowed

Burst-threshold

have some graphs 2
that will help as
well.

1
Bursting works by

. | | |

looking at a : . e - sec

variable called the
average data rate.
This is not something that you set, but something that is calculated inside the
router. It isimportant to understand how this is calculated though so you can
understand how bursting actually works. RouterOS calculates the average

Burst-time
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data rate by taking the burst time, in our example above, its 60 seconds, and
dividing that up into 16 chunks and then averaging those 16 segments
together. If the customer has not moved any traffic or data in the past 60
seconds (in this case), then their average data rate will be basically zero. As
the customer starts a download, their actual data rate goes up. Once it hits
the 1M Max-Limit, we then do a comparison. Is the average data rate over
the burst threshold? If it is not, in our case, the average data rate was
basically zero, so bursting is allowed. The customer then starts to receive 2
Mbps of bandwidth. As their download progresses, the average data rate for
the customer over time, goes up. Since we are dealing with 1 Mbps and 2
Mbps, it is safe to assume that around the 30 second mark, the average rate
will go over the burst threshold. Once the average data rate goes over that
burst threshold, the queue no longer allows bursting, and the customer’s
actual data rate is slowed to 1 Mbps.

Creating Queue Priorities with Parents

This is where some people get lost on understanding how the Parent and
Child queues work. You create your Parent queues with one purpose, to
manage traffic. You don’t want them to “match” traffic. Then you create
Child queues to actually match traffic. However, with that said, you can use
your Parent queues to match traffic on-top of your Child queues. Finally, On
top of this; rule order is important as well!

H Marmne Target Ad... |Rx Max Limit | T= Max Limit | Packet Marks

i} 2 Master 100k 100M

3 &EPs 100k 100k Pa
7 B FP7 100k 100K P7
B FE L5 100k 100k PE
5 £P5 100k 100 [Ra]
4 = P4 100k 100k P4
3 EP3 100k 100k P3
2 2Pz 100k 100k P2
1 FE ] 100k 100k F1

By using SFQ queue types, as well as using Parent queues, you can start to
create quality of service, QoS, systems. In the previous image, you will see a
basic core router

QoS system. Parent: | aster >
What this does, is

simply identify data via the packet marks, and then apply them to the Master
queue. The Master queue has plenty of bandwidth, so we are not limiting
bandwidth except at 100 Mbps. In a single clock cycle, packets that are P1
will go out before packets with a status of P8. These are arbitrary
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identifications; we use the Mangle system to mark packets and identify them
based on the type of traffic.  To set queues as sub-queues, simply click on
the Advanced tab of your queue and set a Parent queue. In this case, we use
the Master queue as the Parent. This means the sub-queue will share
bandwidth with the Master queue.

Ensuring Bandwidth Allocations— VolP

Now that we know how to setup Parent queues, and setup basic QoS
systems, | want to talk about how to create a queuing system that will ensure
bandwidth to applications that need it. More importantly, this is a QoS
system, which will allow you to properly prioritize bandwidth usage and
ensure quality VolIP calls. That’s what most of us wish to do, but it’s not as
simple as that. | love looking at other consumer grade routers and network
devices that have a check box that says ”Prioritize VolP”. What it doesn’t ask
is what kind of VolP. How does it know what the VolP data is? What ToS bit?

First, to ensure bandwidth you have to be able to identify your traffic. In the
case of a VolP system, you may have a ToS bit, or, if you run your own VolP
system, then you have IPs! | like this even better because it gives us a simple
way to identify traffic.

# Mame Target Ad... |Fx bax Limit  Tx Max Limit | Packet Marks Fi= Limit &t | Tw Limit &b | Priority
2 2 Parert Total k| M unlimited unlimited a
1] £ ValP Traffic ki) 3 YolP 3 3 1
....... 3 B Management M M Management  3M Ll 2
1 £ 'web & E-Mail I 3 “web/E-Mail unlimited unlimited 5
4 S Elke 1M 1M Elze urlirnited unlirnited a

A basic VoIP QoS system is shown above. This example assumes that we
create the necessary Mangle rules. We identify traffic going to and from our
VolP server as VolP traffic; we also identify management traffic, Web and E-
Mail as well as anything else. We identify management traffic because things
like OSPF packets are very important as well as WinBox traffic and maybe
something like SSL. You could also use your Mangle to identify traffic from
management subnets, and prioritize them as well. Web and E-mail is typically
what we want to be as fast as possible, so we prioritize that as well above
other types of traffic. Last, we always need to have Else queue identifying
anything else going through our router. Here, we also limit our Else queue to
one-third of the total bandwidth that we have.

The number one thing that everyone forgets is to setup some form of total
limit. For example, something that recognizes Internet connection is 3 Mbps,
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etc. If you don’t do this, then when your VolP traffic goes up to 1 Mbps,
RouterOS does not know to pull bandwidth from other queues. In our case,
we have specified that VolP has the number 1 priority, and that it can use all
3 Mbps of bandwidth if needed. In most cases, this would not occur, but we
don’t limit the bandwidth to something small.

You also need to remember that you will need to create Mangle rules that
apply to your network. Rules that someone else creates are is not necessarily
what you want for your network! In our case, we identify traffic and change
ToS bits on the packets, this way our core routers do not have to process
more than a few rules to be able to apply the QoS system.
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Creating Advanced Queues

Double Queuing

Double queuing is a method of queuing data twice! Yep, | said twice. Why
would you want to do this? Well, the idea is to provide quality of service for
different types of traffic while still maintaining overall speed restrictions for
individual IP addresses. So even if your customer has a 1 Mbps up and 1
Mbps down connection, you can ensure the VolP and Web traffic are at a
higher priority than their P2P traffic.

To double queue this, you will need to mark your data twice. The first mark is
done in your pre-routing chain. This is where you will mark data based on
traffic. You would identify web traffic, point-to-point, email, and VolP here.
Once you do this, you would then create an HTB queue with the Parent of the
Global-In HTB queue. This will then allow you to specify each mark under
that Global-In with its correct priority.

The second step is to mark your data again, typically you would use an
address-list to identify customers at several different speed packages, and
then, mark the packets based on their relationship to the address-list their IP
is on. You will do that in the forward Mangle chain. Then you create
interface HTB Queues, one for your WAN and one for your LAN interface, and
setup PCQ rules to limit the marked packets accordingly.

With this type of configuration, you will need to have as few Mangle rules as
possible, as having lots of Mangle rules will create load on your system. This
system will allow you to have both customer queuing and have traffic
prioritization queuing on the entire system as well.

Large Transfer Queues

| have some customers that have issues with large downloads. Customers
will come in and start huge downloads that run for hours. That is not usually
an issue when you have plenty of Internet bandwidth, however, in some
cases your bandwidth is limited and the large downloaders can slow down all
the users on your network. This affects your network more if you are allowing
them a substantial amount of bandwidth. If you use PCQ systems, normally
this should balance out your data and customers, so one customer will not
negatively affect the rest of your users. Regardless of the reasons, | find it
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interesting that we now have the option to can limit large downloads to
slower speeds separately from your customers normal queuing. The example
I will use here is a customer that starts a large download, for example, let’s
identify that by a download that has went over 10 Mbps of data. Then, we
can separate that data out from the customer’s individual queue and group
all of these large downloads together into one small pool.

To do this, we have two steps. The first step is to identify that large data
download. Do this in your
Mangle system. You should
identify the connection, and
then mark the packets accordingly. The way to do this is by using the
connection bits option under the Advanced tab of your Mangle. In our case,
10 Mbps is roughly 10,240,000 bits. Once we get a connection that goes over
that in bits, we can identify that connection and then do a packet mark. Once
we get that packet mark, we can create a simple queue, which is higher in the
rule list than all of our customer’s individual queues. The reason we move
the rule above our individual queues, is because we want this data to match
General | Advanced  Statisice | Traffic Total  Total Statistics before the other queues
take effect. Once a
connection goes above that
10 Mbps that we specified,
v| Target Upload v| Target Download that connection all of a
bdaw Limnit: | 200k * | | 200k * | bits/s sudden matches a different
gueue, the Large Connection queue that we just created. This then will put
all of the customer’s with large connections into one queue with very limited
bandwidth.

Connection Bytez: | 10240000-4234367 235

Mame: |Large Connections

Target Address: =

Setting Multiple PCQ Rates

In this section we describe how to create a bursting system using PCQ prior to
when we had an actual PCQ bursting system. This system does not work
100% like the actual PCQ bursting in RouterOS v5. See the PCQ Bursting
section for the most up to date information using RouterOS v5's PCQ Bursting
system.

We have covered quite a few different ways of limiting traffic and described
how to do customer bursting on individual queues, however, what if you are
doing PCQ and you wish to burst? Bursting using PCQ is not the same as
bursting with individual queues, but it still works quite well. The way we do
this is the same way as limiting large downloads; we simply packet mark the
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data that is under a specific connection bytes. In our Mangle, we will specify
connections that are between say from 0 and 1,0240,000 bytes and mark that
data with a packet mark. We will then allow bursting on these it gives
connections under 10 Megabytes the ability to burst. To allow the bursting,
well we simply create a second set of PCQ types with higher PCQ-rates than
our normal rates. So, we will have a burst-up, burst-down, standard-up and
standard-down queue types. The standard up and down PCQ types may have
a PCQ rate limit at 512k, while the burst queue types may have limits of 2
Mbps.

Setting up your simple queues is complicated though using this method. We
will assume a 512k PCQ for normal rates, and 2M PCQ for our bursting. We
also will assume we have a 3M Internet connection. First, we must have our
queues in order! Remember rule order is important here. We want to
separate the burstable data by using a packet mark, but that needs to be
higher than the standard PCQ rule so that when it has a burst packet mark, it
will not match our standard PCQ rule.

H I arme Target &d... |Rxbkdas Limit | T2 kax Limit | Packet bdarks
n] i= Burst PCO 3hd 3hd Burst PCO
1 {& Standard FCO 10.0.0.0/8  3M 3
2 i= Parent Total Ak Ak

Now that we have our order of importance, note that we have a Parent total
rule. This is going to be a Parent of both of our PCQs; we have to know how
much bandwidth we can allot as we only have a 3M Internet connection, so
we need to still limit that.

H Mare Target Ad... |Rs kax Lirit | Ts Max Limit | Packet Marks
2 & Parent Total M M
1 & Standard PCO. 10.0.0.0/8 3M 3M
n & Burst PCO 3 3 Burst PCO

Here’s what happens -What occurs is that as new connections are being
created, until they are at 10 Mbps of data transferred, the customer will be
able to get data transfers up to 2M. This gives them quick access to small and
short connections, but once they go over that 10 Mbps transfer rate per
connection, they it then drops down to the standard PCQ rate and they no
longer get that burstable speed. This is not as good as the actual bursting of
data in the simple queues; however, it is an alternative if you are using PCQ.
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Using Multiple Data Packages and PCQ

Using Multiple PCQ packages for different types of customers is as simple as
creating multiple PCQ rules. The difference is instead of identifying traffic
using IP addresses in your simple queues, you will need to use your Mangle
system and mark traffic based on their package. The simplest way is to use
address-lists of your customer IP addresses based on their package. You
mark their data based on their IP address and then pass that mark to each of
your Simple queues. Each simple queue has separate PCQ queue types with
different PCQ rates according to your packages.

# Mame Target &d... |Bxbax Limit | Tx Max Limit | Packet Marks
2 {2 Parent Total 3t aM
0 i3 Silver am M Silver Package
3 2 Gold 3k Kl Gold Package
1 2 Basic 3k 3k Basic Package

Each one of your customers is assigned to a specific get different PCQ
bandwidth packages. You can also create a queue that has a limit-at that
guarantees bandwidth over other queues. Keep in mind that you will also
need to specify the SFQ queue type in your Parent. If you do this, you may
have business customers that are guaranteed bandwidth while your other
customers have no guaranteed bandwidth. You can simply change the
priority as well in the queue to ensure your higher-priority customers get
higher allocations of bandwidth as your Parent’s bandwidth becomes scarce.
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Controlling P2P (Peer-to-Peer) Traffic

Many WISPs want to control peer-to-peer traffic. There are a few reasons for
this; one is simply that P2P can create traffic when users are not at home, or
at their PC. The bandwidth that is used is acting as a server, allowing other
users to pull that data off of your customer’s computer. Many broadband
companies do not allow servers on broadband connections due to high data
usage. An additional issue, especially for WISPs is access point capacity.
Having many small connections in use simultaneously, streams a large
amount of packets per second to your access point. This uses, using up access
point capacity, and in the end slowing all users down.

RouterOS offers ways to help control P2P applications from eating up lots of
bandwidth as well as ways to limit the number of connections that P2P
applications can open up. The primary way to manage P2P is through the P2P
matching rules built right into RouterOS. This allows you to create a simple
gueue that matches P2P traffic. This matching is actually done via Layer-7
stateful packet inspection; however, the method in which this is implemented
is in the RouterOS system itself. Think of it as very, very highly-optimized
Layer-7 filtering. Since this is done in the OS itself, we cannot change the
matching parameters. Also, typically newer versions of RouterOS will use the
latest matching capabilities, so if you wish to capture more P2P traffic, you
will need to upgrade to the latest versions.

We will start by using a simple queue to control P2P traffic that flows through
our RouterOS system. We will create a simple queue with only the P2P
option selected. Inside this option you have the ability to select several
different types of P2pP Gereral Advanced | Statistics  Traffic Total  Tokal Statistics

systems. From Bit-torrent, e B
to Kazaa and even edonkey

P2P systems can be matched. You also have the option for all-p2p; this is the
one that | typically would use. This gives you the ability to match your data
based on this filter.

Rule order is important, if you list your customer base by IP address and have
individual queues for them or a PCQ rule for all of your IPs, you typically will
need to process this P2P rule before the others. Remember in the simple
gueue system, once the data is matched it will not be processed anymore. As
an example, if you have queues for customer xyz based on their IP address,
and then below that in rule order you have your P2P rule, the xyz customer
will always get their allotted bandwidth on the first simple queue that was
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matched instead of being separating out the P2P data. If you move the P2P
queue above the actual customer IP matching rule, any P2P that the
customer uses will be matched first, and the rest of the data will be matched
inside their normal queue. Doing this though, you will give the customer the
bandwidth in the P2P rule for their P2P plus the bandwidth in their non-P2P
queue. It is possible for the customer to pull more than their entire queue
since they can also pull the amount of bandwidth in the P2P queue separately
from their standard queue.

When | do configure P2P queues though, | match P2P across all data going
through the RouterOS system; this bandwidth will get shared with all of the
users on that system. If you have a P2P queue with a max-limit of 1M and
individual queues of 1M, the chances of an individual pulling 1M of P2P is slim
when all P2P is being matched for all customers and being grouped into that
single P2P queue.

Limiting / Changing P2P and the Consequences

| have been asked many times to provide some form of summarization on the
question of the legality of controlling P2P on your network is legal. First off,
as it says in the beginning of this book remember, | am not a lawyer and do
not claim to be. Recent events recently talk about controlling and changing
the way P2P works on a private network. The fact that you control P2P on
your network is not an issue typically, but how you control it is. In the cases
in question, the network was not only controlling this data, it was changing
and injecting its own responses into it. They were changing the data, and the
way the application worked was to add these responses artificially making the
application think the connection was closed.

This created a controversy as end users wanted their data unmodified and
this process meant that other applications could be modified in some way to
the benefit of the network provider. Even though the network operators said
they have the right to control data on their network to ensure fair use for all
users; it still was seen as an invasion.
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Hotspots

A hotspot is a network access method that allows access to network
resources based on some form of authentication. Most people incorrectly
think of a hotspot being a Wi-Fi access point only, but hotspots can run on
any TCP/IP medium including Ethernet, as well as wireless access points. The
main goal for hotspots is to allow users that are authorized to gain access to
network resources (in most cases this is the Internet) over what would
typically be an unsecured medium. Typically wireless hotspots are unsecured
wireless access points. In some cases users can gain authorization to use the
network resources by paying a fee. Most hotspot owners want users to pay
for hotspot services (Internet access) by allowing enough usage to get the
users to process a credit card in payment for Internet access.

Wireless and Hotspots

Chances are you have paid for Internet access at a hotspot location. It has
become very common to have wireless hotspots. Setting them up is very
easy as well with RouterOS. | wanted to touch though on one of the biggest
common mistakes | see businesses and engineers doing with RouterOS and
when it comes with wireless hotspots. Most of the hotspot users are going to
be using some form of laptop or PDA to connect to your wireless access
point. These devices have low power output, and a low gain antenna. For
some reason, hotspot companies love to deploy high power radio cards in an
effort to get more coverage per access point. Simply put, don’t do this.
There is no reason to place high power radio cards into an area where laptops
are going to be the primary clients. The best method to provide the
maximum coverage is low power radios with the largest antennas possible.

If you place high powered cards in your access point, you will be yelling at a
client. That client, then whispers back to your access point. Your access
point may or may not be able to hear the client. If you are outputting high
power Wi-Fi plus a quality high-gain antenna, the client will see a signal level
that is good, but the response from the laptop will be very weak creating a
false sense of the coverage area you actually have. Remember that your
antennas have gain that both increases your transmit power as well as
amplifies what the antenna hears.
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Paid Hotspots

As a business owner, | like hotspots. The reason is because they can make me
money. In areas that | already have Internet bandwidth available, | can place
a paid hotspot system using RouterOS into an area that has many transient
users, or users that come and go. They are willing, and allow them to pay for
Internet services with a credit card and gain access to the Internet. The best
part about these types of hotspots is that | don’t have to talk to the customer,
take a credit card over the phone, have a 24-hours sales/support line, or do
anything more than typically setup the system. The funds are deposited right
into my account, so | don’t even have to take a check to the bank!

Paid hotspots are very common today, any place that people gather who
would like to have Internet connections are a potential place for a hotspot.
Hotels, and coffee shops are greats places, as well are restaurants, truck
stops and rest areas.

Free Hotspots

Regardless of what many think, free hotspots can make money, and yes | did
just use the phrase “make money” and the word free in the same sentence!
Most free hotspots are not the main attraction. An example is a coffee shop
or restaurant that puts in a free hotspot system to attract more coffee
drinkers and business people. The idea is that now they can stay connected
to their office with their laptops to their office even though they are having a
coffee or lunch! These hotspots may exist solely for free as an added extra to
your meal.

In the case of the coffee shop or restaurant, it’s a hard case to make money
on a free hotspot, but if you have a hotel, gas station, truck stop or rest area,
you can make money with a free hotspot! The idea is simple; you sell ads to
businesses in the area that someone may be interested in! An example of
this is a hotel that has a pizza shop that will deliver pizza to the hotel. When
the hotel guest starts their web browser, they will get a splash page that
contains the pizza shop ads before they are allowed on the Internet. Of
course, this could be a great benefit to the local pizza place!

You can also boost the pizza business though paid hotspots, by offering the
pizza place an ad on the splash page as well as FREE access to their website.
The end user does not have to pay for Internet access to get on the pizza
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company’s website. This is another way to add value to your hotspot
solutions as well.

RouterOS and Hotspots

RouterOS fully supports hotspots in many different ways. It offers an
integrated security system for small hotspots as well as “trial users” to allow
users limited access for specific amounts of time. You can also use a
centralized Radius server to allow network access in addition to or instead of
the built in security. User accounting, bandwidth controls, Firewalling, login
or splash pages are provided. A walled-garden system allows access to
resources without authentication. Automatic and transparent changing of any
IP to a valid address is also supported.

Definitions

There are some definitions that you should know about before we get into
the configuration of RouterOS with a hotspot system. We will cover those
quickly so that you can get started!

Splash Page

The splash page is the initial page that RouterOS will display if a user is not
authenticated. A new user will connect to the network, and upon starting
their web browser, they will be redirected to the splash page. RouterOS
supports customization of the splash page. This page is stored locally on the
hotspot router, typically as login.html. There is also a redirect.html that
points to the login.html file if you wish to do some form of redirection instead
of displaying the page from RouterOS. RouterOS does have a built in web
server to deliver these pages, however, there is no server side processing
built in, so these pages should be simple html and client side application
code. The default folder for the hotspot splash page, html and images, is
called hotspot.

You can upload and change these files just like any other files in RouterOS.
You can simply drag and drop them using WinBox, or you can FTP them as
well. Common usages for your splash page is to present a login so that your
users can login, links to websites that may be in your walled-garden, as well
as links to sign-up systems to get a username/password for Internet access.
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You may also have links to your business and; contact information for support
may be listed as well.

Walled-Garden

These are resources that you are going to specifically allow users with no
authentication to access. An example of this is that pizza shop’s website we
talked about in the free hotspot section. Items that you list in RouterOS
walled-garden can be accessed by users without authentication to your
hotspot. RouterOS has two walled-gardens; one is an IP walled garden,
designed for you to enter IPs, protocols and ports into for allowing access.
The second is the standard walled-garden. This one allows you to enter
hostnames, and DNS names into the system to allow un-authenticated
access.

Bindings

RouterOS offers an IP Binding system. This allow you to setup one-to-one
NAT translation, allows you to bypass login/authentication requirements to
specific hosts as well as allows you to block specific hosts and subnets from
your hotspot system.

Hotspot Interface

Hotspots run at Layer 2 in the OSI model, therefore they are applied to an
interface. When you apply a hotspot to an interface, once the setup is
complete, you will assume that all devices, MAC addresses, and IPs behind
that interface must authenticate somehow. For this reason if you place a
hotspot sever on the interface that you are currently running on, you will
typically be disconnected from the RouterQS interface until you authenticate.
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Setup of a Hotspot Interface in RouterOS

Setting up a hotspot interface on RouterOS is very simple. The first step is to
place an IP on the interface as well as a subnet. In our example we will use
10.5.5.1/24 as the IP address on our hotspot interface. Place this IP on your
interface. Next we will configure the hotspot. RouterOS makes a wizard that
| recommend that you use. You will find this in the IP & Hotspot menu
options.

Servers  Server Profles Uszerz  User Profiles  Active  Hosts Here you WI” flnd a HOtSpOt SEtup
+ T Hospatsenp | PUtton.  This  wizard does a
number of things that you will

need to have or your hotspot will not function.

Step one is to select what interface
you wish to use for your hotspot
network. Remember, once this
interface is completed with its

Cancel configuration, it assumes everyone

needs to be authenticated.

I

HaotSpot Interface: | |

Next, you will select the local address
of your hotspot network. This address
is the IP address of your hotspot
network. In addition, you can choose
Back et Cancel | if you wish to masquerade the
hotspot network. During the setup

process, it will add the correct NAT rule if you wish it to.

Local Address of Metwarl:: | ISR FED

v Mazquerads Metwork,

Here it creates an address pool to hand

out DHCP addresses. You can select

the IPs in the pool. Normally, you can

accept the defaults here, however,

sometimes if you have more access

Back ance points out there that you would like to

manage, you may reserve some IPs for these other devices on your hotspot
network.

Address Pool of Mebwork: (105521055204 | &
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Select Certificate: ¥

Back Cancel

IP Address of SMTP Server: m

Back Cancel

DMS Servers: |4.2.22

L2

Back Cancel

DMS M arme:

Back Cancel

Next, it asks you if you have a
certificate that you wish to use for the
hotspot. Typically I don’t use this, as |
don’t take any data that needs to be
secure locally on the router.

The SMTP address is the mail server
you wish to redirect all TCP port 25
traffic too. This was common a while
back, however, recently, | do not do
this.

These are the DNS server IP addresses

your hotspot system will use.
Remember that DNS is a very
important part of your hotspot

system. List your DNS servers here.

The DNS name is a name that you
wish your customers to be redirected
to by the hotspot for the delivery of
the splash page. This DNS name does
not have to be a publicly valid DNS
name, as the hotspot system will add

this DNS name in your DNS caching server automatically for you.

Mame of Local HotSpot User:

Pazzword for the Uzer:

Cancel

Setup haz completed successfully

ok

The last part of the setup process is
to create a local username/password
for authentication to the hotspot. If
you don’t do this, then there would
be no username/password for you
even to login with. You can delete it
later, but it does get created with the
wizard.

Once all of those steps are
completed, you should have a
functional hotspot system on a single
interface. The wizard does quite a
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few different functions inside a single simple to use setup wizard. It creates a
hotspot server and server profile with your hotspot address and DNS name
information. It creates your initial hotspot user as well. Then it creates a
DHCP-Server with the correct DNS information, and DHCP IP pool to use as
well. It also creates the IP pool that the DHCP-Server uses as well. Finally, it
also enters static DNS information in if you entered a plopped in the DNS
name in that step; otherwise, the hotspot IP address is used.

As you can see, there are a lot of functions that need to occur to configure a
hotspot system in RouterOS system. | do recommend using the wizard
because it does all of the things you need it to in one easy-to-use setup
wizard.

Configuration of Servers and Server Profiles

The Servers and Server Profiles tabs give you the options that you will need to
administrate your hotspot. The server’s option shows you what the name of
your hotspot is, the interface that it is running on, as well as the address pool
and server profile that the server should use. One example of using the
Server Profiles option here, is that one week you could have a conference
hotel that normally has paid Internet access normally, and then a group of
MikroTik people come in for a MUM where MikroTik pays for free Internet
access. By having two different hotspot profiles, you can make a major
change that includes the splash page, the method of authentication, and so
on by changing a single option under the Servers tab.

Inside the Servers options as well, you have the ability to reset the HTML
code to the default RouterOS splash page. The folder that is reset is actually
listed in the hotspot server profile that the server is using. Another option is
the idle timeout. This option is important as this will prevent users from
appearing to remain on-line even though they have actually departed. The
default for this option is five minutes, and | have found this to be far short of
what it should be. | typically set this for upwards of 20 minutes.

Under your hotspot Server Profiles, you have quite a few options. Here it will
list the IP address of your hotspot, and the DNS name if you specified one in
the wizard. You do NOT have to use a DNS name. If you don’t, the hotspot
will simply redirect to the hotspot IP address via IP vs. DNS name. You also
have options for the hotspot folder that the splash page can be taken from.
The rate-limit field is for the entire hotspot interface! If you have a 10 Mbps
Internet connection and you don’t want the hotspot to use more than 2

302 | Learn RouterOS — Second Edition by Dennis Burgess




Hotspots

Mbps of that, this is where you would configure such a limit. This supersedes
any individual user limits as well. The options to force users through an HTTP
proxy and SMTP servers are listed towards the bottom on the General tab.

Hotspot Login Methods

RouterOS supports a number of login  General Login | RADIUS
methods that you can use to  Logngy

authenticate  users. These are MAC v| Cookie
configured in the hotspot Server Profiles v| HTTP CHAP HTTPS
under the Login tab. You can have HTTF PaP Trial

several login methods if you wish at the
same time. The MAC method uses the
MAC address on the network to try to
authenticate. Since the MAC is just a nane
single line of letters and numbers, you
can also specify a MAC Auth Password.
The system will use the MAC address as 00: 30:00
the username and the password that 1d 00:00:00
you specify here together. These can
authenticate through the local database
or through Radius.

HTTF Cookie Lifetime: | 3d 00:00:00

Split Uzer Domain

default

The default method for Logins is HTTP CHAP. The splash page that comes
with RouterOS contains code for the browsers to CHAP encrypt the
username/password. That along with the splash page allows users to type in
their username/password. This is the simplest of hotspot logins and is
supported by RouterOS. HTTP PAP is the same method, however, the
username/passwords are sent in plain text. The HTTPS method is the same as
HTTP PAP with the exception that you have a SSL certificate installed into
RouterOS that the hotspot uses to create a secure connection with the users
browser. | typically don’t use this method as the HTTP Chap method works
quite well. I also am not taking any sensitive information via the web server
on the RouterOS System, so | don’t think having to have a SSL page is
necessary.

Hotspot Cookies

The cookie method is really an extension of the other HTTP methods,
including the HTTPS method. Once the user logs in via their username and
password, the MikroTik will generate a cookie to give to their browser. This
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cookie is good for the HTTP Cookie Lifetime value. This cookie has
information in it to identify the user. If the users logs out or leaves and then
comes back and connects to the network within the cookie lifetime, the
browser delivers this cookie automatically to RouterOS and the hotspot
system and if the user account is still valid, this cookie will log them in
automatically; no need to type the username and password again. You can
also look at any assigned cookies, as well as delete them via the Cookies tab
under the hotspot interface.

Using Trial Users

Trial users are a special user inside the RouterOS system. The trial users
feature allows users to perform a single-click login. This link on the splash
page tells RouterOS to use their MAC address and create a username called T-
MAC ADDRESS. This user is automatically created and they are allowed on-
line. Typically, you will limit the user’s ability to get on-line using this trial
user feature by using the trial uptime limit. An example of using this is to
allow anyone who wishes to use the Internet free access for one hour a day.
When the trial user is created, they would have an uptime limit of 1 hour.
This user can get on-line for one hour and then is presented the splash page
again so that they can login. If they try to use the trial user link again, the
code in the HTML will display that their time has been used. Once that user
account is created, and then the user either logs off, or runs out of time, a
second timer starts. This is the trial uptime reset timer; the default is one
day. This timer would then remove that user account, along with the uptime
limit after it has been reached.

Most people do not completely understand how this feature works. We will
follow a user for a moment. Assuming the uptime-limit is one hour and the
uptime reset timer is set for one day, the user creates this account by clicking
on the trial user link at 1 PM. The user uses the Internet for the full hour, and
is then presented with the splash page again. There may be an option for
that user to create a paid account, but let’s assume that the user decides not
to use this option. The next morning the user turns on their laptop and tries
to connect, but their uptime limit has still been reached. The trial uptime
reset timer starts when the user is logged out, at 2 PM. So their user account
will not be reset till 2 PM the following day since we have a 24-hour reset
timer. As you can see, this may not be the desired result. One method of
fixing this is to simply shorten their uptime reset timer to around 8 hours. If
they login at 8AM in the morning and, use an hour, by 5 PM they would be
able to get on-line again. The second option is to have a script run around
midnight that will delete all of the T-users in the database. You can find this
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script on the MikroTik WIKI. Describing the details is outside of the context of
this book. If your script runs every night at midnight, then all trial users will
be deleted, or reset, and the next day they will again be able to use their free
service for one hour.

The last option in the trial users section is the trial user profile. This is the
profile that the trial users should use when they login. This profile will deliver
the user information, rate-limits, and filters that the trial user should use.
Since the trial users are not identified via their own username/password
combo, the trial user profile would be used for any trail user accounts that
get created. This delivers the trail users speeds, and other options that
normal users would have defined in their own profiles.

Your business model may dictate that you offer free internet access with
restrictions, and then remove those restrictions if a user pays for internet
access. We can use the trail users for users who do not wish to pay for
internet access, but by using our trail user profiles, we can set filters for the
trial users that prohibit most Internet activity with the exception of web
surfing. We can also set the trail user profiles to ensure slower than normal
access. We could even add websites that we don’t want the free Internet
users (trial users) to get to. This gives incentive for the trail users, or our free
users, to purchase internet access.
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Hotspots with Radius

RouterOS has two methods of

authenticating hotspot users. The  General Login RADIUS
internal method is to use the built-in user v| Use RADILS
database that RouterOS offers. This is  Default Domain: -

the Users and User Profiles tabs inside
the RouterOS’ Hotspot system. The
built-in database is good for up to a few  LecatianMame:

hundred users at most. Once you go past MAL Format: |3l b0
that you will need to go to an external
database of some type. RouterOS
supports Radius servers. Under the
Server Profiles, you can click on the
Radius tab to setup Radius authentication. Here you will have various Radius
options as well as the ability to send Radius accounting information as well.
The MAC format is used when you are doing MAC-based authentication with
your hotspot. This tells RouterOS how to format the MAC address to send to
the Radius server. Of course you will have to have your Radius server
configured; we will discuss that in the Radius Server section.

Location 1D: b

Ll

v Accounting

Interim Update: -

MAS Port Type: |19 [wireless-802.11] *

Internal Hotspot User Management

RouterOS does have a built-in user

. - General | Limits  Statistics
management system. This system is

designed for a small number of users; Server | al ¥
| would recommend under a few Mame: |userl
hundred users. This  user-
X L Paszword:
management system is built into two
Address: -

separate portions. One is the Users
tab, and the second is the User @ MaC Addiess: -
Profiles tab. The Users tab is what
you use to create the actual user, set
up-time limits, the user password,
what user profile that user will use, as Ernail -
well as other identifying options. The

User Profile tab specifies information such as idle timeouts, (if different than
the server timeouts), the number of users that can share the profile, rate-
limits, filters, packet marks, scripts and any advertisements.

Frofile: | default ¥

Foutes: -
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Under the Users section, you can specify if this user can login to all of the
hotspots on the RouterOS system or just a specific one. You will define the
username/password that the user will use here as well. The address/MAC
information is used to also identify the user. Not only does the username and
password have to be correct but the user must have the proper MAC and/or
IP address as well to authenticate. You can also specify a route, when the
user logs in, a route would be automatically created.

Under the User Profiles, you have
a lot of options here. They
Mame: include changing vyour idle
timeout from the value in the
server settings, the rate-limit
that the user will have, and any

General | Advertize  Scripts

|

Address Poal: |none

Session Timeout: b

Idle Timeout: |none ¥~ other filters or packet marks you
Keepalive Timeout: | 00:02:00 - « wish to impose on users using
Shatus Autorehesh: | 000700 this profile. The shared users are

the number of active hotspot
Shared Users: |1 ~  users with the same name that
Rate Limit [ix/tx): + are allowed. This is a security

feature to prevent username
sharing. You can also force them
through your web proxy system
by checking the Transparent
Proxy option.

*

Incoming Filker:

*

Outgoing Filker:

+

Incoming Packet kark:

Ll

Outgoing Packet kark:

The advertising system is also
located under the User Profiles.
The way this works is that you
will specify an “advertise” URL. This is a page with the ad that you wish to
display. This will be displayed on the advertising interval time. If the
advertisement is not loaded within the advertisement timeout value, then
network access is restricted until that advertising URL is displayed.

|

Open Statuz Page: | always

v| Tranzparent Prosy

The advertising system uses a pop-up to display advertisements, and due to
this fact, may not work for every user the same way. Many users have a pop-
up blocker running that would disable the pop-ups from coming up; and this
could lead to confusion by the end user. | recommend spending some time in
front of your computer behind a hotspot with advertising to really get a feel
for what your users might experience before you deploy it.
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MaAC Address: -

Using IP Bindings
Address: | 0.0.0.0
IP Bindings is a way to setup one- to-one NAT  ToAddress
translations; it’s also used to bypass hotspot Server, | &l
clients without authentication. You can also Tome: [N

*

*|

use it to block specific hosts or subnets as pction: @ accept O dop O reiect

well.

Server hd
. . Src. Address: hd

The most common feature | use IP bindings
. . Dist. Address: hd
for is to bypass other access points and Frotocet [1[89 oot =
routers IPs addresses for management. If you Dt Port .
have a separate bridged access point behind Dt Hoat .

the hotspot interface with an IP on it, you

can’t even ping it from your hotspot router! You will need to bypass it to be
able to ping it, SSH or telnet into it. You can specify not only the IP address as
well as the MAC address. Make sure that the IP address is not part of a DHCP
pool that could be given out to other users as well, because that could create
addressing problems that will mess up the works. The best way of doing this
is to attempt to ping your device from your hotspot RouterOS system. This
will create a host for the device that you are trying to ping. This will capture
both the MAC address and IP address from that host. Then use your host list
to copy those addresses into your bindings system; this will prevent typos
with the MAC and IP addresses.

Creating Walled Garden Entries

The walled garden gives you the ability to Action: & allow T deny
allow unauthenticated users to gain access

to specific resources. These resources are SEEE v
defined in the walled garden. RouterOS  Sic. Address: -
has two different walled garden systems. . 4 -
The standard walled garden is used to
bypass HTTP and HTTPS resources. If you HIEbEE M
want to allow customers to access to Dist. Host: [ " linktechs. net -
www.linktechs.net for example, you would Dst Port -
put www.linktechs.net in the dst-host field

Path: hd

of a walled garden entry. You can also
allow sub domains by putting in *.linktechs.net as well.

The second walled garden that RouterOS supports is the IP walled garden.
This is used for Protocols and ports, as well as IP addresses. Things like DNS
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requests, WinBox, and so on, would be defined here. In the screen shot, |
have configured the rule to accept OSPF packets into the router from the
hotspot interface.

You could also specify a specific server IP addresses here, or maybe you wish
to allow pings regardless if they are authenticated or not. One thing | do
quite often is to allow both TCP and UDP Port 53 requests. Hotspot uses DNS
to allow for the hotspot splash page requests, and DNS resolution is required,
so | open that up as well.

Viewing Hotspot Hosts and Active Users

The Hotspot Hosts tab is a wealth of information. Here you will see all of the
hosts that are on the hotspot network. You can see their MAC address
information, IP address, and also see if they have a translated address. If you
look down in the image below, you will see users with addresses that are not
part of the 10.59.x.x network; these are customers that have static IPs in their
PC. RouterOS will use a feature called Universal Client to renumber and
perform one-to-one NAT. Note the second To Address column.

=T
MAC Address | Address To Address Server Idle Time R=A.. |T=zRate

AH @ 00:22:3F... 10.69.0.196 10.59.0.196 hotspotl 1d 03:42:41 0 bps 0 bps
PS  @00AXC. 106312 10.531.2 hotspot] 10:45:42 0 bps 0 bps
H  @0011:43. 10590106 10.59.0.106 hotspotl 03:08:43 0 bpz 0 bps
D @0018:39.. 1921681.100 10.59.0.144 hotzpotl 03:00:34 0 bpz 0 bps
AH  @00:18:39.. 1059.0.53 10.59.0.53 hotspotl 02:58:10 0 bps 0 bps
AH @ 00:0FEE.. 10.59.0.69 10.59.0.69 hotspotl 02:42:33 0 bpz 0 bps
0 @001F33. 19216815 10.59.0.86 hotspotl 02:32:11 0 bps 0 bps
AaH  @00:1F33.. 1053.0.232 10.58.0.232 hotspot] 02:05:23 0 bps 0 bps
D @00183F. 000225 224 10.59.0.38 hotspot] 02:02:11 0bps 0 bps
(=1 P e Y ERC Rt ERC NN [ - AT e o o

On the left we have letters
General | Statisties  Traffic oK, that identify what the host
MAL Addiess: | 00:0F:B&C1:00:05 is currently doing. “A” is for

Remove
Address | 1059 063 an active host, this would
M ake Binding

To Addess: | 1059069 be a host that has been
authenticated. “D” s

Server: | hotzpot] R
dynamic hosts; these are
Brridge Port: | unknown typically customers that

the universal client had to
dynamically assign them a valid address to get them to work.
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One of the best tools you can have for managing your hotspot is right here. If
you double click the hosts, you will have several tabs as well as traffic,
statistics plus one major button | use all of the time. The Make Binding
button gives you the ability to take this host and create a binding from it.
This will ensure that you don’t typo either the MAC or the IP address.

The active list is users authenticated via either Radius or the internal
database. This list will show you their uptime, idle time, along with the
username that they have used to authenticate with, as well data rates etc.
Here you can bump users from being logged in as well. Keep in mind that if
you are using cookies, you will also need to remove their cookie before
bumping them from the active user list; otherwise, they may sign right back
in using their cookie.

Server User| Domain Address Uptime Idle Time Sesgion Time ... RxRate |TzRate
R @ hotzpat pe... 10.59.0.4 3d 22:48:51 00:57:16 0 bps 0 bps
R @ hotspot] ajo. 1059.24 3d 00:23:33 00:00:02 151 bpz 151 bps
R @ hotzpot LL... 10.59.06 10d19:14:38 000024 0 bps 0 bps
R & hotspot Er.. 10.59.07 01:11:31 o011 0 bps 0bps
R & hotspot joe... 10.59.210 qd 220112 00:559:58 0 bps 0 bps
R @ hatzpot Ma... 10.59.014 10d22:31:38 004332 0 bps 0 bps

Running Multiple-Subnets Behind a Hotspot Interface

Yes you can have routable subnets behind a hotspot interface and behind
other routers; however, in your hotspot server configuration you need to
make a few changes. You will lose some of the security that occurs with the
hotspot server configuration. Normally hotspots use not only the IP address
of the client, the username/password of the client connection, but also their
MAC addresses as well. RouterOS provides security by using all of these
together. However, when you place other routers behind your hotspot
interface, the only MACs you will see is the MAC address of the forward
facing interface from the router. You will end up with 20-30 of the same MAC
address, one for each of the IPs on the second subnet. By default though,
RouterOS will not allow this. To correct this, you will need to make two
changes.

The first change to make this work is to change the address pool under your
hotspot server settings to none. The reason for this is that the IP addresses
under the other subnet are valid; therefore there is no reason to do NAT
translation of those. You can do this if you wish, however, you will need to
watch your IP pool as you now have another entire subnet using the same IP
pool, and you can quickly run out of IP addresses if you are not careful. The
second, and more important change, is the address-per-mac setting. This is
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still in the hotspot server settings. This settings prevents a MAC address from
getting more than so many IP addresses. Normally, this is defaulted to two
addresses, but as | said, with another subnet behind your hotspot, you will
always see the MAC of the router that the other subnet is connected on. You
will typically need to change this number to something really high or disable
it.

Running Dynamic Routing (RIP/OSPF) Behind a Hotspot
Interface

This can be done as well, however, since all IP addresses behind the hotspot
interface have to be authenticated in some way. When running some form of
dynamic routing protocol, there can be a problem that occurs because the
other routers are not bypassed, or authenticated in some way, the dynamic
routing protocol packets are not accepted and are dropped. This is the
correct thing that the hotspot should do on the hotspot interface. It is correct
because the routers are not authenticated, therefore, the dynamic routing
updates that they send out, are dropped. This is not the desired effect, but
the Hotspot is doing what it's supposed to be doing by default. There are
two methods to solve this. The quickest is to simply bypass (in IP-Bindings)
the IP/MAC of the neighboring router. This will allow data to flow to and
from that router without issues. The second is to simply allow the routing
protocols transport method through. In the case of OSPF, you would allow
the OSPF protocol in the walled garden.
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Radius Client

RouterOS fully supports Radius standards.
The Radius setup is twofold. The first is

Gereral | Status

configuring the Radius server under the Ser::pe login
Radius option. Here, you will define Radius hotspot wirgless
servers and the information for those dhcp

servers. You will need the IP address of the

Radius server, and the secret. If the Called |D: e
authentication or accounting port is Domain: -
different than the standards, then you can Addiess | 0.0.0.0

change it here as well as other information. Cecret

The timeout value is important though, as

this is the time that the RouterOS Radius  Authentication Fort: | 1812

client will wait for the Radius server to #ccounting Port: (1813

reply. If you have a fast Radius server, then Timeout |300 s
300 ms should be fine. Keep in mind that if

you ping your Radius server from the

MikroTik Radius client, and that RTT (round- Fiealm:
trip-time) is 100 ms, then the server has an Sre. Address: hd
additional 200 ms to respond. Sometimes

you may find it simpler to increase this to around 1000 ms.

Accounting Backup

-

The service checkboxes in the radius client defines what service the Radius
server is responsible for. You can have the same Radius server doing
authentication for multiple services at the same time. If you check PPP as a
service, that means this Radius client can be used for PPP Authentication
attempts. If you select DHCP, then the said server can be used for DHCP
Authentication attempts. These are basically what services in RouterOS this
Radius client can be used for. If you had two separate Radius servers, one
for router logins and one for hotspot logins, then you would have two Radius
clients, one with the service of login and one with the service of hotspot.
Even if the login service Radius client was listed first in the Radius clients
section, the hotspot system would not use that Radius server to authenticate
against.

The second portion is the service that you are configuring to use Radius. We
cover this in each individual section, so if you wanted to configure your
hotspot system, you will have to configure the Radius check box under the
hotspot profile. For your PPP service, you must configure your PPP system to
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use Radius just like any other service. Once both of these are done, then you
can start using your Radius client!

Multiple Radius Servers

When you setup multiple Radius servers with the same service, there is an
order that occurs. The first Radius server will be used based on the ordered
list. However, if that Radius server DOES NOT RESPOND within the time-out
value, then it will go to the next Radius server for that service on the list.
Note that if the Radius server DOES respond, regardless if the response is a
deny or accept, RouterOS will not try another Radius server. The Radius
server must NOT respond, for RouterOS to move through the list.
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Troubleshooting Radius Client Issues

Troubleshooting Radius client issues is
typically very simple. There are only a
few things that can go wrong. Looking at
the Status window, you will see the
number of Requests, Accepts, and
Rejects. If you are getting Rejects or
Accepts, then that means the Radius
server is responding to your request.
This would show that everything is
working correctly, at least with Radius
client to server communication. If the
Radius server is getting Timeouts, you

will have to look at several things. First, is to check the IP and Secret of the
Radius server. If those look correct, check the Radius server to ensure that
the proper Radius client IP is listed. Remember, your Radius server will

General  Status

Pending:

Requests;
Accepts:

Rejects:

Resends:
Tirmeouts:

Bad Replies:

Lazt Request RTT:

4303
4344
63

7

2

1

a0

default to use the IP on the interface closest to your Radius server.

If you are getting some Accepts and Rejects, but also are getting Timeouts,
check the last request RTT time. This is the turnaround time it took to get a
response back from your Radius server. In the image above it is taking 80 ms.
If your timeout value is under 80, then you will get more timeouts, however,
if you see higher times, you may need to simply bump your timeout value

accordingly to give your server time to respond.
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MPLS

MPLS or Multiprotocol Label Switching (MPLS) is designed to be a high-
performance method to carry data from one network node to the next using
labels. Using MPLS you can create virtual links between distant nodes, and
encapsulate several different network protocols including Layer 2 packets.
This ability allows you to create MPLS links that are bridged or routed links.
One of the more complex configurations is the ability for you to create a
separate Layer 3 OSPF network inside yours for your customer/client. So not
only do you maintain your own IGP tables for your own routing, but you also
can have separate routing tables for your customer’s sites! Sounds fun, huh!

MPLS operates at what most people consider Layer 2.5. It actually operates
between Layer 2 and Layer 3. It was designed so that it can carry both Layer
2 or circuit based information, and packet-switching clients. You also can
deploy MPLS in different technologies a well, anything from Ethernet,
wireless, ATM and even SONET. You can also encapsulate those types of
packets as well transmitting them as a circuit if you wish.

One of the major advantages when MPLS was first conceived was that MPLS
label switching can occur inside the switch chip of a switch. All of a sudden
this created a much faster and less expensive device in comparison to an
equivalent router. Switches can switch millions of packets per second, and
typically can do that at wire speed on all of the ports. So the idea was to
create a system that the switch chips can handle, hence, lowering the cost of
ownership.

A second advantage of using MPLS labels is that you also cut down on the
lookup time. Typically when a packet is forwarded via IP based routing; we
have to look at the IP header information in the IP packet. This header
information in an IPv4 packet averages around 40 bytes. This header has to
be examined on every packet as it goes through the router. Using MPLS, the
only thing that has to be examined is a 4 byte header, the MPLS packet label.
So if you think about it, the MPLS lookup can be upwards of 10 times more
efficient than standard IP routing due to simply the lesser amount of data
that the router has we have to look at. This number is not realistic, but MPLS
lookups are going to be faster than the IP lookups.

RouterOS supports many features of MPLS, and using MPLS will allows you to
create both Layer 2 and Layer 3 tunnels across your network, increase the
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performance of your network and create virtual networks inside your
network.

Getting Started with MPLS

One of the first things that you must realize is that you still need a routed
network for MPLS to run over! Yes; that right! MPLS forms the labels across a
routed network, so you may wish to read the dynamic routing, and OSPF
sections to understand how to properly dynamically route your network. As |
said, this is required to get MPLS running. In our example, we will assume
that you have several devices all running with OSPF.

Remember MPLS is designed to get you from one point to another point on
your MPLS cloud, or MPLS network; it's really not designed to get you
connected to the Internet. Not saying that it can’t do that, but it's not
designed to replace your default route and/or your OSPF network. However,
But to get from point A to point B on your network, MPLS can reduce the
network load and speed up the process of getting from point A to point B.
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MPLS is actually a collection of items and terms. So you need to make sure
you know the terms and how they are used. This is a very confusing portion
of MPLS for many people. The First, MPLS, again, is a collection of terms. By
itself it uses LDP or Label Distribution Protocol, that each LER or Label Edge
Routers exchange label information. These labels are generated and
exchanged with each other, as more and more devices are added, each
device exchanges the information it knows with its neighbor and therefore a
forwarding table is created. By exchanging LDP information and building the
MPLS forwarding table, you end up with MPLS forwarding packets based on
labels, vs. routing. This is the first step with MPLS.

So just by turning on LDP and allowing your routers to communicate and
exchange LDP information, you are now running MPLS. This should be just a
faster "routing" system, by using the labels instead of the entire IPv4 header
information.

The second part of MPLS is actually called VPLS, but you have to be running a
MPLS network, i.e. exchanging that LDP information prior to deploying VPLS.
VPLS or Virtual Private LAN Service provides you the tunneling over the MPLS
network. The main feature of this is to create a private LAN services over
your existing layer 3 networks using the MPLS label switching to ensure fast
connectivity. In its simplest form, the VPLS circuit is simply two MPLS routers
forming an EolP Tunnel. EolP though is processor intensive where MPLS
should have greatly reduced CPU usage in comparison. We will discuss VPLS
in much more detail later in the chapter.
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MPLS Configuration

MPLS configuration is quite simple, let's assume we have an existing network.
The image below is going to be our test network. In this network, we have a
single internet connection and multiple sites. These sites have, in some cases
a number of access points, and each access point will be tunneled back via
Ethernet layer 2 tunnels to the core. The core router, at the MUNI site, will
host a PPPoE server connecting all customers. Assume in this case that we
already have a layer 3 routed network, this can be via OSPF or RIP, but will be
routed.
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The first thing to get started with configuration of this network, is to setup
and start using LDP, this will create our forwarding table via LDP exchanges,
and give us the ability to use MPLS as our forwarding protocol instead of IP
forwarding.

Before we start with configuration of LDP and MPLS, we will need to know
that when we build our tunnels later, as well as good general practice, all of
our routers should be configured with a loopback address. If you have read
the OSPF section, you will know that it's a good idea to use loopback
addresses on all of your routers for remote access and monitoring. VPLS will
make better use of these loopback addresses for tunnel establishment.
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Configuration of LDP

vl (Enblad e e o
To get started, on each router we LSRID: [10.10.1.1 ~
will need to configure LDP. Simply - Address: [10.10.1.1 o

by enabling it in the LDP Settings

menu, will get us started, however, ~ Path Vector Limt: 255

you should use the loopback Hop Limit: | 255

address mentioned in the above Loop Detect

section for your LSR ID and Use Explicit Null
transport address. Distribute For Default Route

LDP Inteface | LDP Neighbor Accept Fiter Advertise Filter Forwarding Table MPL

i (71| | | | MPLS Settings || LDP Settings
Interface Hello Interval |Hold Time |Transport Address |Accept Dy...
ether7-pppoe 00:00:05 00:00:15 yes
lo 00:00:05 00:00:15 yes

The second thing you need to do is to configure the LDP interface. This is
simply a list of interfaces that your LSR will communicate to other LSRs on.
Simply put, if you want to talk LDP on an interface, you need to have that
interface listed here.

Testing MPLS Configuration

So if you have done the two steps above on all routers between point A and
B, then you should be using MPLS to forward packets instead of standard IP
forwarding. However, you will need to check this, and sometimes this can be
difficult. With RouterOS though we can see MPLS labels very quickly, we will
simply do a trace route to the CAP-41s loopback address.

Note that we have MPLS labels showing up under our stats, these MPLS labels
show that we are using MPLS forwarding.
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#|  |Host Tme1 Time2 |Tme3 Status B
0 10.10.12 5ms  4ms  3ms  <MPLS:L=78E=0>
1 10.0.12.2 5ms  3ms  4ms  <MPLS:L=50.E=0>
2 10203 6ms  3ms  4ms  <MPLS:L=51E=0>
3 10.0.232 3ms  6ms  5ms  <MPLS:L=79.E=0>
4 10309 4ms  3ms  4ms  <MPLS:L=80.E=0>
5 10.0.34.2 4ms  4ms  3ms  <MPLS:L=80.E=0>
6 10.10.1.41 Sms  4ms  4ms

Something else you can look at is the MPLS = Forwarding Table in WinBox.
As you add more and more LDP neighbors and they exchange data, just like
an IP Routing table, your forwarding table in MPLS will grow.

MPLS

LDP Neighbor Accept Fiter Adverise Fiter Forwarding Table | MPLS Inteface Local Bindings  Remote Bindings ...

v/ [Fin}
[in Label  [Out Labels Intedace Nexthop | Destination |Bytes Packets |
explnull 0 0

L 16 7 ether7-pppoe 10.1.0.12 10.40.0/28 0 0

L 17 ether7pppoe 10.1.0.12 10.0.12.0/20 0 0

L 18 64 etherTpppoe 10.1.0.12 10.027.0/29 0 0

L 2 78 ether7-pppoe 10.1.0.12 10.10.1.41 0 0

L 2 62 ether7.pppoe 101012 10.0.34.0/30 0 0

L 2 70 ether7-pppoe 10.1.0.12 10.3.1.128/25 0 0

L 23 66 ether7.pppoe 10.1.0.12 10.2.1.128/25 0 0

L 65 ether7.pppoe 101012 10.200/28 0 0

L 26 63 ether7-popoe 101012 10.300/28 0 0

L7 ether7-pppoe 101011 10.1.1.128/25 0 0

L 28 75 ether7-pppoe 10.1.012 10.7.1.128/25 0 0

L 29 68 ether7-pppoe 10.1.0.12 10.24.128/25 0 0

L 3 63 ether7.pppoe 101012 10.6.1.0/30 0 0

L 3 76 ether7-pppoe 101012 10.7.2.128/25 0 0

L 3 74 ether7-pppoe 10.1.0.12 10.7.0.0/29 0 0

L 3 61 ether7pppoe 10.1.0.12 10.0.23.0/20 0 0

L 39 72 ether7pppoe 101012 10.4.1.128/25 0 0

L 40 67 ether7-pppoe 10.1.0.12 10.2.2.128/25 0 0

L 4 7 ether7.pppoe 101012 10.6.1.128/25 0 0

L 4 77 ether7-popoe 10.1.0.12 10.110.1.128/25 0 0

vV 4 vpls1cap41 498129 3414

L 4 ether7.pppoe 101015 10.0.15.0/29 0 0

L 48 70 ether7-popoe 10.1.0.15 10.101.0.0/29 0 0

L 49 56 ether7-pppoe 101015 10.101.1.128/25 0 0

L 5 65 ether7pppoe 10.1.0.15 10.111.1.128/25 0 0

L 52 57 etherTpppoe 10.1.0.15 10.5.2.128/25 0 0

L 53 58 ether7.pppoe 101015 105.1.128/25 0 0

L 54 47 ether7.pppoe 101015 10.10.151 0 0

L 60 74 ether7-pppoe 10.1.015 10.5.0.0/29 0 0

V65 vpls<ap51 6297400 11805

L 66 %0 ether7.pppoe 101012 10.10.1.21 0 0

vV 67 vplscap21 2664 10

321



MPLS

MPLS Settings -Propagate TTL

i The MPLS settings are very basic,

HELS St but it includes a KEY feature. The
Dynamic Label Range: | ([ L5aE dynamic label range is exactly
¥l Propogate TTL what it sounds like; it is simply the

range of label numbers that the
LDP system can apply to create dynamic label entries.

That’s not the feature we are interested in, the Propagate TTL is though. This
feature basically does what it says, does it propagate the TTL or not. By
default this will be checked, and the above trace route is what you will see
when tracing from the router, or from a non-LDP enabled port. However, if
you un-check this, any of your MPLS forwarded hops the TTL will NOT be
propagated, showing only ONE hop for ALL of your MPLS. The image below is
the same router, pinging the same end router, but with TTL turned off.

# Host Tmel |Tme2 |Time3 |Status
0 10.10.1.41 4ms 5ms dms
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VPLS

VPLS or Virtual Private LAN Services, create a point to point or point-to-

Interface <vpls1-cap41>

General | Status = Traffic

multipoint private network.
Think creating end points,
such as offices etc., and each

Name: |vpls1-capdl of these end-points are part of

Type: [VPLS the same LAN. VPLS creates

nTU: [1500 these types of tunnels over

MPLS. In our example

o network for the MPLS section,

MAC Address: |02:4F'BB:50:55:92 we are creating VPLS tunnels

ARP: |enabled ¥ over MPLS to allow PPPoE-

Clients to contact the PPPoE

Hemote Beer.(| 10.10.141 server at the core of the

VPLSID: |22:0 -~ network. In this case, we will

ok simply need point-to-point

e T VPLS tunnels from each access
: point back to the core router.

Advertised L2ZMTU: | 1500
PW Type: C taggedethemet @ rawethemet ~MPLS > VPLS is where you

Intedface <vpls1-capdl> will configure these tunnels.

o [ Each tunnel you must connect

at each end, ie. you will

et Lokt ) 11 configure each end of the
Local Label: |44 tunnel, just like an EolP or
Remote Status: PPTP tunnel. Also note that
Remole Group: these  tunnels are not
Transpost: (1010141 encrypted nor do they operate
e e 9utsnde of your MPLS network,
i.e. they can't go across the

impased Labels: |78 internet without an
97 interconnect system.  Again,

in our example, we are

delivering these tunnels to a PPPoE server ON our network, so these tunnels

will work.

On each end we will create a VPLS configuration. We will use the loopback
address for the remote peer as well as the same VPLS ID. This ID is for
identifying multiple VPLS tunnels with the same endpoint, but actually
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separating them as needed. In many cases these settings are all that is
needed.

These interfaces are created and are stateful, i.e. they only become running
once they have connected and are actually working. Under the status tab
you will note that there are a number of labels and transport addresses that
have been determined once the interface is running.

Since the PW type is 'raw Ethernet' this tunnel acts as a layer 2 bridge, and
typically would be added to a bridge group as a bridge port. This will take
data from one bridge port and pass it over the VPLS tunnel interface. This is
the simplest form of VPLS tunneling.

In the past, we have seen some trouble with creating VPLS point-to-point
tunnels with the MPLS interfaces set to ALL. We simply change these to any
of the actual interfaces to be used, and typically this issue has been
corrected. An example of an issue that could occur is that one side of the
VPLS tunnel says up, but the other does not, i.e. not running. In this event, on
the side that is not running, change the MPLS interfaces to just the interfaces
that you need.  You can see the example in the image below, we simply
removed the ALL interface and changed it to the interface that we talk MPLS
on, and in our case we only talk MPLS on Ethernet 1.

LDP Neighbor Accept Fiter Advertise Filter Forwarding Table MPLS Inteface

& = T
Interface MPLS MTU
etherl 1508
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MPLS/VPLS MTU Issues

In many cases you can have MTU issues with MPLS especially if you are
adding more items on top, such as VPLS etc. Some RouterBOARDs also don't
have large L2ZMTU support, therefore are limited in the amount of MTU you
can pass.

ETH: 14[VLAN: 4| MPLS: 4 |P-20|DATA:|4au In this imag(-"j, we have ‘—." good example
T of L2MTU sizes. 1500 is the standard

MF:LS TMTU | MTU for Layer 3 type of traffic plus we

« »| add the 14 bytes for the Ethernet frame

< L2 -MTU »| information. This gives you a L2MTU (L2

Full Frame - MTU includes the Ethernet frame

- ™ information) that is required.

Remember, MPLS is a Layer 2.5 protocol, so you should not have to modify
the MTU as that’s a Layer 3 setting.

If you are using VPLS, you assume, the 1480 in data, 20 for IP, two MPLS
headers, at 4 bytes each, a VPLS header and then the Ethernet fame, giving
you a 1526 byte L2MTU. With that said as long as all MPLS routers have a
L2MTU on all interfaces at 1526 or higher, that means VPLS will be able to
send full 1500 byte packets without fragmentation. But, don't distress over
this, as if you set the MPLS Interface MTU to 1508, the system will fragment
those packets for you, and so data will flow.

One major concern though, is with non-VPLS traffic, just straight MPLS
forwarding. In this event, if you are passing MPLS data, you have 1500 bytes
for the IP/data, another 8 for two MPLS headers and 14 for your Ethernet;
this gives you a L2MTU of 1522 bytes. The current line-up of RouterBOARDs
support at least a 1522 L2MTU, some more, the older RB100 series did not.
Assuming this, most people will be fine; however, if you go through a device
that does not have a 1522 L2MTU, MPLS, being a layer 2.5 protocol, does not
have a way to correct this error, and therefor drops the data. This becomes
more aggregated with VLAN / VPLS forwarding. In these cases L2MTU needs
to be upwards of 1530 bytes due to the size of the packets. 1500 bytes just in
the IP / data, plus 4 for VLAN information, two MPLS 8 byte headers, one 4
bytes VPLS header, and this is where it stinks, two Ethernet headers, because
the VLAN information must be encapsulated inside the VPLS packet. So
simply, 1480 (data), 20 (ip), 4 (vlan), and 14 (Ethernet) is just the data with
the VLAN and Ethernet information giving you 1518 bytes before you get to
the MPLS/VPLS information. We add 8 (two MPLS), 4 (VPLS), plus your 14
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(Ethernet) giving you a grand total of 1530. Now we get into the world where
a number of RouterBOARDs interfaces and other devices can't support.

For L2MTU's for RouterBOARD products please refer to MikroTik's WIKI site
for the latest information.

MPLS RSVP TE -- MPLS Resource Reservation Protocol - Traffic
Engineering

RSVP TE is one of the major reasons large providers use MPLS. To sum up
what this system does is, well, difficult. MPLS already provides the automatic
forwarding though the shortest path of the network, RSVP TE adds metrics to
the Traffic Engineering portion. The example would be if you have a primary
link that is 100 Meg and a secondary that is 50 Meg, if you built all of your
traffic with TE, each time you put a new TE on that circuit, it would deduct
the bandwidth required from the total link. Seeing that the 100 is faster, all
the clients would be on that. Say you have nine 10 Meg clients, that gives
you only 10 Meg free. This doesn't say that the TE's are using their 10 Meg,
but it shows that 90 Meg is committed too. Now when you add a new client
at 20 Meg, the TE system understands that there is no bandwidth available
for that client on that circuit, and moves them automatically to the 50 Meg,
as that’s the next best choice with available bandwidth.

As an alternate, you can build primary and secondary path, your secondary or
third path can be a dynamic path creation as well. The example would be to
use the above, but instead of using just the primary circuit first, the second
client you can run though the second circuit unless it fails then the traffic
goes to the secondary, third and so on. This gives you the ability to use
multiple links at the same time, regardless of the path costing that you have
placed via OSPF or other dynamic routing system.

Remember that RSVP TEs are not uni-directional. Because of this, it is
possible to send traffic over one TE out from A to B. Since the path is from
point A to B, you don't have to configure a TE from point B to A, but if you
want the traffic to take a specific path back, then you would need to create
the TE on the other side. In most cases, you would build a TE in both
directions.
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MPLS Traffic Engineering Interface

The first step to creating a RSVP TE system is to define the speeds of the
network. You will need to create a MPLS - Traffic Eng = Interface item for

Interface: EEC M +
Bandwidth: | 100M bps

K Factor: |3
Resource Class: |0 Hex

Refresh Time: |30.000
Use UDP
Blockade K Factor. |3
TE Metric: |1
IGP Flood Period: |00:03:00
Up Flood Thresholds
Down Flood Thresholds:

Remaining Bw.: |0bps

engineering interface settings!

any interface you are going to be
doing TE on. This can be as simple
as defining the BW on the interface.
This is the interface setting, setting
its bandwidth for the most part.
This says how much bandwidth
there is going out this interface.

This is a very big item that gets
confused. This, even though it is an
interface, is not the actual Traffic
Engineering interface; it is the traffic
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RSVP TE Tunnel Paths

The second thing that you need to create is your tunnel path. The first tunnel
path you create should be you dynamic path. This is simply a tunnel path

with the use CSPF on. CSFP stands

for Constrained Shortest Path First.

. . Name:
So it will use the shortest path, ;190
. v| Use CSPF
unless there is a reason not to, an S
. jonty: W
example would be where there is not =
enough bandwidth to meet the TE Holding Priority: b
requirements. Record Route: v
Affinity Include All: v
For auto-path creation, this dynamic  sginity Include Any: -
tunnel will use the MPLS Traffic Afinty Exclude: =
Engineering Interfaces to determine
Reoptimize Interval: v

the proper path, typically this will be
the shortest unless there is not
enough bandwidth on the primary link between site A and B, then the
dynamic path will automatically path out to the next best etc. The idea
though here, is that when you start reserving bandwidth, you will not end up
with links that are full and have high latency, the additional path will be
though another method that has available bandwidth that you reserve.

Tunnel Path Hops Hops: |10.10.1.8 lloose | ¥

¢ O

. . 10.10.1.9 :istrict | ¥
The hop in the TE path is the hops

strictly or loosely required for the path to take. Unlike standard routing,
where you have to define all routes and gateways from point A to point B,
RSVP TE you can just define required addresses to go through, typically you're
LSR IPs. In our example, we loosely require that the path goes through
10.10.1.8, meaning that it is acceptable to have other hops between the
previous hop (in our case none) and the defined hop. Then we are strict that
we then use 10.10.1.9, or we require that there are no other hops between
the previous hop, and this hop. If you start with a strict, then chances are
you will have to define the full path.
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Traffic Engineering Interface

The last step to create your RSVP TE tunnel is to actually create the, well,
tunnel! Click on Interface = Traffic Eng to create a new interface for your
RSVP TE. Here you can specify the from and to address, as well as how much
bandwidth you need. You
General | TE  Bandwidh Traffic also will need to define the
primary and secondary paths.

Name: | TSl | would always have the last
Type: [Traffic Eng path as a dynamic path, just in
MTU: (1500 case your others fail.
L2 MTU:
In the bandwidth tab we have
From Address: hd

the actual bandwidth limit,
this is specified by percentage.
Bandwidth: |0 If you enter 10 Meg in the
Primary Path: |f1 bandwidth, then 100% in the
limit, then the speed of this TE
would be 10 Meg max.

Remember, TEs are built into a

To Address: 0.0.00

4

Secondary Paths: |dyn ¥

General TE Bandwidth | Trafiic single direction, so this is
Bandvidth Lik: - 3 traffic from this TE router to its
Auto Bandwidth Range: w, remote end.
Auto Bandwidth Reserve: |0 %

On the TE tab, if you are using
Dynamic paths, there is an

Auto Bandwidth Update Interval: |01:00:00 option for  optimization
interval. This is important cause with TE's the traffic stays on the path unless
optimized. In this case you can setup a new optimization interval for it to see
if there is a better path available.

Auto Bandwidth Avg. Interval: | 00:05:00

RSVP TE Auto-Bandwidth

In the image above, there are a number of options for auto-bandwidth. Even
though you can define what the MAX bandwidth is and what the actual limit
is as well, you also change this. In another example we use a 100 Meg circuit
with nine (9) 10 Meg customers on it. Depending on the type of customers,
most will not be using their full 10 Meg, but normally, each customer
reserves 10 Meg, therefore only one more customer could fit on that single
circuit.
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TE Auto-Bandwidth, fixes this by allows you to sample the actual bandwidth
used and change the bandwidth reservation on the paths of the TE! This
allows for oversubscription of the paths by way of changing the actual
reservation of bandwidth. There are a few downsides though, keep in mind
that you are not reserving the bandwidth, therefore it can't be guaranteed,
due to you adjusting bandwidth, when your client is using more bandwidth,
the auto-bandwidth feature has to ramp up to his needs even if that
customer paid for 10 Meg, it's possible that they won't get it when they
request it. However, the upsides to this are that they simply get the
bandwidth that they have been averaging and therefore you can oversell
your lines. Circuits are not sitting unused due to the large amount of
overhead that the reservations hold.
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BGP based VPLS

RouterOS does support BGP VPLS, or BGP based VPLS. BGP based VPLS really
should be looked at like a centralized, router, or team of routers running
private BGP sessions to each of the VPLS links. The VPLS system uses a single
VPLS tunnel between the client and one of the BGP VPLS routers. Typically,
you would configure the BGP routers at the core to be a route reflector.
What this does, is reflect the routes learned by each peer to the others. So
again, VPLS circuits come to a central location and are then decimated via the
BGP System.

This is just the start of what you can do Name: (T8

with BGP based MPLS systems. To start e

with this, you will create a private BGP

instance and AS. You will also configure et r

that BGP core router to offer client-to- Redistribute Connected

client reflection.  This instance will Dchirtnto it

provide the client to client data that is E::E:g:w

needed between the VPLS clients. You Redistribute Other BGP

can also configure other BGP core routers . =

like this, and configure iBGP between Out Fker =

them to offer multiple peer points on your Corfedeiston: -

network if you wish. Losleceinfioes -
Cluster ID: -

v Client To Client Reflection

Next you will start creating BGP peers on e

these core routers, but instead of forming

a IP or IPv6 peer, we will be creating L2VPN peers. Remember that we will
need to use our loopback addresses for sourcing. One extra thing you will
need to do is to ensure that you "route Reflect" at each client. This is in
addition to the client-to-client-reflection on the BGP core. Once you configure
both ends, you should get BGP establishment. l.e. the BGP session between
the client site and the core BGP

routers should come up and show . . o U e et encieo
established. Update Source: [lo ¥

General Advanced | Status
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One the cores, you will need to create the bridge interfaces for your VPLS
configuration. You will do this
by going into the MPLS - VPLS
> BGP VPLS section on your Route Distinguisher: |1:1

Name: |client1

»

core BGP router. Here we will  Import Route Targets: |1:1 -
create  BGP VPLS instances;  gqot Route Targets: [1:1 a
these basically identify what is e 1D: 7

the client, and allow us to set

the route targets, distinguisher Bridge: |public-Bridge ¥
as well as the site ID. Also, you Bridge Cost: |0

will configure the Bridge in Bridge Horizon =

which the VPLS systems will be

configured. We don't need to make VPLS interfaces with the BGP VPLS
system, that’s the point of the BGP; it will create those as necessary. The
client systems would be configured the same way, however, the site ID would
be different for each site.

If you did the job correctly, dynamic VPLS tunnels would be created,
automatically, for each site. The tunnels are added to the proper bridge
group as well. As more sites come on line, more VPLS tunnels should be
added to each remote site by reflecting the VPLS tunnel information and
allowing the remote sites to establish a VPLS tunnel with each of their remote
systems. This is about as close as you can get to auto VPLS creation!
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RouterOS Extras

In this section, we will cover extra features that are important to note in
RouterOS, however, they typically are not included in many routers on the
market. These are extra features of RouterOS; they don’t fit into the
interfaces sections, but things like Proxy services, NTP, and IP Pools are all
covered here.

IP Accounting

IP > Accounting is a method to track both the number of packets and the
number of bytes based on IP pairs. When
enabled, the IP accounting system starts
tracking IP pairs based on the source and
destination IP addresses. Data that is dropped
in the router are not counted, only data flowing through the router. You can
of course, enable or disable local traffic, or traffic sent or received by the
router itself.

Account Local Traffic

Threshold: | 256

Once you enable IP Accounting, you will start to build a list, of these IP pairs
along with their corresponding packet and byte counts.  The Threshold is
how many IP pairs can be created; the maximum number is 8192. Once the
accounting system has reached 8192 IP pairs, anything left over or
unmatched will go into an Uncounted counter. You can take a snapshot; this
does two things. One, it displays the IP Pairs along with their counters. Two,
it clears out the table.

Most people will use this with some form of data-collection application. You
would normally enable the web-access system, and when your data
collection-application connects to http://routerip/accounting/ip.cgi on the
router, a snapshot is taken and the information is presented. You do have
the ability both in the Firewall as well as in the IP Accounting Web-Access
menu to limit what IPs can run this web application.
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M3P — MikroTik Packet Packing Protocol

Try it; say it three times real fast! The MikroTik Packet Packing Protocol
optimizes data usages of links that have high overheads. Some types of data
have quite a bit of overhead per packet and M3P will optimize throughput on
these high-overhead links. For example, VolP packets that are very small
packets, (around 100 bytes) and they

could be combined into one larger packet Iterface: |[2IT2E
and transmitted faster and quicker. In Packing: | simple ¥
many cases this will increase the overall Unpacking: | simple =

usable bandwidth on a link. This feature is
very simple to setup, as you simply enable
it for the interface with the settings you wish to have on both sides of your
link.

Aggregated Size: | 1500

To access this system, click on IP = Packing. Add an interface with the
options. The more complex the packing process, the more CPU time you will
use. | would suggest starting just with just the simple packing types and see
what your CPU does before doing compression etc.

IP Pools

IP = Pools are your IP pools for both your DHCP and for other systems like
the universal client in your hotspot. Most of the time, your IP pools are setup
by other processes such as when you )

setup your DHCP-Servers. The pool is Hame: m

exactly what it sounds like. It provides Addresses: 10552105525 «
gives us a list of IPs that different

services can use. RouterOS will also ~ MestFool [none
have a Used Addresses tab to list

addresses that are currently in use.

¥ A
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Socks

Socks is a proxy server that is ]
designed to relay TCP-based Part: | 1080
applications across Firewalls. This
service is not commonly used

Connection Idle Timeout: | 00:02:00

anymore; however, it’s worth Max Cannectionz: | 200

saying that RouterOS does provide :

one. To configure this, click IP 2> Src. Address: | -
Socks. . In.the settings, you will Sic Pott -
enable it this as well as and set the

port, timeout and the Max [st Address -
Connections. Under the Access tab,

you will create access rules, to Dst. Part: "

allow access to your Socks server.

|

Action: | accept

TP

Since RouterBOARD do not have a clock, RouterOS does support the Network
Time Protocol (NTP). This system allows clients to sync their time with a time
server. It is very simple to use. RouterOS since v3 has placed the NTP Client
in as part of the base system combined package, but the NTP server is a
separate package to install. In version 5 of RouterOS, by default, the NTP
Client and Server are not installed, but the SNTP client is installed.

Client

To configure the NTP Client, all you
have to do is enable it, specify what
mode to operate in and the IPs of the Mode: |unicast ¥
NTP servers if applicable. One example Primary NTP Server: |172.25.0.1 -
could be us.pool.ntp.org. A domain
will resolve to an IP address if the DNS
is working correctly on the RouterQS. In version 5, you will need to install the
NTP package to get the NTP client. The settings between the NTP client and
the SNTP client are shared.

Secondary NTF Server: -
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Server

The NTP server on RouterOS needs to be installed as a
separate package, however, it is very simple to setup. The
NTP Server responds to NTP clients requests.
option is what kinds of requests it should respond to. It

will reply with the date and time from its clock.

Troubleshooting NTP

Broadcast

The only

Multizast

v barpcast

NTP is a very simple protocol. For the NTP-Client to work, of course it must
be able to reach a NTP server. Start by standard troubleshooting the
connection; make sure that you can ping the NTP server. You can also try
with another device that you know can get to your NTP server. If you are
using a public NTP server, or one on the Internet, then you should verify that
you have full Internet connectivity. Verify that your NTP port is also open.
NTP uses UDP port 123 for communications, so make sure you have that

operational and unblocked as well.

SNTP

In version 5 of RouterOS, MikroTik
has relocated they have removed
the NTP Client and Server to the
NTP package, and has have
installed by default now the
installed the Simple Network Time
Protocol SNTP client by default.
This is implemented per the RFC
standards, and (per the RFC) does
not support the manycast mode.
When you install the NTP package,
the settings from the SNTP Client
are shared with the NTP Client
package and the SNTP Client is
automatically disabled.

Mode:
Primary NTF Server:

Secondary NTP Server:

Pall Interval:
Active Server:
Last Update From:
Last Update:

Last Adjustment:

Last Bad Packet From:
Last Bad Packet:

Last Bad Packet Reason:

SNTP Client

| Enabled

+

unicast
198.144.194.12
10.251.01

500 s
198.144.154.12
198.144.154.12
00:09:11 ago
-175 261 us

1722702
01:31:48 ago

bad-mode
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Clock

Time | Manual Time Zone
The clock is the time and date system for Date: |Aug/05/2009
your RouterOS system. RouterBOARD
systems do NOT remember the date/time
after a reboot or power cycle. xg6 | m=<eneName: manud
systems typically have a battery that will GMT Offsat | <0000
remember the time. To set your clock DST dctive
manually, as well as setup your time zone,
click System = Clock. Here you can setup your Time Zone, as well as a
manual zone if you wish.

Time: |13:46:54

*

System Ildentity

The System Identity is a means to identify the RouterOS system. It does not
do anything but label the RouterOS system. To set the Identity, click System
- Identity and type in the new Identity. The identity does show up on
WinBox Discovery as well as the IP Neighbors Discovery systems.

TFTP Server

In Version 3.21, a TFTP server was introduced
into RouterOS. To access the TFTP Server,
simply click IP = TFTP. Here you can click the = Red Filename:
plus sign and add what IPs addresses that are  Rezal Filename:
allowed to read from the server, as well as and

IP Addreszes: =

| Allow
set what file names that you wish to have. It v/ Bead Only
also has options allowing if the file to be written
to or not. Hitz: |0
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Traffic-Flow

Traffic-Flow is a system that can provide stats based on packets that pass
through your router. What is more important is that this data can be
collected by using some kind of NetFlow traffic capture software or device.
Gereral | Status The amount of data that is generated is

Enabled very low, but it streams that data to your
capture and analysis software. Most of
these types of software’s can help you
identify performance issues with your
network, what kind of data is moving,
when it moves, help you to identify
traffic patterns, as well as look at
individual IPs and subnet ranges and generate usage reports based on those.
Describing these applications in more detail is outside the scope of this book;
however, RouterOS has the ability to stream that data to these applications.
To access the net-flow system, click on IP = Traffic-Flow.

+|
|

Interfaces: | all

+

Cache Entrigs: |4k
Active Flow Timeout: | 00:30:00

Inactive Flaw Timeout: | 00:00:15

The first thing to do is to enable and configure the basic information about
your Traffic-Flow system. Under the traffic flow settings button, you can
enable and disable the system, as well as Address: TN

specify what interface, how much data to

X ) Part: | 1234
cache, and specify timeout values. Next, you _ -
. . . Wersion: |5 ¥
will need to create a traffic flow target. This
is where your RouterQOS system will send that 4
1800

data. You can specify several targets if you
wish by IP address, as well as their port and
what type of NetFlow data you would like to send to them.

Once this is done, you should see data moving under your settings status tab,
and that’s all that you will need to configure under RouterOS. Your NetFlow
software will need to be configured correctly to accept that data stream as
well as how to perform the analysis of that data.
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Web Proxy

The Web Proxy system provides a content-caching system for web traffic.
Web caching your data can result in increased web surfing performance, as
well as significant bandwidth savings. | have seen a web caching system
running on a PowerRouter 732 that had a hit rate over 45.9%. That means for

every 1 GB of data passed

through the web proxy system,

General | Status  Lookups  Inserts  Refreshes 1.459 GB of data was passed
v Enabled through to the customer. So you
Sro. Address: |38114 87 14 4 saved almost % of a GB of data
that would have otherwise been

Port: |8514 -
moved through your Internet

Parent Praxy: +~  connection.

Parent Proxy Part: hd . .
The web caching system is
Cache Administrator: [webmaster - configured in RouterOS by going
to IP = Web Proxy. Under the

Max. Cache Size: |unlimited + | KiB

Access tab, use you will have the

] sl Web Proxy settings button to

configure your web proxy options.

Mazx. Client Connections: |Z2000 :
You will need to enable the web
Max. Server Connections: | 2000 .
proxy system, and specify a port.
Max Fresh Time: |90d 00:00:00

Cache Hit DSCP (TOS):

Senalize Connections
Always From Cache

Also keep in mind that there are
hackers and other people out on
the Internet looking for open
proxies, so you will need to secure

this. There is really no standard
proxy port, even though 8080 is
commonly used. | typically will

Cache Drive: [satal

use some random port number.

The Cache Administrator will be displayed if there is a cache issue or non-
existent pages. You also can set the max caching size, and if you are using a
disk to cache with, make sure you check the box for caching on disk. If you do
not check the Cache On to Disk box, RouterOS will use your RAM for your
caching system. The drive that you will use to cache with is defined in the
Store system; see that section for more information on the Store system.

The Server and Client connection configuration is are important if you have a
large system with many connections. Simply stated, this is how many
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connections the web proxy system will use. The Max Fresh Time is very
important if you are interested in caching as much data as possible. When
pages get delivered through the web proxy system, they may or may not
contain fresh time data. This time is how long the web browser and caching
systems should hold the page without requesting a new copy. If the
currently-stored page has not timed out, it will be used, however, many
pages will not have a timeout value in the HTML code. When this occurs the
Max Fresh Time is the default timeout value used.

The cache hit DSCP is also a great tool. It allows you to be able to identify
data coming from the caching system that was not retrieved from the
Internet. This allows you a number of options, but the one | like to do is to
specify an unlimited queue to deliver data from the caching system as fast as
possible outside of the customer’s normal queues.

The Status tab of your web proxy
settings will shows you all of the
stats that you will need to evaluate

General Status | Lookups Inseris  Refreshes

Uptime: | 15d 17:58:46

Requests: | 1071873 how your web proxy system is

Hits: | 99859 working.  The most important

statistical piece of information is

Cache Used: |20 066 825 KB how much data you have saved by

Total RAM Used: |5 405 KB using the web caching system. This
number would be calculated by

Received From Servers: |21 476 485 KiB diving the number of hits sent to
Sent To Clients: |22 091 301 KiB clients into the sent to clients

Hits Sent To Clients: |329 034 KiB value. In our image, it’s a very low

number, around .03%. However, as
more and more users use this system, the ratio will increase. Also show here
is the amount of data in the web caching system. In the image, 20.066 GB of
data is stored.

Web Proxy Access List

The access list is a list of IPs, and or ports and protocols that can use the web
caching system. This is used to secure your web proxy system. | recommend
a setup like the following image:

# Src. Address Dst Address Dst Port | Dst Host Fath tethod Action | Redirect To|Hits
0 @ 17226.0.0/24 80 allow 217472
@ deny 1
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In this image, we have the private address of the local subnet on port 80 only
as allowed, everything else is denied. This way a hacker cannot use my web
proxy system to relay though. This is very important to do; otherwise, any
bandwidth saving that you may get through the web proxy system could be
used up by someone outside of your network stealing your bandwidth.

Cache and Direct Web Proxy Tabs

The Cache tab says what can be cached. In most ' #ddress

cases, | simply place a rule to cache all port 80  Dst Address: h
traffic. But you can specify IPs, and paths that Dst. Port: [ ]/80

you may not wish to cache. The Direct tab Local Port -
allows you to specify something that the web Dst. Host: -
proxy will allow the client to make a direct Fath: o

connection on. No caching will be done. You
can also specify items that should go through
another proxy server if you wished.

Method: hd

+

Actior: | allow
Hits: | 209703

Transparent Web Caching

By default, you can simply specify in your web browser to use a proxy server.
However, using other systems in RouterQOS, such as the NAT system, we can
transparently send customers data to a proxy server without them even
knowing about it. To setup a transparent proxy rule, you will need to go to IP
-> Firewall > NAT. Inside this we will Create a rule that will take data from
our customers, using TCP/80 as a destination, and NAT them to our proxy
system.

General | Advanced Extra  Action  Statistics

+

Chain: | dsthat

Src. Address: 172.25.00/24 e
Drst. Address: -
Protocal: E [tcp) F oa
Src. Port: -
Drst. Port: a0 -

Gereral  Advanced Ewtra  Action | Statistics

+

Action: | redirect

ToPorts: |8383 e
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In this rule, you can see that we are taking IPs from our private network, and
then redirecting them to the proxy port. This rule effectively reroutes their
HTTP traffic through the web proxy system regardless of what their settings
are in their browser.
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Universal Plug and Play - UPnP

Universal Plug and Play applications communicate with your RouterQOS system
to open and forward ports through NAT that are necessary for the application
or UPnP system to function correctly. For the ISP or WISP, | would not
configure UPnP on any core devices, normally, :
only customer CPEs would be normal for us touse I
UPnP on. To configure UPnP, simply click IP = & show Dunmy Rue

UPnP. The UPnP Settings button will allow us to

enable or disable the feature and allows us to use some security features of
UPnP. Specifically, we have the ability to disable the ability for an UPnP
Device or software to disable the external interface. | don’t know why you
would need to do this, but it is an option. UPnP is very insecure, as no
passwords or authentication are used. UPnP is used to simply make holes in
your NAT system easy for software and devices.

Once enabled, you will need to add two interfaces at least, one external and
one internal. This way UPnP knows what is inside and outside of your
network. After you have completed that, there is no more configuration
needed for UPnP. If the device is working correctly, you should see dynamic
NAT rules created for specific ports to forward to internal addressing.
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Store System

RouterOS introduced in Version 3.15 a new file store system. This system is
designed to help you properly manage the locations of stored data along with
the ability to help you manage storage mediums such as hard disks and flash
drives. This new system is

called Stores. This system  sires Disks

can be accessed from the |T

System -> Stores (version | s“;‘;:;; e v
3.25 and higher versions.)

On 3.15 to 3.24 it is accessed by Stores on the main menu. Inside this menu
you have two options; one is for your disks. This will show your disks, if they
are ready and in-use, or if they are unknown and need to be formatted. You
can also do the formatting of your disks here. One thing to note is that the
formatting option on large drives can take some time and CPU. | recommend
doing the formatting in a non-production RouterOS system and then attach
your router to the production system. Most small flash drives though do not
take long. The Hard disks larger than upwards of 60+ Gigabytes of storage
take a considerable amount of time.

You also have a tab called Stores. The Stores menu allows you to specify
what goes where. The example is that if you have user manager enabled and
web proxy, you can specify that the user manager data is to remain on your
primary system disk, and the web proxy data is to be on your secondary disk.
You also have the different statuses. An example is that you can have the
user manager data on your system disk, but another copy, (a backup copy) on
the USB flash drive that you [ [Neme Tupe Disk Slatus

K X . & web-pronyd web-piomy system active
plugged in. The main copy is on-
line on the system disk and if something occurred, you would have a backup
copy on the USB disk.
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CALEA

The CALEA, or (Communication Assistance for Law Enforcement Act) requires
routers in the US to be able to intercept and log network traffic based on a
CALEA order. 1 will not go into the legal issues with this, as always on these
types of matters, consult with a lawyer. What | will cover here, is how to
install, configure and use the CALEA system as it appears in the v3.28 of
RouterOS.

There are two sections to the CALEA package, even though it is one actual
package. One is called the Client, or what | like to think of as the interceptor.
This is the device that intercepts and relays the data; it is located at the point
where you wish to capture data flowing to and from the end “target” or
customer. The second portion is the Server system; it receives data from the
inceptor, and stores it.  As of v5rc9, the entire CALEA package only has
command line interfaces.

Before you get into this section, please note that | am not a lawyer. Please
consult with legal counsel. Any information stated here is for informational
purposes only.

CALEA Interceptor

This portion of the CALEA system is used to intercept the data. This could be
at an access point, core router, or elsewhere in your network. My best
practices usually leave this at the AP that the client connects to or the core
router to the Internet, assuming there is no other possible route. You
typically will want this to be where it can capture ALL of the data possible
from your target. This can be at a small router, or AP, as the package is very
small and does not take much CPU. However, keep in mind that as an
interceptor it sends the customer data from itself to the CALEA server. This
creates more traffic on your network. If you intercept at your AP, and send
data to a server RouterOS system near your network edge, every bit of data
both transmitted and received by the interceptor will be sent across your
network. If a customer that can move 1024k/2048k up/down, then that
means you can have up to 3096k being sent from that interceptor to your
server!
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Intercepting Data

Once you have determined where the interceptor is going to go, you need to
determine if that device is a bridge or a router. There are two different
places to intercept packet flow in RouterOS depending on if that unit is a
bridge or a router. For routers, you will use: /ip Firewall calea. For
bridges, you will need to go to: /interface bridge calea.

In the IP Firewall system, you will specify a sniff-target, and a sniff-target-
port. These two items are the target for your data to be sent too, or the
CALEA server. You will also need to specify what data you are collecting;
typically this would be either a SRC-MAC or SRC-IP address. The following is a
valid add line if you are sending to the router 1.1.1.1, on port 300, and
capturing data from the IP of 2.2.2.2 :/ip Firewall calea add src-
address=2.2.2.2 sniff-target=1.1.1.1 sniff-target-port=300
chain=forward action=sniff. Note here, that this rule only catches data
to the 2.2.2.2 ip address. To get data going the other way, you will need to
configure another rule to match data based on the dst-address of 2.2.2.2. If
you are bridging, The bridge side of things you could use the same filter, but
you would need to specify the MAC Protocol as being IP, and/ or you could
match data in some other way, such as src-mac.

There are two actions, sniff and sniff-pc. The sniff-pc is used for packet-cable
protocol only. Typically you would use the sniff action only.

Once the interceptor is setup, you are basically streaming a packet sniffer
with specific data to and from your IP address and/or MAC. Once this is
done, you will need to configure the CALEA server side
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CALEA Server

This is the portion that actually stores the sniffed data from your interceptor.
Note that depending on the speed at which data can be sent and received,
you may need to have a quite a large disk or disk array.

As a side note here, | typically use a Virtualized
RouterOS system as the CALEA server, typically with
an attached SAN, or other system with multiple TBs
of storage. | have also seen customers place 3-5
2TB hard drives in a windows system, created a
virtual Raid 5 array, and then used that disk as
CALEA server storage.

To configure your CALEA server, you will need to go into the command line at
a different point in RouterQOS. This system will be in the /tool calea
section. We will create a server in response to the interceptor that we
created in the interceptor section.

/tool calea add action=pcap 1intercept-port=300 intercept-
ip=3.3.3.3

Note here that the intercept-ip and port should be the IP address that the
interceptor is coming from (note this is the forward-most facing interface of
that router towards the CALEA Server), and the port should be the port
configured on the interceptor. The action of PCAP specifies that we should
store that data in PCAP format. We also have several other options here that
we need to note, pcap-file-stop-size is how large to let each file to get
before starting a new file. The other is very important; this is the pcap-file-
hash-method. This specifies the hash algorithm that the data file should
have. These files, the hash files, should be maintained by you in an effort to
ensure that the data being presented is the data that is actually collected.
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MetaRouters

MetaRouters are virtualized routers that operate inside of your RouterOS
system. This can be useful to allow a customer or individual access to their
own private router, with their own IPs and Firewall settings, without not
actually having to purchase the hardware to do so. At the time of writing
this, MetaRouters work only on RouterBOARD 400 series boards. You are
limited as well in the number of MetaRouters that can run on one system.
This is mostly due to CPU and RAM restrictions. These MetaRouters run
underneath the main RouterOS system, and use the license that the main
RouterOS uses.

In the diagram below, you will see that you can have multiple MetaRouters
below an individual RouterBOARD 400 series product.

RouterBoard 433AH

MetaRouter MetaRouter MetaRouter Non-
2 3 RouterOS

[

To create a MetaRouter in your system, you will click on the MetaRouters tab
on the left side of your WinBox Application. Here you will get two tabs, one is
for the actual MetaRouters, and the second is for

Marme: the interfaces to these routers. You can associate
Memary Size: |16 MiE both virtual interfaces from your hardware-based
Disk Size: + g RouterOS system to individual MetaRouters. You

can also associate physical interfaces to interfaces
inside your MetaRouter as well. When you create
your MetaRouter, it’s as simple as clicking the Plus sign, and assigning a name
to the router. Once done, the system will start the MetaRouter virtualized
under your RouterOS hardware.

Used Disk: |0 kiB

Console

Start
e Notice that inside the MetaRouter

options, you <can also reboot, I_NNEEHGNINEE T

shutdown and start these, as well gain  MikroTik 3.23
MikroTik Login:

Shut down

Reboat
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console access to the MetaRouter.

Once you have created your MetaRouter, you can then start assigning
interfaces to it under the interfaces menu. Again, simply click the plus sign
and assign your physical interface to the

virtual machine. This is a static interface  Virtual Machine: |mrl *
assignment. The other type is a dynamic; Type: © dynamic & static
upon starting the MetaRouter, the Ctatic Intarface:
interface attaches dynamically to a bridge

group on the physical router.

| have used MetaRouters primarily for testing mostly. | have never really had
a need yet to create such a small virtual router. Keep in mind that you only
have so much processing power in one of these small 400-series boards.
Make sure you do not need to move a lot of data though these types of
systems.

Non-RouterOS MetaRouters

RouterOS started to offer the ability for MetaRouters on the 400 Series
RouterBOARDs to run Non-RouterQOS software.
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RouterOS Tools

RouterOS has many tools, and these tools give you the ability to monitor
data, log it, view it and perform many other critical tests to help you
optimize, troubleshooting and properly maintain your network.

Neighbors

RouterOS uses discovery packets sent out all interfaces to discover
neighboring RouterOS and Cisco 10S systems. To access this, click IP =
Neighbors. This discovery process is done via MNDP or MikroTik Network
Discovery Protocol. It will learn information about the neighboring devices
as well, such as IP address on the neighboring interface, MAC, Identity and
versions. Since RouterOS offers MAC-Telnet ability, you can simply double
click on a discovered device and MAC Telnet to a neighbor. You can also turn
on or off the discovery protocol by using the Discovery Interfaces tab. MNDP
uses UDP Protocol 5678 and broadcasts every 60 seconds.  After 180
seconds, it only discards routers that have been removed after 180 seconds.

Meighbors | Discovery Interfaces

T
Interface IF Address MALC Address Iden... | Flatform “fersion Eoard Hame Age (3]
b etherl 172252002 00:0C:42:30:24:071  jimh... MikroTik 4.0betal 32
A& ether 172.26.0.124 00:0C:AZ2:0F:07:08  jim_... MikroTik 219 20
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Lo
Marme: | remote
Tupe: i
Femaote Addrezs: (0.0.0.0
Remate Part: (514
St Address: -
BSD Syzlog
3 [dagman)

In

The RouterOS logging systems is quite
extensive. You have options to create
log files, send logs to Syslog servers, or
echo data to the local log or console.
Under System = Logging you can setup
the different types of actions, giving you
the ability to send your log data
elsewhere. The remote action sends
data to a remote Syslog server. Under
the Action tab you can create several
Syslog servers; however you will need
to specify the remote address as well as
the remote port for this to work.

Once you have setup your logging actions, you will then need to setup logging
rules. The rules specify what type of topic the log is about and what action to
perform. When you wish to perform debugging to help figure out why some

Fules | Actions

& T
Topics Prefix Action
critical echo
ermor memary
info MEMOIY
warning MEMOIY

Logging Actions

application is not  working
correctly, you can enable more
logging through the Topics. There
are many Topics, and you should
refer to the Command Reference
Manual for more information on
each of these Topics.

There are a number of logging actions that RouterOS offers. In this section |
will simply cover what each one does.

The first is Echo — This simply sends what would be displayed to the console
screen. The second (and the most common logging action) is the Memory
action. This simply displays what should be logged into the /log submenu
showing up on the log. By default, there is a limit to the size of the memory;
this is by the number of lines. You can setup this limit here as well. The third
is Disk. This creates a log file that is a specified number of lines, as well as
how many files you can have. There is also an option for stopping of the log
files when full. This option simply stops the log file from writing once you
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have reached the number of lines and the number of files specified. The e-
mail option is the last one covered in this section. This option allows you to
send an e-mail with the information contained in the log every time the rule
applies. Be careful with this one as you can get a large number of e-mails
very quickly.

Remote allows you to send logging out to a syslog server, and is covered in
the previous section.

System Configuration Reset

To reset the RouterOS configuration you must use a command line option;
the command is /system reset. When you issue this command it will ask you
to confirm. Once confirmed, the system will reboot and come back up in a
blank state, just like if the OS was just installed. All password and
configuration is wiped out. This reset does not remove any licensing
information.
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Scripting

RouterOS offers a full scripting system to
automate and perform complex tasks.
Under System = Scripting, you can
create scripts, run them, and modify the
source code as needed. Programming
and scripting commands are outside of
the context of this book. Once you have
created your scripts though, you can then
schedule them through System -
Schedule.

Scheduler

The Scheduler allows you to schedule
start dates, times and rerun intervals as
well as delays upon starting. You can
setup a start time of startup as well, with
a delay. | like to do this when it is
necessary to run a script upon startup,
but | need a minute or two for all of the
services and connections to come up
before | start running the script. It will
also list the number of times to run.
Remember though, that your clock will
need to be set if you want the Scheduler
to run at the correct time.

Mane: | Bl

Owirer:

Policy

+| reboot
v warite
¥ test
v zniff

v read
v policy

A"

pazsword

Last Time Started:

Run Count: |0

Source:

MName: | elgl=ls 0=}

Start D ate:
Start Tirne:
Interval:

Drelay:

On Event:

Jan/01/1970
00:00:00
00:00:00
00:00:00

|

Owrer:
Palicy
reboot
write
test
shiff

Run Count:

Mext Rur

read
policy
paszword

1}
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Auto Upgrades

The Auto Upgrades section allows you to perform RouterOS software
upgrades quickly. To get to this menu section, click
System = Auto Upgrade. Here, you will need to
first define a package source. This system will FTP (e admin

into the package source and obtain a file list and  Password: |

based on that file list show packages that may be

available to upgrade the RouterOS version that you are on. It will take into
account variables like the current RouterQOS version, as well as the processor

type.

Address:

Once you have defined your package sources under your Package Source tab,
you can then click on your available package list, and select refresh. This will
force the system to go out to the FTP servers and download these lists.
Remember that you must have the correct username/password in the
package source as well as the ability to FTP into that source for this to work.
Once the list is downloaded, then you should have a listing for your Processor

type.

Available Packages | Upgrade Package Sources

T Refresh Diownload All...
Source MName Yersion Status Completed
1722501 routeros-«86 4 Obetad available

As you can see here, we have a package that is available. Clicking on this and
then clicking download will simply download the package from the FTP
server, and nothing more. The Download All button will give you options to
download beta packages as well as rebooting after the download is complete.
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Watchdog

The watchdog system runs in two different modes, both a hardware and a
software mode. RouterBOARDs have a

hardware based watchdog that this

feature uses, but if you are on an x86 Wwaich Address: | T o
system, the watchdog runs as an  PingStart After Boot: |00:05:00
software-based service. By enabling the
watchdog timer, RouterOS pings the
watched address. Once the ping has Auto Send Supout
failed several times, the system will

reboot. Prior to rebooting, you can have

the system create a supout, as well as e- 0.0.0.0

mail the supout if you have defined the e-

mail system. The E-Mail system is covered a bit later in this chapter. After
the system reboots, the watchdog waits the amount of time in the Ping Start
After Boot time. Once that times has passed it will attempt to ping again, this
is to prevent the watchdog from constantly rebooting and gives us time to
login to the radio and disable the watchdog if necessary.

v| \Watchdog Timer

v/ Automatic Supaout

Bandwidth Test Server

Usually testing bandwidth is a complicated
process by using some form of public
bandwidth test site or using a Linux
Allocate UDP Parts From: | 2000 application like IPERF. RouterOS though,
Max Sessions: |100 offers the ability to run a bandwidth test
server for your clients to connect to and
perform bandwidth tests. These tests will be covered more in the Test Client
section. To configure the options for the bandwidth test server, you will click
Tools > BTest Server. Here we have an option for our BTest Server settings.
We can enable or disable the server, specify the maximum number of
bandwidth test sessions as well as specify if we require authentication.
Authentication is user authentication through the RouterQOS users system.
For example, the admin user that comes defaulted on the RouterQOS system
would be a user that would be able to perform a bandwidth test.

Note that the performance of the bandwidth test server is not only subject to
the network connection that you have but also the power of the CPU on the
board. For instance, a RouterBOARD 100 series board cannot generate
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enough traffic to test even a 100Mbps Ethernet connection, whereas the 600
or 1000 RouterBOARD would be able to do so. The PowerRouter 732 can
generate more than 5 gigabit of bandwidth. If you have a wireless link that
you wish to test, generating the traffic on the boards that are managing the
wireless connection is not the best method; you should use some other type
of fast RouterOS device to do these tests with. Also note that you can use
the bandwidth test tool for windows that MikroTik provides free of charge on
their website as both a bandwidth test server and client.

Bandwidth Test Client

The bandwidth test client is the client side of the bandwidth test application
built into RouterOS. From here you can start bandwidth tests to bandwidth
test servers. You will need at least the IP

address of the bandwidth test server, and if Test To: |ININE

you need to authenticate to the server, you It ' o ® [
will need to place your username and Lecal LIDF T Size: 1500

password in as well. You have options to
specify packet size in the UDP mode, as well

Remate UDP Tx Size: | 1500

+

Direction: |receive

as the direction, send, receive or both that 20

you wish the bandwidth test to run. You Local Tx Speed: - bps
also have options to limit the speeds and Femate Tx Speed: > bps
change to TCP-based connections. In v3.25 Uk -

and higher versions of RouterOS you also
have the option to create several TCP
connection streams instead of just a single
one, thereby giving you the ability to test
over 600 Mbps.

Password: -

Tu/R= 10z Average: |0 bps/0 bps
TusR= Average: |0 bps/0 bps
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E-Mail System

MikroTik included in a function that allows you to be

able to send e-mails based on events inside Server 0.0.00
RouterOS. The E-Mail tool configures the default Part: |25 -
options for these types of services. Scripting does
have the ability to use the command line tools to
send e-mails for alerts and notifications from the
RouterOS system. When you click Tools = E-Mail,  Fassword:

you will get your e-mail settings. In version 3.21,

MikroTik put in SMTP authentication. The server would be your outbound
SMTP server, and its corresponding port numbers. Then you can specify the
e-mail address as well as the username/password to send authenticated e-
mails to your mail server.

Fram: | <>

Uzer: hd

To send an e-mail out, you must use the command line.

Jtool e-mail send subject=3ubject to=supportlinktechs.net hody=text

Using the tool e-mail command you can specify the body, to and subject lines.
As long as your e-mail system is configured correctly with your outbound
SMTP Server, the email should go out without issues. These commands
inside scripting will allow you to send e-mails when someone logs in to your
hotspot as a trial user, or other task.

Using Fetch Commands

Fetch is a command line tool that allows you to fetch or get files from both
FTP and HTTP Servers. As long as you can connect to the server in question,
you can pull a file into the system drive of your RouterOS system. This is
useful to obtain a script or new RouterOS version from a centralized server
system.

[adwinfdeno] > ftool fetch address=172.25.0.1 user=demo password=demol mode=ftp src-path=garden.rsc
status: finished

As you can see, you can get files form FTP or HTTP, just simply enter the
address, if there is the username/password and the well as what mode you
wish to try to download the file in. The src-path is the folder and file that you
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wish to download. If you specify a dst-path, you can put the file on your
removable storage card or in another folder if you wish. .

Graphing

The graphing system of RouterOS allows you to quickly and effectively use
RouterOS to show usage over time. RouterOS supports graphing your
interfaces, simple queues, as well as the resources of your RouterOS system.
To enable graphing, you will click Tools = Graphing. Here you will see several
tabs, the graph tabs are the actual graphs to be accessed inside RouterOS,
and the rules are the ability to specify who and how you can access those
graphs.

Queus Graphs | Interface Graphs  Resource Graphs  Gueue Rules  Interface Rules | Resource Rules

Inside your rules, you will have the option to turn

on graphing for each of the different types of rules.  aliow address: | TN

You also can turn on the allowed addresses to view v| Store on Disk
this graph. With x86 RouterOS systems, you can

store data to a disk and the graphs will be saved even after a reboot.
RouterBOARD products do not store this information regardless if you have
the store-on-disk selected. You will get four different graphs, 1 hour, 1 week,
1 month and 1 year graphing.

"Daily" Graph (5 Minute Average)

0.0 Mo

7.50 Mo

5.00 Mo

EBits per second

2,90 Mh

0.00 Mo : :
§ 10 12 14 16 18 20 22 0 2 4 & 8§ 1o 1z 14

Maxn: 944 Mb  Average In: 378 Mhb Cutrent [n: 4.52 Mb
Dlax Cut: 1.38 Wb Average Out: 49263 Kb Current Out: 46338 Eb

You can also go to http://routerip/graphs and see a web-based version of the
graphs as well. These work quite well and record quite a bit of information
for you to review and see on each queue and interface. Remember, if you
change your www service port under IP Services, you will need to use that
port number when trying to view your graphs.
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PPPoOE Scan

This feature was introduced in v3.21. You can access this feature via the
command line using /interface pppoe-client scan. In v5 of RouterOS, you can
also access this via the WinBox system. Click on the PPP = PPPoE Scan.

Inteface | PPPOE Servers Secrets  Profiles | Active Connections
&~ | || | PPP Scanner || PPTP Server || SSTP Server || LZTP Server || OVPN Server || PPPoE Scan

PPPoE Scan (Running) O] As you can see now we have a

= PPPoE Scan option in WinBox.
iierface: s [ sm |
Inside  the PPPoE  Scan
Stop function, we can scan for
Close existing PPPoE Servers on the

network. In our case, we have
a single PPPoE server. This
Service | MAC Address AC Name shows the MAC address and
750 00:0C:42-58:03:26 Kaloh-75._. the AC Name, and service.

MNew Window

4

Packet Sniffer

The packet sniffer is located under Tools = Packet Sniffer in the WinBox
menus. Once here, you can setup your packet sniffer settings to get started.
The interface is required, as well as specifying the memory limit. If you check
only headers, you will get quite a bit less data than if

General | Steaming | Filter .
you check the entire packet. You can also save that

Interfacs: |al */ data into a data file if you wish by specifying a File
ifzmweny Lt N kb Name and File Limit.
Only Headers
File Mame: + Once you have selected your general information,
Fia Lt 10 \  You may wish to filter your data so that you only

look at frames, or only IP information using the
Filters menu. You can also filter based on ports and IP addresses or subnets.
This can cut down on the data recorded so that you don’t have to sort
through so much of it later.
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Streaming Packet Sniffer Data

Streaming is another option in the packet sniffer
settings. This is very useful because instead of
capturing the data to files or memory of your router.
The Streaming tab allows you to send a stream of the
captured data to a locally-connected workstation. |
use this to capture data to another packet analysis

General  Streaming | Filker program like Etherreal or

Server |0.0.0.0 well.

| Filter Stream

General Stieaming  Filter

+

Pratacol: | ip only

Address 1: | 0.0.0.0/0
Part 1:
Address 20| 0.0.0.0/0

Port 2

Wireshark. Other programs could be used though as

Simply enable streaming in the Streaming tab of the
packet sniffer settings and setup the IP address for

that stream to be sent to.

By selecting the filter

stream, it will filter out packets that the router creates itself to send to you. |

always use Filter Stream.

Profiler

In version 5 release candidate 1, RouterOS introdu

ced a new tool called

Profiler. This basically gives you the ability to monitor CPU usage per task,

Profile (Running) =] E3

Mame CPU Usage -
console all 0.0
ethemet all 0.5
firewall all 0.5
idle all 98.0
management all 00
ospf all 0.0
queuing all 0.0
snmp all 0.0
trafficflow all 10
unclassified all 0.0

just like Windows Task
Manager does. In
Profiler ~you have
options for what CPU
you wish to monitor
(for multi-core systems
that is), as well as what
Service is using the
CPU.  Typically, you
should see something
like the image to the
left. Of course, you
can see if your wireless
system is taking up a

lot of CPU, or your queuing, your Firewall, or other task or services. You can

use this to see what tasks are taking up the most of yo

ur CPU time.
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IP Scan

The IP Scan tool scans an IP subnet and returns devices that can be pinged as
well as any information that it can obtain from that device. To run IP Scan,
click on Tools = IP Scan. Then select what interface you wish to run the scan
on, and the address range you wish to scan. When you run it, IP Scan will
show the IPs that respond, the MAC addresses, response time, DNS name if
any, as well as SNMP and NetBIOS data.

Interface: | private bridge ¥ | - Stark
Address Range: |172.25.0.0/24 . Stop
Cloze

Address MALC Address Time [mz] DS SHMP Metbios
172.25.01 0 core linktechs...

4

3
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Dynamic Routing

In v3+ a RouterOS license level of 4 is required for dynamic routing. This is on
all platforms including x86.

There are many books on OSPF, BGP and RIP.I will run through the basic
setup; however we will not discuss routing techniques, and most
troubleshooting inside this book as those topics are outside our scope here.

If Installed vs. Always

Most of the protocols listed below use both an “if installed” option and an
“always” option. Always distributes the route, well always, regardless of how
it was learned. It could be a static route, or it could be a learned dynamic
route. If installed, means only if the route was learned do we distribute it.

I P Distribute Default:

— v Redistribute Static Routes
Redistribute Connected Routes
v| Redistibute 05PF Routes

RIP or Routing Information Protocol, Fdidtibuite BSP Frovtos

even though outmoded by newer

protocols, is still in Router0S. The Delaiicide)

hop count limit of 15 limits the Sl Fimites i |1
network size as well as the speed of  Cennscted Routes Matric: |1
the routing updates. There are a USPF Routes Metic: |1
few version of RIP, as well including BGP Routes Metric: |1

RIPv1, RIPv2, and RIPng. RouterOS
does support all three of these RIP
versions.  Typical RIP updates go
out every 30 seconds, so there is
also a time delay in most routing Routing Table: | main
updates. RIP is also considered an

IGP or Interior Gateway Protocol and is not used on the Internet for routing.
Note that most RIP systems have been replaced by OSPF or BGP in most
modern networks.

Update Timer: |00:00:30
Timeout Timer: | 00:03:00
Garbage Timer: | 00:02:00

*l
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To configure RIP, you need to define your RIP networks and interfaces. You
can also further define how RIP distributes routes by configuring your RIP
settings. To access the RIP menu, click on Routing = RIP in WinBox. The RIP
settings window will look like the image to the right. Here you can change
different route metrics, and timers, as well as configure what routes to

Interface:

Receive:

Send:
Authentication;
Authentication Key:

F.ey Chain:

In Prefis List:
Ot Prefix List:

Tx Updates:
Rx Updates:
Bad Packets:

Bad Foutes:

private bridge
w1-2

wl-2

md5
BEZ35E25

Passive

o o o o

+

*

+

+

*

+

*

distribute.

Once you have your RIP settings configured,
you need to define how RIP talks on what
interface. Under the Interfaces tab, you will
need to add the interfaces that you wish to
run RIP on. You can specify what version
you wish to send and receive as well as
specify an authentication key to prevent
unknown devices from injecting routes.
Then click on your networks tab and add the
networks you wish to have RIP distribute
normally. You can define all networks by
entering a 0.0.0.0/0 if you wish.

Address: m
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OSPF

Open Shortest Path First, (OSPF) is the primary IGP used in most networks
today. It is also a link-state protocol. OSPF will send routing updates as
interface states changes. If you unplug an Ethernet cable, OSPF sends an
update. When you plug it back in, OSPF sends another update, and therefore
it can make routing changes very quickly. OSPF uses protocol 86 to
communicate between routers. To

configure OSPF, click on Routing = Router 0 | (DI

OSPF in your WinBox application.

*

Redistribute Default Route: | newver

*

Redistribute Connected Routes: | no
Inside your Interfaces tab you can

also click the OSPF Settings button.
Here, just like RIP, you will have the
options about what routes to
distribute, as well as the ability to change the default metrics.

*

Redistribute Static Routes: | no

*

Redistribute RIP Routes: | no

Ll

Redistribute BGP Routes: | no

| recommend securing your OSPF network, using at least the MD5 password.
The only other thing you need to do, just like RIP, is to configure the networks
that you wish to distribute via the Networks tab. OSPF can separate systems
into areas. By default, you will have a backbone area; and to start you can
simply use that. If you have not defined any interfaces, and you are not using
any type of security, then you may notice that you have Dynamic interfaces
listed. These are OSPF neighbors that you have started communications with
already.  To secure these communications, you will need to add your
interface and select the proper security method. | do recommend doing this
to prevent bad and unknown routes from being injected into your OSPF
network.

OSPF Loopback

By default the RouterID will be the largest IP address on the router, however,
if you wish to manually configure these, using the loopback address would be
the best. This will allow you to create a management subnet with a specific
subnet as well as keep your RouterIDs from overlapping when using many
different subnets on your network.

See the Loopback section for more information on using Loopback addressing
on your OSPF network for network monitoring, as well as management on
your network. The Loopback section will describe why this is important.
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Changing Path Costs

. . General | Stab
OSPF’s interface settings also allow you to A

change your path cost. You can specify Intertace: |ETHI
that an interface has a higher path cost Cost: |10
compared to another interface by using Friarity: |1
this method. If you have two links, and Buthentication: |nane 3

you wish to prefer the faster connection,
you can simply make the cost on the
slower link higher. If you want to do this

Authentication Key: -

Authentication Key [D: 1

both ways, you will have to do this on both Network Type: Lbroadosst ¥

interfaces so that traffic only flows on the Passive

faster connection and will only fail over to Retransmit Interval: |5 s

the slower connection if the primary fails. Tiersiit ek [ s
Hello Interval: (10 g

OSPF Fu||-dup|ex Links Fouter Dead Interval: |40 s

In the above text we described having two connections, one faster and used
as the primary link and a slower backup link. If you have two links that are
about the same speed but perform only in half-duplex, such as wireless links,
you can set these links up to create a full-Full-duplex link right in OSPF. To do
this, you will have two interfaces on side A and two interfaces on side B. On
side A, you will increase the cost of interface two, and on side B you will
increase the cost of interface one. Traffic going from A to B will use link one,
but when traffic on side B goes back to A, that router will send it out the
lower-cost link of link two.

This creates a full-duplex link and can be used with wireless interfaces as well.
What is nice about using this method is that both links are still capable of
doing two-way communications, so if one link fails, you still have
connectivity, just not a full-duplex link. This would have marginal
performance increase on a full-duplex circuit.

You also will need to take into account Firewalling with your OSPF full-duplex
links. Seeing that you will only see one side of the communications, you will
need to make sure that the routers or devices that you are running through
are not blocking or stopping invalid packets. This is one of those rare
instances where the invalid packets are actually legitimate traffic. Since the
connection-tracking system can only see one direction of traffic, it will see
OSPF full-duplex packets as invalid.
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BGP

We do have full support for BPG within RouterOS. BGP or Boarder Gateway
Protocol (BGP) is the key protocol on the Internet. It supplies inter-domain
routing across the Internet and if you are going to multi-home to several
providers then you will need to run BGP somewhere. Why should you run
BGP with several providers is a question | get asked quite often! When you
are running all private IPs behind your core router, then BGP is not really
necessary. You can change providers, gateways and connections without
much hassle. But when you end up with your own IP addresses, and your
own AS (Autonomous System) number, you will need to eventually run BGP.

If you are running with a single Internet provider, BGP will not help your
business that much, however, once you go with multiple providers, getting
your own IPs and AS is the way to go. Now, you have your own IPs, they
don’t belong to your provider, they are yours. It doesn’t matter what
provider you wish to use (as long as they will establish a BGP session with
you) and you can use your own IPs without issues. When you start running
multiple providers, you can start load balancing, and shape your traffic across
them.

To get started you will need several things. First, you will need to configure
the default BGP instance. This is basically changing the instance AS number
to the one you have been assigned, then creating a BGP peer with the next
router. Once you do that, everything else is modifying what routes are seen
by each peer, as well as changing and modifying route information for your
internal routing protocol. Most networks that | work with will run several
BGP peers to multiple providers. This provides redundancy, but also allows
us to load balance and provide symmetry across your network. If one peer
goes down, the entire network, along with all of your public IPs are still
reachable and able to use the Internet through the single peer.

Please keep in mind that there are entire books about BGP, how to optimize
BGP, provide load balancing and symmetry and failover. Refer to other
reference materials for more advanced configuration of BGP between
providers.
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Instances

When you start with RouterQOS, you will
need to create what is called an
“instance”. RouterOS will have a default
instance that you will need to edit to start
off. Changing your AS number is the main
task when starting. If you don’t define the
Router ID, it will use the highest IP address
on the router, however, this is typically
not needed. To configure your RouterOS
BGP Instance options, click on Routing 2>
BGP -> Instances tab. Then you can
double click on the default Instance.

You will also have the options of
redistributing your routes learned from
other routing protocols. This is important
because it will allow you to distribute
routes that are running on the inside of
your network. | recommend also setting
up an out filter here as well because you
should not wish to distribute IPs that are
not yours or IPs that are not valid, such as
private addresses.

Peers

The second step after configuring your
instance is to configure a BGP peer. This is
simpler than it sounds; keep in mind that
you will have to have IP connectivity.
Most providers will assign a /30 or /29 for
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+
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routing between your network and them. One of those IPs will be your

router and one will be theirs.

Theirs will normally also be the BGP peer

router as well. You can also use BGP multi-hop as well to provide a BGP peer.
We will cover that a bit further in the chapter.

To create a BGP peer, start by going to the Peers tab in your BGP

configuration.

Here, you can click the plus button and create a new BGP

peer. There are only a few items that you need to have to create a peer.
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Specify the instance that you will be using, the remote IP for your peer, as
well as BGP port to be used, the remote AS, and the MD5 key. Once you do
this, you should be able to establish a BGP session. This is very fast and
secure and you should have routes quickly.

Your provider may have other settings, including route reflects, different hold
times and TTLs. You typically will need to work with your provider or peer to
ensure connectivity. Inside the peer you have options for your in and out
filters. These again, are used to filter routes that come in and out of your
BGP session.

Networks

The networks in RouterOS are a listing of IP
prefixes that will be advertised to your peers. If
you have not placed filters in your BGP system, Synchronize
and you type in a network here, BGP will

advertise this network. The synchronize box, will first ensure that some part
of the network was learned via an IGP (Interior Gateway Protocol), this would
be via OSPF or RIP. For instance, if you put in the above network,
187.1.1.0/24 and check the Synchronize box, unless you have some 187.1.1.x
subnet in your routing table, it will not be advertised. If you only have an
187.1.1.0/30 it will be advertised though.

Metwork: | [N

Aggregates Prefie: |0.0.0.0/0

v/ Summary Only
BGP Aggregates are meant to summarize or ¥ Inherit Attributes
only send specific prefixes instead of Attiibute Filter: ¥
sending the entire routing table. If you Suppress Filter: ¥

have an entire /24 subnet dedicated to /30
subnets, you don’t want to advertise 64
/30s. You just need to advertise the entire
/24 or more to the Internet. In this event, you would use the BGP aggregates
to summarize the networks into one /24.

Advertize Filter: ¥

Foutes Used Count:

Here you can also specify Suppression and Attribute filters, as well as
Advertising filters. If you check the box to Inherit Attributes, any BGP
attributes that were learned from the smaller subnets will be carried over
into the summarization.
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Routing Filters

Inside dynamic routing we can use filters to Chain: *
filter and change routing as we wish. This Prefis M
is all done in the routing filters. To get to IR e v
the routing filters, click Routing = Filters. HEEEETE M
Here, just like other filters in the Firewall / Distance: v
Manage and Filters section, we can define : lzmpe: M
arget Scope: -
Action: | pagsthrough * Pref. Sounce: -
Routing Mark: v
Set Distance: w7 Fioute Comment: 4
Set Scope: - e =
Set Taget Scope: -
Set Pref. Source: ~ multiple chains. These chains are used
Set In Newthop + when defining in, out, attribute,
St Dty Dt +~ suppression, and advertising filters in
Set Dut Nesthap: T your dynamic routing protocols.
A s T Instead of specifying a source IP we are
setfows Commert T defining prefixes and then prefix
Set Check Gateway: hd
Set Disabled: - lengths.
Set Type: -
a-gGP There are plenty of options here to
el BGP Weght | 'Y match data. This is just like matching
SeUHEF LovalFret: T data with your Firewall or Mangle rules,
Sef::;:;e;; : but now you are matching routes or
P —— prefixes! You can also match by BGP
BG Communiiss: + information as well, such as
-~ Append BGP Commurifies communities, MEDs, or even AS paths.
- EGPBGPAS path [ o You also have the option to invert your
BGP A5 Path Lengih - matches as well.
BGP wWeight hd
BEP Local Pret T Once you get your matches, you can
 PaPHED " then perform an action. Most of your
Bﬁpmnm'c:;j::: : actions are going to be passing through,

o BGP Commurities because you want the data to run
BEP Cammerrzs ~  through your router, unless you wish to
Invert BGP Communities .
drop or discard routes. There are many
options including BGP and community
options. Most of these options though will be through BGP sessions. The
ones that | commonly use are the BGP Prepends and Local Pref as well!

Irwert Match
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BGP Configurations

In this section we will discuss several different common configurations that
providers frequently use BGP in. Since BGP is really designed for multi-
homed networks or networks with more than one upstream provider, these
are what we will focus on.

Default/Summary/Full Routing Table

When we talk BGP to another peer, we typically have options specifying what
kind of routes we receive from them. The three most common are default,
summary and full routes. Most of the time, the default, or 0.0.0.0/0 route is
the only route that most configurations need. Summary routes are exactly
that, a summarization of the major network blocks, greatly reducing the size
of the routing table and the time it takes for your router to receive those
routes from your peer. The largest routing update that we can receive is a
full Internet routing table; this is upwards of 400,000 routes! This can take
considerable time to receive and in many cases is simply not needed.

Single Router — Primary and /Backup Upstream Providers

I have seen configurations like this for providers that have started with T1s,
and have since has since moved to MetroE or fiber service. In most cases,
when they move to the new circuit, it’s typically with another provider. They
want to be able to use their T1s or older and slower circuit in case of a
primary circuit outage.

In this scenario, you would form two peers, one with each provider. You will
also only need default routes from your providers. Since you are using one
provider as primary, you simply will ensure that that provider’s default route
is lower cost than the secondary provider. The secondary provider will also
send only the default route, however its cost will be higher. You can modify
this cost using your routing filters.

Setting the default route cost inside your network is fairly simple thing;
however, the inbound traffic requires a bit more configuration. The simplest
method to still advertise your routes to your backup provider, but not use it,
is to simply add prepends. 5 to 10 prepends is more than enough. Prepend
simply adds your AS several times, however many times you prepend into the
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routing table. This causes other routers to see the prepended route as a
higher cost. In many cases your network is within 5-6 AS numbers away from
everyone else. If you prepend at least 6 times, everyone on the global table
should see your primary provider as the lowest cost route, and will use it.

To further expand on prepending, assume that provider A, AS 532, you do not
prepend on and provider B, AS 555, you prepend four times to. If a user
connected to another network is on AS (anonymous system) 114. AS 114
both directly connects to AS 532 and 555. You directly peer with 532 and
555 as well. Your AS number will be 111. In this case, from AS 114, it will
receive two routes for your prefix, one from each peer. The one from AS 532
will show a AS path of 532 114. The prefix from AS 555 will have an AS path
of 555 114 114 114 144. The question is which is shorter? In this case, of
course the path though AS 532 is shorter; therefor the one AS 114 will use to
send data to. Now let's assume some event causes your peer with provider
A to go down. The global routing table is updated, and now AS 114 only
receives on route with an AS path of 555 114 114 114 144. Even though this
is five AS's away it’s the only path, therefore it will be used.

Once your primary provider goes off-line, the BGP peer to your primary
provider will go down; hence the advertisements will be removed from your
primary provider and all of your inbound traffic will start to come in your
secondary provider.  Your outbound traffic will follow suit as well, as the
primary BGP default route will be removed from your routing table and the
only one left, even though it is a higher cost, will be used.

Single Router — Same Speed Upstream Providers, Load Balance
Traffic

Another simple BGP configuration is when network interconnects with two
other providers. In this case your internet providers are at the same location
and connected to the same router. By forming BGP peers with each of your
providers, you can announce your |IP address space out to the world, and in
the event that one provider fails, your IP space will still be globally accessible
though the second provider.

In most typical networks you will have some form of IGP (interior gateway
protocol), such as OSPF or RIP, running on the inside of your network. On
your edge device, you will form two BGP peers, one with each of your
providers. In this case, you typically will want to receive the full internet
routing table from each provider. The reason why you would wish to do this
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is because you would typically want to have your outbound traffic going out
the provider that the destination is the closest too.

As an example of this; let’s assume you have two providers, A and B. You also
have a customer that creates a VPN on your network out to another site.
That site has a connection with provider B. In this case, you would want the
outbound traffic from this customer to go out provider B and the inbound
traffic from that VPN to come in provider B. By receiving full routing tables,
your single router can determine what IP blocks are closer on provider A and
what IP blocks are closers on provider B. It will automatically send traffic out
using lowest cost route, either using provider A or B. We can massage the
outbound traffic, by adding route filters for specific IP blocks to either
increase or decrease the cost we calculate upon receiving those blocks from
each provider.

We also have to watch our traffic and our upstream providers to ensure this
occurs. If you peer with a smaller local company, and then peer with a large
international provider, you will typically find that most of your traffic will go
out the larger provider. This is not necessarily bad, but you will find that
your smaller provider’s bandwidth is be less used.

How we get to the inbound data is determined by or our advertisements of
our IP space, or prefixes, to the global routing table. Again, if you do not
change any settings, all of your blocks will be advertised at the same cost.
Again, this is not necessarily bad or wrong. If you use two international
providers, this may work out great and inbound traffic will be fairly balanced
between the two. Regarding our example of one provider being a small local
provider and the other provider a large international provider, again, you will
find that your inbound traffic will prefer your larger provider’s connection.
If you are using two connections from the same provider you typically will see
a good balance though.

If you have two providers, one the large international provider and one that is
a smaller local provider and you advertise your prefixes to each equally, with
no prepends on either, then you typically will see the majority of your
inbound traffic coming in on the peer with the international provider. The
larger provider is simply better connected to other AS's. Now, assume that
the larger provider is being preferred so much that you are overloading your
connection, but you have an abundance of bandwidth available with the
smaller provider. Simply add smaller blocks without prepends to the smaller
provider, and then advertise only the large block out to the larger provider.
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This will get them coming in through your smaller provider and thus shifting
inbound traffic away from your larger provider.

Let's use a /22 as an example of shifting inbound load. In this /22 we have
four /24 subnets. If most of our traffic is coming in the larger provider, we
need to offload some of that traffic to the smaller provider. We started by
simply having the entire /22 advertised with no prepends on either provider.
This is fine as it gives us our redundancy. Now we will add one or two of the
/24s to be advertised out the smaller provider. Since the /24s are more
specific prefixes, they will be used instead of the larger /22. 99% of the /24s
that we advertised would come in through the smaller provider. If we lost
connectivity to the smaller provider, the /22 would reroute traffic though the
major provider as it’s still a valid route.

Is modifying the inbound/outbound costs what you really want to do? If you
are looking to balance your connections or if there are different costs
involved between providers, then there may be business reasons to do this.
If you have two 50 Mbps Internet connections and you are starting to see
periods of time where your connection to the larger provider is being maxed
out, then you may wish to push some traffic out your smaller provider before
purchasing more bandwidth from the larger provider. However, is this really
going to provide your customers with the fastest possible connections and
best routing path? You should answer this is a question that you will have to
answer both technically and in your and from a business perspective.

Two Connections — Diverse Peering Locations

Having two, or more, providers at different peering locations on your
network provide another challenge to your network operations and business
practices. You have two high speed connections at different points on your
network, and you are paying for them so you want to utilize them, but you
also want to provide the fastest service possible and have the redundancy
that BGP can give you. There are two distinct options here, and a question
that you have to ask about your network. The question is; do you have a high
speed connection between your two diverse on-network locations?

High Speed Connection Between Peers

If you do have a high speed connection, and if it is figure 75% as large as of
your upstream provider’s bandwidth to be a good number, then you can have
the best of both worlds; -diverse connections but also proper route selection.
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In this situation you will be able to receive full routing tables from each
provider, and then form a BGP peer between your two routers, typically over
a VPN or tunnel type of connection. By doing this, your routers learn of each
provider’s routes and costs, and just like in the single router examples,
routing takes place on a lowest cost basis. Unlike OSPF however, the
connection between the two routers inside the same AS is not really counted
in the cost path. If your customers outbound connection hits provider A’s
edge router, but that router identifies that the IP block the customer wants
wishing to go to is on provider B’s network, router A will send that data over
the VPN or tunnel link to router B to be routed out to provider B. This would
works in reverse as well!

This gives you the ability to use the closest and lowest cost routing path on
outbound connections. Inbound routing would take place the same way;
however, it would not look at your internal path costs!  If your public IP
space is advertised as the same cost on both providers, then inbound traffic
will take the lowest-cost path. Now this is where we get to undesirable
paths. For instance, if inbound data comes in on provider B, but the end IP
address is routed to an IP that is at the datacenter where your provider A
connection is. You are now transporting that data across your network and
using taking up more resources. This goes back to the question of if you have
a high speed connection between your BGP peering locations. If you do then
this may not be of major significance.

No High Speed Connection Between Peers

A large number of providers do not have a large, on-network connection
between their BGP peering points. A network may already be transporting
lots of traffic and we may not have the transport resources to carry traffic
from the provider B peering point to a peering point location near provider A.
Now, we need to come up with another method, or in this case, a scheme to
balance this out as much as possible. The most common method is to break
your network up into segments. These segments will have specific /24
subnets assigned to each of them. These subnets will be then advertised at
the lowest cost out the nearest peer. They will also be advertised out the
other peer(s) that we have but at a much higher cost. By doing this, we still
expect that some traffic will come from provider B destined for provider A’s
IP blocks, but most of the traffic will come in provider A. If provider A goes
down, the IP blocks will still be accessible though the higher-cost
advertisements out provider B.
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We also need to split and manage our outbound traffic. By using an IGP, such
as OSPF, we can split our network between the two providers. Adding costs
to links between the sections of our network. This then allows half of our
network to have a default route of provider A, and the other half to have a
default route to go out provider B. We will advertise the /24s that are on
provider A’s side of the network out provider A without any additional costs,
but also advertise them out provider B, but with added cost. We will also do
the same thing for the /24s on the provider B side of the network.

When we do this, splitting of our network, if an entire provider goes down,
our outbound traffic, (even though going over a high cost OSPF link) will still
go to the provider that is still up and running. The peer that is still connected
will still be advertising all of the IP space, some at high cost and some at low
cost. We also do not need to form a BGP peer between our routers, nor do
we need to get full tables, because we do not need to know about anything
else. We simply send the outbound data to the closest default gateway. The
process of balancing of the two connections is simply a mechanism to break
the network into multiple segments. Each segment will have their own
provider, and under normal operations, both outbound and inbound traffic
will take the closest peer to that segment. Only in the event of a failure
would traffic go out the other provider.
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The Dude NMS

MikroTik had a need for a centralized monitoring and management
application to manage RouterOS systems. They started to develop an
application called “The Dude”. There is an entire story on how The Dude got
its name, but | won’t bore you with that! What we are going to cover is
installing, configuring, and running The Dude system.

The Dude is more than just a RouterOS management tool. Yes; you can use
The Dude to perform upgrades quickly with just a few mouse clicks, but it is
also a very powerful NMS or network monitoring system (NMS). You can
monitor the up and down status of virtually any kind of network device. You
can setup SNMP probes that delivering detailed network information right
onto your desktop. It is multi-user capable via both its own Dude Client
interface or through Dudes web-based interface. Network alerts, e-mails and
SMS are all parts of the Dude package. You can also run Dude on any
Windows PC and even on some RouterBOARDs as a package. With all of
these features, you would expect The Dude to be expensive; RouterOS has
made this useful tool completely free. Even if you don’t run RouterQOS, you
can still use it to monitor networks, track bandwidth usages and manage
devices.
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Installation

Installing The Dude is very easy regardless if it is on a Windows PC, Linux box,
or a RouterBOARD. You will need to download the package for the platform
that you wish to use it on from MikroTik’s website at http://www.MikroTik
com/thedude.php. Here you can download the Dude for Windows, or the
optional RouterOS packages. With the RouterQOS packages, remember that
you will need to ensure you get the right processor version for your
RouterBOARD product.

Windows Installation

Installing the Windows version of The Dude is just like installing any other
Windows application. You will Download the windows installation file, and
run it. Agree to the setup terms, and select the
components to install. Dude really has two main
components, the Server and Client. In the
Windows installation, you can install both the
Server and the Client at the same time. The
required component is the Client, and the Server
files will allow you to run a Dude Server on your PC. Dude does have the
capabilities to run the Server as a service under just about any of your
Windows versions, but that is configured in the Server settings. If you check
the Reset Configuration box, this will wipe the configuration data files and let
you start over. | normally never need this as there is also a Reset
Configuration option inside the Client application.

nfiguration
The Dude {required)
The Dude server files
Start Menu Shortcuts

After the selection of the components to install, you will then select what
folder you wish to install in. Here is a little trick that I like to do. Keep in
mind that | use The Dude everyday on many different networks. We have
many different Dude Servers and versions out on many different networks. |
have to be able to quickly change between different Dude versions and
Servers all of the time. When | select the installation folder for the Dude, |
install it in a folder with the version information. For example, for The Dude
v3 RC2, l installed it in a folder called Dude3rc2. This way | can have different
versions running at the same time as well.
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RouterOS Installation

Installation of the Dude on RouterOS is as simple as a package installation.
RouterOS will have a NPK file that you will simply copy to the root folder and
reboot the router; however there are some restrictions that | would
recommend you use. You can install Dude on a 100 series RouterBOARD if
you wished, however, due to memory and disk space constraints, | would
highly recommend against doing so. Dude is a decent sized package and it
does use RAM. After it monitors and collects data for a while, | have seen
Dude installations that have become quite large. | have used RouterBOARD
433Ahs with a one or two GB Micro-SD card for storage of Dude Data. | have
seen Dude data exceed 800 MB before, so make sure you have the extra
storage space. Something else to take into consideration is that even if you
think you have enough storage, you may not because when you make a
backup of the Dude application, it creates a XML file, which it has to be (yes;
you guessed it) stored somewhere before you can download it.

Dude Agents

A Dude agent is a Dude Server acting on behalf of the primary Server. No
data and configuration is stored on this other than a username/password to
secure that Dude Server. Your primary Server will be programmed to use the
agent to get to subnets that are not normally accessible by the primary Dude
Server. For example, if you may have multiple hotspot networks behind
different types of broadband connections, and these hotspots may share the
same common IP structure. In this case, if you had a single Dude Server, you
would normally only be able to ping and monitor devices with public IPs for
the most part. However, with a Dude agent, your primary Dude Server can
request the Dude Agent that has both a public IP and a private IP to ping the
private IP. Since the only private IPs the agent can ping are the ones local to
itself, you can monitor the entire private subnet behind the NAT with the
Agent. If anything ever happened to the Agent box, nothing is lost, as the
entire configuration is located on the primary Dude Server!

Installation of a Dude Agent

Well, there is none! You will simply install the Dude service into RouterOS. |
would also login to that Dude Server and put a username/password on it as
well as secure it with the Firewall on the RouterOS system, however, that’s it.
Now you will simply make calls from the primary Dude Server to the agent.
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Dude Layout

Once you perform the initial installation, you should get an application like
the following:

& admin@Iocalhost - The Dude 3.4

Cortents
[ Address Lists
& Admins
] Cratts
[ Devices
1 Fies
[ Functions
[ History Actions
5 Links
= 5 Logs
57 Action
L7 Debug
£ Event
L7 Syslog
[ Mib Nodes
=1 5] Network Maps
[ Local
[ Networks
[ Netfications
[ Outages
= 5 Panels
[ admin
1 Probes
< 1

Connected

@®)| | Preferences || @ Local Server
O Setings | |l | @4

m

Help ! ) I 55 LINKS == WWW |
A ji=|=|
& || e7|| W | Settings | | Discover || ~Tools | [d| || | Laver: [inks ~| 2

(Cliert vx Dbps /< Dbps [Server: o 255 bps / t 30 bps

This is the initial screen area for the Dude application. In the upper left, we
have the settings, Server and other command buttons. Along the left we have
our contents to get into all of the sections of the Dude application; below
that, a quick reference map window. The main application screen to the right
is where your maps will go!
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Running a Server

The Dude application installs the Dude Server, if you checked it, and the
green indicator light shows that you
have a local server running by the
green indicator light. If you click || Settings | |od || ¢4 | & B~

Local Server, this will give you your
options for the Dude Server. If you
uncheck the “Enable On Localhost”
box, the Dude Server will stop | EnableOnLocakhost

running. If you give it a second or | RunMods: [altime =l
two, you will note that the green | @ severRunning

indicator will change to grey,

showing that the server application is no longer running in the background.

@ Preferences || @ Local Server Help

There are several server running modes. The default mode is for the server
to start with the client and stay running until the computer is rebooted,
however, this does NOT start the server when you start your computer. The
second mode is “only when local client is running”, and will do exactly what it
says! When you start the Dude client application, the server will run, and
when you close the client, it will stop the server. The last mode is “As a
Service”. This mode installs a “The Dude” Service into Windows XP, or greater
allowing the Dude service to start with the workstation or server in question.

i dude,exe Dennis Qg 13,664 K dude.exe
dude,exe Dennis 0o 16,368 K dude.exe

| want to point out, that upon the installation of the Dude and the Dude
server files; you will have a local server running. When you execute the Dude
application, it actually starts two copies of the Dude.exe file. One is the
server and one is the client that you are using to communicate with the
server. exe that is running in the background.

Resetting Configuration

Inside the Local Server dialog box there is a reset button. This button resets
the Dude configuration back to just after the installation, clearing out
anything that you may have configured or installed.
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W Local Server |£|

[v¥ Enable On Localhost Apply

Run Mode: |aII time: j

@ Server Running

Menus and Options

The left context menu
|| o Settings == has the management

features of your Dude
System. The first '/ is an undo command for The Dude. If you delete
something, you can undo this. There is also an undo contents list that shows
the commands that you can undo. The [~/ is a redo command option in case
you wish to redo the undo!

The settings button here goes to the main server configuration. | will cover
that in the next section.

These ™ %/ puttons are very important as they are your export and import
commands. The export button, on the right, tells the Dude to generate a XML
file with all of your Dude data. It stores this on the disk, and then prompts
you to download the file, or save it somewhere. When doing exports, you
need to keep in mind that the XML file contains everything!  What is
everything? First and foremost are the devices, what and how you are
monitoring them, what map they are on and how to notify you. It also
includes the server configuration that you have. Any background images that
you put in your Dude application, they are in the XML file, as well as other
files images, and even RouterOS NPK files that you have in for upgrading from
the Dude Server are included in the XML file! Think about how big that file
can get big really quickly.

The import button, the one on the left, does the exact opposite of the export;
it takes an import XML file and imports it into the system. Once done, the
Dude server will restart and apply that configuration. This sometimes can
take a few minutes on RouterBOARDs. You will see their CPU jump to 100%
for several minutes and will be unable to connect to the Dude during this
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time. | assume that the Dude application is loading up the XML file during
this time.

Above the Map window you have more commands. The #7 or (plus sign),
just like in RouterQS, allows you to add a number of items into your map.
Things like your Devices, links, other maps and so forth. You also have a
(minus button) to remove objects that are selected, -again, just like inside
RouterOS. Like most windows applications, you also have the copy and paste
commands here as well.  The lockl® prevents movement of your
devices and links on the map. The hand tool [** allows you to click to drag

your map instead of scrolling, and the pointer, | * allows you to select objects
in you map.

Settings Discowver ~ Tools

The Settings button above the map is the map
settings button. We will discuss this later as well. The Discover button
activates the discovery tools, and the tools section allows you to export the
map to an image file and helps you automatically lay out devices.

Server Configuration

The Dude application has a lot of configuration options. | will cover the ones

that are not cosmetic. To get to the server

Preferences || @ L configuration, click on the Settings button right

o5 below the Preferences. This will get you into the
server configuration for your Dude Server.

Settings

Inside the Server Configuration Options you will have a number of tabs. Be
sure to see that the structure of configurations, tabs and menus are very
close to that of RouterOS. The movement throughout both The Dude and
RouterOS is similar. The first tab we get is the General tab. This gives your
Dude server the primary and secondary DNS and SMTP server. The From
option is the mail account that the e-mail should appear to come from. At
the time of the writing of this book, RouterOS has an authenticated e-mail
system, however the Dude does not. So, for your Dude system to be able to
send e-mails, you MUST have a mail server that will accept un-authenticated
SMTP e-mails. You can do this by having a mail server that will take all mail
from the IP address of your Dude box, and/or accept all mail from specific e-
mail addresses regardless of authentication. | would opt for the IP address
for security reasons.
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@ Server Configuration

il

Primary DMS: |I=EREERNN

Ml Folowing DNS servers will be used to look up device
Bl names and |P addresses

General |5NMF Poling Server Agents Syslog Map Chat Report

Secondary DNS: [0.0.0.0

Ml Email notifications will be sent using one of these
Bl SMTF servers and Email address

Primary SMTP: [0.0.0.0

Secondary SMTP: [0.0.0.0

Hid

The next tab is the SNMP tab.
The Dude allows you to have
several different SNMP
community strings active at
once. Inside this tab, you can
create several SNMP profiles.
Within each one, you can select
what version of SNMP you
wish to use, what community
string, as well as what port.
You can also tag on notes in
case you have an odd device
out there and want someone
to be able to remember what
that SNMP profile is for.

The Polling tab allows you to
setup the default polling times
and notification events for new

From: Idude@scme.domain.com

General SNMP ‘Pnl\ing Server Agents Syslog Map Chat Repott
Wl Defauit options for Simple Network Management
Protocol (SNMP)
Diefautt: Iv1-pub||c ;I
(][
[Name [Versi_ + |Community [Pot [Motes
v1-public 1 public 161
v2-public o public 161
no-snmp none
SNMP  Poliing ‘SM Agents Syslog Map Chat Report Discover
[V Enabled
ey el [3:00:30] =l
Probe Timeout: |KREIVETN] LI
Probe Down Court IE ;I

Natifications

Motifications that are performed on service status
changes if not specified on lower level

log to events
v logto syslog
popup

devices. You can enable or disable the polling options and well as control
how often, when to consider the probe timed out, and how many probes

must time out before you get an alert.

The bottom section is your

notifications. This allows you to set the default notifications for new devices.
| typically would configure the notifications first when building my Dude
server, as | want the notification options on all of the devices that | add
anyways, however as you grow this may not be an option for your network.
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Configuration of Dude Servers

The Server tab is very important. This controls the remote server as well as
the web server application. The .rme.

. ¥ Enable
default is to allow remote Fon: [0

connections to your Dude server. Secure Por: [E271

These connections are other Dude et oonan -

client’s attempting to connect to the T~ S

Dude server. The web server e zz |i23

portion allows you to access the basic  aowes tetworks: [To000 :

Dude information, device up/down sesenTmeo [FEEI =
Refresh Interval =

status and maps on a web server
port. | use the web server portion to
allow users access to maps as well as up/down status for devices, but | don’t
want them to edit data or have to install the Dude client software. | have
used this very successfully with call centers to allow their agents to check on
network status with a click of a button instead of again, having to have that
client software loaded on each PC.

Cetficate: [certicate pem s
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Dude Agents

Dude agents are Dude servers that
function as an agent of a primary
Dude server. These Dude servers
allow you to relay your Dude probes
though them. One of the ways | use e fsener El
Dude servers for is to get by a NAT s e ‘::df - ‘?’
system. To setup Dude agents, you

simply install a Dude server. It can be on a PC system or on a RouterBOARD.
Configure a password to secure it, and then you will add it a as a Dude Agent
in your server configuration. You will need the IP, name, port as well as a
username/password to connect to it. Here it will show the status of the
agent, and if it is on-line or not. You can configure a number of them as you
need.

Server Agerts | Syslog Map Chat  Report Discover Router0S Misc ..

With Dude agents, the Dude server that is not an agent acts as the central
database. No information pertaining to the relay of probes though the Dude
Agent is stored on the agent; all configurations are stored on that central
Dude server.

Dudes Syslog Server

Dude also operates a Syslog server to handle all of your logging needs. This
database can get quite large
sometimes; however it does
work quite well. To enable your

[v¥ Enable
Port: [514

+ | 44| & =
H Source Add...|Regexp Action Notification SVS|0g Server, go to the Syslog
1 [ I
e ot sven tab  under the  Server
Configuration options. By

default, the Syslog server is enabled; however, | do recommend that you
secure it with a better set of rules. These rules are just like Firewall rules,
except they are only are for data coming in on your Syslog server.
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Dude Discovery Services

In the Discover tab you will have all of the discovery options that the Dude
offers. As | start this section, it was hard to figure out what | wanted to say,
so let me put it this way. If you know the layout of your network, then there
should be no reason for you to need

seckLi: [T -] . .. to do a discovery process. | would

Name Preference: [DNS, SHMP, NETBIOS. IP | h|gh|y recommend that if you can
Mode: [fast (scan by ping) | . .

i o [ = avoid the discovery process, do so.
Biggest Hetwerk Sizs Alow Hap Te: [ Even though you have many network
o o— devices that can be discovered, the
[ ettt discovery process can lead to a messy
™ Layer 2 Structure H
e map. | prefer to build maps and Dude
e systems from scratch to ensure that |
™ Add Seviceess | - know exactly what is on there and

hax Simultaneous: -

where devices and links go. Also, this
helps you understand your network as you build it.

There are other features of the discovery service that may be useful.
Specifically, | like to leave the service discovery on, but limit it to the specific
types of probes that | wish it to discover. Specifically, pings are what | am
mostly interested in, however sometimes CPU comes into play as well.

Note that in the screenshot above, | have turned off most of the discovery
services, and | do not let these services run on to a big network. The reason
for doing something like this is to prevent the discovery service from starting

to run, as during its process, it sends out hundreds

Name

imapd of connections and probes looking for devices etc.

i On a small network, this is okay, but on larger

SeEmieEs T Bl :::‘;i“ networks it can cause huge outages and have messy
v E:pga results. In the services to discover, | will leave on

printer ping on. That way | can discover the ping probe as |

a add many devices, however, if you wish, you can

discover other services as well, as this service
discovery process can be pointed at a single device while you are creating it
on the map. On the rest of the options, such as the device types, | typically
turn these off as well. Keep in mind that these are my personal preferences
and yours may vary.
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Admins

The Admins section of the Dude is the user management system. This allows
users to login to the Dude application, view network status, and login abilities
to the web access if applicable. Just like
RouterOS’s user management system,
you have groups where you can specify o i S
rights and policies. You can control

Adming | Groups | Active

policies, the ability to login remotely, via E;;“; Er"mm
the web, login locally, and specify as well admin bl
as if they have read/write actions as well rodnevh read
are all policies that you can control. The readarly read

agent policy is to allow that user to use

this Dude server as an agent. If the user account
that you are trying to use in the server configuration
for agents is not setup with the agent policy then the Policies

Marme: (=5

agent relaying will not work. W read [ wirite
v lozal v remote
> .
Charts v web [ palicy
[ agent

Charting in the Dude is done by specifying values units, and a scale based on
some data source. Dude already has many data sources as you are collecting
data from the devices that you are monitoring. However, you can use SNMP
(Simple Network Management Protocol) OID (Object Identifier) and functions
to collect the data. Building functions is outside the scope of this book. | will
share a graph that | built to monitor TCP connections on a Windows server.
This may not be something that you
can use, but you may be able to

Mame: |Connections

Type: |snmp oid ﬂ
modify it for your needs. Deta: [qauge (ebsolte value) =
Scale Made: | muliply =l

Scale: [1.000

To start, we create a new data e o
source, to get here, open your e [rone =]

Charts pane, and then you should

have two tabs at the top; one is for your Charts and one is for your data
sources. On the Data Source tab, click plus to add a new source. We will
name this, and then make the type SNMP OID. Our data is going be an
absolute value; i.e. the value that is returned is what we wish to see. The
scale mode in my case is Multiply, but we have a scale value of 1, so even
though the calculation is done, it does not modify the number. The unit will
be connection counts.
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Next, we will fill in where to get the information. In this case, the bottom half
of our connection information contains the address of the server, the Dude
agent, the SNMP Profile (remember we have to be able to pull that SNMP
information), as well as the OID that we wish to view, plus how often we wish
to pull that data.

General | Appearance Next, we have to create our chart.
Simply Click the chart tab, then click
plus and create a chart with the chart
name you wish to have. Once the chart
i Source is created we get the chart Elements
1 Connections
i box. Here we are going to add our
connectlons data source that we just created. By doing this, we should get a
chart of our server connections; remember you will have to wait a while to be
able to see some data, as it only polls at the intervals that you put in the data
source.

Devices

The Devices pane gives you a lot of information about your individual devices.
Devices are objects that you wish to monitor, and this pane will give you
detailed information about each one. What is also nice is that, Dude has the
ability to covert the MAC to a brand, so in the image below, you will see
several MAC addresses but with the brand of device that is connected. This
can be helpful to determine what gear the customer may be using.

List | Tree RouterDS  Types  Mac Mappings

& g & Gtatus all ﬂ Type: |aII
MHame Addreszes MALC Type Mapz

| 4222 4222 Saome Device t aster View
= 2HFFD 10.0.2.254 UbiquitiMe:50:0D:12 Some Device Maszter Wiew
i w_schum.. 1001113 |JbiquitiM e:64: 35:FE festus_tower
P& w_argana  10.0.11.91 UbiquitiMe:63:30:C0O festus_tower
> n_j howell 10,0123 High-G aind:00: 4820 festus_tower
> w_feick_j.. 10.0.12.83 ZinwelCor82:F2:.CF fegtus tower

Inside here, we have also have a lot of information as well. You can add
notes to each device. This is extremely useful when you are swapping radios
or creating a service history on the device. The tree view is not as useful;
however the RouterOS tab can get you some wonderful information. As you
can see below, under the RouterOS tab, you will get information on your
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RouterOS devices, such as the name, version board and what packages are
installed.

List Tree Router0S | Tupes  Mac Mappings
Device | Group  wirsless Registration | Simple Queus

W= ~ Upgrade

Status Marne Yersion |Architect... | Board Upagrade Statuz | Packages
I o ok 2K DUDE 3.24 mipzbe RE4335H routerog-mipsbe, dude
I vy ok, Z2gig 2 Hill 3.24 mipzle RE112 routeros-mipsle
I " ok Zknfes_2ksfes 3.24 mipsle REG32 routeros-mipsle
I o ok Zhwlfes 3.24 mipsle REG32 routeros-mipsle
I + ok, 3= HILL AF1 3.24 mipzbe RE433 routeros-mipsbe

Also you will see a Status; this means that the username/password that is
stored in the Dude for the device allows us to connect to the device to get
information. If you can’t connect, you cannot get this information. Dude is
constantly checking this so this gives you a good way to find out what Dude
devices needs to be updated to ensure you have the proper password for
them.

Device  Group ‘Wireless Registration | Simple Queus

L
Device Fadio Ma... | MAC AP WDS| Tw/Rx Rate |T=/Rx Sig... |Comment Last IP
bd_wpal 000C422.. Routerboar2B:52... yes no  48Mbps 73 10100.0.10
bd wt_h.. 000C422. Routerboar2B:53.. no  no  48Mbpsl.. 74473 200.97.010
fes_hil 5. fes Bghz  UbiquitMe:63:98:F0' ves no  54Mbps BB 1.35.010
fes hil 5., 000C423.. Routerboar3s:DZ2.. no  no  48Mbpsl.. 71474 200.97.010
gillam_rptr  Foster Ubiquitbe:BE:51:39 no no  11MbpsS.. -43/-49 2R256.010

Above you can see another useful tab in Dude. This is the Wireless
Registrations of your network. Dude is pulling data from every device that
you can monitor Dude is pulling data on! And due to this, we have a bunch of
data as it pertains to your wireless registrations. Here we have all of the
wireless registrations from all the devices that you have listed! Along with
their signal levels, data rates and IPs, you can add any comments you wish to
make about on them. You can also double click on the wireless registration,
and it will give you your registration information, just like if you were in
RouterOS!

Device | Gioup | Wircless Regisiration.  Simple Queue
&= v x| M S

Device + [Name | Commert Destination Taget RuLimkMas | TsLimitMas |RxBytles |TsBytes |RsPackels |TsPackets |RxAvg Rate |TwAvaRate
WIF Edae 2k X0 10012100732 24231K8  233MB 20610 27915 1.8kbps 2101 kbps
WIFl Edge kb 10033101732 128 kbps 256 kbps BIMB  352MB 316730 117813 234kbps 873 kbps
WIFl Edge 2Zkn_b 1013810/2¢ 256 kbps 1 Mbps 653MB  7486MB 437917 654468 7.44kbps  185kbps
WIF Edge Zkn_h 101362250/32 128 kbps 512 kbps 01MB 121.1MB 232460 243833

WIF Edge 2k s 10056251732 256 kbps 1 Mbps 126MB_ 5074 MB 03285 363344

This image shows the Simple Queue tab under RouterOS. We can see
queues, data rates, and limits setup for each of our RouterOS devices. What
is even better is YOU CAN CHANGE THEM! If you double-click on a simple
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queue, you will update the simple queue on the device that you double
clicked! How easy is that?

Device Options

If you double-click your device, you will get a big dialog box that will show lots
of information. You will have options to set the device Name and IP address,
as well as what type of device it is, if you should poll that IP address through
an agent, what SNMP profile to use as well as username/password
information for RouterOS devices.

Under the Polling tab, you have options

v Enabled .
to specify how often to probe the
Probe Interval services that you have selected on the
Frobe Timeaut: next tab, as well as what notification
: options this device should use. By
Prabe Down Count: default, your polling options will be
[ Use Motifications defaulted, this means whatever
network map the device is on, it will
ooo
inherit the polling settings of that map.
M ame
E-Mail ) , _
beep The Services tab is exactly what it
ernail-LTI sounds like; it is the services that the
flazh Dude will probe in an attempt to
log to events monitor the service. You can have
log o sysiog multiple services on one device. If a
pOpUp P '
zpeak,
=1 @ & | Remove Resolved
single or multiple services are  |....|Status: |Time Dueliin_|[SeR iz
. . resolved Aug/1 032446 00:00:58  ping
down, but at least one service is resalved Aug/11 022239 00050 ping
. . rezolved Aug/10 2116068 001906 ping
up, then the device will be resolved £ug/10 21:07.56 00:01:09  ping

considered partially down.

Typically this means that the device will be a different color on your maps, for
example, yellow instead of red, showing that the device is reachable just that
some services are not responding. If all of the services are down, then the
device will show as red, indicating all services have failed.

The Outages tab is a wonderful history of the outages that the Dude has
reported on. What is really nice is that you can place notes on each outage
so that you know the reason and why the outage occurred. Note that in the
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image we have the time/date and the duration of the outages just for this
device.

Under the SNMP tab, you will have all of the information that the Dude has
probed for, typically this can be quite a bit of data. In the image below this
text, you will see IPs, Routes, ARP table entries, CPU usage, simple queues,
and more. This data is nice to be able to see inside the Dude, however, it is
mostly for show in the Device. The RouterOS tab is the exact same thing as
the SNMP tab as well, but it may show more RouterOS-specific information
including the packages, files and neighbors of the RouterOS device, but it is
also information for you to view.

Interface | |p Fowte &rp | Bridge Fdb | Storage | Cpu | “Wireless Station Fegis

#H & ™M
M ame Type kT T=Rate Fx Rate
etherl [1] ethernet-cama... 1500 304 kbps 360 kbpsz
wlan1 [15] ieeell211 1500 360 kbpz 29.3 kbps

The History tab of the device can give you detailed history information and
graphing of the services. Depending on what kind of services you are
monitoring, it can present a number of different types of graphs. For
example, for a device that is monitored for DNS, ping and CPU; the DNS and
ping graphs will be 1

response times. How |

long did the device :

take to ping, and how |**

IOng did the device ’ 16:08 1808 M0 2290 Awg 13 0289 0409 0608 BE08  10:09 1280
take to respond to a ';Mm -

DNS query? The CPU =

graph though will be a |=

% graph showing how

much of the CPU has ;pw@'ﬁ?mﬂmﬂi M0 2w Agls 0 oem w0k 0w 12w
been used. Note in

the image to the left that we have both response times in pings to this device
as well as CPU usage in the top graph. Also, you can use your scroll wheel, if
your mouse has one, and place the mouse cursor over the graph. By scrolling
you can change from the past hour graphs to the past day, week, month and

year.

393




The Dude NMS

Device Appearance

General | Image

On top of all of the options you have b= e

in the device properties, you also =

have options about how the device

appears. To get to these options, Vet ||l T

you can right-click on the device, and Ll -
then select Appearance. Here, you

will get a dialog box showing a bunch """ =
of options including a Label Name. Up -
This Label Name you can include ™™ :
SNMP OIDs as well as a number of cked -
variables. | have seen devices with shepe T
the number of current registrations - -

listed here. | have also set up these
to monitor other types of access points and we included the channel and
antenna polarization.

Files

The Dude system contains a file system with two different areas. The All
section is for files such as images, and graphics for you to use with devices,
and background maps, etc. The second

section, Packages, is much more important. -

These are for is to be able to upload packages, s} Packages
(RouterQS packages) to be able to force devices

on your network to do upgrades. There are two upgrade paths in Dude; one
simply transfers the file to the RouterOS device, and the second not only
transfers but reboots the unit to perform the upgrade as well.

Transferz

Transferring Files within Dude

Uploading or downloading files to and from The Dude is a simple drag and
drop action. Simply highlight the files you wish to move and drag and drop
them into the Packages window. At that point the system will upload or
download the file as necessary. You will also get the transfer window,
pictured below showing files that need to be transferred and are in process,
as well as what was completed.
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&% 5 Cleanup [¥ Cloze window when all ransfers finished |Fw

File Time Device Direction Status Progress

‘routeros-powerpc-3. 28, npk. 09:54:05 upload queued 1]

routeros-mipsle-3.28.npk 09:54:05 upload in process BE

routeros-x86-3. 28 npk 09:54:06 upload queued 1]
Links

The Links pane shows links that you created on your maps. You can double-
click the links on this page, and view each one of your links just like if you

Gererel | ity were on your map. You can also the
Deviee; [WIFI Edge =l = | history of the link or make changes to
Mastering Type: [snmp ~| the ||nk
Interface: | ether1-Cogent (1) -
Speed: [|
Tope: [aigetit evemet i [P Under the General tab you have the
options to setup monitoring of your
BRI oy link. The monitoring and how you
[ iGiraph Bit Hate h . . t nt |f o
— ooue =] S€Y t is up |§ very |mpor-a . If you
set it up with a mastering type of
on ". " RouterQS, you must have the proper
i A | ; ;
. f’*."pu'HL I J\;'M‘r\l‘wl username/password in the device to
I ™

" . N nl ; ;
Palik "-.f%wk,/'fv\"u‘\ﬂ"\,ﬂ' I || IJ | be able to monitor the interface. If

| you select the mastering type of

JW«\MMW\/\N—WM RouterOS and no interfaces are

W wm ww  ww wwm 0w listed, that simply means either the
D et -Cogent (1) @ WIFT Bdge b (5it/s) K . .
O <irerl-Cont (1) @ IV e = () polling has not finished getting that

information, or more likely the username and/or password is not correct to
get that information. The other mastering type is SNMP. This is virtually
universal for all types of links, and can monitor other devices not just
RouterOS. Here, you will have to ensure that your system has SNMP turned
On. RouterOS defaults to Off, and the community string is working as well.
There is still a probe interval that occurs, but within a few minutes you should
be able to see the interfaces.

The Link Types tab, allows you to setup link
types, and default speeds. If you have a

Marne:

number of identical links, this can be useful to Sl | doted =
setup and create the same types several Thickness: |4
times without retyping the same information. Snmp Type: |ppp |

You can also set what type of line and the

Snmp Speed: 20000000
thickness of the lines that you wish to have.
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Link Speed Setting

The reason for setting the link speed is that the Dude will take that link speed
into consideration when it monitors the link. As the link grows in bandwidth
usage, and approaches the link speed, the link, line and text will start to turn
red to show that the link is approaching capacity. Something | do is to use
this feature with backup links. Specifically, | will set the link speed to
something very small, say a few hundred kbps. Something that | know if the
link actually starts getting used, that link will immediately become red and be
something that sticks out while glancing at the Dude to see that the link is
being used. Normally there is an outage too, a radio down however, due to
dynamic routing, it's possible for your radios not to be down, but just a link.
Hence you need a method to determine that traffic is moving over a link that
is not normally used.

Logs

The logging system of the Dude actually contains four logging systems. There

is the Action log, Debug log, Event log, and if you are running, a Syslog. The

name: [FEEE  Action log will list manual operations that are

Stor New Fle [oveny oy <] perfor.med by an admlnlstrator.. ThIS. .could be You

changing a link speed, or adding/editing a device.

Fles To Keep: |5 =l The debug log are changes that occur in the system,

Bl 10100 and the event log is network events, such as a device
failing.

All of your logs have a Settings button that will allow you to setup how many
buffered entries to keep, entries that are in memory but not committed to
disk, how often to start new files and how many files to keep of back logs.
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Network Maps

Network maps are at the heart of Dude. Many other NMS systems will list
devices and their up/down status. Dude does this inside the Devices tab if
that is all that you wish to have. However the real beauty of Dude is the
ability to create a network map, with devices positioned as they really are on
the network. You can add a map as an image behind your devices and
actually lay out your network just like it is physically. This graphical
representation of your network, along with link lines, bandwidth usages, CPU
and Registration counts, can all be added to your network maps. This is the
power of Dude, giving you the graphical layout of your network. As well as
At-a-glance status indicators show, green for good links and devices and red
for downed devices and overloaded links!
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Above is a Dude map of one of the networks | operate. We have a repeater
that is down on the right side. A few

customers that were taken down during pin_oak 1 (5240) -56
a storm show in red, but otherwise, all Rx: 5.26 Mbps (122 Mbps)y =
nodes are green! Tx: 558 kbps (150 Mbps)
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You can create several Dude maps inside one system; each map can be linked
to each other maps by creating submaps. They are only considered submaps
if they are being linked from another map; otherwise, they are just maps.
You can lay out these maps however you wish, and then draw links between
each device. If you have SNMP or RouterQOS devices, you can also place link
information, such as bandwidth used, as well as other information like
frequency, current signal and the air rate into the map.

You can also get the graphs for the link by simply putting your mouse over
the link. This will give you a pop-up of

fein oak 1 (5246) -36 "™ the past hours’ worth of traffic. This
e o0zt can be very useful if you are looking
Speed: 11 Mbps .
LAC 000 az 00 for traffic patterns, or sudden
e increases or decreases in bandwidth
o J A usage, on a link.
BH | 1 ﬁ h | Irli LU II A+ I'la
v .I'." AN A Y Jv'v' ',w.-" | Jll‘u\_- 3
by o0 VY |
i,
L]
12:40 1% 13:00 3w 132
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Map Settings

Each network map has its own Settings page. The Settings link is at the top of

the Dude, over the right map pane.

General Poling | Appearance  Image  Export
v Enabled
Probe [nterval: Im—
Probe Timeout:

Probe Down Count: |E

v Use Notifications

Mame

v E-Mai
beep
emnall-L T

v flash

¥ logtoevents
log to zyslog
popup
speak.

General | Poling &ppearance | |mage  Export

Label Fisfresh Interval: |

Inside the map Settings, we have the
ability to setup defaults for the map
here. The Polling section allows you to
setup how often to probe the services,
how long to wait till the probe times out
and then how many timeouts can occur
before considering the device to be
down. You also have the options here
to setup what notification settings you
want all of your devices to default too.

The Appearance tab allows you to
change the color, looks of the map,
including the default colors, and
background as well as how often to
refresh the labels on the map.
Depending on what information you
have on the device labels, this may not
make much difference; however, it
may be important if you had CPU usage

and disk information as well as other information listed on the label. The
Image tab allows you to setup a background image for your map; you can

scale it, and tile if you need too.

The Export tab allows you to export the map to an image file at specific
intervals. You can select what kind of image type as well as at what intervals

to export these files.
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Adding Devices to your Maps

To add a device to your map, you can click the Plus sign in the map, or even
simpler, just right click in a blank part of the map. When

you do this you will get a menu option to create different Lﬁ' Add Device
objects. You can add devices, networks, submaps, static | = add Metwark
items and links. The ones | will use are submaps, links, | o add Submap
and devices. In this example we are going to create a | o sdd Static
device. So click on Add Device and you will see the Add ok Add Link
Device dialog box.

The Add Device dialog box, asks for the IP address of the device that you wish

to monitor, as well as the username/password for RouterOS devices. You can

also select to use the secure

: WinBox mode here. If it is a

Addess: | RouterOS device, check the box

so that Dude knows this and will

do the RouterOS probing. Once

completed, click the Next button
to proceed.

User Mame: |admin

Pazswmord: |

[~ Secure Mode
[~ Router 05

The next box is for the services
that you wish to monitor. Remember, in the discovery section | suggested
that you only check the services
that you would possibly wish to
monitor, such as PING or DNS.
Here, we have an option for
discovery, the Discover button.
When you click this, Dude will perform probes on the IP address that you
entered in on the first screen and try to detect the services that are running
at the IP address in question. This is very useful if you only have only a few
services that you wish to monitor. You can however click on the plus sign and
add individual services that you may wish to use.

L &h é Dizcover

Type Froblem Motes

Once you have finished this, now you should have a device listed on your
network map with the name of the IP address that you entered in on the Add
Device dialog. If you double click the device window you will have options to
give this a more meaningful name, as well as other options, including the
abilities to change the agent , SNMP profile, username/password as well as
notification, services, and other historical information.
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Working with Devices

ooo Settings
Once you have created devices, there are a number of Appearance
. - 3
tools and options that you can use to help manage your * 2%
. . . . Reprobe
device. By placing your mouse over the device and right- Ak
clicking, you will get a context menu. This menu gives Unack
your device settings, (the same as double-left-clicking), Upgrade »
the appearance options, (discussed in the Devices Force Upgrade

section), as well as other tools. The Tools menu is the T Motes
extension of the tools pane on the left side. By selecting == Remove

the tools, it will pop-out another list of tools. By clicking Select Adjacent
on WinBox, your WinBox application will automatically use the username and
password in the device along with the IP to login to your RouterQS system. If
you have other tools, such as MSTSC or pathping, you can also access them
there as well.

The Reprobe command tells The Dude to issue a reprobe on the services that
are on the device. If you device shows down, but your probe interval is two
minutes, you can reprobe the device to see if it is back up and running
quickly. Once you have a down device, you may know that it will be down for
some time. Inside your notifications section, you may have reoccurring
notifications, sending out that this device is down every 30 minutes. By you
ACKing the device, it will turn the device blue. No more probe requests or
checks will be done on the device until it is unacked, but it also will not send
out any more notifications. The idea is that you are acking or acknowledging
that the device is down. When you unack it, it tells the system that you now
wish it to start the checks again, most likely you have fixed the issue,
therefore it will turn green!

Upgrades

The Dude offers two ways to upgrade your RouterOS systems. One is a
forced upgrade and another is just an upgrade. The forced upgrade not only
transfers the file to the RouterOS system, but also performs the upgrade by
rebooting the RouterOS system once the file has been uploaded. The
standard upgrade method does not reboot the router, but does transfer the
file. To access this menu item, right click on your device in Dude and then
simply select upgrade or force upgrade, and then the appropriate version
that you wish to upgrade too. Remember you will have to upload the NPK
files to your Dude server. Once uploaded, as long as you have the
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appropriate CPU versions uploaded, they should appear in your Upgrade
Context menu.

Creating Links

Links as described in the link section can be used to show bandwidth usage
and stats on a link between two devices. To create a link, right-click on your
network maps, and then select Add Link. Next, click and HOLD on one of the
two devices you wish to create a link from and to, and drag your mouse from
the first device to the second device, releasing once you get to the second
device. This will create a link!

Upon creating that link you will see an Add Link dialog box appear. This is for
the mastering information about the link. If this is a RouterOS link and you

o have SNMP turned on, you can
Device: [RRRE - K
get SNMP data right away.

Masting Type: sinpl =l We discuss the mastering
types, link speed and types in
Speed: ] the links section further.
Type: |unkn0wn ﬂ ooo

Creating and Linking to Submaps

Remember that all of your maps are submaps, however

when you have a single map, you will need to create a

newMap second map to link to. This is done very simply by starting

0/070 to link to a submap;

fortunately, as there is a

simple option to help you create the submap. To

start, just like when you created devices and links, we will need to right click

on the background of the current map. This provides us the option to add a

submap. The very first option it asks if this is going to be a new map. If so,

check it, if not click Next. Remember, though you have to have more than

one map to be able to link to the second, so | typically just create my
submaps by creating new maps to link to.

Once you click Next, if you are creating a new
map, it will ask you for the name of the map. If
you are not creating a new map, you will have
a dropdown of the existing maps to choose from. As you can see, we have
created a new submap, and that circle is now clickable. If you double-click,
Dude will automatically open up the map that you just created. The new

Mame: |
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map that you just created also will have a submap already in it to return you

to the map that you linked in from!

You may notice that there are numbers in some of my maps.
water tower . As you add devices, your maps will change colors and give
you numbers indicating, the total number of devices on the
map, the number of partially down devices and the number
of down devices on that map. Since the Water Tower map

has three devices down, note that it’s not green, but red.

Notifications

where you configure Notifications.

The Dude has a number of capabilities when it comes to
Notifications. First, | wanted to go over the places
This is where you
can set what notifications go with what device or

EMal “emal devices. Initially out, there are map defaults, so by
ﬁ;“si' ﬁ;ﬂ' default, anything on your map unless otherwise
logta... log changed, would have the Notifications that you place on
logta... log them. Second, you have each and every device, you can

poOpup  pOpLD
speak  speak

setup towers in town A to only contact the tower

climber in town A and the climber in town B to get
notifications from tower B failures. This allows you to really custom tailor
your notifications to whom and what you wish to. You can also setup times,
so on Saturdays this person may get a page or text message and on Sundays
another person may get them. On top of all of that, you still have the server
defaults to setup. Inside your server configuration you can also setup server
default as well, so there are a number of places to setup notifications.

Dude works by allowing you to configure different notification names with
different notification types. An example would be the two tower climbers in

two towns | talked about in the above paragraph. One
notification name may be Tower A and one may be Tower
B. Tower A would have the e-mail address of the tower
climber in town A, and Tower B would have the e-mail
address of the climber in town B. You can also create
groups of notifications, so you can place items with names
of your techs, say, Bob and Jim. By then using the groups,
you can choose to notify a group of people.

A number of built-in notification types are included. The

email
execute locally
flazh

QroLp
alu}

pOpLp
zound
gpeak,
guzlog
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one that is most commonly used is e-mail. With e-mail delivered and pushed
right to your phones, it’s hard not to simply use your PDA as a notification
device. However, most phones that are not PDAs also get SMS or text
messaging. In the US (and | would assume other places), most wireless
companies provide an e-mail-to-text gateway, typically your phone number
at their domain. Simply sending an e-mail with a short subject will be
delivered quickly as a text message.

Reset

The Dude does have the ability though to

IR S i s s s B simply log, beep, flash the device that went
gL down, provide a pop-up notification
Ll window, as well as send data to a Syslog
D& server. All of these are simple and easy to
w0 use, but the fun ones are the sounds
?333 effects. Dude offers two of them. Once is
LR just a simple WAV file that it will plays. As
L you start creating more notifications, you
L can have different sound effects. A
ggg customer of mine uses this and the Dude
I PC hooked to their overhead paging
a0 system. If they hear a specific sound effect
3588 they know exactly what area and what
e ivehons (- [ tower has an issue, while another tower or

Delay: [00:00:00 location, would have its own sound effect.

The second sound that Dude can make is
actual speech! Yes; Dude can speak to you
though a text-to-speech engine. This engine

Fepeat Interval: |DD:DD:DD

Repeat Count; |E

MName : : H

acked > down is typically part gf your OS, so if your OS
acked -> unstabls doesn’t support it, then you may have an
ZC"EM o issue, however most Windows systems will
o <> acked

down -> unknown have this capability. Under the speak type,

w d - N . . .
UEE:OW:_D) down you can have it say, “Alert, this device is now

uriknow > unstable down!” You can include variables like the
unknawn <> U . . . .
O St rstable > acied probe in the device name in this to be able to

v unstable -> down more easily identify what device is down!
ungtable > unknown

unstable > up

v up->down Inside each of your notification types, you

Lp -+ unknown . K R

up - unstable also have a notification schedule.  This

schedule will help you turn on and off the

notifications, so that only during specific days and times will specific
notifications work.  This can be good or bad, so make sure you have the

proper people that need to be notified in the active hour’s schedule.
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Last is the Advanced tab. This tab will allow you to input a delay. This delay
is how long to wait for the device to come back up before sending out the
notification. This may be something that is useful if you have a link or other
device that is sometimes unplugged or otherwise the device is prone to going
down for reasons outside of your control. Normally, as a network engineer
you would want to fix this, gluing the power plug in might be simple enough.
However, when it comes to home users, you may wish to wait five or ten
minutes before you start performing notifications that a $20 customer is
down.

The Repeat Interval and Repeat Count is a valuable tool. These will allow you
to resend the notification, if the device is still down, every so often, as well as
configure and how many times it should send this. Sometimes people forget
that a device is down as they might be working on another issue. If we keep
alerting them, they will be reminded that the outage is still there.
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Outages

=
| # & | Remove Resolved
Status + | Time Duration | Device Service
F active Aug/1304:12:34 1d 04:80.. w_rodger..  ping
[ aclive Aug/12 21:2429 1d711:39... w_reeves.. ping
K active Aug2 2060030 1d 1212 wifi_barto... ping
F active Aug/1210:42:34 1d 22:20.. HFPD ping
[ aclive Aug/1210:42.08 1d 2221... 2«HPFD ping
K active Aug1016:3800 3d 1625, Water To.. ping
F active Aug/0812:10:24 5d 2053, w_kyla ping
[ aclive Aug/0512:6811 Bd 2005, n_Lhowell ping
K aclive JulA01E:25:08 34d 16:3... coming ping
* aclive Jund16 04:23.08 59d 044, w feick_j.. ping
" aclive Jund1016:20005 64d 16:4... pinoak ping
K aclive Jun/1016:19.58 B4d 16:4... bd_hpol ping
* aclive Maw/29 08:5919 77d00:0.. w_griswel.. ping
" aclive Maw/21 06:13:13 B5d 02:5... sguatty? ping
K aclive bdap/04 16:56:45 101d 16... w_goff_l... ping
* aclive Aprd11 142102 124d18... n_curt_b.. ping
" aclive AprA10 035116 126d 05, n_lindkis ping
rezolved 035351 00:00:27  RanTre.. ping
resolved 08:20:49 00:00:27  Rain Tre..  ping
resolved 08:18:49 00:00:27  Rain Tre..  ping

The Outages pane will show you your
current outages, when they started
and how long they have been active.
In Dudes web interface, this gives
some people a good place to start
where they can see a list of outages
that need to be addressed. You can
also add notes to each of these
outages. These correspond to the
Outages tabs in each individual
device, except the outages pane will
list all outages across your Dude
system. You can also use three
different drop downs on the upper

right side to filter these, including only active, only pings and then also have

the ability to only watch a specific map.

Probes

Probes are functions that the Dude does to check if services are up and
running. Common functions have been configured for you however; you may

wish to modify them. The basic

MName: ‘F‘robe

Tyve: (TR -

Agent: ‘ default

[~ |

probes that | will cover here are
the TCP/UDP and SNMP probes.
The other types, such as
functions, are really outside the

Pait: [0

[~ Connect Only

[™ First Receive. Then Send

scope of this book. These require
programming logic, functions and
if then equals that are simply are

Send: ‘

Receive: |

more complicated than what

Send: ‘

most people wish to accomplish.

Recaive: ‘

Send: ‘

Receive: |
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Creating TCP/UDP Probes

We will start with TCP and UDP probes. Simply put, these perform an action
by opening the specific TCP or UDP port for communication. You specify the
port number and you can have it only attempt to open that port and obtain a
connection. That is what the Connect Only check box is for. If the service on
the port specified sends data to you as a client first, then you will need to
check the box to First Receive, Then Send first and then send. The idea here
is that you can carry on a conversation with the program on that port, to the
extent that you know it is running. In most cases, simply connecting is fine;
however, some people wish to actually issue a function. An example would
be to issue a normally valid command to a SMTP server. If that command fails
then typically there is an issue with the server. Both TCP and UDP settings
are virtually identical.

SNMP Probes Nae: [Pt
Tope:
Agent: [ default ~|

SNMP probes are very simple. The
probe does an SNMP request to your

device. The probe contains an OID Sop Prole: [dafaut =
value; this is a single item inside the '—T""‘*'”’“;Z_a‘““"a"'““'y"”"
SNMP table. Then your device will 0id Type: [rioe

Lol Lef 8

respond with the value for the OID.  comseetod [-=eaa)
Once that value is returned, based on Iiege Veke: [0
the other settings in your probe, that

value will be compared to the integer value you entered. There are many
different ways to compare that value to the integer value you entered, and
based on that, the probe will return either an up or down status.

407




The Dude NMS

Tools

The Tools pane allows you to add and control tools that you can access by

right clicking the device.

There are a number of built-in tools, including

WinBox, telnet, and snmpwalk however; one tool that | have found useful is

Type: | execute

Name: |TERM SvA

* Insert Variable

matsc Avi[Device Firsthddress)
Commatid:

Device: |a||

MSTSC, or terminal services. | do use Dude to
monitor windows servers and having the
ability to right click on the device and term
serv right into the server makes it very simple.
MSTSC uses a command line of MSTC
/v:address. It is very simple to build this tool. |
click the plus, to add a new tool, and then give
it a name. Now | simply enter the command
line, along with the address variable.

If you wanted to build a SSH tool, simply add another tool, name it, and then
make sure the SSH application is in your path, or you will need to specify that
path. In my case, | use putty. So, my command line would be very simple:
putty address. That's it. If you have other tools you can enter them here.
Whatever you think would help you, and you can place in here, assuming that
there is a command line interface for it.
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Spectrum Scan

A new feature of Dude v3.6 is the spectrum scanner. This is an graphically-
improved version of the included spectral scanner introduced in v4.3 on R52N
and R2N radio cards. The feature, in v4.3+ creates a spectral snapshot from
the radio card and displays in the command line view of RouterOS. Even
though this view is good, MikroTik took this and improved upon it inside
Dude. Inside here, you can simply select the band you wish to scan, hold
times, sample times, interface and device right from a simple graphic
interface.

Interface: Ien 0 LI
- Band
" 24ghz @ Bghz ¢ cument channel
5.601 Ghz 6 Ghz
Range: I I I |) : |)
5 Ghz 5.2 Ghz 5.4 Ghz 5.6 Ghz 5.8 Ghz

As you can see above, you can select the band, and frequency range that you
wish to use. You get three different graphical images of the spectrum that
you are viewing; below is the waterfall display.

"w‘“"“l 00:02:3

-00:02:00

-Gidbm -08:01:30

-00:00:3 b

060:60:00

5.6 Ghz 5.65 Ghz 5.7 Ghz

You also get the actual graph showing the 30-second peak, current maximum,
and current average.

Mdbm WiFi (-84)
-40dbm

-Gid bm

-82dbm

-180d bm
5.6 Ghz 5.65 Ghz 5.7 Ghz 5.75 Ghz 5.8 Ghz
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Notice above, the scanner also selects what it considers and can identify as a

Wi-Fi
the sa

-dﬂdbml

signal. You also can use the density graph as well, or show all three at
me time if you wish.

-00:02:30

-00:02:80 —

~6dtm -00:01:30 L
0001000
Q. ...
e 000003 o
00100 :00 .
5.85
16:52:05
Time:
T T T T
16:53 16:54 16:55 16:5
15 l fdbm
-25dbm
10%
Bdbm
5
108dbm : :
0% 5.6 Ghz 5.65 Ghz 5.7 Ghz 5.75 Ghz 5.8 Ghz 5.85
_Hdbm WiFi (-82)
-40dtm S
-60dbm R
dbm SRR
-180dbm
5.6 Ghz 5.65 Ghz 5.7 Ghz 5.75 Ghz 5.8 Ghz 5.85 Gh:
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User Manager

Recently MikroTik has developed a system

called User Manager. The main purpose

for this was to eliminate the bulky and

slow database system inside RouterQS and Router0S User Manager
provide a fast and efficient way to run

large user databases. As time went on, User Manager grew to a much slicker
system. The common use for User Manager now is as a Radius server and as
a, user management and payment gateway for hotspot systems. Even
though it could also be used for other Radius purposes, this is the most
common usage that | use User Manager for. On top of that, the User Manager
system comes with your RouterOS license!

Using User Manager as a hotspot gateway allows users to create a user
account, pass through some type of payment gateway, and then come back
and uses their username/password that they created to login. Typically this is
used in a hotspot environment allowing users to pay for Internet access time
and to get on the Internet without administration intervention or action.
There are other systems out there, but, for the cost you can’t go wrong using
the User Manager system. Did | mention it’s FREE?

Hardware / License Requirements

User Manager has to run on a RouterQOS system, so you have to have some
form of license. It is important to note here that there are license restrictions
to the number of users that User Manager will allow you to run.

License Level 3 4 5 6

Number of

) 10 Users 20 Users 50 Users Unlimited
Active Users

For installations | do with RouterOS and User Manager as a hotspot payment
gateway, | will use a Level 6 license. Other factors though also play into the
hardware that | select for the installation of User Manager. The minimum
hardware that | will use is a RouterBOARD 433AH. There are some reasons
for this. The first, one is RAM; you need at least 32 MB of RAM for User
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Manager and the second reason is disk space. Even though the 493AH has a
sizable NAND, | prefer to be able to use external storage, so | go with the
433AH board with an add-on 2 GB Micro-SD card. If you are interested in the
exact hardware | use for User Manager Installations with under 200 active
users, | would suggest visiting my homepage at http://www.linktechs.net.
There you will find the PowerSpot 400 system. This is a completed 433AH
with the Micro-SD Card installed and formatted, User Manager installed on
the Micro-SD card, and a Level 6 RouterOS license installed.

Once you go over the 200-300 user mark, | would suggest going with a
RouterBOARD 1000 or PowerRouter 732 to ensure that you have fast user
lookups. Having fast response times is critical in some cases, so make sure
you are not over tasking your hardware. | also typically do not put both the
User Manager software running Radius and a number of users on a 433AH
along with having that 433AH performing my routing, hotspot server, etc. If it
is just for a single site with a few Mbps of throughput, then this may be fine
as long as the number of users do not get higher than 50 or so active at one
time.

Reference Version of User Manager

The first edition of this book, v3 of User Manager was used. Many things
have already changed to increase your options and customizability in v4beta
though-out v5. The following sections are based on v3 of the user manager,
as this is still stable and working. After the major User Manager Sections, a
new v5 User Manager section has been created with the changes and
updates that v5 offers.

Installation of User Manager

Installing User Manger is as simple as adding another package to RouterOS. |
would ask you to refer to the package installation procedures in this book to
understand how to do this. Simply put though, drag and drop the User
Manager .npk file into your RouterOS
system, and reboot your router. Upon
rebooting, you should see the User Manager package installed.

= u-ser-manager 325
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Configuration of User Manager

First Time Access

To access your User Manager system for the first time you will need to verify
that your WWW service on your RouterOS system is running. You will also
need to verify the port. The default in RouterQS is port 80, and by default, the
service is enabled. If this has not been modified, then you can simply open
your web browser to http://ipaddress/userman for the admin interface. The
default username/password is admin and admin.

Add users
Search users
Routerns User Manager Number of users: [1 |
Rate limits: &
Status Uptime limit: [0s |
P Active users: 0 Group: | \
Download limit: | |
Credits
Upload limit: | |
Uszers | ‘
i i g Transfer limit:
—— Active sessions: 0 .
Prepaid: | no credits available (%
Customers
- Generate CSV file
eports
2 Generate vouchers
Logs Users per page: |1 %
Logout

There are a few things to note on here; the /userman page is meant for
managing your User Manager system. There is a user level access page at
Juser. This would allow users to access their accounts, add time, make a
payment, and so on etc. Also, most users are used to not using a port
number, so in many cases, | would leave your RouterOS WWW service on
port 80 so that users as well as you have simple access to the management

pages.
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Understanding Concepts and Definitions

| prefer to explain this a bit differently than MikroTik does.

understanding some of this, you may get lost, so read carefully!

Users are your end users, the people
who create an account, pay for time
and use the username/password to
gain access. They typically will never
use the /userman interface, as they
have their own /user interface with
User Man. In the Users section of the
admin interface, here you can setup
usernames/passwords, add them to a
pool, or group, setup limits as well as
see what prepaid time they have
purchased.

Customers are people who are selling
services. | or you would be considered
a customer as we sell Internet services
to users. You can have levels of
customers that share the same
packages and routers. Inside the
customer’s configuration, you will have
information such as the signup Options,
the authorize.net and PayPal
information, as well as the currency
and time zone information as well.

Subscribers are customers. The

difference is they are the “top” customer.

a customer that has itself set as a parent.

Without

User Name: [foushee

Password: [mailbox

Private Information: ®

IP Address: |

Pool Name: |

Group: |

Address List: [

Download limit: |D

Upload limit: [0

Transfer limit: [0

Uptime Limit: [0s

Rate limits: @
Uptime Used: 0s
Download Used: 0B
Upload Used: 0B

Prepaid Time: 1lr (Price: 39,99 USD)
@

Extend:

Login: |adm\n

Password: [ssssssses

Parent: | admin

Permissions: | Owner b

Public ID: [wifi

Public Host: |bing.wif\mw.com

Private Information; &

user Prefix: |

Signup Options: ®
Authorize.Net: &
PayPal: &

Date Format: | %b/%d/ %Y (v

(%Y - year, %b - month,

“ed - day)

Currency: |USD

Time Zone;: | -5:00 (M

Youcher Template: &

They have their own authorize.net,
account, their own routers, and their own pricing. To set a customer to be
considered a subscriber, you set the customer’s account to have a parent of
itself. That’s it, there is nothing different. Subscribers are nothing more than

customer name is admin, and the parent is admin.

Note in the image above, the
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Credits are time plans. Each credit
belongs to a subscriber. If you have
multiple subscribers in the system,
each of them can have their own
credits. Inside your credits you have
the ability to say how much time they

Name: |

1 Day |

Time: |

1d |

Full Price:

available

9,99 |

Extended Price:

available

7.99 |

get for a specific price. Also note in there

that the constants that RouterQOS uses are = -
not the same; for example, there is no “m” = d- day (equals 24 hours)
constant for month in User Manager. The = h-hour (equals BO minutes)

image to the right shows the constants that

User Manager uses.

Routers are devices that will make a
Radius query against the User
Manager database. They are Radius
clients where the User Manager
system is the Radius server. Inside
here you have a few options. The
name of the router, the IP that the
client request is going to come from,

eek (equals 7 days)

= m - minute {equals B0 seconds)

= 5 - second

Name: |123 |

IP Address: [172.25.0.1 |

Shared Secret: ||

Log events:

O autharisation ok
O autharisation failed
O Accounting ok

O Accounting failed

the shared secret as well as the logging options that you wish to have
enabled. Note that when you have an active system, logging every login etc,

can take up considerable disk space.

NOTE: At the time of writing this book, v3 of User Manager does not allow
wildcards, or subnets in the IP address field. You must have the exact IP
address for this to work. If you wish to get around this, create a PPTP tunnel
and setup policy-based routing on your remote site to use the tunnel for your
requests. Regardless of the public IP that your Radius client has, it will always

have the same tunnel IP.
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Basic Configuration Settings

Many people get nervous because of all of the settings with User Manager. In
this section we will setup a base system quickly and effectively for a business
to sell Internet access from a hotspot.

RouterOS Settings!

Yes, before you begin, of course your RouterOS system has to have an
Internet connection, but more importantly, we have to configure your
RouterOS system to ensure that User Manager works! Yes, there is
configuration inside RouterOS that has to be done or your User Manager
system WILL NOT WORK. These are the requirements:

e Internet access from RouterOS
Correctly Set Date/Time and Time Zone
a. You will need to use a NTP client if you are on a
RouterBOARD product, as they don’t keep their time
upon a reboot
Correctly configure E-Mail tool
a. Thisis to send out the e-mail notifications
If using Authorize.net, a SSL installed.

That’s it, there are not many requirements, but they are the requirements
needed to make the system work. First off, could we not run without a
properly configured e-mail tool? Nope, because User Manager sends out the
e-mails and needs configuration to accomplish this. Then what is the clock
for? When sending a request to either Authorize.net or PayPal, the system
generates a hash based on the time and date to secure the communication
between the User Manager system and the payment gateway. If the
payment gateway receives data that is from 1970 (the default date on
RouterBOARDs), the system will reject it as bad data, and you will never get a
card to process!

The SSL portion is a configuration requirement; you must have installed a SSL
certificate on your RouterOS system. This is to setup authorize.net
information, as that information is your transaction key and API login
information.
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User Manager Settings

So to start, you will need to login to your User Manager system. Your base
user ‘admin’ is already a subscriber, so we will simply use that user to create
everything. The first task is to configure the payment gateway information,
and sign-up information as well as the admin user with all of the proper
settings.

Configuration of the First Subscriber

To configure the admin customer, click Customers and then click View. This
will show all of installed customers. Click on the Admin User to pull up the
customer data. Here we will setup a password to secure our configuration
settings. Next | suggest creating a public ID. Typically this is only used when
you have more than one subscriber; however, | like to configure it as well.
This can be a simple piece of text; in many cases | will just use Wi-Fi as the
public ID. The public host information is more important; this is the return IP
or URL that your payment processor will return result data to, so it has to be
either a public IP or a valid URL on the Internet. The User Prefix option is for
when if you want to have multiple subscribers on the system. Each user
would get a prefix to identify what subscriber they belong too.

. o Next we will fill out the Private
ignup Options:

Signup Allowed: Information section. These fields

Signup Email Subject: |WIFI Midwest Account Signup Corr| are not required, but you can f|||

(lave Biank o s oty [ fo sgring up uith them out if you wish. The Signup-
v aur autharization data: up Options configuration is next.

nazsword: %passwardds
heck d b H H H

eicendad tma 20 o sidvess. The Signup-Up Options is a drop

elinkst down, so you will need to click

the plus sign. This allows users to

sign up for service themselves, so
you will wish to check this box to

” . Al h Allow Payrments:
allow signups. Also e're, you can Change Login 10+ [FaFeZ]
go ahead and Conflgure Your Change Transaction Key:

Signup-Up E-mail as necessary. cChange MDS value:
Title: |Credit Card

Authorize.Net: =

. . . . Return URL: [ttp/dwww wifirme.com
Authorize.net is an on-line credit Use Test Gateway: [

card processing system. To access
this section, User Manager will require you to be in HTTPS mode. If you have
not logged in via https://ipaddress/userman, now you will have to do so now
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otherwise you cannot expand the authorize.net section. If you are logged in,
then we can continue to do the authorize.net setup. Once you do get your
dropdown, you will be able to enter your transaction key, login ID and MD5
value in that you received or created with Authorize.net. The title field is
what the user will see as a payment method, and starting in v3.24 you should
also have the return URL field. This is what webpage to return the user to
after a payment has been processed. Typically you would set this to
something that the user would not have access to until they login. Upon
finishing the payment they are taken back to User Manager with the
information from your payment gateway showing that they paid. Then they
get directed to the return URL, showing them the login screen so that they
can login.

The PayPal method is a bit simpler, as you do not have to be in HTTPS to
access the PayPal configuration. It's very simple; enter what is the PayPal
payment address, or e-mail. Fill

in the appropriate Allow PayPal: =

Payments, Secure response and Allow Payments: []

ACCGpt pending checkboxes. Business ID {ernail): |paypa|@wiﬁmw.com

Should you allow PayPal Secure response:

payments, do you require a hecspt pending:

secure response and/or accept Return URL: [billing wifirw.com |

pending payments. The Return URL is the same as the Authroize.net system.

In regards to what system do | prefer; | think the authorize.net system is
more business oriented, and is simply more professional. | also have trouble
with PayPal as they have in the past changed their system and it required an
update for User Manager to use PayPal again.

The final section is your time zone and currency. User Manager uses a three
digit currency code, so for the US you would use “USD”. | would also suggest
setting your time zone here as well.
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Configuration of your Routers

Next we will configure your routers. Since this is a small system, we will just
do one. Click on Routers, and

you should get another menu to Name: | |
either View or Add. Select Add. IP Address: | |
Enter the name of the router you Shared secret: | |
wish to add, the IP address and Log events: Authorisation ok

the shared secret. Enable futharisation failed
whatever logging you wish to O accounting ok

have from that site. On the IP Accounting failed

address, remember this is the

forward facing interface towards
your User Manager System. You also CANNOT use subnets or IP address
ranges in here, it must be exact.

Configuration of Credits

Name: | |

Time: [0s |

Credits say how much time Full Price: [ available
the end user receives if they Extended Price: [ .y ailable
pay xx amount. Remember

that in the Time field, there is

no “m” for month, so if you

wish to give a month access

you will need to use 4w, for four weeks. The full price is the price that the
user will pay upon creating their initial user account, and the extended price
is the price to add time to their existing account. If you wish you could give
existing users a discount.

Now that you have all of the necessary information inside your User
Manager, you should be able to have a user get to the sign-up page and
signup for an account, pay on-line, and then come back to sign in and use the
Internet!
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User Sign-Ups

For users to sign up for service, they will need to follow a link from your
splash page to get them to create an account. The signup link is as follows:

http://urlorlPofUserManager/user?signup=publiclD

When users click the sign-up link from your splash page, this is where they
should be taken. Remember, that you will need to allow this URL and/or IP in
your walled garden. This page
will allow your users to enter

their e-mail address, create a new
login and password, and select
how much prepaid time they
wish.  Since this system has
authorize.net configured, they
will pay with a credit card.

Next they will click the sign-up

RouterdS User Manager

ema||| |

Ingin| Iadmin |

password |o--oooo-- |

oonfirm passwnrd| |

Prepaid time

. . t
button. This will take the user to il | choose one v|
a page that will remind them to Pay With (3 credit Card
remember their username and

password and a button to pay
with credit card. By the user
clicking this button, User Manager
delivers  the  customer to
Authorize.net for payment. User
Manger does not process or store credit card information. It passes them off
to the respective websites for your payment processor, and they process and
take the credit cards over secure HTTPS sites. There is typically no need for
you to have your own SSL as you never take personal information.

idd

FREAEAE

[ Cancel ][ Pay with Credit Card ]

User Signh-In Page

The users also have a page where they can sign in, and update their account,
and add more time. This page is http://ipaddress/user.
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Prepaid Time: 3m
Router0S User Manager Total price: 1.00 USD
Uptime Limit: 0s
Status Uptime Used: 3m
RPayments Download Used: 309.3 Kig
Settings Upload Used: 47.0 KiB
Logout
[7 Duration AJ7 Price (USD) Al Start Time & [7 used Time ATV End Time A |
[3m [1.0n [apr/14/2009 09:40:23[3m [Aprita/zo09 09:43:23]

| O |ID‘V From Time |V Till Time & |V Uptime A‘V Download A|V Upload A|
| D|7 ‘ADT;"].‘VZUU? UQ:4U:23|AW./14/ZUUQ U9:43:23|3IT| |47‘U KiB |

‘309.8 Kig

Active Sessions

The active sessions/users page will show you the users that are currently
logged in. When they logging out, the Radius system should receive
accounting information updates, showing how much time they used, as well
as data transfers information

gprepaid Time left

% Uptime A g Price {USD)

%" Download |% Upload
i) i)

O EUsername
(R

Gwad 1wiGdi9hi45m:25s |10h:29m:ds | 70,94 10.0 GiE 374.7 MiB

Vouchers

The User Manager system also allows you to create vouchers. These would
be some form of card, or paper that you can sell in a retail business to

customers. These cards

Youcher Template: = will contain

<table align="center" style="color: black; A username/passwords that

font-size: 11pu;"= = .

<tr class="space1"s=i; =3y < e have a specific amount of

=trE B . .

<td=Prepaid tima: <ftd> session time. You could

wtd=<b=%u_prep_tirme3h /b < rd> .

i give out free 1-hour

=tr= .

e Pricei > vouchers; every

<td=<b=9u_tet_priceds<fbr<itd username/password is

“ftre w

different so you would

{leave blank to use default) not have to worry about

other users freeloading on your network. But you could also sell 1-week
vouchers as well.

Learn RouterOS — Second Edition by Dennis Burgess
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Before generating these, you should take a look at your subscriber
information. At the very bottom you have Voucher Template. This template
allows you to setup how your vouchers will look when you print them up.

Once you are happy with the way your voucher will look; now you can go
ahead and generate them. To do this, on the main status page of the User
Manager admin interface, you use the Add Users section on the right.

As you can see, you can
specify rate limits, the

Add users
number of vouchers you
Number of users: [1 | | wish to generate, as well as
Rate limits: & limits, and how much

Uptime limit: [0s prepaid time users have.

|

| You can generate both a
| CSV file that you can merge
|

|

|

Group:

Pool name:

Download limit: with your own template, or

you can actually generate

Upload limit:

Transfer limit: vouchers per your
Prepaid: [1 Day (399 USD) ¥ subscriber template. Once
Generate CSV file created these users are in

Generate vouchers the database, and you can

Users per page:

print these out and give
these username and
passwords out as you wish.
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V5 of User Manager

In this section we will describe and show screenshots of the newer version of
User Manager. At the time of this writing we are using RouterOS v5.6. Some
of the major changes are simply layout.

Layout

P The User Manager now has a new look in the
MikroTik management and login side of things, as well as
- additional options.

Login

MikroTik | I

1)(2]{3]|page 10r3

— | ¥ Username | T time |7 Total time left | Actual profi
trstl unimited uniimited Day Accass
stengel.tm Uniirited Unimitad Day Accass
djspankakcious Unkmited Unlimited Day Access
mead1316 05/25/2010 00:27:35
basaleen ‘Uniimited Uniimited IDay Access
eofdiamends2 unkmited uniimited Day Access
Fentaingy unimited unlimited DDay access
Fentalnoz Unimited Uniimited Day Accass
Fenda Unimited Wnlimited Day Access
shawna2727 Unlimited Unlimited Day Access
trost2 Urbimited unlimited [Day Access
bily232 Unimited nlimited Day Access
loutwe Unimited | Day Access
[claytonaso? D8/23/2011 00:33:21 [1omits
hollandsa 104/02/1970 16:00:28
lazarow 06/23/2010 18:58:00
ttormnt 111/10/2010 18:00:38
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The customers, users, routers sections
are basically the same, we still have the
public ID and host as well, and the ability
to allow for signups. We also have the
format information, such as our time
zone and currency that we need.

Once you have selected that the signup is
allowed under your customer, you will
also need to enable signup under the
settings section. Here you will be able to
create the e-mail that will be sent out
with the account information to the end
user.

Signup allowed: v
Signup email subject: Account Info

» Main
Login: | admin
Password: | ssssssss

Disabled:
Parent: admin
Permissions: | Owner

Public1D: | wifi

Public host: | billing wifimw. com

Backup allowed: [
¥ Access

- Private information
Company.
City:
Country:
Email:
 Signup options

Signup allowed: (v
- Format

Currency. USD
Time zone: | -05:00

Your authorization data:

login: %$login$

password: %$password$%

To check your status and buy extended time go to

address %link%
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Payments Page

The signup system is a bit
different, as the configuration for
Authorize.net and PayPal have
been moved to the settings page.
On the settings page we have a
tab called payment gateways and
under that tab we have all of the
necessary information for
receiving payments. All of this
information is the same as in v3 of
User Manager.

Styles and Customization

In v5 we also have the ability to
change colors using HEX codes, as
well as the ability to upload a new
image into our RouterOS files
menu, and select it via the Logo

4 PayPal

Enabled:
Business ID (Email):

Secure response: ||
Accept pending:
Return url: |http://wifimw.com

4 authorize.Net

Enabled: v
API Login ID:
Change Transaction Key:
Change MD5 Value:
Title for users: Credit Card
Use test gateway:
Return url: http:/iwifimw.com

Save

[ Appearance I Style ’ Templates | Language | P

eaebel
788180
788180
fum/img/logo.gif

Main background:
Disabled row foreground:
Main foreground:

Logo:

Logo text: Mikrotik User Manager

Window title: Mikrotik User Manager

Save I Reset
|

field. We can also change the logo text and window title here. This also will
replace the MikroTik logo in the customer management window as well.

User Manager HTML Customization

In v5 we also have full control over the HTML files that are associated with
the User Manager system. This is one of the major reasons to start using the

Dumfiles
(= umfiles/general js
(= umfileslogo. gif
(=) umfiles/redirect html
() umfiles/shadow g
(=] umfiles/shadow png
(=) umfiles/shadow2 gif
=) umfiles/signup html
(= umfiles/signup_pay_form html
[=) umfiles/style css

™~ . m emsms i s,

signup page

v5 system. How to customize these is
outside the scope of this book.

The major file that you will edit is
under "/umfiles/signup.html." This file
is the main signup page that you can
customize as you wish to. Please
refer to the MikroTik website for all of
the details, coding, as well as
variables that you can use for the
customization of the HTML on your
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Profiles

In the v3 system, we did not have profiles; this is a new feature in v5. Profiles
replace the credit system in v3. The profile system is used just like the credit
system, it is setup to specify how much each profile costs, how long it can be
used for, but now we also have options to specify limitations.

Profiles | Limitations |
Profile: Day Access E]

Name: Day Access

Name for users:
Owner: admin

Validity: 1d
Starts: At first logon B
Price: 9.95
Shared users: not used E]
Save profile Remove profile
Profile limitations. "
[ Active |Constraints
Always [Rate limits: 512K/2M 0/0 0/0 0/0 0 512K/2M
Add new limitation I Remove selected limitations |

We do have a few new options as well, and these are extremely important as
they fix issues in v3. In v3, when the client was given a credit for 10 hours,
the client could login and logout as much as they want, over months of time if
they wished, as long as their actual used time was under 10 hours.

In v5, we have a Validity field; this field just like the uptime field in v3,
specifies how long the user account is valid. Now though, we have a Starts
field. This field has two options; at first logon and now. The now option says
that their validity time starts when the profile is applied to the user account.
If they create an account, and pay for service that has a validity of 1 day, then
upon their payment being processed and then the profile being applied to
their account, they will have 24 hours to use the service. That includes
anytime that they are not on-line. They simply have 24 hours of access
starting from the point they signed up. The at first logon option, simply
starts the validity timer when they first login and are authorized though the
User Manger system.
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Limitations

Limits are applied to limitations, and limitations are applied to profiles. The

reason is that you could have
different limitations based on time.
The basic limitation section defines
the times the limits apply to. By
clicking the New Limit button, you
can create new limits that can be
applied to this limitation.

In the New Limit box, you can
create a name for the limit and
specify how you wish to limit the
profile. You can choose to limit it by
transfer, uptime, downloads, or
uploads, and/or by a rate limits that
may or may not include bursting.
You also may assign Constraints to
the profile as well. These could be
from what IP Pool the authenticated
user will pull their address from, or
what address list to add the IP
address they have too.

In most cases, | use the validity field
in the profile to limit the customers
available time on-line. | typically sell
1 day or weekly packages and do not
want the customer to be able to

profile part E3)
¥ Period
Days:[v] Sunday
| Monday
v Tuesday
vl Wednesday
[¥| Thursday
v Friday
lv| Saturday
Time: 5.0p-00 1235959
 Limits
vl 512K2M
i New limit | Cancel l Save |
Limitation details
A Main
Name
Owner: admin
A Limits:
Download: 0B
Upload: 0B

Transfer: 0B
Uptime:
4 Rate limits
Rate limit. Rx T

Burst rate: Rx

Burst threshold: Rx
Bursttime: Rx Tx

Min rate: Rx

Priority. Mot specified E

4 Constraints
Group name:

IP pool:

Address list

Add 1}

access it outside of their validity; therefor | do not use the uptime anymore.
The transfer limits are nice to cap the downloaders, but make sure you

disclaim this in your sign-up process.

The rate limits are the same exact

system as a simple queue, the User Manger system sends this information via
Radius attributes, and RouterQS builds a simple queue for the user with this

information.
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Database Maintenance

In v5, we also have a web based database maintenance section. It's simply
called Maintenance. In side this system, we have the ability to see how large
our User Manager database is, the ability to save the actual database, and

download it for safe keeping as well
as the ability to upload saved
databases, and do basic file
maintenance on the existing backup
files. You also can run a rebuild on
the database.

V5 Signup

In v5 the signup page link is
different, the new link is:

http://routerdnsname/user/signup/
publicid

Database

Database size: 653.0 Kib

In use: 100%

Last rebuild: 07/22/2011 17:05:28
Last backup: 07/22/2011 17:05:21
Last restore: 08/25/2010 11:25:29
Free disk space:3.0 Gib

¥ Database backups

File name Mair
]|72211.umb No
[]lum-before-migration.tar Yes
[ User_Manager_2010_08_24_190701.tarYes

1/04-26-2011_backup.umb No
[1|5-19-11.umb No
[]|2-26-2001.umb No

Downioad | Load | Delete

¥ Upload backup

4 Actual data base

I

Save | Rebuikd |
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Command Line Interface

The command line interface is arranged just like the WinBox interface is
organized prior to version 3.25. In v3.25 and higher, MikroTik changed the
WinBox interface to accommodate small resolution laptops, and net books,
but they did not change the command line interface.

If you have used DOS at all, then you should feel comfortable with the
command line interface. The directory structure is just like the menu in
WinBox, except only thing is you don’t have to put in CD to change
directories, and "?" always gives you options.

[admin@CORE] >

Upon logging into the command line, you will get the
username@systemidentity of the RouterOS system you are using.

To change to a different sub menu, let’s use IP = Addresses. To put an IP
address on an interface, we will simply use the menu names.

[admin@CORE] >ip address
[admin@CORE] /ip address>

Note that the command line interface also changes to show what menu
option you are in. | will now change to just the ip submenu

[admin@CORE] /ip address>..
[admin@CORE] /ip>

To change to the upper menu, | simply added the dot dot and hit enter. This
will let you go up a menu item. Let’s change to see the wireless registrations.

[admin@CORE] /ip>/interface wireless registration-table
[admin@CORE] /interface wireless registration-table>

Note here that | used a forward slash in front to change to another menu that
is not underneath the IP ADDRESS menu that | was in before. | could also
have used a forward slash by itself, hit enter, and then typed the rest of the
menu out. Typing the long line of menu items can be time consuming
though, so let’s change to another menu, our IP = Firewall - Address-List
Menu.
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[admin@CORE] /interface wireless registration-table>/ip fir add
[admin@CORE] /ip Firewall address-list>

Here, | used the forward-slash to start out with, but note that some of the
menu items are not completely typed out. If you type the first few letters of
the menu item and there is no other menu item that would match the first
few letters, that is all you need. You can also check your work by hitting the
TAB button. For example if | typed in /ip fire add and then hit the TAB key, it
would auto fill with /ip fire address-list for me. This will work on multiple
levels, so on the Firewall menu item, | could have hit TAB then typed ADD and
then hit TAB again.

Now let’s look at some options inside a menu. So switch over to the IP >
Firewall > NAT menu, and list all of the NAT rules.

[admin@CORE] /ip Firewall address-list>/ip fir nat

[admin@CORE] /ip Firewall nat>print

Flags: X - disabled, I - invalid, D - dynamic

0 X ;;,; place hotspot rules here
chain=unused-hs-chain action=passthrough

1 chain=dst-nat action=dst-nat to-addresses=172.25.0.5 protocol=tcp
dst-address=99.184.190.92
dst-port=25,143,80,443,53

2 chain=dst-nat action=dst-nat to-addresses=172.25.0.5 protocol=udp
dst-address=99.184.190.92 dst-port=53

First we changed to the proper menu, and then issued a print command. In
many cases you can just type PR as well. This lists out any of the rules, if they
are valid, dynamic etc, and lists what they do. Now we will change item two
by specifying a different to-address.

[admin@CORE] /ip Firewall nat>set 2 to-addresses=172.25.0.99

| used the set command to set a parameter in that specific rule number. If we
wished to create a rule, we would use the add command, and to remove, we
simply use the remove command. You can also move items from one spot to
another by using the move command. To move item 2 to 1, you would type
move 2 1 and that’s it.

99% of the commands in the command line interface are done this way. It is
very simple to use. Remember that you can always use a question mark to
find out what menu and options you have in any given location in the
command line interface.
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Command Line Hotkeys

CTRL-X = Safe Mode — Enter and Exit
CTRL-D = Exit Safe and discard all changes

CTRL-V = Hotlock Mode — Auto finishes commands
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Quick Reference Guide

You want a super quick reference guide that explains how to do common
features in RouterOS? This is it! Step by Step instructions on how to get
common tasks done quickly!

Netlnstall of RouterBOARD Products

Download Netlnstall Utility

Download necessary NPK files, ensure compatibility with
RouterBOARD CPU

Set Network card on PC for static IP

Ensure no Firewall, or network security software applications are
running.

Run Netlnstall Utility

Configure Net Booter with IP address inside subnet of your PCs static
IP Network

Connect NULL Modem cable to serial port on RouterBOARD

Start Terminal Software — 115200 baud rate

Power on RouterBOARD

Press any key to enter RouterBOARD BIOS setup

Select Boot Device

Select Boot from Ethernet once, then NAND

Exit BIOS setup

Upon Reboot of RouterBOARD, RouterOS Software Remote
Installation will be loaded

In Netlnstall, select your RouterBOARD MAC, typically called nstreme
device

In Netlnstall browse to the package you wish to install

Select other options, such as keeping old configuration, default baud
speed as well as default script if necessary

Press Install

RouterBOARD will install, will prompt to press any key to reboot
after installation

RouterBOARD will boot to NAND, generate SSH keys, start services
and show login prompt!
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Netinstall your Flash / DOM / Hard Disk

e Download Netlnstall Utility

e Download necessary NPK files, ensure compatibility with
RouterBOARD CPU

e Run Netlnstall Utility

e In Netlinstall, select your Drive letter — Careful not to select a drive
with data on it!

e In Netlnstall browse to the package you wish to install

e Select other options, default baud speed as well as default script if
necessary — You cannot keep old configurations

e  Press Install

e  Device will show Installation is Complete

e Insert storage device into your new RouterQS system and power on

e Upon startup, the RouterQS system will finish the installation

e The RouterOS system will reboot following the installation, generate
the SSH keys, start services and show a login prompt.

Creating a Active/Backup Bridged Auto-
Fail Link

e  Physical Links

e  Each side will need to have a RouterBOARD, and individual ports for
each link, plus an extra Ethernet for your client data.

e Link one, the one we wish to prefer, will be plugged into Ethernet 1
on both RouterOS units on each end

e Link two, will be plugged into Ethernet 2 on both ends.

e The cable going to the rest of the network will be on Ethernet 3 on
each RouterOS.

e  Setup Bridges on both ends, with STP or RSTP.

e Setup Ethernet 1, 2 and 3 as bridge ports

e Increase the Priority for Ethernet 2, on both sides to 90+, or another
higher number than the default that is created on the other ports.

e Once this is setup, your Ethernet 1 should be your designated port,
and Ethernet 2 will be the backup port.
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Setup Transparent Web Proxy System

Setup Proxy Settings including if you wish to store on disk and the proxy
port.

Secure your Proxy system using the access lists.

Tell your Proxy system to cache port 80 data.

Create DST-NAT rule to redirect outbound TCP/80 Connections to the
Proxy port.

Redirect Non-Paying Customer

This requires a external web server
o Must answer to the IP address not host header information
o Configure the 404 error message as well to be your customer
message. Ensure you have your contact information and hours.
Address-lists
o Create Address-List called Overdue_Customer
Firewall NAT rules
o Create DST-NAT rule that matches the Source Address-list of
Overdue_Customer ,then redirect TCP DST Port 80, to the IP of
the web server, port 80
Filter Rules
o Create forward chain rule to jump to Overdue chain for
customers on SRC address-list of Overdue_Customer.
= QOverdue Chain
=  Allow TCP and UDP Port 53
e Redirects only work in IPs, must have DNS
resolution
=  Allow Port 80 to your web sever
= Allow Port 80 to any other sites you wish them to have
access too. Maybe authorize.net payment site or
PayPal.
= Denyallrule
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Per Connection Load Balancing

Assume we have three Internet circuits that we wish to balance across.
Assume they are even bandwidth each
Add IP addresses from each connection to proper interface
o Add each of your Internet connection IPs to each of your
interfaces, if they SHARE the same subnet (regardless if they are
NATTING or not) you can simply set them up on one interface,
but make the gateways on your modems .2, .3. and .4, while
your routeris .1
Create Connection Marks
o Add pre-routing Mangle rules to mark connection using the PCC
options of source address and port. The first will be 3/0 the
second rule will be 3/1 and last will be 3/2.
o There will be three rules
o Have each rule have a src-address of your private IP network.
Create Routing Marks
o Create three routing marks, one based on each of your
connection marks created previously
Create Routing Rules
o Create three rules, using the routing marks; each mark performs
an action of lookup on three different tables. In our example we
will name them C1,C2 and C3
Create Routing tables
o Ontable C1, add the default route of your first connection
o Ontable C2 add the default route of your second connection
o ON table C3 add the default route of your third connection
Create NAT Rules
o Create a NAT rule out either the single interface or multiple
interfaces required to get to the Internet from your private LAN
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Create a Private VPN

Assume 192.168.0.x/24 is the private LAN
Add IP Pool for PPTP users
o 192.168.200.2-192.168.200.200 should give them 198 users.
Configure PPTP server
o Enable server under server options, set the default profile to
default-encrypted
o Modify the default-encrypted profile to include the local
address of 192.168.200.1 and the remote address of the PPTP
Pool
o Modify the DNS servers for the private DNS servers inside the
network.
o Can also modify anything else necessary.
o Add PPTP Secrets using default-encryption profile
Add NAT rules
o Add a source-address src-nat rule to masquerade out your
internet connection for the new 192.168.200.0/24 subnet.
o This will allow Internet access while connected to the VPN.
Add DNS (optional)
o If you have a public IP address, create a DNS name for this, have
your users point their VPN to vpn.businessname.com, so that if
there is an IP change later, you just have to change DNS.
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Appendix

Features Only Available via Command

Line Interface

Export Command — Used to create text configuration export.
Running this command an under a sub-section of RouterOS will
process only that section and sections under that section. If you run
the command under /ppp, it will export all commands under the
/ppp context, including /ppp secrets, /ppp profiles, and so on.
Issuing this command right in the root of the command line interface
will result in a full configuration export into a text readable format.
Import Command — Used to process .rsc or other script files without
pasting them into RouterQOS. This allows you to process a script file
after uploading it to the File List.

/Tool Fetch Command — Used to fetch files from HTTP and FTP
Websites

/Tool E-Mail Send — Used to send E-mails via the e-mail system. The
e-mail server settings can be specified in the command line, but you
can also specify them in WinBox under Tools = E-Mail

/system note Command — Used to tag a note on the command line
Interface. Upon entering the command line interface, the text
placed in the Router with the note command will be displayed.
/interface wireless set item disable-running-check=yes/no — By
disabling the running check OSPF never sees an interface state
change. The only way it knows if the link is down is the by the dead
router detection. Sometimes this is upwards of 60-90 seconds. If
your running check is set to no, then as soon as an interface drops,
i.e. wireless connection drops for a moment, OSPF will issue a state
change. Useful if you have a connection that likes to drop for a
moment.

/ip Firewall calea — Interceptor portion of the CALEA Package.

/tool calea — Server and capture portion of CALEA Package
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6to4, 114

802.1QinQ, 184

802.3ad, 185

About the Author, 12

Accept, 145

Access List, 55

Access Lists, 209

Access Point Time, 201

Accessing RouterOS, 42

Accounting, 334

Active Users, 68

Active-backup, 186

Add ARP for Leases, 91

Address Lists, 134

Address Resolution Protocol, 107

advertise, 111

Agents, 387

aggregated frames and sending
using block acknowledgement,
226

Air/Data Rates, 200

AMSDU, 226

Antenna coax, 222

AP-Bridge, 202

API, 70

Area Prefixes, 213

ARP, 107

ARP List, 109

at first logon, 427

Auto Upgrades, 356

Backup / Restore, 73

Bad CCQ, 237

balance-alb, 186

balance-tlb, 186

balance-xor, 186

Bands, 201

Bandwidth Test Client, 358

Bandwidth Test Server, 357

Basic / Advanced, 196

Basic Firewall, 53

Basic RouterQOS Setup, 80

BGP, 368, 372

BGP Aggregates, 370

BGP based VPLS, 331

BGP Networks, 370

Bindings, 299

Bonding, 185

boot from Ethernet once, 34

boot from its NAND, 34

boot from the NAND, 34

bootp, 35

Bridge, 176, 202

Bridge Loopbacks, 180

Bridge Ports, 177

Bridged Access Point
Configuration, 101

Bridged Client, 102

Bridging PPTP, 255

Brute Force Attacks, 151

Bursting, 285

CALEA, 346

CALEA Interceptor, 346

CALEA Server, 348

Carrier Sense Multiple Access, 231

CD Installation, 38

Cellular USB Card, 251

Chains, 131, 156, 161

Change MSS, 159

Change TOS Bit, 159

Changing Path Costs, 367

Checking Gateways, 117

Choosing a Tunnel Type, 269

CIDR, 80

Classless Inter-Domain Routing,
80

Clear DF, 160
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Command Line Interface, 430, 440

Common Wireless Configurations,
101

Communication Assistance for
Law Enforcement, 346

Configuration of basic
Masquerading, 96

Configuration of LDP, 320

Configuration of NV2, 233

Configuration Reset, 354

Configuring IP Addresses, 80

Connection Bytes, 137

Connection Limiting, 141

Connection Limiting Chart, 141

Connection Lists, 212

Connection Marks, 158

Connection States, 125

Controlling P2P, 293

CPE — Client Premise Equipment
Configuration, 101

Credits, 16

CSMA, 231

Database Maintenance, 429

Default Options, 195

Default Routes, 82

Default TX Rates, 196

Default User and Password, 43

Default/Summary/Full Routing
Table, 372

Deploying IPv6 within your ISP,
114

Device Appearance, 394

Device Options, 392

DHCP Relaying, 94

DHCP Server, 56

DHCP Server Wizard, 87

DHCP-Client, 85

DHCP-Server, 86

DNS Caching, 82

Dotted-decimal Notation, 80

Double Queuing, 289

Drop, 146

DST Limit, 143

Dual Stack, 111

Dude, 378

Dude - Admins, 388

Dude - Charts, 389

Dude - Discovery Services, 388

Dude - Files, 394

Dude - Links, 395

Dude - Logs, 396

Dude - Map Settings, 399

Dude - Menus and Options, 383

Dude - Reset Configuration, 382

Dude - Server Configuration, 384

Dude - Spectrum Scan, 409

Dude - Upgrades, 401

Dude - Working with Devices, 401

Dude Agents, 380

Dude Devices, 390

Dude Layout, 381

Dynamic Routing, 364

El, 24

ECMP, 118

E-Mail System, 359

Encryption Performance, 268

Ensuring Bandwidth Allocations,
287

EolP, 241

EolP Tunnel, 242

Ethernet, 170

Ethernet Speed and Negotiation,
172

Extended Frequency, 27

Failover with PPPoE Servers, 259

Fetch, 359

Fiber Optic Interfaces, 24

FIFO Queues, 276

Files, 71

Firewall Actions, 145

Firewall Efficiencies, 126

Firewalling, 124

Firewalling Examples, 153
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Flashfig, 78 Internal Hotspot User

Flashfig on RouterBOARDs, 78 Management, 306

Forward, 157 Introduction, 10

Forward Chain, 131 IP Addresses, 80

Free Hotspots, 297 IP Bindings, 308

Frequency Usage, 198 IP Pools, 95

FTP, 70 IP Scan, 363

Global Sync, 277 IP Subnetting, 81

Graphing, 360 IPIP, 243

Hard Disk Installation, 40 IPsec, 265

Hidden Node Issue, 229 IPSec Encryption/Decryption, 129

Hiding the SSID, 195 IPsec Peers, 267

Hierarchical Token Bucket, 272 IPsec Proposals, 268

Home Router Walkthrough, 99 IPv6, 110

Hotspot Cookies, 303 IPv6 Addresses, 111

Hotspot Definitions, 298 IPv6 BGP, 112

Hotspot Interface, 299 IPv6 Dynamic Protocols, 112

Hotspot Login Methods, 303 IPv6 Firewall, 112

Hotspots, 296 IPv6 OSPF v3, 113

Hotspots with Radius, 306 IPv6 Package, 110

How to Match Data, 136 IPv6 to 4 Tunnels, 114

HTB, 272 Jumping to Chains, 132

HTB and Rate Limiting, 273 L2TP, 252

HTB Packet Flow, 272 Large Transfer Queues, 289

HTB Queue Tree Structure, 273 Layer 7 Filters, 139

HWMP, 188 Licensing, 26

HWMP+., 188 Limit, 143

Identifying Queue Data, 271 Limitations, 428

If Installed vs. Always, 364 Limiting Total Throughput, 284

IKE, 266 Link Technologies, Inc, 13

Importing Scripts, 74 Links, 402

Improving 802.11n, 226 Local Users, 66

Inbound NAT, 163 Logging, 76, 146, 353

Inbound NAT with DHCP Public IP Logging Actions, 353
Address, 167 Logging Rules, 77

Ingress Priority, 142 Logging to Disk/File, 77

Input, 157 Loopback SRC-Address, 182

Input Chain, 131 Lose your RouterOS License, 28

Instances, 369 Low Signal, 236

Intercepting Data, 347 M3P, 335

Interfaces, 170 MAC Authentication, 206

Mangle, 156
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Mangle Packet Flow, 129

Mangle to Route Traffic, 123

Masquerading, 96, 162

MCS's, 228

MESH, 188

MetaRouters, 349

methods of accessing a RouterOS
System?, 43

Migration to NV2, 235

MikroTik Packet Packing Protocol,
335

MIMO, 228

MPLS, 316

MPLS Configuration, 319

MPLS Traffic Engineering, 327

MPLS/VPLS MTU, 325

Multi-Link, 261

Multiple Data Packages and PCQ,
292

Multiple PCQ Rates, 290

Multiple Radius Servers, 313

Multiple SMTP Outbound Limits,
154

Multiple-Subnets Behind a
Hotspot, 310

Multiprotocol Label Switching,
316

NAT, 96

Neighborhood Viewer, 43

Neighbors, 352

Net booting, 33

NetFlow, 339

Netlnstall, 40

Network Address Translation, 161

Network Maps, 397

Non-Paying Customer, 436

Non-RouterOS MetaRouters, 350

Notifications, 403

Nstreme, 216

Nstreme Dual, 217

Nth, 144

NTP, 336

NTP Client, 336

NTP server, 337

NV2, 231

NV2 Hardware, 232

NV2 QosS, 234

One-to-One NAT, 165

OpenVPN, 262

OpenVPN Client, 263

OpenVPN Server, 262

OpenVPN Server Interface, 263

OpenVPN TAP, 264

OSPF, 366

OSPF Full-duplex, 367

OSPF Loopback, 180, 366

Other Chains, 131

Outages, 406

Outbound NAT, 164

Output, 157

Output Chain, 131

Packet Flow, 128

Packet Flow with MESH, 130

Packet Marks, 157

Packet Sniffer, 361

Paid Hotspots, 297

Parents, 286

PCQ Bursting, 282

PCQ Queues, 278

PCQ RAM Requirements, 279

Peer to Peer Filtering, 138

Peers, 369

Per Connection Load Balancing,
437

POD Attacks, 152

Policy Based Routing, 120

Pools, 335

Port Scan Detection, 142

Postrouting, 156

PPP, 244

PPP Active Connections, 247

PPP Client, 250

PPP Profiles, 246

PPP Secrets, 244
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PPP Server, 247

PPPOE, 258

PPPoE and Masquerading, 163

PPPoE Client, 55, 260

PPPoE Scan, 361

PPPoE Server, Dynamic Routing,
259

PPTP, 252

PPTP Client, 254

PPTP Server Interfaces, 253

Pre-Built Firewall Scripts, 153

Prerouting, 156

Private VPN, 438

Probes, 406

Profiler, 362

Profiles, 427

Propagate TTL, 322

Protecting Networks, 149

Protecting Your Router, 148

Proxy ARP, 108

Pseudobridge Mode, 103

Queue Trees, 283

Queue Types, 275

Quick Reference Guide, 434

Radius Client, 312

Radius RouterQOS Users, 69

Random, 143

Rate Flapping, 224

rate selection, 228

Real World Usage of DHCP Relay,
94

rebuild, 429

RED Queues, 277

Redirect, 168, 436

Reference Version of User
Manager, 413

Registration Table, 52, 211

Reject, 147

Reply-Only, 108

Returning from Chains, 133

RIP, 364

RIPng, 113

Rouge DHCP-Servers, 92

Routed / NAT CPE, 103

RouterBoard Devices, 18

RouterOS Extras, 334

RouterOS Hardware, 18

RouterOS Installation, 30

RouterOS Reference Version, 15

RouterOS Services, 69

RouterOS Tools, 352

RouterOS User Groups, 67

Routing, 52

Routing Filters, 371

Routing Marks, 158

Routing Policies, 120

RSTP, 177

RSVP TE Auto-Bandwidth, 329

RSVP TE Tunnel, 328

Rules, 125

Running Dude Server, 382

Safe Mode, 62

Scan List, 196

Scanning, 197

Scheduler, 355

Scripting, 355

second edition of Learn
RouterOS., 16

Secure Shell Access, 45

Securing NV2, 233

Securing Services, 70

Security Profiles, 205

Selective Port Forwarding, 166

Server Profiles, 302

Set Priority, 160

Setting WMM Priority’s, 204

Setup of a Hotspot, 300

Setup Transparent Web Proxy
System, 436

SFQ Queues, 277

Signal Issues, 223

Simple Queues, 54, 284

Sniffing, 198

SNMP, 407
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Snooping, 199

SNTP, 337

Socks, 336

Solar Power, 22

SPAM Prevention, 150
Special Thanks, 16
Spectrum Analyzer, 199
Splash Page, 298

SSH, 45, 70

SSH Brute Force Attack, 155
SSH Keys, 68

SSTP, 256

SSTP Client, 257

SSTP Server, 256

Stateless Autoconfiguration, 111
Static DNS Entries, 84

Static Routing, 116

Static WDS Bridges, 220
Station, 203

Store, 345

STP, 176

Strip IPv4 Options, 160
Styles and Customization, 426
Submaps, 402

Supported x86 Hardware, 25
Switch Controls, 171
Switches and MESH, 190
Syslog, 387

System Configuration Reset, 354
System Identity, 338

System Options, 53

T1, 24

Tarpit, 147

TDMA, 232

Telnet, 45

Text Backup Files, 73

TFTP Server, 338

The Dude, 378

The PowerRouter 732, 23
Time, 145

Time Division Multiple Access, 232

Tools, 408

Traffic Control, 270

Traffic Engineering, 329

Traffic Identification, 124

Traffic-Flow, 339

Transferring Files within Dude,
394

Transparent Web Caching, 342

Transparent Web Proxy, 436

Troubleshooting NTP, 337

Troubleshooting Radius, 314

Troubleshooting Wireless Links,
236

Tunnel Path Hops, 328

Tunnels, 240

Upgrades, 57

UPnP, 344

User Management, 66

User Manager, 412

User Manager - Concepts and
Definitions, 415

User Manager - Layout, 424

User Manager database, 429

User Manager HTML
Customization, 426

User Sign-In Page, 421

User Sign-Ups, 421

Using Distances, 118

Using IP Firewall, 178

Using Marks, 157

Using Multiple Rules to do what
YOU want!, 153

Using Netlinstall, 31

Using Nstreme, 225

Using PCQ, 280

Using Trail Users, 304

Using WinBox, 59

V5 of User Manager, 424

V5 Signup, 429

Validity, 427

VAPs and VLANs, 214

Virtual Access Points, 214

Virtual Ethernet, 174
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Virtual Ethernet Interfaces, 174
Virtual LAN, 183

VLAN Configuration, 184
VLANSs, 183

Vouchers, 422

VPLS, 323

VRRP, 191

Walled Garden, 308
Walled-Garden, 299
Wandering/Fluctuating Signal, 236
Watchdog, 357

WDS, 219

WDS Bridged Access Points, 220
WDS Bridged Wireless Link, 219
WDS-Slave, 202

Web Proxy, 340

Web Proxy Access List, 341
WebBox, 48

WebFig, 58

What is RouterOS, 14

Why Routing, 106

WIC — Wireless Interface Cards,
194

Wi-Fi Multimedia, 203

WILL LOSE YOUR LICENSE., 40

WinBox Interface Options, 64

WinBox Menus, 63

WinBox Service, 71

Windows PTPP VPN Users, 253

Wired Equivalent Privacy, 207

Wireless Distribution System, 219

Wireless Interfaces, 51

Wireless Link Optimization, 222

Wireless Multimedia Extensions,
203
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Wireless Tools, 197

WMM, 142, 160, 203

WPA, 208

WPA2, 208

WWW, 71

X86 Based RouterQOS Systems, 23

x86 Hardware, 25
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