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ZyWALL USG FLEX 100/200/500

MexceTesble aKkpaHbl USG FLEX

HapeHas 3awura. l’Mbkaa nognucka.

MpepcTaBisaem HOBYHO cepuio mexKceTeBblX aKpaHoB USG FLEX ¢ yBenMyeHHOM
NPOMU3BOAUTENIbHOCTbLIO U YNYULLIEHHOW TMBOKOCTBIO Mcnonb3oBaHua. Maatpopma USG FLEX
NPOAOIKAET TPALMLMN NPUMEHEHUA B NPOAYKTaX Zyxel nepenoBbIX TEXHONOMMIA U
npeasnaraeT BeCb NakeT NOAMNWUCKM Ha cepBUCbl 6E30MacHOCTU € «HeCLOBHbIMY» MAcLUTabu-
pyeMbIM NOAKIOYEHUEM K CETU Yepes W3, He3aBncMmo oT pazmepa Balleit KOMNaHUK y
Zyxel Bcerga HanpeTca Aaa Bac pelleHne, MakCMMasibHO noBsbilwatowee 3GpPeKTUBHOCTb
Bawen UT-uHppacTpyKTypbl!

Mpeunmyuwiecrea

TouHoe BbiAB/NeHUe Knbepyrpos

B o6nake Zyxel Security Cloud cobupaetca nHpopmauma 0b yrposax U3 pasinyHbIX
MNCTOYHMKOB.

MesxceTeBble aKpaHbl cepun USG FLEX B pexkxnume Cloud Query Express ans 6onee To4HOM
3aLLMTbl OT BUPYCOB MCNO/b3YIOT 061a4Hy0 633y AaHHbIX C MUAANAPAAMM CUTHATYP.
®yHkuma Cloud Query npoBepseT Xalu-Koa NoA03pUTeNbHOTO daiina 3a HECKO/IbKO CeKYHA,
1 NO3BO/ISIET TOYHO BbIABUTb YrpoO3Yy.
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ToyHoe BbiABAEHME Yrpo3 B
obnayHOM pexunme

HapgexHana MHOroswenoHHas
CUCTEeMa 3aLlunTbl

Mpon3BoAUTENbHOCTD
MEeXKCeTeBOro sKpaHa yBesinyeHa
00 125%, a npon3BoANTENbHOCTD
UTM - Ha 500%

TMbKune onuumn NoANUCKM Ha
CepBUCHI — MOXKHO BblbpaTb TOT
BapMaHT NOAMNWUCKK, KOTOPbIN
NlydLwe BCero NoaxoamT ana
obecneyeHus besonacHoOCTH
Ballein KomnaHum

MolHble GyHKLMM NOCTPOEeHUA
VPN ¢ nomouwybto SSL, IPSec n L2TP
over IPSec 1 obecneyeHne BbICOKOM
poctynHoctn VPN

DYHKUMU ANA UHAYCTPUK
rocTenpuMMCTBa — XOT-CMOThl,
ynpasaeHne TouKaMu JocTyna u
oAHOBpPeMeHHoe 06HOBNEeHME
MUKPOMNPOrpammbl Ha HECKO/IbKUX
yCTpoicTBax



UcuepnbiBatowan nHpopmaumsa 06 yrposax

[na makcumanbHoW 3awmTbl Bawei cetn B USG FLEX ncnonbsytotes
noapobHble cBeaeHUs 0b yrposax, npeaocTaBasemble AMaepamm
TEXHONIOTUI MHPOPMALMOHHOW Be30MacHOCTH, YTo obecneymBaeT
MaclwTabrupoBaHWe B peasibHOM BpeMeHU MHPopMaLmumn o dpaiiax u
yrposax. MNpumeHeHue 6a3bl faHHbIX, B KOTOPYO cobupaeTca
MHPopmauma 06 yrposax M3 pasHOO6pa3HbIX MCTOYHUKOB, NOBbLILLAET
TOYHOCTb BbIABAEHUA BPeAOHOCHOTO Koga. Kpome Toro,
6€e30nacHOCTb UCMOb30BaHNA MHTepHEeTa yyYLlaeT KOHTEHTHbIN
dUNbTP, 3 ANA OrPaHUYEHUA JOCTYNA K IKCTPEMUCTCKOM MHPOopMaLmUm
TakKe npumeHsaetca uabtp CTIRU (Counter-Terrorism Internet
Referral Unit).
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fM6Kue onummn NOANUCKU B COOTBETCTBUM C BaLLMMMU
notpebHocTAMM

MpumeHeHune cepsrcos 6esonacHocT USG FLEX npeBpaluaet atoT
MeCeTeBOW 3KpaH B KOMMNJIEKCHOe peLleHne aaa MHGOPMaLMOHHOM
6e3onacHocTK. B cooTBETCTBMM € BalMM NOTPebHOCTAMM B 3alUuTe
CETU M BO3MOMXKHOCTAMM MOAK/OUEHUA K HEN MOXKHO KyNWUTb JINLEH3UIO
Unified Threat Management (UTM) uau nakert cepaucos Hospitality.
TaKKe MOXHO NPUobpecTn NNLLEH3NIO ANA OTAEbHOTO CePBUCa,
Hanpumep, KOHTeHTHOM GUAbTPaLMK, aHTUBMPYCa UK SecuReporter
Premium.

ZyWALL USG FLEX 100/200/500

HapexXHaa mHoroswenoHHas 3awmra

B USG FLEX ncnonb3yetcs MHOroalenoHHan cuctema 6esonacHocTy,
3aLUMLLAIOLWAA OT Pa3HbIX TUMOB KaK BHYTPEHHWMX, TaK U BHELUHWUX Yrpos.
Cepsucbl aHTUBUPYCca, dunbTpaumm URL 1 IDP oTparkatoT aTaku U3BHe,
a NaTpyab NPUNOXKEHWUI U KOHTEHTHAA GUAbTpaLua 61OKUPYIOT A0CTyN
nosib3oBaTesnel K NOCTOPOHHUM NPUIOKEHUAM U web-caliTam.
MpuMeHeHWe 3TUX CEPBMCOB MOJIHOCTLIO IMKBUANPYET cnabble mecta

B CMCTeMe 3aLLMTbl BalLel CeTuh.
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MoBbiWweHHaaA NPon3BOAUTENIbHOCTb

MpumeHeHWe HOBOM NiaTtdopmbl obecneymBaeT yBennyeHune
NPOU3BOAUTENBHOCTN MeXCeTeBOro akpaHa Ao 125%. 3a cuer
MaKcuMmanbHoi npoussoantensHoct UTM go MUHUMYMa
coKpalLaetca noTpebneHne BbIYUCANTENbHBIX PECYPCOB, a Npu
paboTe B pexxnume Cloud Query Express npoussoautensHocts UTM
yBenuumsaetca Ha 500%.

Gains Up to 125%

Firewall Performance

Gains Up to 500%

UTM Performance




AHanNUTUUYECKKE OTYETbI U YrNybaeHHbl aHanus yrpos

Ha oCcHOBHOW KOHCOM MeXKceTeBbIX 3KpaHoB cepumn USG FLEX BbiBOAUTCA B yA06HOM A5 YTeHMA dopmaTe CBOAKA CTaTUCTUKM MO TpaduKy K1
rpadunyeckne gmarpammbl CTaTUCTUKK yrpos. Mpu MCno/ib30BaHMM cepBuca SecuReporter MOXKHO NOYYUTb YryBAEHHbIN aHanM3 yrpos ¢
KoppensAuunein cobbITUiA, Ha OCHOBE KOTOPOTrO MOXKHO BbIABUTb TEHAEHLUM U3SMEHEHWUSA COCTOAHMA CETU U NPEANPUHATL NPEBEHTUBHbIE Mepbl ANf
oTpakeHua aTak. OTobpakeHne Bcex cOBbITUIA B CETU HAa OAHON LIEHTPANN30BAHHOM KOHCOM YNPOLLAET yNpaB/ieHne pasHbiMM KAMEHTaMuU U

YCTPOMCTBaMM.

Bce BO3MOXXHOCTU UCNO/Ib30BAaHUA CETEBbIX TEXHOJIOTUM
ANA 3aKa34UKOB U3 UHAOYCTPUU TOCTENPUMNMCTBA

MexceTeBble akpaHbl cepumn ZyWALL USG FLEX He TONbKO 3aLlWmMLLaioT ceTb
OT Knbepyrpos, HO 1 NOAAEPKMBAIOT GYHKLMOHAN, UCMO/Ib3YeMbli B
WHAYCTPUM FOCTENPUNMCTBA, BK/IFOYaA XOT-CMOTbl, yNpaBieH1e TO4Kamum
[0CTyrna U 0aHOBPEeMEeHHOEe 0BHOBIEHVE MUKPOMPOrPamMMbl Ha HECKOJTbKMX
ycTpoiicTax. 1A onTMMmU3aLmm nepBoHa4aIbHbIX UHBECTULMN U
MacLLITabnpoBaHUA BaLLIEN CETU Bbl MOXKETE NPUOBPECTU NAKeT SIMLLEH3NI
Ha CepBM1CbI, KOTOPbIN MOXKHO MCMO/b30BaTb B TEYEHME OnpeaeNeHHOro
BpemeHn 6o Ana 0bC/yK1BaHUA ONpPeaeNeHHOro YMCIa YCTPOMCTB.

ZyWALL USG FLEX 100/200/500

Be3onacHasa paboTa Ha yaaneHKke

MoTpebHoCTb B 06ecneyeHn yaaneHHoro 4ocTyna Ana COTPYAHUKOB,
paboTatoLmx U3 AoMa, pe3Ko Bo3pocaa, noatomy USG FLEX noaaep-
YKMBAIOT BUPTYyanbHble yacTHble cetu (VPN) Ha 6ase IPsec, SSL nau L2TP
£4NA rTMbKoro 6e30nacHOro NOAK/IYEHUA K KOPNOPaTUBHOW ceTH
KOMMbIOTEPOB, UCMO/b3YIOLLMX OCHOBHbIE BEPCMUN ONepaLMOHHbIX
cmctem. [114 NOAKNIOYEHNA YAANEHHOTO K/IMEHTA K CETU HE HYXKHO
BbINONHATL HUKaKMeE A0MNONHUTENbHbIE ONepaLMu No HacTpolike
KOHPUrypaumm. Mexcetesble akpaHbl cepum USG FLEX Takke
cepTMdULMpoBaHbl Ha coBMecTUMOCTb ¢ Microsoft Azure n AWS,
MOSTOMY C UX NMOMOLLbIO KOMMAHWM Masioro 1 cpeaHero busHeca moryT
NocTpouTb TMBPUAHYIO CETb, B KOTOPOM UX BHYTPEHHAA UT-
MHOPACTPYKTYPa KOMBUHUPYETCA C MHDPACTPYKTYPOI NybMUYHOro
obnaka.



JInueH3umn n cepBUChbI

JInueHsnpyemblii cepsuc BXoAUT B NaKeT IMLEH3Ni Bo3o6HoBAAETCA U3 NaKeTa OTAenbHas IMLEH3Na
NULEeH3UI

Nuuyensua UTM

Web Filtering da Oa Oa™
IPS (IDP) Ja Ja

Application Patrol Oa Oa

Anti-Malware [Ja Oa Oa
Email Security Oa Oa

SecuReporter JiE]

SecuReporter Premium [a [a

NIuueHsua ana nHayctpum roctenpumnmctsa (Hospitality)

Managed AP Service [a (o3HakomuTenbHas Bepcusa Ha  [a (1 roa) [a (beccpoyHo nnueH3snpyetca no
30 pgHew) yncay yCTpomncTs)

Hotspot Management™ [a (o3HakomuTenbHasa Bepcusa Ha  [a (1 roa) [a (beccpoyHasn)
30 aHeW)

Concurrent device [a (o3HakomuTenbHasa Bepcusa Ha  [a (1 roa) [a (6eccpoyHo nnueH3npyetca no
30 gHei) yuncay ycrpoicrs)™

*1: Bk/itoyan anueHsuto Ha cepsuc Email Security
*2: Cepsuc Hotspot Management gocTyneH Tonbko ans mogeneit USG FLEX 200/500
*3: YBesimueHue Yncna KIMeHToB AOCTYMHO ToAbKo Ans mogenun USG FLEX 500

JInueHsnpyemblii cepsuc dyHKUUA

Nnuyensua UTM

Web Filtering BnokunpoBaHue JoCTyna K onacHbIM U NoA03pUTENbHBIM Web-calitam

IPS (IDP) TwaTtenbHaA NPOBEPKa NaKeToB Ha HaM4yne BPeAOHOCHOrO KoAa, UCNONb3yemoro AnA atak u3 MHTepHeTa
Application Patrol ABTOMaTMYeCKan KnaccudumKaumsa NPUNONKEHUIN U peryanpoBaHMe UCMOb30BAHNSA UMK CETEBbLIX PECYPCOB
Anti-Malware CKaHupoBaHue $alinoB Ha HaANYMe BPeJOHOCHOIO KOAA U APYInX Yyrpo3 B LWAt03e Uan obnake

Email Security BbicTpoe obHapy:KeHMe 1 610KMPOBKa cnama/dULLKHIA B 31EKTPOHHOM noyTte

SecuReporter MHTennekTyanbHana aHaMTUKA U OTYETbI

/TuueHsuna gna MHAYCTpumn roctenpummctea (Hospitality)

Managed AP Service ABTOMaTMYecKoe 0bHapy»KeHWe ToUYeK A0CTyna U pacnpeseneHme nx pecypcos
Hotspot Management PasnunuHbie GyHKUMKU ynpaBaeHUs AOCTYNOM K CeTU
Concurrent device YBennyeHme MakcrmasibHO AOMYCTUMOrO YMCAa aBTOPM30BaHHbIX NOb30BaTeneln

ZyWALL USG FLEX 100/200/500 4



Cneundpukaumm

Mogenb USG FLEX 100 USG FLEX 200 USG FLEX 500
dorvorpadua npoayKra

MopTtbl 10/100/1000 Mbps RJ-45 4 x LAN/DMZ, 1 x WAN, 4 x LAN/DMZ, 2 x WAN, 7 x (KoHdUrypupyemble),
1 x SFP 1 x SFP 1 x SFP

NopTbl USB3.0 1 2 2

KoHconbHbI nopT [Oa (RJ-45) [Ja (DB9) [a (DB9)

MOHTaX B CTOMKe - Oa Oa

be3 BeHTUANATOpA [a Oa -

EMKOCTb M NPOU3BOAUTENbHOCTb

MponycKkHaA cnocobHOCTb MeXXceTeBoro 900 1800 2300
aKpaHa SPI (M6ut/cek) "

MponyckHasa cnocobHocTb VPN (M6ut/cek) ™ 270 450 810
MponyckHas cnocobHocTb IDP (M6ut/cek) ™ 540 1100 1150
MponyckHas cnocobHoctb AV (M6ut/cek)™ 360 570 800
MponyckHasa cnocobHoctb UTM (AV u IDP)™* 360 550 800
MakcumanbHoe YMCN0 OAHOBPEMEHHbBIX 300 000 600 000 1000 000
ceccuii TCP™

MaKcumanbHoe uncno TyHHenei IPsec VPN 40 100 300
OpHoBpeMeHHbIX nonb3oBateneii SSL VPN 30 60 150
Konunuecrtso unrepdeiicos VLAN 8 16 64

Yucno oaHOBpEMEHHO aBTOPU30BaHHbIX 64 200 200/ 300
nosb3oBaTeneit (no ymonyanuio/

MaKkcumym)' 78

MpousBogutenbHocTb B Speedtest

MponyckHas cnocobHOCTb MeKCeTeBoro 760 810 810
aKpaHa SPI (M6uTt/cek)™*

KoHTponnep Touek gocryna

Yucno ynpasnsembix TOUEK 40CTyna 8/24 8/40 8/72
(no ymonuanuio/makcumym)™’

PekomeHayemoe makcumanbHoe 10 20 60
YMCIO TOYEK A0CTyNa B OAHOIM rpynne

CepBucbl 6e3onacHOCTH

Anti-Malware™’ Oa Oa Oa
IPS (IDP) Ja Ja [a
Application Patrol” Oa Oa Oa
Email Security Oa Oa [a
Web filtering (CF)"7" Oa Oa Oa
SecuReporter Premium™ [a [a [a

OcHOBHble GYHKUUU

VPN IKEv2, IPSec, SSL, L2TP/ IKEV2, IPSec, SSL, L2TP/ IKEv2, IPSec, SSL, L2TP/
IPSec IPSec IPSec
WHcneKuus SSL (HTTPS) Oa Oa Oa
2-¢paKTopHan ayTeHTuPUKauusa [a JiF] [a
YnpasneHue xor-cnotamu 7 - Oa Oa
MNoapepKKa NPUHTEPOB - [a (SP350E) / 10 [Oa (SP350E) / 10
KBUTaHUMI*'*/ MaKcumanbHoe uncno
NpUHTEPOB
Microsoft Azure Oa [Oa Oa
Amazon VPC [a JiE] Oa
Device HA Pro - - Oa
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Mogaenb USG FLEX 100 USG FLEX 200 USG FLEX 500

Tpe60oBaHUA K NUTAHUIO

UCTOYHUK NUTaHUA 12 B NOCTOAHHOIO TOKaQ, 12 B NOCTOAHHOrO TOKaQ, 12 B NOCTOAHHOrO TOKaQ,
makcumym 2.0 A Makcumym 2.5 A Makcumym 4.17 A
MakcumanbHoe 12.5 133 24.1
aHepronoTpebaeHue (Barr)
Tennosbigenenue (BTU/uac) 42.65 45.38 82.23
bes Pasmepb! (LLIXTxB) 216x147.3x33 272 x 187 x 36 300 x 188 x 44
YNaKoBKMU (Mmm)
Bec (kr) 0.85 14 1.65
B ynakoBke Pa3smepbl (LLIXIxB) 284 x 190 x 100 427 x 247 x 73 351 x 152 x 245
(mm)
Bec (kr) 1.40 2.23 (6e3 MOHTaXHbIX CKOB) 2.83
2.42 (C MOHTaXHbIMM cKoBamMm)
AKceccyapbl B KOMNJEKTE NOCTaBKU * Apantep nuTaHna * Apantep nuTaHna * Apantep nuTaHuA
« Kabenb RJ-45 - RS-232 *Habop ans moHTaXa B CTOMKe CunoBoii Kabenb

ONA NOAK/IOYEHNA KOHCONN (onums, 3aBUCKT OT pernoHa) « Habop Ans MOHTaxa B CTOMKe

TpeboBaHMA K OKpY:KaloLen cpege

dKcnayaTtaumsa TemnepaTtypa 0°C - +40°C 0°C - +40°C 0°C - +40°C
Bna)KHOCTb 10% - 90% (6e3 BbinaseHun 10% - 90% (6e3 BbinaseHun 10% - 90% (6e3 BbinageHwus
KOHZeHcaTa) KOHZeHcaTa) KOHAeHcaTa)
XpaHeHue TemnepaTtypa -30°C - +70°C -30°C-+70°C -30°C - +70°C
Bna)KHOCTb 10% - 90% (6e3 BbinageHun 10% - 90% (6e3 BbinageHun 10% - 90% (6e3 BbiNnageHua
KOoHAeHcaTa) KOHAeHcaTa) KOHAeHcaTa)
MTBF 989 810.8 529 688.2 529 688.2
(uacos)
AKYCTUUYECKMIA LIym - - 24.5 pBA npw paboTe npu

TemnepaTtype ao +25°C, 41.5 abA
NpU MakCMManbHOM CKOPOCTU
BPaLLLEHNA BEHTUAATOPA.

EMC FCC Part 15 (Class B), CE FCC Part 15 (Class B), CE FCC Part 15 (Class A), CE
EMC (Class B), BSMI EMC (Class B), EMC (Class A),
C-Tick (Class B), BSMI C-Tick (Class A), BSMI
BesonacHoctb LVD (EN60950-1), BSMI LVD (EN60950-1), BSMI LVD (EN60950-1), BSMI

*: 9ta Tabnvua ans MuKkponporpammbl ZLD4.50 1 601ee no3gHew Bepcuun.

*1: Ha npaKTuKe Npon3BOANTENILHOCTb MOXKET BblTb MEHbLLE M3-3a YCI0BUI PabOoTbl CETU U aKTUBHbIX MPUNOKEHUIA.

*2: MaKkcMmanbHas NpomnyckHas cnocobHOCTb B cootBeTcTauM ¢ RFC 2544 (UDP-nakeTbl no 1518 6aiitos).

*3: MponyckHas cnocobHoctb VPN B cootBeTcTBuM ¢ RFC 2544 (UDP-naketsbl no 1424 6aiita).

*4: NponyckHas cnocobHocTb AV (B pexkume Express) u IDP n3mepsiach ¢ NOMOLLbIO CTAaHAAPTHOW YTUAUTbI TECTUPOBAHMA Npown3soanTesbHocTv HTTP (naketbl HTTP no 1460 6aiiTos).
TecTMpoBaHWe NPOU3BOANNOCH C HECKO/IbKUMU MOTOKAMU.

*5: MaKCMManbHOE YMC/I0 CECCUIA U3MEPAIOCH C MOMOLLBIO CTAaHAAPTHOM YTUAUTBI TecTupoBaHus IXIA 1xLoad.

*6: Bkntoyan Gateway-to-Gateway u Client-to-Gateway.

*7: InA UCNONb30BaHMA 3TOM GYHKLMM M PACLUIMPEHWA €e EMKOCTU HYXHa nLeH3una Zyxel.

*8: 3T0 peKoOMeHAYyeMOe MaKCMMaibHOe YNUC/I0 O HOBPEMEHHO aBTOPU30BAHHbIX YCTPOWCTB.

*9: dyHKuma SafeSearch 8 CF goctynHa ¢ uHcnekumeit SSL v He MCnosib3yeTcs B MOAENAX, MPeAHa3HaYeHHbIX 418 Manoro 6usHeca.

*10: NoanepkmBaeTca ¢ anueHsneit Hotspot Management.

*11: TecTbl Speedtest NPOBOAWAM C UCTIO/IL30BAHMEM OLHOTO KAMEHTa u KaHana WAN 1 F6uT/cek B peanbHOM CETH, U Ha UX Pe3yJ/ibTaTbl MOT/IO MOB/WATL KAYECTBO KaHana CepBuc-
nposaiaepa.

ZyWALL USG FLEX 100/200/500 6



CnuUcoK coBMeCTUMbIX TOYEK A0CTyna

Mpoaykr Touku aoctyna Unified
Mogaenu * NWA5121-N * NWA5301-NJ
* NWA5121-NI * WAC5302D-S

* NWA5123-AC
* NWA5123-AC HD

* WAX510D*

Toukum pgocryna Unified Pro

* WAC6103D-I
* WAC6303D-S
* WAC6502D-E
* WAC6502D-S

* WAC6552D-S
* WAC6553D-E
* WAX650S*

* NWA5123-NI * WAC6503D-S
o
LleHTpanusosaHHoe Oa Oa
ynpasnieHue
ABTOMaTMYECKas HaCTPOMKa [a [a
Mepepaua gaHHbIX JlokanbHasn JNokanbHasa/TyHHenbHasA
ZyMesh Oa Oa

*: HaunHas ¢ sepcum KoHTponnepa APC3.0, meskceTeBble 3KpaHbl MOTyT Pacrno3HaBaTb TOYKM AOCTYNa, UCMOJb3YoLWMe MUKponporpammy Hosee APC3.0, Kak COBMECTUMbIe TOYKM A0CTyna
(Forward Compatible AP). Pecensniepbl moryT npoasuraTtb HOBble TOYKM AOCTyna Zyxel ¢ nogaep» Ko 6a3oBbix GyHKLMI 6e3 06HOBAEHUA MUK PONPOrpammbl KOHTPO/IEPa.

®YHKLMUU NPOrpammHOro
obecneyeHusn

CepBucbl 6e3onacHoCcTU
* MexceTeBoii aKpaH

* CeptudunumpoBaHHbiii ICSA mexxceTeBol
3KpaH KOpnopaTMBHOTO Kaacca

* Pexxnmbl mapLupyTmnsaTopa n mocTa

* MIHCNeKLMA NakeToB € XpaHEHUEM COCTOAHMUA

* MpUMeHeHne NONUTUK C y4eTOM
KOHKPETHOro nosib3oBaTens

* SIP/H.323 NAT traversal

e Noppepxka ALG gna HacTpanBaemblx
nopTos

* ObHapyKeHWe 1 3aWmTa OT aHOManui
NpPOTOKON0B

¢ ObHapyKeHne 1 3almTa ot
aHomanui Tpaduka

* ObHapyKeHune 1 3awmTa oT dayaa

« 3awmTa ot DoS/DDoS atak

YHuduumnposaHHble NnoanTuku 6esonacHoctu

* YHUOUUMpPOBaHHbIV MHTepdelic ynpaBaeHns
NONUTUKaMU

* MoafeprkKa KOHTEHTHOM duUabTpaL MK,
naTpyna NPUIOXKEHUN, MeXCeTeBOro
sKkpaHa (ACL/SSL)

* Kputepmn noantuku: 3oHsbl, IP-agpeca
Ha3HauyeHMA/UCTOUYHUKA, NONb30BaTeNN,
Bpemsa

O6Hapy:KeHue U NpeaoTBpalLeHue

BTOp>KeHwul (IDP)

* PexXrm maplupyTtrsaTopa M MocTa

» CKaHMpPOBaHMeE MO CUrHaTypam 1
noBesAeHuto

* MoaaeprKKa Nosib30BaTe/IbCKMX CUTHATYP

» ABTOMaTnyeckoe 06HOB/IEHME CUTHATYP

MNaTpynb npuaoKeHui

* [PaHyAAPHbINA KOHTPO/Ib CaMblX BaXKHbIX
NPUNOKEHWN

ZyWALL USG FLEX 100/200/500

* MaeHTMdUKaLMA U KOHTPOIb NOBEAEHMA
NPUNOMNKEHU I

* Mopneprkka 30+ KaTeropuii NPUNONKEHU

 MopfeprKKa ayTeHTUdUKaL MK
nosib3osaTesnen

» CTaTUCTUKA W OTYETbI B peasibHOM BpemeHu

AHTUBUPYC

* [TOTOKOBbIN MeXaHN3M CKaHMPOBaHUA
(pesknm Stream) u 3anpockl K 061aky
(pexxum Express)

» OTCyTCTBME OrpaHUYeHNn Ha pasmep darina

* Micnonb3oBaHWe NOKaNbHOM K3LI-NAaMATU B
NOTOKOBOM peXMUME

* cnonb3oBaHWe B 061a4HOM perkmme
NOCTOAHHO AonoHAeMOoM 6a3bl AaHHbIX C
30+ muanunapgamm 3anucen o6 yrposax

* NoaaeprkKka npotokonos HTTP(s),
FTP(s), SMTP(s), POP3(s)

* ABTOMaTnyeckoe 06HOBNEHME CUTHATYP

* MoaaepKa pasHbix TUNOB dalinos

be30nacHOCTb 3/1eKTPOHHOM NOYTbI

« [po3payHbIii NepexsaT NoYTbl, KOTOpas
nepecbinaeTca no npotokonam SMTP n
POP3

* ObHapyKeHne cnam 1 GULLIMHra B
3NEKTPOHHOW noyTe

* MopfeprKKa «4epHoro» n «6enoro» cnucka
oTnpasuTenen

* Noppep»kka nposepkn DNSBL

dunbTp 60THET-CETE
* boknposaHue web-caiiToB 60THeTa
* bnoknposaHue onacHbix URL-agpecos

KoHTeHTHasa ¢unbTpauma
* dunbtp fomeHos HTTPs
* Mopgaeprkka SafeSearch (6esonacHbI NOMUCK)
* MpumeHeHue 6enoro cnmcka web-caitos
* YepHblit u 6enbiii cnncok URL,
6/10KMPOBKA MO KNtOYEBbIM CNOBaM
* HacTpavBaemble npeaynpexaeHna
n URL-nepeHanpasneHue

* Yucno Kateropuit URL yBennyeHo go 100+
7

* Moagaepka CTIRU (Counter-Terrorism
Internet Referral Unit)*!

* bnoknposaHue IP-agpecoB no reonpmsHaky

* [eorpadua agpecos ANna CTaTUCTUKMU
TpaduKa n foros

* [lognepKka agpecos IPve

IP-ucknioueHun

* [paHyNApHbIM KOHTpPOAbL IP-aapecos
OTMNpaBUTENEN U NOyYaTENEN

* MoaneprKKa CNUCKOB UCKIOYEHUI ANA
IDP n aHTMBMpYCa

VPN

IPSec VPN

* YnpasneHue katodamu: IKEv1 (x-auth,
mode-config), IKEv2 (EAP, configuration
payload)

« LndposaHue: DES, 3DES, AES (256-bit)

* AyteHTnduKauma: MD5, SHA1L, SHA2 (512-
bit)

« Moagaepskka PFS (DH rpynnbl) 1, 2, 5, 14, 15-18

* MNoppep:kka ceptudmkaTos PSK n PKI
(X.509)

« IPSec NAT traversal (NAT-T)

» Dead Peer Detection (DPD) 1 o6Hapy»keHue
NOBTOPHbIX NAKeToB

* VPN KoHLeHTpaTop

* MapLpyTusmpyemble TyHHeIbHble
nHtepdericol (VTI)

* BanaHcMpoBKa HarpysKku 1 pesepsrpoBaHme
VPN

* GRE over IPSec

* NAT over IPSec

* L2TP over IPSec

* HacTtpolika knneHTtoB Zyxel VPN

* NoaaepKa KaneHtos iOS ana
L2TP/IKE/IKEv2 VPN

SSL VPN

e MNopaepkka Windows 1 Mac OS X

* MoaAep’KKa pexkMma NosIHOro TYHHeIMPOBaHMA
e MNopaep:kka 2-GakTOpPHOKN ayTeHTUdUKaL MM



Cetb

YnpasneHue 6ecnpoBoAaHOI CETbO

* MopfeprKKa KOHTPOIepa TOYEK A0CTyna
(APC) v3.40

« Moaaepskka 802.11k/v/r ana Touek goctyna

* Moafeprkka aBTOMaTUYECKoro obHoBAEHUA
MMKPOMPOrpamm TOHEK J0CTyna

* M30nAumA Ha ypoBHe L2

* BkatoueHune Wi-Fi no pacnucaHmio

» lnHamuueckmii Bbi6op KaHanos (DCS)

 Mpuoputesauma amanasoHa 5 M n
npesoTBpaLLeHne 3a1MnaHns KIUEeHTOB

* ABTOMOKPbITUE 30H OTK/IOYEHHbIX TOYEK
[0CTyna Ana cTabuabHOMO U HAZEKHOTo
NOKpPbITUSA

* Hactpansaemblii web-nopTan aBTopum3saumnm

* Moaaepkka WiFi Multimedia (WMM)

* MoafepKKa NPOTOKoNa OBHapyXKeHUA
CAPWAP

* Mynbtn-SSID ¢ VLAN

* Mopneprkka ZyMesh

* MopeprKKa COBMECTUMbIX TOYEK A0CTyna

* OBHapyKeHUe Yy}KMX TOYeK JoCTyna

LLInpoKONONOCHDbIN A0CTYN NO COTOBOM CETU

* Pe3epBHoe coegmHeHne WAN ¢ nomoLLbio
USB-moaemos 3G n 4G*?

* ABTOBO3BpaT Npu BOCCTAHOB/IEHUM
OCHOBHoOro coegmnHeHmna WAN

Moppepikka IPv6
* IBOMHOW CcTekK
» TyHHenuposaHwue IPv4 (6rd and
6to4 transition tunnel)
* SLAAC, cTaTuuHbIN IP-aapec
« DNS, DHCPv6 cepsep/KaneHT
» CTaTMYeCcKan MapLUpyTU3aLMA U NOJUTUKM
* IPSec (IKEV2 6in6, 4in6, 6in4)

[ononHutenbHy0 MHGOPMAaLUIO O 3TOM NPOAYKTE MOXKHO HaUTK HA web-caliTe www.zyxel.com

CoeauHeHue

* Pe)KMm MapLpyTmsaTopa, mocTa u
TMBPUAHBIN PeXUM

 Ethernet n PPPoE

* NAT n PAT

» TernposaHue VLAN (802.1Q)

* BupTyanbHble nHtepdeliics (alias interface)

* MapupyTt1sauma Ha 6ase NoAUTUK (C ydeTom
KOHKPEeTHOro nosib3oBaTens)

o NAT Ha 6a3e noamTuk (SNAT)

* GRE

» InHamunueckan mapwpytusauus (RIPv1l/v2
n OSPF, BGP)

* DHCP KnuneHT/cepBep/peTpaHcasaTop

* Nopaep»ka Dynamic DNS

* WAN-TpaHKku gns 3 n 6onee noptos

* OrpaHuyeHune ceccuin 4na OTAENbHbIX
XOCTOB

» [apaHTUpOBaHHas Noi0ca NPOMycKaHUs

* MaKkcMManbHas nosioca NponycKaHus

* cnonb3oBaHWe NO0ChI MPOMYCKaHMUSA C
Y4YeTOM NPUOPUTETOB

* OrpaHun4eHve NoaoChbl MPONyCKaHUA Ans
OTAENbHbIX NONb30BaTeNEN

* OrpaHun4eHve NoaoChbl MPONyCKaHUA Ans
oTAenbHbix IP-agpecos

* YnpaBneHue nonocom
NPONYCKaHUA ANA NPUNONKEHWUIA

YnpasneHue

AyTeHTUdMKaLMA

 JlokanbHas 6a3a AaHHbIX NO/b30BaTeNel

* BHewHAA 6a3a AaHHbIX NONb30BaTeNeN:
Microsoft Windows Active Directory,
RADIUS, LDAP

» AyteHTnduKauma IEEE 802.1x

* AyTeHTUdMKaLMA Ha web-nopTane

» AyteHTnduMKauma XAUTH,
IKEv2 n EAP VPN

* MNpueaska agpecos IP-MAC

* MoaaepKKa Npo3payHoON aBTopm3aLLmm
(Single Sign-On)

* MNopaepskka 2-GakTopHOM ayTeHTUdUKaL MK
aAMUHUCTPATOPOB
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YnpasneHue cuctremon

* PosieBO€E a/MUHUCTPMPOBaHMNE

* MHorossbluHbI web-uHTepdeinc (HTTPS
M HTTP)

* IHTepdelic KOMaHAHOM CTPOKM
(koHcoNb, web-KoHcosb, SSH 1 telnet)

*SNMP v1, v2c, v3

* «OTKaT» K Npeaplaywen KoHpurypaumm

* O6bHOBNEHME MUKPONPOrPaMMbl C
ncnosb3oBaHuem FTP, FTP-TLS u Web

» OnoBelLeHWe 0 BbIXo4e HOBOW
BEPCUMM MUKPOMPOrpammbl 1 ee
aBToMaTtu4yeckoe obHOBNEHME

 [1Ba obpasa MMKponporpammsl

* Cloud CNM SecuManager

YypHanbl cO6bITUII U MOHUTOPUHT

 JToKanbHbIN KypHaI BCEX COOLITUN

« MoaaeprkKka Syslog (Ao 4 cepsepos)

* MpeaynpexaeHnsa No 3NeKTPoHHOM noyte (40
2 cepBepoB)

* MOHWUTOPUMHT TpaduKa B peaNbHOM BPEMEHM

* BCTpOEHHbIE eXkeHEeBHbIe OTYETbI

¢ Cloud CNM SecuReporter

*1: Bbiaet 8 uioHe 2020 roga.

*2: Moppepxusaemblie USB-moaembl 3G v 4G yKasaHbl B
COOTBETCTBYIOLLEM CMIUCKE NPOAYKTa Ha web-caite Zyxel.
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